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Privilege Escalation with Certify



Certify is a C# tool used to enumerate and abuse misconfigured Active Directory 
Certificate Services (AD CS) environments.

Creator: Will Schroeder & Lee Christensen

https://posts.specterops.io/certified-pre-owned-d95910965cd2

Will Schroeder & Lee Christensen

https://posts.specterops.io/certified-pre-owned-d95910965cd2


Open-Source C# tool written to facilitate 
enumeration and abuse of misconfigured Active 
Directory Certificate Services Environments

Available for download at 
https://github.com/GhostPack/Certify

Wide-spread, difficult to detect, living off the land 
technique that can lead to domain escalation and 
machine-independent domain persistence.

Certified Pre-Owned

Abusing Active Directory Certificate Services

harmj0y & tifkin
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T1588: 
Obtain Capabilities

T1588.004: 
Digital Certificates

T1484: 
Domain Policy Modification

T1484.002: 
Domain Trust Modification

T1558: 
Steal or Forge Kerberos Tickets

T1558.003: 
Kerberoasting
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Certificate Fields
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Certificate Authority Flag

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn786426(v=ws.11)
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Enumeration Demo

1. Enumerate Environment with CAS

2. Enumerate Cas for enabled templates  and details with Find 

3. Use FIND to locate vulnerable configurations with /enrolleeSuppliesSubject /clientauth
/vulnerable and vulnerable /currentuser



SubjectAlternativeName Demo

1. Use info from Find command to compromise SAN vulnerable certificate

2. Use Certify to request vulnerable certificate

3. Use certificate to generate TGT as local admin on DC with Rubeus

4. Show how to request under with /machine switch and Get System

5. Discuss how to compromise any certificate if flag set on CA



Vulnerable Enrollment Agent Demo

1. Use info from Find command to locate vulnerable enrollment agents

2. Use pkiobjects to find administrators

3. Use enrollment agent to go from standard user to domain admin with Rubeus

4. Discuss Persistence established through these methods



More Information

Privelege Escalation with Rubeus -
https://app.pluralsight.com/library/courses/pr
ivilege-escalation-rubeus/table-of-contents

Securing AD PKI -
https://docs.microsoft.com/en-us/previous-
versions/windows/it-pro/windows-server-
2012-r2-and-2012/dn786426(v=ws.11)

Related Information

https://github.com/GhostPack

https://posts.specterops.io/certified-pre-
owned-d95910965cd2

https://www.specterops.io/assets/resourc
es/Certified_Pre-Owned.pdf
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