
I. Course Introduction: 

 
1. What is Red Teaming? 

 

"Red Teaming" is a term that's used a lot within the cyber security space. Its meaning and 

purpose has been malformed over time, or at least is not standardised due to several 
factors, including misuse of the name within vendor marketing; and a misunderstanding 

of compliance requirements. I shall attempt to provide an accurate definition here that 

will set the scene for the course content - we need to understand what red teams are, 
what they do and why they do it (and perhaps just as importantly, what they're not for). 

A good dictionary definition is provided by Joe Vest and James Tubberville: 

Red Teaming is the process of using tactics, techniques and procedures (TTPs) to emulate 

a real-world threat, with the goal of measuring the effectiveness of the people, processes 
and technologies used to defend an environment. 

  

Red teams provide an adversarial perspective by attacking assumptions made by an 

organisation and defenders. Assumptions such as "we're secure because we patch"; "only X 

number of people can access that system"; and "technology Y would stop that" are 

dangerous and often don't stand up to scrutiny. By challenging these assumptions, a red 
team can identify areas for improvement in an organisations operational defence. 

Even though there is some cross-over with penetration testing, there are some key 
differences that I'd like to highlight. 

A typical penetration test will focus on a single technology stack - either because it's part 
of a project lifecycle or part of a compliance requirement, (e.g. monthly or annual 

assessments). The goals are to identify as many vulnerabilities as possible, demonstrate 

how those may be exploited, and provide some contextual risk ratings. The output is 
typically a report containing each vulnerability and remediation actions, such as install a 

patch or reconfigure some software. There is no explicit focus on detection or response, 

does not assess people or processes and there is no specific objective other than "exploit 
the system(s)". 

In contrast, red teams have a clear objective defined by the organisation - whether that be 

to gain access to a particular system, email account, database or file share. Because after 
all, organisations are defending "something" and compromising the confidentiality, 

integrity and/or availability of that "something" represents a tangible risk, be it financial 

or reputational. A red team will also emulate a real-life threat to the organisation. For 
example, a finance company may be at risk from known FIN groups. In the case of a 

penetration test, a tester will simply use their personally preferred TTPs whereas a red 
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team will study and re-use (where appropriate) the TTPs of the threat they're emulating. 
This allows the organisation to build detections and processes designed to combat the 

very threat(s) they expect to face. Red teams will also look holistically at the overall 

security posture of an organisation and not be laser-focused to one specific area - this of 
course includes people and processes as well as technology. Finally, red teams put a 

heavy emphasis on stealth and the "principal of least privilege". To challenge the 

detection and response capabilities, they need to reach the objective without getting 

caught - part of this is not going after high-privileged accounts (such as Domain Admin) 
unnecessarily. If "Bob from Accounting" can access the objective, then that's all they'll do. 

2. What is OPSEC? 

Operations Security (OPSEC) is a term originally coined by the US military and adopted by 

the information security community. It's generally used to describe the "ease" by which 

actions can be observed by "enemy" intelligence. From the perspective of a red team, this 

would be a measure of how easy your actions can be observed and subsequently 

interrupted by a blue team. Although "ease" is probably not a good word to describe it, 

since it's relative to the skills and knowledge of those defenders. However, given the overall 

threat landscape, body of public knowledge and even consultation with the client, you can 

make some predication regarding their capabilities. Every action you take will leave 

indicators, but it's important to have a good sense of how well those indicators are 

understood and what the likelihood is that the defenders will see and/or respond to them. 

Throughout this course you will see notes that attempt to highlight “bad" OPSEC and how 

it might be improved to reduce the likelihood of detection. It should also not be assumed 

that OPSEC works in only one direction. Red teamers may gain access to internal systems 

used by defenders - such as their Security Information and Event Management (SIEM) 

system, ticketing systems, response/procedure documentation, email, real-time chat and 

so on. This intelligence can be used to operate in specific ways that the blue team is blind 

to, or unable to deal with. Both red and blue teams should assume that their actions are 

being monitored and disrupted by the opposite side. Wise operators would also assume 

that the team you're up against are better than you. 

3.  Phases of an engagement: 

An overall engagement can be broken down into three main phases: 

 

1. Planning 

2. Doing 

3. Reporting 

 

The majority of this course focuses on the "doing" (although we will cover planning and 

reporting) which can be broken down further, sometimes referred to as the "Attack Kill 

Chain". It has a defined start and end, with some cyclic components. 
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The engagement begins by performing external reconnaissance against the target 

gathering information such as public-facing applications, IP ranges, domain names, 

technologies and products used, employees, organisational structure, service providers, 

suppliers and more. This information is then used to plan an attack on the perimeter. 

Once a foothold has been obtained in the target organisation, the team will perform 

internal reconnaissance. The aim is to understand everything possible about the 

environment including network topology, internal systems & processes and defensive 

products & capabilities. They may also install backdoors on the foothold(s) to ensure they 

can maintain persistent access to the environment without having to reperform the initial 

compromise steps. It's likely that the team will have to move laterally around the network 

to look for their objective or credentials to access it. Credentials can be obtained in a 

variety of ways including on file shares, relay attacks or elevating privileges and dumping 

with tools such as Mimikatz. Once access to the objective has been achieved, the team 

takes the appropriate level of evidence. The engagement may end there or they may 

choose to tip their hand to the defenders to gauge their detection 

threshold (more on that later). 

The bulk of this course will demonstrate TTPs for performing the steps above 

 

3. Planning and client engagement: 

It cannot be understated how important it is to properly plan a red team engagement - not just for 

achieving good outcomes, but for ensuring everybody involved is protected. The majority of that 

planning is the responsibility of the red team leads, and although this course is aimed at operators, 

it's useful to get an early understanding of that process. 

 

4. Scope: 

When scoping a red team engagement, don’t be constrained by typical "penetration testing 

scoping" questions, such as the number of hosts or IP ranges in the network. A red team 

does not set out to carry out a review of every host, but seeks to reach a particular objective. 

The size of the environment may still be relevant (finding a needle in a small haystack is 

easier than in a large haystack after all), but scoping conversations should be more geared 

towards building a scenario for the engagement. 

 

5. Threat Model: 

The role of a red team is to emulate a genuine threat to the organisation. This could be 

anything from relatively low-skilled and low-motivated "script kiddies", to more capable 

and organised "hacktivist" groups, or even APTs and nation-states. More mature 

organisations have an idea of their threats based on past events, threat intel or market 

reports; whilst others do not. In my experience, the latter default towards APT 
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threats, which is not always realistic. As part of this planning, be prepared to temper or 

help align their expectations. Once a threat has been identified, the red team must build a 

corresponding threat profile. This profile defines how the team will emulate this threat by 

identifying its intent, motivations, capabilities, habits, TTPs and so on. If it's a known 

threat, much of this information can be found from various threat intel sources. If it's a 

generic threat, the red team may construct a profile that reflects the typical capabilities of 

that type of threat. 

The MITRE ATT&CK is a great source of tactics and techniques. 

 

6. Breach Model: 

The breach model outlines the means by which the red team will gain access to the target 

environment. This is usually by attempting to gain access in accordance with the threat 

(for example through OSINT and phishing); or provided by the organisation (often called 

"assume breach"). There are pros and cons for each approach depending on the 

objective(s) of the assessment. If assume breach is not chosen and the red team attempt 

to gain access, it's important to have a back-up plan in the event access is not gained 

within a predetermined time period, A compromise could be to fallback to an assume 

breach model if the red team haven't gained access within the first 25% of engagement 

timeframe. This is critical because red team assessments are more about detection and 

response, rather than prevention, so those portions of the assessment are more important 

than trying to "prove" a breach can happen in the first place. 

 

7. Notifications and assessments: 

These types of assessments are often arranged by upper management in security or 

compliance roles, and they face a choice as to whether they inform the rest, or part of the 

organisation about an upcoming engagement. They may elect to tell nobody, everybody 

,or just the relevant security/support teams. Not providing any notification allows 

everybody to react as they would on any given day, and will lead to the most authentic 

outcomes. However, security teams may feel like they’re being tested or are not trusted by 

management, which can lead to bad relationships and negatively impact the outcomes. 

On the flip-side, having prior notification may lead them to be extra vigilant or to 

(temporarily) increase security measures, which is not an accurate reflection of their 

every-day security posture. Ultimately, the "correct" decision should come down to the 

existing culture and relationships within the organisation. 
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8.  ROE: 

The Rules of Engagement (RoE) document defines the rules and methodologies against 

which the engagement will be conducted; and should be agreed and signed by all parties. 

The RoE should: 

 

• Define the engagement objectives. 

• Define the target(s) of the engagement, including domains and IP ranges. 

• Identify any legal or regulatory requirements and/or restrictions. 

• Contain emergency contact lists for key persons in all parties. 

 

Any changes made to the RoE should also be agreed and signed by all relevant parties. 

Even though physical red teaming (physically attempting to gain entry to a premise or 

property) is out of scope of this course, members of those engagements should carry a 

suitable "get out of jail letter", signed and authorised by the client. In the event the team is 

caught and apprehended by actual law enforcement, they need to prove they were acting 

with permission to avoid any prosecution. 

 

9. Record Keeping and Deconfliction: 

Throughout the entire engagement, the red team members should maintain records of 

their activity. In the event an incident occurs now or in the future, the organisation and 

any supporting Digital Forensics & Incident Response (DFIR) needs to be able to identify 

whether observed activity is a result of the engagement or not. Frameworks such as 

Cobalt Strike maintain a data model and reporting templates of all activity carried out via 

the client. This includes commands run, target IP addresses and hostnames, payloads 

generated and their file hash, and more. However, you will often run tools externally from 

these frameworks that need to be recorded separately. Where feasible, record details of 

the dates and times tools are executed within the target environment. The use of terminal 

auto-logging and screen recording (e.g. record your screen at 1FPS) software can be useful 

to facilitate this. 

 

10. Data Handling: 

Red teams must ensure that they adhere to any organisational, regulatory and/or legal 

requirements for handling data. You will frequently gain access to credential material for 

the target environment, which must be treated as confidential during and after the 

engagement. When the engagement is concluded, that data should be destroyed by an 

appropriate means. Red teams may also come across privileged or sensitive data such as 

personal, medical, financial. Where possible, avoid viewing this data unless it's part of the 
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agreed scope and objective; and never impact the confidentiality, integrity or availability 

of data.  

 

11.  Duration: 

The duration of an engagement should only be determined after the scope and objectives 

have been agreed. This allows you to provide an estimate based on the actual work that's 

been agreed. Most engagements will fall in the 2-4 week range, but may run longer 

depending on size and complexity. 

 

12.  Costs: 

When costing an engagement, there are many factors to consider. 

People 

A team should have at least two members, and always at least one lead. The number of 

team members should be a reflection of the size of the engagement and the timeframe it 

should be completed in. Four members (three operators and one lead) is an average team 
size. 

Travel & Accommodation 

If it's required that the team travel (for instance, if they need to come on-site to emulate 
an insider threat), then those and other incidental costs should be accounted for. 

Software 

Most red teams use commercial tools to help carry out their engagements. Cobalt Strike's 

licence model is per-operator, so if a large team is required to complete the engagement 

in the agreed timeframe, additional licenses may be needed. Red teams may also need to 
acquire specialised or ad-hoc software, specific to the engagement. 

Hosting 

Many red teams use public cloud to run part of their disposable infrastructure.  They may 

also wish to purchase domain names for use in a phishing campaign or C2 traffic.  The 

Team Server should be run on-premise of the red teaming company - the costs of running 
and maintaining that infrastructure should also be included. 
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Pre and Post Engagement Activities 

It's easy to forget factoring in the cost of activities that come prior to and after an 

engagement. That includes this whole planning process, pre-engagement meetings, 
threat profiling, research, tool customisations, infrastructure setup and so on. Post-
engagement wash-up meetings and other follow-up meetings should also be considered. 
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II. Command and Control: 

 

1. C&C: 

Command & Control, often abbreviated to C2 or C&C, is the means by which an adversary 

can perform actions within a compromised environment. During the initial compromise 

phase, a malicious payload is executed that will call back to infrastructure controlled by 

the adversary. This payload is commonly referred to as an "implant1', "agent" or "RAT" 

(Remote Access Trojan). This infrastructure is the central control point of an engagement 

and allows an adversary to issue commands to compromised endpoints and receive the 

results. The capabilities of these implants will vary between frameworks, but in general 

they have the ability to execute different flavours of code and tooling to facilitate the 

adversarial objective(s),such as shell commands, PowerShell, native executables, 

reflective DLLs and .NET; as well as network pivoting and defence evasion. 

Implants will most commonly communicate with this infrastructure over HTTP(S) or DNS, 

and can even talk to each other over a peer-to-peer mesh using protocols such as SMB and 

TCP. These protocols are utilised because they will typically blend into most 

environments. 

 

 

Many commercial and open-source C2 Frameworks exist including Cobalt Strike, SCYTHE, 

Covenant, PoshC2, Faction, Koadic, Mythic and the Metasploit Framework. Each 

framework has their own sets of strengths and weaknesses - the C2 Matrix is a curated list 

of frameworks that can be filtered by their features and capabilities. 
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2. Cobalt Strike 

Raphael Mudge created Cobalt Strike in 2012 to enable threat-representative security tests 

and it was one of the first public red team command and control frameworks.  Cobalt Strike 

is the go-to red team platform for many businesses consulting organisations around the 

world. 

 

3. Starting the team server: 

• Access the console of attacker-windows. 

• Open PuTTY, select the kali saved session and click Open. 

• Start tmux. 

• This will ensure the Team Server remains running if you close PuTTY. 

• Change directory to /opt/cobaltstrike. 

• Launch the team server binary. 

 

 

 

Next, 

• Open the Cobalt Strike GUI. 

• Enter kali or 10.10.5.120 into the Host field. 

• Enter your favourite hacker pseudonym in the User field. 

• Use the password you set when startingthe Team Server. 

• Click Connect. 

• Ensure the server's fingerprint matches before clicking Yes. 
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OPSEC:  The Team Server allows multiple clients to connect to it at the same time.  However, 

if you have remote team members, you shouldn't expose port 50050 directly to the Internet.  

Instead, a secure remote-access solution (such as a VPN or SSH tunnel) should be used. 

 

4. Listener Management: 

A "listener" is a host/port/protocol combination that "listens" for incoming 

communication from Cobalt Strike's payload, Beacon. The two main flavours of listeners 

are egress and peer-to-peer. The egress listener that you will use the majority of the time 

is the HTTP listener. This listener acts like a web server, where the Team Server and 

Beacon will encapsulate their communications over HTTP. The "appearance" (bodies, 

headers, cookies, URIs etc) of this HTTP traffic can be tightly controlled using Malleable C2 

Profiles, which we will cover in more detail towards the end of the course. 
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Peer-to-peer listeners allow Beacons to chain their communications together over SMB or 

TCP. These are particularly useful in cases where a machine that you compromise cannot 

reach your Team Server directly over HTTP. 

To create an HTTP listener, go to Cobalt Strike > Listeners and a new tab will open. Click 

the Add button and a New Listener dialogue will appear. Select Beacon HTTP as the 

payload type and enter a descriptive name. This listener name is used in several Beacon 

commands (such as when moving laterally), so make sure it describes the listener well. 

Click the + button next to HTTP Hosts which should autocomplete to the Kali IP address 

(10.10.5.120). This is fine, so click OK. Leave everything else as it is and click Save. 
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5. Generating Payloads: 

To generate a payload for this listener, go to Attacks > Packages > Windows Executable (S). 

Cobalt Strike is able to generated both staged and stageless payloads. Whenever you see 

(S) within the Ul,it's an indication that it's using a stageless payload. 

OPSEC: Staged payloads are good if your delivery method limits the amount of data you 

can send. However,they tend to have more indicators compared to stageless. Given the 

choice, go stageless. 

Select the HTTP listener created previously, select Windows EXE as the output and tick Use 

x64. 

OPSEC: The use of 64-bit payloads on 64-bit Operating Systems is preferable to using 32-bit 

payloads on 64-bit Operating Systems. 

 

 

 

Click Generate and save the file to C:\Payloads. Now execute that EXE and you should see 

a new Beacon appear. 
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6. Interacting with beacon: 

 

 

 

 

 

7. Tips and tricks: 

 

8. Cobalt Strike Demo: 
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III. External Recon: 

 

1. External Recon: 

If your engagement is not being kicked off via an “assume breach” methodology and you 

need to gain initial entry into the target network yourselves, some external 

reconnaissance will be required. The reconnaissance phase is vital as it provides 

information that will be leveraged to exploit the target or gain access to data. 

 

There are two main facets of recon - organisational and technical. 

 

Organisational 

During "organisational" recon, you’re focused on collecting information about the 

organisation. This can include the people who work there (names, jobs and skills), the 

organisational structure, site locations and business relationships. 

 

Technical 

During "technical" recon, you’re looking for systems such as public-facing websites, mail 

servers, remote access solutions, and any vendors or products in use, particularly 

defensive ones - web proxies, email gateways, firewalls, antivirus etc. Gathering either 

type of information can be done "passively" or "actively". 

Passive 

Passive collection relies on 3rd party sources such as Google, Linkedln, Shodan and social 

media - where you are not actively touching parts of the target network. 

 

Active 

Active, as it sounds, is directly touching those components which could be as simple as 

visiting the target’s website, or port scanning their IP ranges. Active recon is inherently 

riskier than passive, as it provides an 

organisation with their first potential indication that they’re being looked at. 

Whilst conducting active recon, consider doing so via a proxy or VPN service to not expose 

your public IP address. 
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2. DNS Records: 

 

Domain Name System (DNS) records can provide a wealth of information regarding 
services that may be exposed to the Internet, but here there be dragons. 

NOTE: Because the lab has no outbound Internet access, you must use your own Kali VM if 
you want to following along with these steps. But they are optional, so feel free not to. 

 

 

 

When we browse to cvberbotic.io, we are actually being sent to Cloudflare, which proxies 

the traffic between us and the Webserver. The issue being that we don't know if the web 

server is hosted on premise of the target organisation, or in another 3rd party cloud 

service. This information you must confirm with the client - providers such as Amazon and 

Azure have specific rules and/or require explicit permission before you are able to carry 

out any security assessments hosted on, or performed from, their infrastructure. 

You may also come across IP addresses that belong to Internet Service Providers (ISPs), as 

some organisations rent their public address space. Some Software as a Service (SaaS) 

offerings require DNS records on the target domain, in order to point towards those 

services. A notable example includes Microsoft's Office 365 which can be found at 

autodiscover.target-domain. If the target uses these SaaS services for email and/or 

document storage etc, it may be possible to gain access to your objective without ever 

needing to compromise their network. Subdomains can also provide insight to other 

publicly available services, which could include webmail, remote access solutions such as 

Citrix,or a VPN. Tools such as dnscan come with lists of popular 
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subdomains. Weak email security (SPF, DMARC and DKIM) may allow us to spoof emails to 

appear as though they’re coming from their own domain. Spoofcheck is a Python tool that 

can verify the email security of a given domain. 

 

 

3. Social Media: 

For several years, social engineering and phishing have been the most prolific methods for 

gaining access to a target environment. To prepare your own campaign, sites such as 

Linkedln are a goldmine of information because people expose a lot of professional (and 

sometimes personal) information about themselves. 

We love to demonstrate how good we are at Task X or managing Product Y - and this 

information is not only useful for knowing what products are being used, but also for 

generating your pretext. The pretext is the "story" behind why we want our target to open 

our email and carry out the desired actions. The pretext can be rather generic and sent to 

multiple targets or targeted to an individual or small group. Tailoring the pretext to 

something a user will either relate to or have an interest in, will give us a better 

chance of success. And there are also emotional characteristics that will statistically result 

in higher user engagement - in particular, fear, urgency, greed and curiosity. 

Two examples could be: 

 

• Human Resources- URGENT: Grievance filed against... 

• Accounts Payable - FINAL NOTICE: Invoice 1234 not paid 

 

The following "Google Dork" can be used to quickly scrape Linkedln for employees of a 

particular organisation: site:"linkedin.com" "<company name>" Some of the more 

interesting information you can glean from a Linkedln profile includes names, current and 

previous job roles, location (on-site or remote), contact info (websites, social media, email 

addresses), previous experiences, education, qualifications, certifications, personal 

interests and 1st, 2nd and 3rd-degree connections. 

 

EXERCISE: Conduct some additional external reconnaissance against the lab targets at 

https://cvberbotic.io and see if you can find any information that would be useful in a 

phishing campaign. 

hid
e0

1.
ir

Join us now -> hide01.ir | donate.hide01.ir | t.me/Hide01 | t.me/RedBlueHit

https://github.com/BishopFox/spoofcheck
https://www.exploit-db.com/google-hacking-database


IV. Initial Compromise: 

 
1. Initial Compromise: 

NOTE: These exercises can now be carried out in the lab. 

We're going to assume that we identified their OWA Exchange service 
at 10.10.15.100 during our external recon 

 

2. Password Spraying: 

Password spraying is an effective technique for discovering weak passwords that users are 

notorious for using. Patterns such as MonthYear (August2019), SeasonYear (Summer2019) 
and DayDate (Tuesday6) are very common. 

TIP: Be cautious of localisations, e.g. Autumn vs Fall. 

Two excellent tools for password spraying against Office 365 and Exchange 

are MailSniper and SprayingToolkit. On the attacker-windows VM, open PowerShell and 
import MailSniper.ps1. 
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namemash.py is a python script that I've used for as long as I can remember. It will take a 

person's full name, and transform it into possible username permutations. 
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This output shows one valid result for CYBER\iyates. 

You can run this again and target -Domain DEV, which will also find valid results for: 

• DEV\bfarmer 

• DEV\jking 
• DEV\jadams  

This requires a little bit of explaining. cyberbotic.io is the root of the Active Directory 

forest, who's NetBIOS name is CYBER. But cyberbotic.io has a child domain 

called dev.cyberbotic.io, who's NetBIOS name is DEV. From this, we can ascertain that 
iyates is a user in the parent domain; whilst bfarmer, jking and jadams exist in the child 
domain. 

However, without just guessing at domain names, we don't have a reliable way of knowing 

DEV ever existed. You may be able to find some clues from your OSINT such as leaked 
internal domain names. 

MailSniper can spray passwords against the valid account(s) identified using, Outlook Web 
Access (OWA), Exchange Web Services (EWS) and Exchange ActiveSync (EAS). 

 

 

 

 

 

hid
e0

1.
ir

Join us now -> hide01.ir | donate.hide01.ir | t.me/Hide01 | t.me/RedBlueHit



3. Internal Phishing: 
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