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Module Introduction

Monitoring LOLbin process 
behavior

Watching for abnormal 
process spawning and 

transfers



- Watching LOLbin processes

- Concepts Demonstration - Monitoring 
LOLbins

Overview



LOLbin Processes

Module focuses on LOLbin
processes

Same techniques can be used for 
all processes



LOLbin Processes

Utilize the dictionary variable                       
shown in previous module

Focus will be on specific process trees



LOLbin Processes

Targeted process will have their traffic tracked

Monitoring is limited by Scapy



LOLbin Processes

ThreadingCollections

Used to build LOLbin monitor

New modules used include:



Demo

This bullet list is 
with 

animations

How to monitoring LOLbin process trees

Building a process traffic monitoring



- Watching LOLbin processes

- Concepts Demonstration - Monitoring 
LOLbins

Summary


