PDF Password Cracking
with pdfrip
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ATTACKS

John the Ripper — Perl Module
Pdfrip - Windows






Step-1

**» Prepare a password protected Pdf file

Go to properties and in the Security tab, you can apply a
password

Password Security - Settings

Document Open

Require a password to open the document

Document Open Password: ---- Not Rated

ﬁ This password will be required to open the docurnent.

Permissions

[] Restrict editing and printing of the document. A password will be required in order to change these permission settings.

Frinting Allowed: | High Resolution ~

Changes &lloweed: | Any except extracting pages e




Step-1

** Download and install pdfrip from official GitHub

repository

https://github.com/mufeedvh/pdfrip/releases

v Assets s
D pdfrip.exe 1.77 MB
&0 pdfrip_amd64 2.17 MB
& pdfrip_darwin 1.91 MB

[2) source code (zip)

E] Source code (tar.gz)
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Step- 2

**» Download and extract the rockyou dictionary in pdfrip
folder

https://github.com/brannondorsey/naive-hashcat/releases/download/data/rockyou.txt

*** Copy the target file to the pdfrip folder as well




Open the command terminal in the same folder.

Run the following command to crack the password with the
dictionary attack

>Pdfrip.exe crackme.pdf -w rockyou.txt

Here :
" Crackme.pdfis the password-protected file
" rockyou.txt is the dictionary fille




Once Cracked, the password will be displayed

B CoWindows\System32iemd.exe

Micp

C:\Users\Ammar\Downloads\Programs>pdflkip crackme.pdf -w rockyou.txt
~[1;31m .

vl.8.8

EMINFO«[8me[1m]<[8m PDF File: «[1;31mcrackme.pdf<[6&m
EMINFO«[8me[1m]«[8m Wordlist File: «[1;31mrockyou.txt«[6m

[ Im[<[Bme[1;32mSUCCESS<[Bme[1m]«[6m «[31mcrackme.pdf<[0m :: «[1;33m123456:[6m

C:\Users\Ammar\Downloads\Programs>_
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