Remove Sheet and
Workbook Protection
from Excel Sheets
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The Arttack

Recap
* Cracking Excel file Passwords (Opening File)

« Removing the read-only restriction

Aim of this Lecture
* Removing the Excel Sheet Protection

 Removing the Excel Work Book Protection
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Step-1

*** You can protect a sheet from the review tab in Excel. A
protected sheet limits any modification in the sheet

Go to Review tab then select the option to protect
sheet, Give it a Password
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Comment heet Werkbook Ranges
Protect Sheet ?
nguag Protect
i Password to unprotect sheet: B
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Allow all users of this worksheet to:
E| Select locked cells ‘
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] Format cells

|:| Format columns
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| B & d




Step- 2

¢ Change the File extension to ZIP

» Downloads »

Mame

n testl.zip

appany.bxt

=1



Step- 3

** Open the ZIP folder in Windows explorer or Winrar

is PC » Downloads » Booklzip »

.

]

Mame Type Compressed size Password ... Size
. _rels File folder
. docProps File folder

xl File folder

D [Content_Types].xml AML Document 1KB Mo



Step- 4

** Look for the sheet file in the xI/worksheets folder and open it
in text editor

sheet2.xml
View Compressed Folder Tools
3 » x| » worksheets v 0N 0
Mame Type
| cheet]xml AML Docurr

D sheet2.xml AML Docurr



Step-5

¢ Search for the content “sheetprotection”. Remove all
contents within the tags <> </>

._3 sheet2xml - Notepad

File Edit Format View Help

<?uml version="1.8" encoding="UTF-8" standalone="yes"?:

{worksheet xmlns="http://schemas.openxmlformats.org/spreadsheetml/20@6/main” xmlns:r="http://schemas.cpenxmlformats.org/officeDocument/2006/relationships”
xmlns:mc="http://schemas.openxmlformats.org/markup-compatibility/2006" mc:Ignorable="x14ac" smlns:x14ac="http://schemas.micresoft.com/office/spreadsheetml/20809/3/ac" <dimension
ref="A1:611"/><sheetViews><sheetView tabSelected="1" workbookViewId="8"><selection activeCell="G11" sqref="G11"/»</sheetView></sheetViews><sheetFormatPr defaultRowHeight="15"
xld4ac:dyDescent="0.25"/s<sheetDataz<row r="1" spans="1:7" x14ac:dyDescent="8.25"><c r="A1" t="s">qvsl¢/vi</cx¢/rows<row r="11" spans="1:7" xldac:dyDescent="8.25">¢c r="G11"
L A sy SO I A A < sheetProtection algorithmName="SHA-512" hashValue="nMQh584avwwleluPtsxV3nDgHVFOOZHMaukl/6XparR8IAz0bZ2FkpasaszxyExVQMxkDITabaxTklo}s
EE R DT o= O B e e g e Uy (e i TR T e el y T o R o P T L b pageMargins left="8.7" right="8.7" top="0.75" bottom="0.75" header="8.3"
footer="8.3"/></worksheet>




Step- 6

**» Save the file separately with the same name and then drag it
to the actual archive and replace the original file

Copy File *

There is already a file with the same name in this location.
Click the file that you want to keep

—Copy and Replace
Replace the file in the destination folder with the file that you're copying:
sheet2.xml
sheet2 (ChUsers\AmmarDesktop)
Size: 873 bytes
Date modified: 9/2/2022 7:37 PM (newer)

—Don’t copy

Mo files will be changed. Leave this file in the destination folder:

sheet2.xml
Size: 1.08 KB (larger)
Date modified: 12/30/18%% 5:00 AM

Cancel




Step- 7

¢ Change Back the File Extension to xlsx and your sheet
protection will be removed

testl.xlsx
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Step-1

¢ You can protect a workbook from the review tab in
Excel. A protected workbook limits any modification in
the sheet structure. You can not add or delete sheets.
You can not hide or unhide sheets

Go to Review tab then select the option to protect
workbook, Give it a Password
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Step- 1

Ip  ACROBAT
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Comment Comment Comments

Comments

——

Protect | Protect |Allow Ed
Sheet (Workbook| Ranges

Protect

| Protect Structure and Windows

Fassword [optional):

| Protect workbook for

@ Structure
Windows

OK

Cancel
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Step- 2

¢ Change the File extension to ZIP

» Downloads »

Mame

n testl.zip

appany.bxt

=1
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Step- 3

** Open the ZIP folder in Windows explorer or Winrar

is PC » Downloads » Booklzip »

Fa
~ Mame

Type Compressed size Password ... Size
. _rels File folder
. docProps File folder
xl File folder
D [Content_Types].xml AML Document 1KB Mo
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Step- 4

*** Look for the sheet file in the x| folder and open it in text
editor

workbook.xml

View Compressed Folder Tools i e
Downloads » testlzip » x| » v O 2 Searchxl
+
*
ird _rels theme worksheets sharedStrings.xm

I
3l
styles.xml workbookxml
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Step-5

** Search for the content “workbookprotection”. Remove all
contents within the tags <> </>

AN AL = L LR g UGS AL U3 L s LA 0 SU 3P LU I L SUAT § LA ANLIIS e AL U L e [ g SIS 4 A U LU U 1 S 3P LS LA LU § L L3S i
xmlns:xrl@="http://schemas.microsoft. com/office/spreadsheetml/2816/revisionld” xmlns:xr2="http://schemas.microsoft.com/office/spreadsheetml/2015/revision2"><fileVersion appName="x1"
lastEdited="7" lowestEdited="7" rupBuild="25427"/»<workbockPr defaultThemeVersion="166325"/><mc:AlternateContent xmlns:mc="http://schemas.openxmlformats.org/markup-
compatibility/2806"><mc:Choice Requires="x15"»<x15ac:absPath url="C:\Users\Ammar\Downloads\"
xmlns:x15ac="http://schemas.microsoft.com/office/spreadsheetml/2816/11/ac"/></mc:Choice></mc:AlternateContent><xr:revisionPtr revIDLastSave="8" documentId="13 ncr:1 {8A2E3586-82BC-4457-9

el a e i bookViews »<workbookView wiindow="-128" yWindow="-120" windowWidth="20648" windowHeight="11168" activeTab="2" xr2:uid="{00000000-B0BD-B0BB-FFFF-

FFFFE@BBARRR}" /»</bookViews><sheets><{sheet name="Sheetl" sheetId="1" r:id="rId1"/:<sheet name="Sheet3" sheetId="3" r:id="rId2"/:<sheet name="Sheet4" sheetId="4" r:id="rId3"/></sheetss<ca
calcId="191029"/»<extlstr<ext uri="{148A7894-0E35-4592-8432-C4D2ES7EDERS}" xmlns:x15="http://schemas.microsoft.com/office/spreadsheetml/2018/11/main" »<x15 :workbookPr
chartTrackingRefBase="1"/></ext><ext uri="{B5868392-4F1F-4190-6664-5DF3571DCESF}"
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Step- 6

**» Save the file separately with the same name and then drag it
to the actual archive and replace the original file

Copy File ot

There is already a file with the same name in this location.
Click the file that you want to keep

—Copy and Replace
Replace the file in the destination folder with the file that you're copying:

workbookaoml

workbook (ChUsershAmmart Desktop)
Size: 2,29 KB

Date modified: 9/2/2022 308 PM (newer)

—Don’t copy
Mo files will be changed, Leave this file in the destination folder:
workbook.xml
Sizer 234 KB (larger)
Date modified: 12/30/1899 5:00 AM

Cancel
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Step- 7

¢ Change Back the File Extension to xlsx and your sheet
protection will be removed

testl.xlsx
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