Cracking Office Passwords with Hashcat
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e Crack the hash with Hashcat
dictionary attack on
Windows

e Get the Hash from the office
file with John on Kali Linux



Step-1

**» Copy the password protected file from Windows machine to
Kali

You can directly copy files to Vmware machine or you
can use USB to transfer the file




Get the hash of the document with following command

office2john crackme.xlsx > hash.txt

Here :

= crackme.xlsx is the password protected file

" Hash.txt is the txt file that will contain our hash that is
required to be cracked




Get the hash of the document with following command

office2john crackme.xlsx > hash.txt
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crackme.xlsx >hash.txt




Step- 4

*** Copy the hash file back to windows and to the Hashcat
Directory
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example300 11/21/2021 &:43 PM Windows Comma... 1KB
D example300.hash 11/21/2021 8:43 PM HASH File 1KEB
| examples00 11/21/2027 2:43 PM 5H File 1KE

hash.hc22000 8/7/2022 &:53 PM HC22000 File 1KB

8/19/2022 7:39 PM Text Document 1KB

hashcat.bin 11/21/20217 8:43 PM BIM File 1,160 KB

D hashcat.dictstat? 8/19/2022 741 PM DICTSTATZ File 1 KB
[#=] hacheat 1172152027 243 PM Annlicatinn 1381 KR



Step-5

** Now Open the hash.txt file and remove the file name from
contents

| hash - Notepad - O

File Edit Format View Help
Hofficed*2013*100008*256%16%967T4382ch@cf4cdaac3ite2ebe9alllad*c1298dleshecdedad2c@lacd?effcfaa*s

Delete crack.xlsx:




Step- 4
*** Open the Power shell and then use the command to crack the
handshake

./hashcat -a 0 -m 9600 --status -o cracked.txt hash.txt rockyou.txt

Here :

= 9600 tells the hashcat that its office password to be cracked
= Cracked.txt will store cracked passwords

= Hash.txt is the source file

= Rockyou.txt is the dictionary file

Use 9500 for office 10 files, 9600 for office 13 files, 25300 for
Office 16




To select a particular device. Just select the device with category
flag.

M CPU @ 2.66GHz, skipped
B8, skipped

(OpenCL 2

: Radeon (TM)
: , skipped

To select Device 3 only, use—-D 2 —d 3
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