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AWS



AWS




[

Aivm
1 p.

* Launch an EC2 Instance with * Install GUI on Kali EC2

Kali



Step-1

*2* Launch an EC2 Instance

https://aws.amazon.com/
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# us-east-l.console.aws.amazon.com/console/home?nc2=h_ct&src=header-signin&region=us-east-1
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SSH to your Kali instance

ssh -i "kali2.pem" kali@34.219.54.138

X kali@kali ~

PS C:\Users\Ammar\Desktop\Trash\Kali Cloud> ssh kali.pem kali@34.219.54.138

iThe authenticity of host '34.219.54.138 (34.219.54.138)"' can't be established.

ECDSA key fingerprint is SHA256:nixc0t0/ZTVeFjC4/3dbByvBN1OpCRxjZs13efmkbcc.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '34.219.54.138' (ECDSA) to the 1ist of known hosts.

‘Linux kali 5.18.0-kali5-cloud-amd64 #1 SMP PREEMPT_DYNAMIC Debian 5.18.5-1kali6 (2022-07-07) x86_64

The programs included with the Kali GNU/Linux system are Wee software;
the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.

Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
‘permitted by applicable Taw.
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0 This is a cloud installation of Kali Linux. Learn more about
‘ﬂ the specificities of the various cloud images:

‘D 0 https://www.kali.org/docs/troubleshooting/common-cloud-setup/
1]

00(Run: “touch ~/.hushlogin” to hide this message)
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Install the desktop Environment and tightVNC server

sudo apt-get install xfce4 xfced-goodies tightvncserver

sudo apt-get install gnome-core kali-defaults kali-root-login desktop-base

install gnome-core kali-defaults kali-root-login desktop-base_

k




Setup the tightvnc server geometry

tightvncserver -geometry 1024x768

i X Lali@kali: ~

1024x768 S

'You will require a password to access your desktops.

Password:

Verify:

Would you Tike to enter a view-only password (y/n)? n
fxauth: file /home/kali/.Xauthority does not exist

New "X' desktop 1s kali:1

Creating default startup script /home/kali/.vnc/xstartup
Starting applications specified in /home/kali/.vnc/xstartup
Log file 1s /home/kali/.vnc/kali:1.log




Check whether tightvnc is running

netstat -tulpn

‘

qut all processes could be identified, non-owned process info
' will not be shown, you would have to be root to see it all.)
ctive Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
kcp .0.0.0:22 0.0.0.0:% LISTEN =

tcp 0:0.0: LISTEN 22672 /Xtightvnc
tcp .0.0.0:EE 0T o R o S LISTEN 22672 /Xti1ghtvnc
ngb S Co LISTEN

udp .0.0.0:68 .0. St

bdpﬁ 2:8eff:fe6a::546 :::*




Download tight VNC client for windows

https://www.tightvnc.com/download.php

¢7 Download TightVINC X +

& C & tightvnccom/download.php
W Bookmarks m Yahoo! @ Live Cricket Scores |... @I Speedtest.net - The... ﬁ Welcome to Facebo... @ Google News I YouTube SEAsSoNs

L:censmg / SDK: Download TightVNC for Windows (Version 2.8.63)

Products & SDKs
- .NET Viewer SDK
- Server for Windows ) ]
. Server for Unix/Linux « Installer for Windows (64-bit) (2,498,560 bytes)
- Server for macOS « Installer for Windows (32-bit) (2,072,576 bytes)

- Java Viewer

TightVNC 2.8.63 runs basically on any version of Windows (see more details here).




Step-6

*** Open VNC client, Provide your Kali IP and Port and connect to

It
VI Viewer

File View Help

VNCCONNECT T34 519.54.138:5901

B 34.219,34,138:358071 - VINC Viewer

Encryption
0 Unencrypted connection

The connection to this VNC Server will not be encrypted.
WNC Server: 34.219.54.138::5801 (TCP)
Your authentication credentials will be transmitted securely, but all

subsequent data exchanged while the connection is in progress may be
susceptible to interception by third parties.

[]Don't warn me about this again.

I_ Continue -| l Cancel i
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