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Introduction

● Serial Peripheral Interface

● Master slave communication

● Synchronous serial communication

● The receive hardware can be a simple shift register

● High speed communication

● It supports multiple peripherals

● No ACK protocol

● Most frequently used in embedded devices
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Need For Synchronous Communication
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Asynchronous Communication Synchronous Communication

Source : https://learn.sparkfun.com/tutorials/serial-peripheral-interface-

spi/all
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SPI Protocol

● It stands for serial peripheral interface.

● Developed by Motorola

● Four wire Synchronous Protocol

- MOSI (Master Output, Slave Input),

- MISO (Master Input, Slave Output)

- SS/CS (Slave Select/Chip Select)

- SCLK (Serial Clock).

- It’s faster than asynchronous serial.

- CS line decides which device to communicate with.
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SPI Master- Slave Communication
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Source: STM32L4R29 Reference Manual
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SPI Master- Slave Communication
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SPI Protocol
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SPI Protocol

● Full-duplex

● Master slave architecture

● Single master multiple slaves

● Modes of SPI - Mode 0, Mode 1, Mode 2, Mode 3
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SPI Protocol

● Master selects the slave device 

● Master sends the clock signal

● Master sends the data/command on the MOSI line 

● Slave sends the data/response on the MISO line
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SPI Protocol
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Typical SPI Chips

● RF transceiver

○ Nrf24l01

○ CC 1100

● MEMS sensors

○ LIS3DH12

○ IIS3WB

● Memory

○ W25Q128

○ CY15B104Q
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SPI - Possible Attacks

● Signal sniffing

● Signal tampering

● Data extraction

● Data manipulation
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Memory Extracted
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Source: https://www.nsideattacklogic.de/en/dumping-spi-flash-memory-

of-embedded-devices-2/
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Memory Extracted
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Source: https://www.nsideattacklogic.de/en/dumping-spi-flash-memory-

of-embedded-devices-2/
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Memory Extracted
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Source: https://www.nsideattacklogic.de/en/dumping-spi-flash-memory-
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Memory Extracted
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Source: https://www.nsideattacklogic.de/en/dumping-spi-flash-

memory-of-embedded-devices-2/

http://www.expliot.io


Copyright © 2021 EXPLIoT - www.expliot.io

Memory Extracted
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Source: https://www.nsideattacklogic.de/en/dumping-spi-flash-memory-

of-embedded-devices-2/
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Attack on TPM
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Source: https://labs.f-secure.com/blog/sniff-there-leaks-my-bitlocker-key/
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TPM Sniffed
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Source: https://www.cryptic.red/post/sniffing-tpm-keys-on-the-spi-bus
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TPM Sniffed
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TPM Sniffed
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Source: https://www.cryptic.red/post/sniffing-tpm-keys-on-the-spi-bus
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SPI - Tools/Framework

● EXPLIoT Nano - https://expliot.io/products/expliot-nano

● Bus Pirate - http://dangerousprototypes.com/docs/Bus_Pirate

● Shikra - https://int3.cc/products/the-shikra

● CH341A - https://www.onetransistor.eu/2017/08/ch341a-mini-programmer-schematic.html

● EXPLIoT Framework - https://gitlab.com/expliot_framework/expliot

● Flashrom - https://github.com/flashrom/flashrom

● Pyspiflash - https://github.com/eblot/pyspiflash

● Logic Analyzer

● RaspberryPi or Beaglebone can also be used.
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EXPLIoT Nano

● Expliot-NANO is a compact hacker friendly multi-purpose, multi-protocol hardware 

tool mainly used to debug and program microcontrollers/processors and flash chips

● Expliot-NANO can be configured to support hardware protocols including, UART, I2C, 

SPI, ARM SWD and JTAG.
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Interfacing
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The End
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