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What Does Active Defense Mean?



Where Traditional Defense Falls Short



Where Traditional Defense Falls Short



Active Defense
Proactive measures taken by an organization to detect, 
prevent, and respond to cyber threats.

Traditional Defense  =  Passive



nmap -p 1-65535 localhost

nmap --top-ports 20 192.168.1.106

nmap 192.168.1.105 -max-parallelism 800 



Continuous monitoring and analysis of 
network

Deception technology

Honeypots and decoys

Honey tokens

Red teaming and penetration testing

Proactively patching systems

Active Defense Techniques



Why the Use of PowerShell for Active 
Defense



Cross Platform

Integration into the Operating System

Scalable Functionality

Deep Automation Capabilities

Why the Use of PowerShell for Active Defense





!



Scripting

Network Reconnaissance

Simulating Attacks

Remediation

PowerShell for Active Defense



Tools for the Course



Windows PowerShell



Windows PowerShell ISE



Visual Studio Code
https://code.visualstudio.com/



PowerShell 7 (Core)
https://github.com/PowerShell/PowerShell/releases



VirtualBox
https://www.virtualbox.org/

Windows 10
https://www.microsoft.com/en-us/evalcenter/download-windows-10-
enterprise

Windows Server 2019
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-
server-2019

Other Tools Used



Setting the Trap

Up Next:



Setting the Trap
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What Kind of Traps Can Be Set



Honeypot



Create a 
Honeypot

Ports

Credential
s

Tokens

Services

Files



Create a Honeypot



https://github.com/gfoss/PowerShell-
Honeyport/blob/master/honeyport.ps1

honeyportCIM.ps1 in course exercise files

Powershell 7

Honeyport



HoneyPortCIM.ps1



Log Aggregator / SIEM / EDR
- 1003
- 1002

Nosy

HoneyPortCIM.
ps1

Notes



https://github.com/Blumira/Kerberoast-Detection

Domain Controller

Powershell 7

Honeytoken



Requirements

Privileged user account

An alerting mechanism on the following
• Event ID: 4769
• Encryption type: 0x17
• Ticket options: 0x40810000
• SPN Name: <Name of your honeycred / SPN name>

Auditing of Kerberos Service Ticket 
Operations enabled



Create Service Account Honeypot

Step 1 – Create a non-admin user account (example: backupexec)

Step 2 – Add a SPN to the account  (see below)

Step 3 – Confirm the SPN was created  > setspn -Q */* | findstr backupsvc



Dogemira.ps1

• Event ID: 4769
• Encryption type: 0x17
• Ticket options: 0x40810000
• SPN Name: <Name of your honeycred / SPN 

name>



Monitor for Bad Credentials



https://github.com/wiredpulse/Invoke-Fail2Ban

Invoke-Fail2Ban.ps1 in course exercise files

https://cyberfibers.com/2019/08/invoke-fail2ban/

Invoke-Fail2Ban



Invoke-Fail2Ban



Invoke-Fail2Ban.ps1



Maintain the Look of an Active User



When Was the Account Created?

When Did the Account Last Logon?

When Was the Password Last Changed?

Correlation to Another Non-Admin Account?

Hack the Hacker



$RegPath = "HKLM:\SOFTWARE\Microsoft\Windows 

NT\CurrentVersion\Winlogon"

$DefaultUsername = “honeycredusername"

$DefaultPassword = “honeycredpassword"

Set-ItemProperty $RegPath "AutoAdminLogon" -Value "1" -type String

Set-ItemProperty $RegPath "DefaultUsername" -Value

"$DefaultUsername" -type String

Hack the Hacker



Host



C:\Program Files\Oracle\VirtualBox\VBoxManage.exe" list vms

https://www.virtualbox.org/manual/ch08.html#vboxmanage-startvm

"C:\Program Files\Oracle\VirtualBox\VBoxManage.exe" startvm (name of vm)

https://www.virtualbox.org/manual/ch08.html#vboxmanage-controlvm

"C:\Program Files\Oracle\VirtualBox\VBoxManage.exe" controlvm (name of vm) 
shutdown

Start up and Shut down Virtualbox VM

https://www.virtualbox.org/manual/ch08.html
https://www.virtualbox.org/manual/ch08.html


Host



# Specify here the username whose password to reset.

$username = ‘(user account)'

# Import the System.Web .NET assembly

Add-Type -AssemblyName 'System.Web'

# Generate a random password that is 12-characters long with five non-AlphaNumeric

characters.

$randomPassword = [System.Web.Security.Membership]::GeneratePassword(12, 5)

# Convert the plain text password to a secure string.

$newPassword = $randomPassword | ConvertTo-SecureString -AsPlainText -Force

# Reset the user password

Set-ADAccountPassword -Identity $username -NewPassword $newPassword -Reset

# Display the new password

$randomPassword

Hack the Hacker



Review Attack Patterns





Port Scanning

Brute Force

Kerberoasting

• Phishing reports

• AV alerts

• EDR alerts

• WAF logs

• IAM & MFA 

• Server resources

• Production 
Incidents

• Security Incidents



Auditing



Auditing
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Intrusion Point Discovery



Using PowerShell to Access WMI 
Objects



Get-CimInstance



Invoke-CimMethod



Get-ItemProperty



Get-WindowsFeature



Get-ExecutionPolicy



Set-ExecutionPolicy



Summary



Summary



Web Application Penetration Testing 
Fundamentals

Getting Started with OWASP Zed 
Attack Proxy (ZAP)

Automate Web Application Scans with 
OWASP ZAP and Python


