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Default
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Get-CimInstance



Win32_BIOS
Win32_BootConfiguration
Win32_DiskDrive
Win32_GroupUser
Win32_LoggedOnSession
Win32_LogicalDisk
Win32_NetworkAdapterConfiguration
Win32_OperatingSystem
Win32_Process
Win32_Service
Win32_UserAccount
...

Get-CimInstance

-ClassName



Get-CimInstance



Invoke-CimMethod



Get-ItemProperty



Get-WindowsFeature



> Install-WindowsFeature ServerManager

Get-WindowsFeature



Windows Defender



Get-MpPreference

Set-MpPreference

Get-MpComputerStatus

Update-MpSignature

Start-MpScan

Remove-MpThreat

Windows Defender



Summary



Summary

HoneyPots
- Tokens
- Creds
- Ports
- File
- Services

Maintain the Live Look

Plant Traps Along the Attack Pattern

Audit Your Systems



Web Application Penetration Testing 
Fundamentals

Getting Started with OWASP Zed 
Attack Proxy (ZAP)

Automate Web Application Scans with 
OWASP ZAP and Python


