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I What Does Active Defense Mean?



Where Traditional Defense Falls Short

CVE Details )

The ultimate security vulnerability datasource

og In Register

Switch to https://
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Products
Vulnerabilities By Date
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CVSS Score Report
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| | Search |

|| View CVE |
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Security Vulnerabilities Published In February 2023
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Sort Results By : CVE Number Daescending CVE Number Ascending CVSS Score Descending Number Of Exploits Descending

Copy Results Download Results

Search :
Vendor Search
Product Search
Version Search
Vulnerability Search

By Microsoft References
Top 50 :
Vendors

Vendor Cvss Scores

Products
Product Cvss Scores

Versions
Other :
Microsoft Bulletins
Bugtrag Entries
CWE Definitions
About & Contact
Feedback
CVE Help
FAQ
Articles
External Links :
NVD Website
CWE Web Site
View CVE :

| [0 ]

(e.g.: CVE-2009-1234 or
2010-1234 or 20101234)

View BID :
| [0 ]
(e.g.: 12345)

Search By Microsoft
Reference ID:
| |[&o ]

(e.g.: ms10-001 or
§79352)

# CVEID CWEID  # of Exploits Vulnerability Type(s) Publish Date = Update Date Score Gained Access Access Complexity Authentication Conf. Integ. Avail.
Level
1 CVE-2023-25193 2023-02-04 2023-02-04 - None 7?7 277 77 2?77 77 77
hb-ot-layout-gsubgpos.hh in HarfBuzz through 6.0.0 allows attackers to trigger O(n~2) growth via consecutive marks during the process of looking back for base glyphs when attaching marks.
2 CVE-2023-25139 Overflow 2023-02-03 2023-02-03 - None 277 277 272 277 272 ?7?

sprintf in the GNU C Library (glibc) 2.37 has a buffer overflow (out-of-bounds write) in some situations with a correct buffer size. This is unrelated to CWE-676. It may write beyond the bounds of the destination buffer
when attempting to write a padded, thousands-separated string representation of a number, if the buffer is allocated the exact size required to represent that number as a string. For example, 1,234,567 (with padding
to 13) overflows by two bytes.

3 CVE-2023-25136 2023-02-03 2023-02-03 None 277 ??7? ?7? ?2?7? ?7? ?7??

OpenSSH server (sshd) 9.1 introduced a double-free vulnerability during options.kex_algorithms handling. This is fixed in OpenSSH 9.2. The double free can be triggered by an unauthenticated attacker in the default
configuration; however, the vulnerability discoverer reports that “exploiting this vulnerability will not be easy."”

4 CVE-2023-25135 Exec Code 2023-02-03 2023-02-03 None ?77? ?7?? ?7?? ?27? ?27?? 7?7

vBulletin before 5.6.5 PL1 allows an unauthenticated remote attacker to execute arbitrary code via a crafted HTTP request that triggers deserialization. This occurs because verify_serialized checks that a value is
senalized by calling unserialize and then checking for errors. The fixed versions are 5.6.7 PL1, 5.6.8 PL1, and 5.6.9 PL1.

5 CVE-2023-25015 CSRF 2023-02-02 2023-02-02 - None ?7? 27? 277 777 ?7? 277
Clockwork Web before 0.1.2, when Rails before 5.2 is used, allows CSRF.
6 CVE-2023-25014 2023-02-02 2023-02-02 - None 777 277 277 277 277 ?7?

An issue was discovered in the femanager extension before 5.5.3, 6.x before 6.3.4, and 7.x before 7.1.0 for TYPO3. Missing access checks in the InvitationController allow an unauthenticated user to delete all frontend
users,

7 CVE-2023-25013 2023-02-02 2023-02-02 None 777 ??7? ??7? ?2?? ?7? ??7?

An issue was discovered in the femanager extension before 5.5.3, 6.x before 6.3.4, and 7.x before 7.1.0 for TYPO3. Missing access checks in the InvitationController allow an unauthenticated user to set the password
of all frontend users.

8 CVE-2023-25012 2023-02-02 2023-02-02 None 777 ??7? ?7? ?2?7? ?7? ?7?

The Linux kernel through 6.1.9 has a Use-After-Free in bigben_remove in drivers/hid/hid-bigbenff.c via a crafted USB device because the LED controllers remain registered for too long.

2023-02-01 2023-02-01 None 777 ?7? ?7? ?2?? ??7? ??7?

i8]

S CVE-2023-24997 50

Desenalization of Untrusted Data vulnerability in Apache Software Foundation Apache InLong.This issue affects Apache InLong: from 1.1.0 through 1.5.0. Users are advised to upgrade to Apache InLong's latest version
or cherry-pick https://github.com/apache/inlong/pull/7223 https://github.com/apache/inlong/pull/7223 to solve it.

10 CVE-2023-24977 125 2023-02-01 2023-02-01 None 777 ??7? ?7? ?2?7? ?7? ?7??

Qut-of-bounds Read vulnerability in Apache Software Foundation Apache InLong.This issue affects Apache InLong: from 1.1.0 through 1.5.0. Users are advised to upgrade to Apache InLong's latest version or cherry-
pick https://github.com/apache/inlong/pull/7214 https://qgithub.com/apache/inlong/pull/7214 to solve it.

11 CVE-2023-24956 Sql 2023-02-01 2023-02-01 - None ?7? 27?7 272 277 277 ?7?
Forget Heart Message Box v1.1 was discovered to contain a SQL injection vulnerability via the name parameter at /cha.php.
12 CVE-2023-24613 DoS 2023-02-03 2023-02-03 - None ?7? ?7? 272 27?7 277 ?7?

The user interface of Array Networks AG Series and vxAG through 9.4.0.470 could allow a remote attacker to use the gdb tool to overwrite the backend function call stack after accessing the system with administrator
privileges. A successful exploit could leverage this vulnerability in the backend binary file that handles the user interface to a cause denial of service attack. This is fixed in AG 9.4.0.481.




Where Traditional Defens ‘alls Short




Active Defense

Proactive measures taken by an organization to detect,
prevent, and respond to cyber threats.







Active Defense Techniques

Continuous monitoring and analysis of
network

Deception technology
Honeypots and decoys

Honey tokens

Red teaming and penetration testing

Proactively patching systems



Why the Use of PowerShell for Active
Defense



Why the Use of PowerShell for Active Defense

Cross Platform

v
I:;: Integration into the Operating System
""""" Z Scalable Functionality

= Deep Automation Capabilities
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PowerShell for Active Defense

D ..

> Scripting
é% Network Reconnaissance
/B : :
< + Simulating Attacks
Y 9

@ Remediation



I Tools for the Course



Windows PowerShell

LN Windows PowerShell X + v

Q Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

& @ Work Apps Documents Wel1 Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows
PS C:\Users\micha>

Name

PSVersion
PSEdition
PSCompatibleVersions

I I

o St
BuildVersion 10.0.22621.963

CLRVersion 4.0.30319.42000
WSManStackVersion 3.0
PSRemotingProtocolVersion 2.3

1.1.

SerializationVersion 0.1

PS C:\Users\micha>




Windows PowerShell ISE

>}

Eile Edit View Tools Debug Add-ons Help Presentation last saved: Just now

Q. powershell oo Debug e

P 0 &3 & 0 » B« 8 oo @&[@.

Untitled1.ps1 X A Commands X X
1

Modules: | All v
O—I/ ame:
@ Work Apps Documents Welq "

A
Add-AppProvisionedSharedPackageContainer

Add-AppSharedPackageContainer
Add-AppxPackage
Add-AppxProvisionedPackage
Best matCh Add-AppxVolume
Add-BitLockerKeyProtector
Add-BitsFile
Add-CertificateEnrolimentPolicyServer
. Add-Computer
Windows PowerShell
Add-DnsClientDohServerAddress
g A Add-DnsClientNrptRule
AP }" Add-DtcClusterTMMapping
Add-EtwTraceProvider
Add-History
Add-InitiatorldToMaskingSet
Add-JobTrigger
Add-KdsRootKey
Add-LocalGroupMember
Add-Member

PS C:\Users\micha>

Apps

Add-MpPreference
Add-MpPreference
Add-NetEventNetworkAdapter
Add-NetEventPacketCaptureProvider

¥ Windows PowerShell ISE >

Add-NetEventProvider
Add-NetEventVFPProvider
Add-NetEventVmNetworkAdapter
Add-NetEventVmSwitch
Add-NetEventVmSwitchProvider
Add-NetEventWFPCaptureProvider
Add-Net|PHttpsCert8inding
Add-NetLbfoTeamMember
Add-NetLbfoTeamNic
Add-NetNatExternalAddress
Add-NetNatStaticMapping

PX PowerShell 7 (x64) >

¥ Windows PowerShell ISE (x86) >

' Windows PowerShell (x86) > | [

Ln1 Col1 110%

Search work and web

O powershell - See work and web results >




Visual Studio Code

https://

Code editing.
Redefined.

Free. Built on open

Download for Windows
Stable Build

~voarnwwhara
everywnere.
J

L yhe

LW

Microsoft

GitLens — Git sup... 985

Erc Amodio

C/C++

Dirk Baeume

Debugger for C
Debu \

Micro

Language Supp...
Ja inting

Red Hat

vscode-icons &:

Termina

nulti-threaded

Install

abilities bui
Install
> 23M

*bugqging, and

o vy

Install

Install

~

forV | Studio Code

p lcons Team

Pine Wu

cw

fisual Studio C

Microsoft

Pmaster © @O0AO0

Install

4

code.visualstudio.com/

serviceWorkers - create react app - Visual Studio C

)5 serviceWorker.js

ri . wit
)

checkValidServiceWorker(swlrl,

navigator
2 product
2 productSub
removeSiteSpecificTrackingException
removeWebWideTrackingE tion

SystemA

D storage
storeSitesS
storeWebWideTrackingException

rAgent

sterValidSW(swUrl, config) {

erviceWorker

TERMINA

can

Local:
On Your Network:

Note that e de\ 1t build is not optimized.

Ln43, Col 19 Spaces:2 UTF-8 LF

serviceWorker.ready.then(()

JavaScript




PowerShell 7 (Core)

https://github.com/PowerShell/PowerShell/releases

EX PowerShell 7 (x64)

PowerShell 7.3.2

NEe Ao \llecncme\oame aliaw

>

All Apps Documents wWeb More

Best match

> Windows PowerShell s >
- App p—

A
PPs PowerShell 7 (x64)

s Microsoft Windows 16.6.22621

Win32NT
IS {1.0, 2.0, 3.0, 4.0.}
= Open fersion 2.3
2~ Run as Administrator n et bt 2l
3.0

2  PowerShell 7 (x64)

Windows PowerShell ISE

X
s PowerShell-7.3.2-win-x64.msi
2

Windows PowerShell ISE (x86)

YV VvV VvV VvV V

2 Windows PowerShell (x86)

powerball winning numbers - See

v

web resulis

powerpoint

power bi

Jo
Jo
2 powerschool
Jo
Jo

v V V V

power

Settings (7 +)



Other Tools Used

VirtualBox
https://www.virtualbox.org/

Windows 10
https://www.microsoft.com/en-us/evalcenter/download-windows-10-
enterprise
== Windows Server 2019
Windows https://www.microsoft.com/en-us/evalcenter/evaluate-windows-

Server 2019 server-2019



Up Next:

Setting the Trap
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I What Kind of Traps Can Be Set



Honeypot




Create a (%)  Files
Honeypot

@ Services

Tokens

<
=il Ports -
XX gredential -




I Create a Honeypot



Honeyport

Honeyport/blob/master/honeyport.ps1

O https://github.com/gfoss/PowerShell-

honeyportCIM.ps1in course exercise files

g Powershell 7




HoneyPortCIM.psT




HoneyPortCIM.

pst
Notes
Log Aggregator / SIEM / EDR
- 1003
- 1002

Nosy




Honeytoken

O https://github.com/Blumira/Kerberoast-Detection

- .- Domain Controller

g Powershell 7




1=/ Local Group Policy Editor
File Action View Help

o M = HE

! Local Computer Policy
v A Computer Configuration
» | Software Settings
v | Windows Settings
> . Name Resolution Policy
= Scripts (Startup/Shutdown)
== Deployed Printers
T Security Settings
> g Account Policies
> g Local Policies
> | Windows Defender Firew:
| Network List Manager Pol
| Public Key Policies
| Software Restriction Polic
| Application Control Polici
&, 1P Security Policies on Loc
v | Advanced Audit Policy Cc
v & System Audit Policies
> .4 Account Logon
> 4 Account Managen
> 4 Detailed Tracking
> 4 DS Access
> 4 Logon/Logoff
> 4 Object Access
5 Policy Change
i Privilege Use

>
v

v

v

5 System

B Windows 10 Ent [Running] - Oracle VM VirtualBox

Subcategory

1o

oo Audit Credential Validation

101

oo Audit Kerberos Authentication Service
% Audit Kerberos Service Ticket Operations

101

oo Audit Other Account Logon Events

Audit Events

Not Configured
Not Configured
Not Configured
Not Configured



Create Service Account Honeypot

Step 1 - Create a non-admin user account (example: backupexec)
Step 2 - Add a SPN to the account (see below)

Step 3 - Confirm the SPN was created > setspn -Q */* | findstr backupsve

C:\Users\Administrator>setspn -a backupsvc/Win20819Server backupexec
Mecking domain DC=PLURALSIGHT,DC=local

Registering ServicePrincipalNames for CN=backup svc,CN=Users,DC=PLURALSIGHT,DC=1local
backupsvc/Win2019Server
Updated object




Dogemira.pst

- Event ID: 4769

- Encryption type: Ox1/
. Ticket options: 0x40810000

- SPN Name: <Name of your honeycred / SPN
names>




I Monitor for Bad Credentials



Invoke-Fail2Ban

‘ ’ https://github.com/wiredpulse/Invoke-Fail2Ban

Invoke-Fail2Ban.ps1 in course exercise files

https://cyberfibers.com/2019/08/invoke-fail2ban/




Invoke-Fail2Ban

-——

Honey Cred Admin Properties ? X
Member Of Dial4n Environment Sessions
Remote control Remote Desktop Services Profile COM=

General Address Account Profile Telephones Organization

User logon name:

User logon name (pre-Windows 2000):

 @PLURALSIGHT local ~

PLURALSIGHT\ hcadmin
Logon Hours... Log On To...
Unlock account
Account options:

[] User must change password at next logon ~
[] User cannot change password

[] Password never expires

[] Store password using reversible encryption v
Account expires

(®) Never

() End of: Wednesday, March 22, 2023

[ ok ] cancel Apply Help




Invoke-Fail2Ban.psT1




I Maintain the Look of an Active User



Hack the Hacker

When Was the Account Created?
When Did the Account Last Logon?
When Was the Password Last Changed?

Correlation to Another Non-Admin Account?



Hack the Hacker

$RegPath = "HKLM:\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon"

$DefaultUsername = “honeycredusername”
$DefaultPassword = “honeycredpassword"

Set-ItemProperty $RegPath "AutoAdminLogon" -value "1" -type String
Set-ItemProperty $RegPath "DefaultUsername" -value
"$DefaultUsername" -type String






Start up and Shut down Virtualbox VM

C:\Program Files\Oracle\VirtualBox\VBoxManage.exe" list vms

https://www.virtualbox.org/manual/ch@8.html#vboxmanage-startvm

"C:\Program Files\Oracle\VirtualBox\VBoxManage.exe" startvm (name of vm)

https://www.virtualbox.org/manual/chO8.html#vboxmanage-controlvm

"C:\Program Files\Oracle\VirtualBox\VBoxManage.exe" controlvm (name of vm)
shutdown



https://www.virtualbox.org/manual/ch08.html
https://www.virtualbox.org/manual/ch08.html




Hack the Hacker

# Specify here the username whose password to reset.
$username = ‘(user account)'

# Import the System.web .NET assembly
Add-Type -AssemblyName 'System.web'

# Generate a random password that 1s 1l2-characters long with five non-AlphaNumeric
characters.

$randomPassword = [System.web.Security.Membership]::GeneratePassword(12, 5)

# Convert the plain text password to a secure string.
$newPassword = $randomPassword | ConvertTo-SecureString -AsPlainText -Force

# Reset the user password
Set-ADAccountPassword -Identity $username -NewPassword $newPassword -Reset

# Display the new password
$randomPassword



I Review Attack Patterns



ide~

T&CK Matrix for

show sub-techniques

erprise

b-techniques

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection Command and  Exfil
Development Escalation Access Movement Control
10 techniques 7 techniques 9 techniques 13 techniques 19 techniques 13 techniques 42 techniques 17 techniques 30 techniques 9 techniques 17 techniques 16 techniques 9 tecl
Active Scanning (3 Acquire Drive-by Command and Account Abuse Elevation Abuse Elevation Adversary-in- Account Discovery (4 Exploitation of Adversary-in- Application Autom:
— Infrastructure (7 Compromise Scripting Manipulation (s Control Control Mechanism (4 the-Middle (3 : Remote the-Middle (3 Layer Exfiltra
Gather Victim Host Interpreter (g, Mechanism 4 - - Application Window Services - Protocol ()
Information 4 Compromise Exploit Public- - BITS Jobs - Access Token Brute Force (4 Discovery Archive Data Ti
— Accounts (3 Facing Container Access Token Manipulation (s Internal Collected Communication Size Lir
Gather Victim Identity — Application Administration Boot or Logon Manipulation (s, - Credentials Browser Bookmark Spearphishing Data (3 Through
Information (3, Compromise Command Autostart - BITS Jobs from Password Discovery : Removable Exfiltra
— Infrastructure (7 External Execution (14) Boot or Logon Stores (s) Lateral Tool Audio Capture Media Over
Gather Victim Remote Deploy Container — Autostart Build Image on Host - Cloud Infrastructure Transfer Alterna
Network Develop Services Boot or Logon Execution (14 Exploitation for Discovery Automated Data Protoct
Information g Capabilities (4 Exploitation for Initialization - Debugger Evasion Credential Remote Collection Encoding
— — Hardware Client Execution Scripts (s) Boot or Logon Access Cloud Service Service Exfiltra
Gather Victim Org Establish Additions Initialization Deobfuscate/Decode Dashboard Session Browser Data Over C
Information (4 Accounts (3 Inter-Process Browser Scripts (s) Files or Information Forced Hijacking (3 Session Obfuscation (3 Chann
— — Phishing (3, n Communication (3, Extensions Authentication Cloud Service Hijacking ‘
Phishing for Obtain Create or Deploy Container Discovery Remote Dynamic Exfiltra
Information 3, Capabilities () Replication Native API Compromise Modify System Forge Web Services (g) Clipboard Data Resolution (5 Over O
— — Through Client Software Process () Direct Volume Access Credentials Cloud Storage Object - — Netwol
Search Closed Stage Removable Scheduled Binary Discovery Replication Data from Encrypted Mediur
Sources (3 Capabilities () Media Task/Job (s Domain Policy Domain Policy Input Through Cloud Storage Channel (3
— — Create Modification (5 Modification (3 Capture () Container and Removable : Exfiltra
Search Open Supply Chain Serverless Account (3 — Resource Discovery Media Data from Fallback Over Pl
Technical Compromise (3 Execution Escape to Host Execution Guardrails () Modify Configuration Channels Mediur
Databases (5 : Create or Authentication Debugger Evasion Software Repository (3
— Trusted Shared Modules Modify System Event Triggered Exploitation for Process () Deployment Ingress Tool Exfiltra
Search Open Relationship Process (4 Execution (4¢) Defense Evasion -_ Domain Trust Tools Data from Transfer Over W
Websites/Domains 3 Software - Multi-Factor Discovery Information Service
Valid Deployment Tools Event Triggered Exploitation for File and Directory Authentication Taint Shared Repositories (g Multi-Stage
Search Victim-Owned Accounts (4 Execution (4¢) Privilege Permissions Interception File and Directory Content — Channels Schedu
Websites : System Services (3 Escalation Modification (5 Discovery Data from Transf
- External Remote — Multi-Factor Use Alternate Local System Non-Application
User Execution (3 Services Hijack Hide Artifacts (1q) Authentication Group Policy Discovery Authentication Layer Protocol Transf
: Execution - Request Material (4 Data from to Clou
Windows Hijack Flow (12 Hijack Execution Generation Network Service Network Non-Standard Accour
Management Executlon - Flow (12 Discovery Shared Drive Port
Instrumentation Flow (4 Process Network
Injection (12 Impair Defenses (g Sniffing Network Share Data from Protocol
Implant Internal ' — Discovery Removable Tunneling
Image Scheduled Indicator Removal (g OS Credential Media
Task/Job (s — Dumping (g) Network Sniffing Proxy (4 n
Modify — Indirect Command — Data Staged (3 -
Authentication Valid Execution Steal Password Policy Remote Access
Process (7 Accounts 4 Application Discovery Email Software
: Masquerading (7 Access Token Collection (3
Office Peripheral Device - Traffic
Application Modify Authentication Steal or Forge Discovery Input Signaling (3
Startup (g Process (7 Authentication Capture (4 —
Certificates Permission Groups Web Service (3,
Pre-0OS Boot (5 Modify Cloud Compute Discovery (3 Screen Capture :

Crhadilad

Infrastructure (4

Steal or Forge
Warharnce

Proracce Nicrnvary

VViden Cantiira



Phishing reports
AV alerts

EDR alerts

WAF logs

IAM & MFA
Server resources

Production
Incidents

Security Incidents

Port Scanning

Brute Force




Auditing




Auditing

Michael Woolard
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I Intrusion Point Discovery



SO

I Using PowerShell to Access WMI
Objects



I Get-Ciminstance



I Invoke-CimMethod



I Get-ltemProperty



I Get-WindowsFeature



I Get-ExecutionPolicy



I Set-ExecutionPolicy



I Summary



Summary




Web Application Penetration Testing
Fundamentals

Getting Started with OWASP Zed
Attack Proxy (ZAP)

Automate Web Application Scans with
OWASP ZAP and Python




