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Overview

Manage Windows Defender Firewall
Implement domain isolation

Implement connection security rules




Windows Server 2022: Secure On-premises and
Hybrid Infrastructure

Secure the Windows Server Operating System

Secure Hybrid Active Directory Accounts

Configure Hybrid Active Directory Account Security

Remediate Windows Server Security Issues with Azure Services

Secure Windows Server Networking

s Secure Windows Server Storage




Windows Defender Firewall
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Windows Defender Firewall

Host-based firewall available for Windows Server and Client
Inbound and outbound rules: Program, Port, Custom
Location profiles: Domain, Private, Public

Manage with Group Policy

“Shields up” mode to mitigate active attacks



Windows Defender Firewall
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Windows Defender Firewall with Advanced Security on Local Computer

Actions

Cherview

Domain Profile

Prnvate Profile is Active

Public Profile

& Windows Defender Firewall is off.

& Windows Defender Firewall is off.

& Windows Defender Firewall is off.

Windows Defender Firewall Propertiq

Getting Started

Connection Securty Rules

blocks them.

Inbound Rules
Outbound Rules

Authenticate communications

Create connection securty rules to specif
protected by using Intemet Protocol secul

View and create firewall rule

Create firewall rules to allow or black conin
it is authenticated, or if t comes from an a
blocked unless they match a rule that allo

Windows Defender Firewall with Advanced Security on Local Com...

Domain Profile  Private Profile  Public Profile  |Psec Settings

Specify behavior for when a computer is connected to its corporate

domain.
State

i P Firewall state:

Inbound connections:

Outbound connections:

Protected network connections:

Settings

r, Specify settings that control Windows
Y— | Defender Firewall behavior.

Logging

Specify logging settings for
- | troubleshoating.
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Block (default) o
Allow (default) L

Customize...

Customize...

Customize...

OK

Cancel Apphy
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View current firewall and IPsec policy and activity

Wiew information about cumenthy apolied firewall and connection securty ules and securitv associations for active

Windows Defender Firewall with Advan...

| Import Policy...
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Export Policy...
Restore Default Policy
Diagnose / Repair
View

Refresh

Properties

Help
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Connection Security Rules



Connection Security Rules
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Windows Defender Firewall
- Advanced security

IPSec isolation rule




Networking tends to be a conceptual
summary stumbling block for many hybrid cloud
administrators

- Ethernet and TCP/IP internetworking is a
job role unto itself

Consider the Azure Network Engineer
Associate certification

- | created the Pluralsight path




Up Next:
Secure Windows Server Storage



