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Overview

Configure and manage exploit protection

Configure and manage Windows Defender
Application Control

Configure and manage Windows Defender
for Endpoint

Configure and manage Windows Defender
Credential Guard

Configure SmartScreen

Implement operating system security by
using Group Policies



Windows Server 2022: Secure On-premises and
Hybrid Infrastructure

Secure the Windows Server Operating System

e Configure Hybrid Active Directory Account Security

ey Secure Hybrid Active Directory Accounts

Remediate Windows Server Security Issues with Azure Services

Secure Windows Server Networking

s Secure Windows Server Storage




Windows Server Hybrid Administrator Associate

Take two exams

CERTIFICATION EXAM AZ-800

. : : Earn the certification
Administering Windows Server

Hybrid Core Infrastructure

ASSOCIATE CERTIFICATION

Microsoft Certified:
Windows Server Hybrid

CERTIFICATION EXAM AZ-801 Administrator Associate

Configuring Windows Server

Hybrid Advanced Services One-year cert validity




Exercise Files

Trounleshooting with Microsoft Azure
Network Watcher

by Tim Warner
Microsoft now gives you packet-level access to your Windows Server and Linux virtual machines (VMs) running in Azure. You'll

learn how to use Network Watcher to troubleshoot network security groups (NSGs), perform packet captures, and much more.
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Exercise Files
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Exploit Protection



Exploit

A software tool designed to take advantage of a vulnerability in a
computer system, typically for malicious purposes such as installing
malware

Citation: timw.info/exp



Windows
Defender
-xploit Guard

Replaces the Enhanced Mitigation Experience
Toolkit (EMET)

Host-based, Intelligent Security Graph (ISG)-
powered intrusion prevention solution

Provides Attack Surface Reduction (ASR) for
Windows concerning the most common
hardware/malware attack vectors

Configured in Security app and/or Group
Policy



Whaaews Microsoft

Defender Protection
Products



Microsoft Detender Product Family

Cloud services

- Defender for Endpoint

- Defender for Identity

- Defender for Cloud
*Defender for Servers

System services

- Defender Exploit Guard
- Defender Application Control
- Defender SmartScreen



Windows Detender Application Control

WDAC allows only allowed (trusted) device drivers and software to
run on the managed servers

Two enforcement modes: Audit Only and Enforcement Enabled

-
®) |E

No system requirements (compare with Credential Guard, which uses
HVCI)

AA/
NN

Compare with AppLocker (which no longer receives feature

h | improvements)

AppLocker may be useful to support downlevel Windows versions
and/or when you don't need DLL or driver enforcement



Microsoft Defender for Endpoint

ISG-powered Available for Centralized
threat-vulnerability Windows, macOS, NEREEENERYE
mgmt. client Android, iOS web portal

Defender for Integrates with
Servers grants Sentinel, Intune,
license Defender...

Ul in Windows
Security app




Windows Defender Credential Guaro

Protects users against NTLM Pass-the-Hash or Kerberos Pass-the-
Ticket attacks (password hashes/tickets stored in memory)

Virtualization-based protection (requires UEFI, TPM, Secure Boot)

Windows Defender Credential Guard hardware readiness tool
(PowerShell)

Manage Credential Guard with Group Policy or Intune




SmartScreen



Reputation-based protection against
malicious websites and applications

- Phishing attempts
- Unsigned software

SmartScreen

Microsoft-curated proprietary filter lists

Management through Group Policy and
Microsoft Intune




Group Policy-Based
OS Security



Group Policy Security Policy Settings

Account Local
Policies Policies

|
| | |
Account
Lockout Audit Policy
Policy

Password
Policy

User Rights
Assignment

Security
Options




Group Policy security settings
Traditional
App Control / Exploit / Cred Guard

Demo websites and software (EICAR)
SmartScreen

Defender for Cloud / Server

Defender for Endpoint portal




There was a time when Group Policy was
“the only game in town" for enforcing

summary system security

Trends:
- Cloud-based artificial intelligence
- Hybrid cloud integration
- Trusted boot/code allow lists

Lead: "Yeah, but what about protecting our
user identities themselves?”




Up Next:
Secure Hybrid Active Directory Accounts



