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Overview
Integrate DNS with AD DS
- Create and manage zones and records
- Implement DNSSEC

Integrate DNS with Azure VNets
- Configure DNS forwarding/conditional 

forwarding
- Integrate Windows Server DNS with 

Azure DNS private zones



Implement and Manage On-Premises and Hybrid 
Networking Infrastructure

Implement On-Premises and Hybrid Name 
Resolution

Manage IP Addressing in On-Premises and 
Hybrid Scenarios

Implement On-Premises Network 
Connectivity

Implement Hybrid Network Connectivity



Windows Server Hybrid Administrator Associate

One-year cert validity



Exercise Files



Exercise Files



Integrate DNS with Active 
Directory Domain Services



DNS Resource Records

NS: Name serverSOA: Zone metadata A/AAAA: Host IP 
address

SRV: Service 
locationCNAME: Alias MX: Mail exchange



DNS Resource Records

ANAME: Apex 
routing

TXT: Domain 
verification

PTR: IP-to-domain 
name lookup



Active Directory-Integrated DNS Zones

Replicate DNS zone data to other domain controllers

DomainDNSZones application directory partition

ForestDNSZones application directory partition

Secure Dynamic Update



DNSSEC

Domain Name System Security Extensions

Validates that query responses are genuine
- RRSIG (existence)
- NSEC (non-existence)

Digitally sign the DNS zone

Distribute "trust anchors"
- public cryptographic key

Populate Name Resolution Policy Table (NRPT)



Demo
Create a new zone & show options

DNS replication edit

Secure dynamic update

Create CNAME record

DNSSEC & test



Integrate DNS with Azure 
Virtual Networks



Azure Hybrid Cloud Name Resolution

timw.info/8ar



Azure DNS Private Zones



Azure Private Endpoint DNS Configuration

timw.info/ess



Our Lab Topology



Demo
Forwarding

Conditional forwarding

Private link resolution



Summary Azure-provided DNS (168.63.129.16 VIP) 
does a LOT of heavy lifting for us

Think carefully about name resolution 
paths in your hybrid cloud

Private link is rapidly becoming a standard 
way to access Azure services



Up Next:
Manage IP Addressing in On-Premises and 
Hybrid Scenarios


