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Exercise Files

Trounleshooting with Microsoft Azure
Network Watcher

by Tim Warner
Microsoft now gives you packet-level access to your Windows Server and Linux virtual machines (VMs) running in Azure. You'll

learn how to use Network Watcher to troubleshoot network security groups (NSGs), perform packet captures, and much more.
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Exercise Files

®] File Edit Selection View Go Debug - microsoft-azure-ad-privileged-identity-management-configuring-m4-links.t.. — O X

iz B microsoft-azure-ad-privileged-identity-management-configuring-m4-links.txt nn

C: b Users b Tim b Desktop b & microsoft-azure-ad-privileged-identity-management-configuring-m4-links.txt

File Edit Vi F it Ti i .
"= I W TaveTes 1o 1 Module 4: Organize and Perform Azure AD PIM Access Reviews<

f = <7 ) = 2 -
Add  Edract Test Copy Mo 3  Microsoft Azuref
4  https://azure.microsoft.com/en-us/+«
[t & c\Users\Tim'\Downloads 5 4
Narme 6  Azure Documentation<
......... 7  https://docs.microsoft.com/en-us/azure/+
02 g <
03 9 Azure AD Privileged Identity Management (PIM) documentation | Microsoft Docs<
04 16

https://docs.microsoft.com/en-us/azure/active-directory/
05 privileged-identity-management/« _
06 11 ’

12 Identity Governance - Azure Active Directory | Microsoft Docs«
13  https://docs.microsoft.com/en-us/azure/active-directory/governance/

< identity-governance-overviews
0/ 5 object(s) selected 4
15 Create an access review of Azure resource roles in PIM - Azure Active Directory | T|02\demas\ 'V
Microsoft Docs# :
_ _ _ Size Par
16 https://docs.microsoft.com/en-us/azure/active-directory/
12938

privileged-identity-management/pim-resource-roles-start-access-review
17 & 339
18 Review access to Azure AD roles in PIM - Azure Active Directory | Microsoft Docs<
19  https://docs.microsoft.com/en-us/azure/active-directory/

privileged-identity-management/pim-how-to-perform-security-reviews

20 4
21 View audit history for Azure AD roles in PIM - Azure Active Directory | Microsoft
Docs« >

22  https://docs.microsoft.com/en-us/azure/active-directory/

privileged-identity-management/pim-how-to-use-audit-log+<
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cvent Logs



Event

Notification of a state change as programmed by an application
developer.

Citation: Tim Warner ;)



cvent Logs - Event Viewer

E Event Viewer -
File Action View Help

I@eﬁlﬂlﬂ

@ Event Viewer (Local) Application MNumber of events: 5,413
Y _‘-# Custom Yiews

|
) 4

o —!- Windows Logs Level Date and Time Source Event ID} Task Category
@ Application @ Information 53,2022 T:38:33 &AM CAaPl2 4097 Mone
@ Security @ Information 5/3/2022 T:38:14 AM Windows Error Reporting 1007 Mene
Q Setup @ Information 5/3/2022 7:38:05 AM Windows Error Reporting 1007 Mene
i System 1 Information 5/3/2022 T:38:05 AM Windows Error Reporting 1001

- @ Information 53,2022 T:28:23 AM Security-5PP 16384 Mone
» L) Applications and Services Logs (i) Infermation 5/3/2022 T:27:47 AM Security-SPP 16394 MNone
-4 Subscri =
Event 1001, Windows Error Reporting X

General Details

Fault bucket, type 0 A
Event Mame: DPMException

Response: Mot available

Cab Id: 0

Problem signature:

P1: cbengine

P2: 2.0.9245.0

P3: chengine.exe

P4: 2.0.9245.0

P3: System.Cenfiguration.ConfigurationErrorsEx ception

P&: Svstem.Confiauration.BaseConfiauratiocnRecord.EvaluateOne ¥
Log Marme: Application
Source: Windows Error Reporting Logged: 5/3/2022 7:38:05 AM
Event ID: 1001 Task Category: Mone
Level: Information Keywords: Classic
User: MSA Computer mem1.tirmw.info
OpCode: Info

More Information: Event Log Online Help




Event Logs - Powershell

PS C:\>] get-winevent system, security, application

LogMode MaximumSizeInBytes RecordCount LogName

Circular 2089715280 16844 System

Circular 20971520 25480 Security

Circular 20971520 5413 Application

PS C:\p Get-EventlLog System 5
Index Time EntryType  Source InstancelID Message
16844 May ©3 ©8:02 Information Service Control M... 1873748860 The AppX Deployment Service (AppXSVC) service ent...
16843 May ©3 ©8:02 Information Service Control M... 1873748860 The AppX Deployment Service (AppXSVC) service ent...
16842 May ©3 ©8:01 Information Service Control M... 1873748860 The Device Management Wireless Application Protoc...
16841 May 83 97:58 Information Service Control M... 18737488608 The Network Setup Service service entered the sto...

16846 May ©3 ©7:57 Error DCOM 10028 The description for Event ID '18828' in Source 'D...



Event Logs - Server Manager

= Server Manager

Manage Tools View

Server Manager * DHCP
m SERVERS
1

All servers | 1 total

IE2 Dashboard

B Local Server = =
Filter p { -EEJI - ';_H_;' - (v
- = e = = =
Server Name  |Pv4 Address Manageability Last Update Windows Activation

10.1.10.1685,172.25.160.1  Online - Data retrieval failures ococurred  5/3/2022 7:36:55 AM  00456-50300-40731-A46097 (Activated)

m Hyper-V
I IS

M= Print Services

EVENTS
All events | 9 tota

P oy
p WS "»E.J' hd

T.
Date and Time

Server Name ID Severity Source

MENM 1036  Error Microsoft-Windows-DHCP-5erver 5372022 70707 AM

MEM 1 1035  Error Microsoft-Windows-DHCP-Server 57372022 T07:07 AM

Microsoft-Windows-DHCP-Server  System  5/3/2022 £:59:15 AM

- - . nomae . — - e e P s moW

This computer has at least one dynamically assigned IPvE address.For reliable DHCPvG server operation, you should use only static IPvb addresses.




cvent Logs - Windows Admin Center

Windows Admin Center | Server Manager m Microsoft
mem1.timw.info
Tools < Events
@ Preview Mode (i)
Search Tools L -
Administrative Logs e 168175 items .::_:, Y | Search

& Overview L Level Date and Time .J. Source Event ID

System VT T TTTT k

1 1 . . - _ 1 -

@ Azure hybrid center 7 LErr_n_r ___________ _: 5/3/2022, 7:38:05 AM Microsoft-Windows-S... 7034

Security Information 5/3/2022, 7:38:05 AM  Microsoft-Windows-S... 7036
@ Azure Kubernetes Service Aoplication

PP Information 5/3/2022, 7:37:48 AM  Microsoft-Windows-5... 7036
&* Azure Backup Setup Information 5/3/2022, 7:37:28 AM  Microsoft-Windows-5... 7036
& Azure File Sync ForwardecEvents Error 5/3/2022, 7:37:27 AM_ Microsoft-Windows-Di.. 10028 i
~  Applications and Services Logs . - -
i - Event 7034, Microsoft-Windows-Service Control Manager

(™) Azure Monitor

CloudBackup
) Azure Security Center Hardware Events Description Details

- > Intel

g=/ Certificates The Microsoft Azure Recovery Services Agent service terminated unexpectedly. It has done this 2 time(s).

Internet Explorer
| N -

Key Management Service
n L

https://mem1.timw.info:6516/servermanager/connections/server/mem 1.timw.info/tools/azure-hybnd-services -




cvent Log Management

Group Policy

Event Log subscriptions

System Center Operations Manager

Azure Log Analytics

Third-party solutions




Performance Monitor



Native Windows system monitoring tool

Real-time statistics

DerfOrma nce Data Collector Set (DCS)
: - Performance counters
Monitor

- Event traces
- System configuration information

Best to capture remotely




Performance Monitor Terminology

Get-Counter -Counter "\Processor(_Total)\% Processor Time"

-SampleInterval 2 -MaxSamples 3




Resource Monitor

IIE:-Z' Resource Monitor ) g

Overview CPU  Memory Disk  Network

: A - :
CPU B 129 CPU Usage [ 100% Maximum Frequency € - } Views |"r
[] Image PID Description Status Threads CPU Average CPU ™ CPU 100%
|:| Searchbpp.exe o004 Search application Suspended 36 0 0.00
|:| perfmon,exe 2444 Resource and Performance Maonitor Funning 18 3 10,61
|:| svchost.exe [LocalServiceMo.., 1524 Host Process for Windows Services Running 15 H a0
|:| svchost.exe [RPCSS -p) 044 Host Process for Windows Services Running 14 0 0.96
|:| MMsSense. exe 2100 Running 40 2 .95
|:| dwm.exe Sed3 Desktop Window Manager Running 17 0 0.44
[ ] MsMpEng.exe 2460 Running 26 0 0.43 60 Seconds 0% -
[] services.exe 704 Running 14 0 0.42 Disk 1 MB/sec -
|:| System 4 MT Kernel & System Funning 175 H 0.26
I_I | - il i H A 440 L1 F ] F4 Ak -l i H i H i ('} o 47T v
Disk B 76 KB/sec Disk /0 B 1% Highest Active Time Yy
Image FID File Fead [Bfseq) Write [Bfsec) Total [Bfsed) I_a'EJ Priority FResponse Time...

System 4 ChProgramDataiMicrosoftyWindows Defendersca... H 3,855 3,855 Mormal 16

System 4 ChllsersiAadministratorappDatatLocaltMicrosofthW. .. H 1,755 1,755 Mormal 13

System 4 ChWindows\System32\LogFiles\WMI\RtBackup'\Etw... 0 6,024 6,024 Mormal 4 Metwork 100 Kbps 1

perfmaorn,.exe 2444 CoWindowshSystem32duser. dll 4 681 0 4 621 Mormal 4

System 4 CoaWindows\System32\Pwpolicyiomgr.dll 241 0 241 Maormal 2

perfmaon.exe 444 CohWindows\System32 driversitcpip.sys 569 254 0 569 254 Maormal 2

System 4 ChlsersiAdministratorappDatatLocal'Microsofth W, .. 0 30,427 30,427 Maormal 2

smartscreen.exe 7123 CowWindows\System32smartscreen. exe 241 0 241 Mormal 2

svchost.exe [fermsves) 1012 Chpagefile.sys [Page File) B2 286 0 B2 286 Mormal 1 v

i A A L W - LI A LS H L | L W H F+ T WH - Tl O 4580 o I | Bl 1 L | D_
‘ Network ™ 77 Kbps Netwaork /O M 05 Network Utilization (w) Memory 100 Hard Faults/sec -
‘ Memnrjr . 0 Hard Faults/sec r 72% Used Physical Memory LV

L




Reliapility Monitor

¥ Reliability Monitor —

A ¥ > Control Panel + All Control Panel ltems » Security and Maintenance » Reliability Monitor v | 0 g

Review your computer’s reliability and problem history

The stability index assesses your system's overall stability on a scale from 1 to 10. By selecting a specific period in time, you may review the specific hardware and software problemns that have impacted your system.

[

View by: Days | Weeks Last updated: 3/1/2022 7:00 AM
10

v | Application failures
Windows failures
Mizcellaneous failures
Warnings
Information

"2, e, "2, "2, "2,

Reliability details for: 2/26/2022

e Critical events

E‘] Systemn Settings Broker Stopped working 2/26/2022 10:35 AM

P Informational events (b ~

[« Windows Malicious Software Removal Tool x64 - +5.98 (KBB30830) Successful Windows Update 2/26/2022 10:30 AM View technical details

[« Security Intelligence Update for Microsoft Defender Antivirus - KB2267602 (Version 1.359.970.0) Successful Windows Update 2/26/2022 10:30 AM View technical details

[« 2022-02 Cumulative Update for NET Framework 3.5 and 4.8 for Microsoft server operating system version 21H2 for x64 (KB3009470) Successful Windows Update 2/26/2022 10:34 AM View technical details

[« 2022-02 Cumulative Update for NET Framework 3.5 and 4.8 for Microsoft server operating system version 21H2 for x64 (KB3009470) Successful Windows Update 2/26/2022 10:35 AM View technical details

[« Update for Microsoft Defender Antivirus antimalware platform - KB4052623 (Version 4.18.2201.10) Successful Windows Update 2/26/2022 10:44 AM View technical details

[« Security Intelligence Update for Microsoft Defender Antivirus - KB2267602 (Version 1.359.979.0) Successful Windows Update 2/26/2022 10:54 AM View technical details W
Lr_'-| Save reliability history...  View all problem reports 0K




Task Manager
Resource Monitor
Reliability Monitor

Performance Monitor
DCS

Event log

Log Analytics agent configuration




Windows Admin Center ano
System Insights



Runs locally on
Windows Server

Configure with WAC

System Insights

Predictive analytics
with no cloud
dependency

CPU & network
capacity
forecasting

One year data
retention

Storage & volume
consumption
forecasting




View System Insights data




Summary

Strongly consider using Azure Log
Analytics for centralized hybrid cloud
event management

- Azure Arc-enabled servers

Kusto Query Language (KQL) is used
universally across the Microsoft Cloud
Platform



Up Next:
Monitor Windows Server Using Azure Services



