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Monitor Azure Virtual Machines by using
Overview Azure Diagnostics extension

Deploy Log Analytics agents
Collect performance counters to Azure
Create alerts

Monitor Azure Virtual Machines
performance by using VM insights




Windows Server 2022: Monitor and Troubleshoot
Server Environments

e Monitor Windows Server Using Local Tools

Monitor Windows Server Using Azure Services

Troubleshoot Windows Server Hybrid Networking

Troubleshoot Windows Server VM Deployment Failures

s Troubleshoot Windows Server VM Connection Issues

sy 1FOUbleshoot Active Directory




Azure VM Diagnostics
cxtension



Azure Diagnostics Extension
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Azure Monitoring collects host-level metnics - like CPU utilization, disk and network
usage - for all virtual machines without any additional software. For more insight

into this virtual machine, you can collect guest-level metrics, logs, and other
diagnostic data using the Azure Diagnostics agent. You can also send diagnostic
data to other services like Application Insights. Learn more

To get started now, choose a storage account below where diagnostic data will be
sent and then click the button labeled "Enable guest-level diagnostics'.

Diagnostics storage account *

timstorage001

Create new

Enable guest-level monitoring




Azure Diagnostics Extension
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Azure Diagnostics Extension

monitorvm | Diagnostic settings
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? Insights Overview Performance counters  Logs  Crash dumps S5inks Agent
R Alerts Choose Basic to enable the collection of performance counters. Choose Custom if you want more control over which
performance counters are collected.
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L og Analytics Agent



Custom log sources

log2
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Google Cloud log3
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log4

Enterprise

Log Analytics Architecture
4

"Relational” database
tables

log4Table

SecurityEvent

| where EventID == 8002
| where EventData !has "%SYS%"
| project ComputerName, IPAddr

Big data exploration
and analytics




Log Analytics Agent

Naming confusion

-« OMS Agent

- Microsoft Monitoring Agent (MMA)
- Log Analytics Agent

- Azure Monitor Agent (AMA)

- Azure VMs (Windows and Linux)
* VMs in other clouds
 Physical and virtual machines on-premises

Deployment

- ARM/Bicep template
- Manually

- SCCM

« Azure Policy

- Arc-enabled server



Azure Alert Object Model
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Action Group Options

Email/SMS ee s Automation
coe L, Push notification
notification runbook

Function/Logic app ITSM ticket HTTP(S) webhook




Azure Monitor VM Insights



Insights: Curated monitoring views for specific
Azure resources

. Workbook model
Azure Monitor

VM Insignhts

Requires Log Analytics workspace

Reports on Windows and Linux machines in a
hybrid-, multi-cloud environment

- Guest health extension available for Azure
VMs only as of summer 2022




Azure Monitor Workbooks
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Log Analytics onboarding
Manual
Arc

KQL

Log search alert

VM Insights
Onboarding




Learning KQL is not optional
Summary - Micosoft cert exams
- Your career

Workbooks can greatly shorten your
learning curve

Lead: Our team needs to monitor Azure
virtual networks, but they aren't yet strong
on networking




Up Next:

Troubleshoot Windows Server Hybrid
Networking



