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Configure Azure Site Recovery protection
- For on-premises VMs
- For Azure virtual machines

Configure ASR recovery plans




Windows Server 2022:
Implement Disaster Recovery

sy Manage Backup for Windows Server

Manage Recovery for Windows Server

Implement Disaster Recovery by using Azure Site Recovery

Protect Virtual Machines by Using Hyper-V Replicas




Azure Site Recovery (ASR)



Replication-based business continuity disaster
recovery (BCDR) solution

Azure Site Originally doubled as a server migration
Rocove ry solution

- Azure Migrate Server Migration

Multi- and hybrid-cloud workload protection




Azure Site Recovery (ASR)

Azure Site Recover

Private cloud to Azure Any Cloud Azure to Azure

110

= i
=
1]

t .
 am s

Azure to Azure

VMware Hyper-V Physical

Windows

timw.info/rh2



timw.info/oyv

ASR Disaster Recovery

o
a A
Users Traffic Manager

(DNS Routing)

Before Failover After Failover

Primary Site (On-Premise) ¢ ¢ Azure Failover Site

% Recovery VMs

Site Recovery Site Recovery Blob Storage Linux Web VM*

Unified Gateway
EE:" *VMs
aren't
— — '
s o A

Frontend VM* until
Windows RRAS VPN Tunnel VPN

failover
q‘ gateway VM Gateway g' G

Dynamics CRM Dynamics CRM

0

Linux Web
Physical Machine

5

SharePoint
Frontend VM

Server VM Server VM*
P
5 ‘ D
Active Directory replication e

SharePoint Active Azure Active

App VM Directory Directory

% SQL AlwaysOn %
SQL Server Recovery lan orchestisted o) SaL Server
2016 VM Virtual Network 2016 VM




ASR Recovery Plan: Fallover Example

Shut down
source
machines

Run fixup/text

scripts

Choose
another
recovery point

Initiate
failover

Deploy web
tiers

Commit the
failover

Deploy data Run check
tier scripts

Run check Deploy
scripts business tier




ASR Recovery Plan: Failback Example

Reconfigure
replication in
opposite
direction

Wait for
protected
status

Re-enable
replication in
original
direction

Initiate failover

Commit




Show replication setup
Provider/appliance

Initiate failover and failback




Summary

ASR is such a robust, effective technology
some independent software vendors (ISVs)
build their solutions on top of ASR

Please use Azure Migrate for server
migration

Lead: But what if | do want to replicate and
manage only single VMs? Isn't ASR overkill?



Up Next:

Protect Virtual Machines by Using
Hyper-V Replicas



