USB Forensics and Pentesting

Dr. Phil Polstra @ppolstra
PhD, CISSP, CEH http://philpolstra.com

Certifications:
http://www.securitytube-training.com

Pentester Academy:
http://www.PentesterAcademy.com

©SecurityTube.net



http://www.securitytube-training.com/
http://www.PentesterAcademy.com/

Duplication: Intro to Vinculum 2
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FTDI Vinculum |

2 full-speed USB 2.0 interfaces (host or slave
capable)

* 256 KB E-flash memory

* 16 KB RAM

* 2 SPI slave and 1 SPI master interfaces

* Easy-to-use IDE

* Simultaneous multiple file access on BOMS devices

* Several development modules available
* Convenient for prototyping (only SMD chips
available)

* Cheap enough to embed in final device
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FTDI Vinculum Il (cont)
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FTDI Vinculum Il (cont)
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FTDI Vinculum Il (cont)

File Edit View Build Debug ] @']

o gw @

Meszages | Project Prc':pe-rtie.s Disassembly Show Map File CPU Status Memory Window Watch Locals Breakpoints | Thread Manager Code Inspector

Project Panels Debug Panels Plugins

Multithreaded-Duplicator_iomuwdc Multithreaded-Dupligtore |23 UsbFlashh

7o unsigned long BeadNumberdectors (usbhost_device handle hFlashDrive, usbhost_device_handle® ifDewv):

5 &l

= | Multithreaded-Duplicator
77 . FTDI Libraries

| Multithreaded-Duplicator, c
|| Multithreaded-Duplicator
| UsbFlash.h

78 /4 semaphores for read and write operations
79 wos_sewaphore t semBufl, semBufz:

S0 wos_mutex_t mBufl, mBufz;

g1

G2 // LCD control signals

&3 #define led rs o=10

&4 #define lod e 0xz0

85

g6 /% Declaration for I0MUx setup functiom =/
57 void iomux_setup(void);

t=1=1

59 /% Main code - entry point to firmware */
SO woid mainiwoid)

91 §

9z S#% FTOT: 300 Driver Declarations *f

=k} A4 GPI0 Port A configuration context
94 gpio_context t gpioContextd;

a5 J4 GPI0 Port B configuration context
=1 gpio_context_t gpioContextB; v

0 errors, 0 warnings and 0 informational messages ~
DebuglDouble-buffered and multi-threaded. rom outdated

WinL.exe -d 1 -0 "DebuglDouble-buffered and multi-threaded” DebugiMultithreaded-Duplicator,obj DebugiMultithreaded-Duplicator _iomu,obj -U kernel.a USEHost.a GPIO.a FAT.a BOM3,a stdio,a stdlib,a string.a

Linking DebughDouble-buffered and multi-threaded

RCM_SIZE 178766{0x2bade) in bytes For the solution DebughDouble-buffered and multi-threaded

0 errors, 0 warnings and 0 informational messages

Make completed, w

INS Ln76 Col 14
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FTDI Vinculum Il (cont)
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Vinculum Il IDE Demo
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