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Shutting Down the Subject System
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Last Steps Before Shutdown
● We have memory dump
● Any last minute scans or repeats of initial scans
● Decide on normal shutdown or pulling the plug
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Normal Shutdown
● Filesystems should be clean
● Malware might cleanup after itself and/or destroy 

evidence
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Pulling the Plug
● Filesystem may not be clean

– Could call sync before pulling the plug

● No chance for malware to destroy any info
● Memory image already collected
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Shutdown time
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