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Automating Bad Character Detection



Challenges in Bad Character Detection

e Painfully manual

* Visual Inspection

— characters can be transformed which one might
overlook
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What if we had a tool ...

* Could generate character sets

* Compare memory location with the generated
character sets used

* Finds bad characters using the above

Enter Mona.py!
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* http://redmine.corelan.be/projects/mona

* Created by the Corelan Team (Peter)

e Plugin for Immunity Debugger

* https://www.corelan.be/index.php/2011/07/14/
mona-py-the-manual/ (Documentation)
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* Bad Character Detection using Mona.py

e Minishare
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Step 1: Set Working Folder for Mona

Immunity Debugger 1.85.0.0 R'lyeh
Need support? wvisit http://forum.immunityinc.com/
"C:\Program Files\MiniShare\minishare.exe"

File 'C:\Program Files\MiniShare\minishare.exe'
[21:47:57] New process with ID 000000F0 created

00960000
00400000
5D090000
71AA0000
71AB0O0O0O
763B0000
77C10000
77DD0O000
77E70000
77F10000
77F60000
77FE0O000O
7C800000
7C900000
7C9cCo0000
7E410000

Main thread with ID 00000510 created

Modules
Modules
Modules
Modules
Modules
Modules
Modules
Modules
Modules
Modules
Modules
Modules
Modules
Modules
Modules
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:\Program Files\MiniShare\minishare.exe
:\WINDOWS\system32\COMCTL32.DLL
:\WINDOWS\system32\WS2HELP .d11
:\WINDOWS\system32\WS2_32.DLL
:\WINDOWS\system32\COMDLG32.DLL
\WINDOWS\system32\msvcrt.dll
:\WINDOWS\system32\ADVAPI32.d11
:\WINDOWS\system32\RPCRT4.d11
:\WINDOWS\system32\GDI32.d11
:\WINDOWS\system32\SHLWAPI .d11
\WINDOWS\system32\Secur32.dl1l
\WINDOWS\system32\kernel32.d11
\WINDOWS\system32\ntdl1l.d1l1
:\WINDOWS\system32\SHELL32.d11
:\WINDOWS\system32\USER32.d11

00960000
OBADFOOD
OBADFOOD
OBADFOOD
OBADFOOD
OBADFOOD

[+]

[21:47:58] Program entry point

Writing value to configuration file

0ld value of parameter workingfolder = f:NautomateN\Zp
[+] Saving config file, modified parameter workingfolder
New value of parameter workingfolder = f:\mn\Z%p

This mona.py action took 0:00:00.030000

-set working

! :
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OBADFOOD
OBADFOOD
OBADFOOD
OBADFOOD
OBADFOOD
OBADFOOD

OBADFOOD
OBADFOOD
OBADFOOD
OBADFOOD

Step 2: Generate Bytearray

] sSystemJ ok .dll
Gﬁnnratlng tabl » excluding 0 bad chars...
Dumping table to file
[+] Preparing output file 'bytearray.txt'

Creating working folder f:\mn\Echo-Server-Bad-Char-Special

Folder created

- (Re)setting logfile f:\mn\Echo-Server-Bad-Char-Special\bytearray.txt

”\XDD\XDl\xUZ\XD3\xD4\xUS\XD6\507\x08\30Q\XUu\xDb\ch\de\xDe\fo\x1D\zll\x12\x13\x14\xIS\x16\x1"\319\x19\x1d\x1b\xlc\x1d\x1e\31f“
"\x20\x21\x22\x23 \X24\X2J\X2b\k27\X20\X49\héd\x2b\X2L\X2d\xZE\Yzf\XJD\XJ1\XJ4\X3J\X34\&33\XJ6\X31\XJE\XJQ\Xad\X3b\X3L\"Dd\
"\x40\x41\x42\x 1\X44\X4H\x4h\x4/\x4 \X4Q\X4d\x4b\x4(\X4d\X49\k4f\x7n\X71\X\ 5: 5 5¢ £ 7P\X7Q\X1d\x1b\
"\xb60\xb61I\Xb62\xXb: 73
"\x80\x81\x82\x Xﬁ4\XdH\XHh\XH:\XH \YhQ\Xua\xdh\xﬁr\xdd\vup\vhf\XQH\YQl\XQ/\XqJ\X94\X9H\th\xq/\Ygh\xQH\XQa\XQb\XQC\YQd\xqp\Xgf“
"\xa0O\xal\xa2\xa3\xa4\xa5\xab\xa7\xa8\xa9\xaa\xab\xac\xad\xae\xaf\xb0\xb1\xb2\xb3\xb4\xb5\xbb6\xb7\xb8\xb9\xba\xbb\xbc\xbd\xbe\xbf"
"\xcO\xclI\xc2\x xcAN\xcO\xecb\xc7\xc8\xcI9\zxca\zxcb\xcc\xcd\xce\xcf\xd 0\xd 1\xd 2 \xd 3\xd 4\xd 5\x \xd 8\xd9\xda\zxdb\xdc\xdd\xde\xdf"
"\xel\xel\xe2\xed\xed\xe5\xeb\xe7\xe8\xe9\xea\xeb\xec\xed\xee\xef\xfO\xf INxf2\xf3I\xf4\xf5\xfb\ xf8\zxfIN\zxfazxfb\xfc\xfd\xfe\xff"

Done, wrote 256 bytes to file f:\mn\Echo-Server-Bad-Char-Special\bytearray.txt
Binary output saved in f:\mn\Echo-Server-Bad-Char-Special\bytearray.bin

[+] This mona.py action took 0:00:00.040000
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Step 3: Find Bad Character

£3 mona Memory comparison results

BadChars
0x013b3908 Corruption after 0 bytes| 00 normal
0x013b3908 Corruption after 0 bytes

unicode

]I’]I’lQQ1ﬂQI’] Z0 41 00 00 00 (02 00 20 00 00 00 00 (00O DE CC 41

= I Ll BILA

Imona compare -f f:\mniminisharelbytearray.bin -a 013b3908]
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Step 4: Create Bytearray with Exclusions

Log data E]
Message

013B3908 |00 00 00 00 00 00 00 00 | Memory
013B3908 N '
013B3908

OBADFOOD

[+] This mona.py action took 0:00:00.801000

OBADFOOD Generating table, excluding 1 bad chars...

OBADFOOD Dumping table to file

OBADFOOD [+] Preparing output file 'bytearray.txt'

OBADFOOD - (Re)setting logfile f:\mn\minishare\bytearray.txt
"\x0IN\x02\x03\x04\205\206\x07\x08\x09\x 0a\x 0b\x 0c\x 0d\2 0e\x0f\x 10\x 1 1\x 12 \x 13 \x 14 \x 15 \x16\x17\x 18 \x 19\
"NXZ2INX 22\ 23\ 24\ 25\ 26 \x27\x28\x29\x2a\x2b\x2c\x 2d\x2e\x 2 f\x30\x 3 1\x32\x33\x 34 \x35\x 36 \x37\x 38 \x 39\
"\x41\x42\x43\x44\x45\246\x47\x48\x49\x4a\x4b\x4c\x4d\ x4\ 4\ 50\ 51 \x52\x53\x54\x55\x 56 \x 57\ 58 \x 59\
"N\b6INX62\x6I\264\X65\X66\X67\X68\x69\xba\x6b\X6Cc\Xbd\Xbe\XbEf\X 70N\ 7 INX72\x73I\X7A\X75\X7O\X 77\ 78 \x 79\ I
"\x81\x82\x83\x84\x85\x86\x87\x88\x89\x8a\x8b\x8c\x8d\x8e\x8f\X90\x91\x92\x93\x94\x95\x 96 \x97\x 98 \x 99\
"\xal\xaZ2\xa3\xa4\xab\xab\xa7\xa8\xa9\xaa\xab\xac\xad\xae\xaf\xbO0\xbI\xb2\xb3\xb4\xb5\2bb6\xb7\xb8\xbh 9\ 3
"\xcINXc2\xcIN\XcA\XcO\XcH\Xc7\xc8\xcI\xca\xch\xcc\xcd\xce\xcf\xd 0\xd 1\xd 2 \xd 3\xd 4\xd 5\xd 6 \xd 7\xd 8\xd 9\ 3
"\xel\xe2\xed\xed\xeS\xeb\xe7\xe8\xe9\xea\xeb\xec\xed\xee\xef\XfO\Xf INXf2\xfI\xfA\xfS\xfo\xf7\xf8\xf 9\

OBADFOOD
OBADFOOD  Done., wrote 255 bytes to file f:\mn\minishare\bytearray.txt
OBADFOOD Binary output saved in f:\mn\minishare\bytearray.bin
OBADFOOD

[+] This mona.py action took 0:00:00.040000

'mona bytearray -cpb "\x00'
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Step 5: Repeat and Find All Bad Chars

£3 mona Memory comparison results

BadChars
0x013b3908

0x013b3908

BEE

Corruption after 12 byte< 00 0Od
Corruption after 1 bytes

normal
unicode

!Imona compare -f fA\mniminishare\bytearray.bin -a 013b3908
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Pentester Academy

PentesterAcademy a SecurityTube.net initiative oo

TOPICS PRICING WHY SUBSCRIBE MEMBER ACCESS

Pentester Academy Introduction
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