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Exploit to Meterpreter
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TCP Echo Server

C:\Documents and Settings\SecurityTube\Desktop\Demos>Echo—Server—Memcpy.exe
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Vulnerable Code

while((mlen = recv(clientSock, buffer, len, 0)) > 0)

{

send(clientSock, buffer, mlen, 0);
ProcessData(buffer, mlen);

ZeroMemory(buffer, | en);

¥
int ProcessData(char *buffer, int mlen)

char | ocal _buffer[1024];
memcpy(local _buffer, buffer, mlen);

printf("[+] Received Data from Client: %d Length\n", mlen);
printf("[+] Data: 9%s\n",|local buffer);
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Local
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