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Overwriting the Stack with User Input



Return to Shellcode

gets(buffer)
Low Memory Low Memory
main(.....)
{ A
function(0x11111111);
Local AAAAAAAAA
} Variables + AAAAAAAAA
Others AAAAAAAAA
EBP
(Frame AAAA
functionif.....) Pointer)
{
local variable definitions; RETURN AAAA
Address
return 1;
} 0x11111111 AAAA
v
----------- High Memory emmeeeee- High Memory
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Different Processors — Different Assembly
Language
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