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Course	
  Introduc'on	
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Exploit	
  Research	
  
Pla2orms	
  

Windows	
  XP	
  –	
  SP1,	
  SP2	
  …	
  

Windows	
  Vista	
  –	
  SP…	
  

Windows	
  7	
  –	
  8…	
  

Windows	
  Server	
  2003,	
  2008	
  …	
  

Linux	
  

Mac	
  OSX	
  

Exploita9on	
  Techniques	
  

Simple	
  Buffer	
  Overflows	
  

SEH,	
  SafeSEH	
  

NX,	
  DEP	
  

ASLR	
  

Stack	
  Cookies	
  

….	
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What	
  will	
  this	
  course	
  cover?	
  

•  Buffer	
  Overflows	
  (emphasis	
  on	
  Stack	
  Based)	
  

•  In	
  Absence	
  of	
  Protec'on	
  Mechanisms	
  like	
  
DEP,	
  ASLR	
  etc.	
  	
  

•  32-­‐bit	
  Windows	
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Emphasis	
  on	
  Prac'ce	
  

•  10+	
  Real	
  World	
  and	
  Staged	
  Applica'ons	
  

•  Very	
  detailed	
  and	
  thorough	
  

•  Prac'ce!	
  Prac'ce!	
  Prac'ce!	
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Socware	
  Requirements	
  

•  Windows	
  XP	
  SP3	
  

•  Immunity	
  Debugger	
  

•  Virtualbox/Vmware	
  

•  Metasploit	
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Knowledge	
  Requirements	
  

•  Assembly	
  Language	
  Basics	
  (32-­‐bit)	
  

•  hNp://www.pentesteracademy.com/course?
id=3	
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