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Module 2: Introduction to Shellcoding

13. XOR Encoder
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Interesting: (AxorB) xorB=A
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What does this mean for us?

Select an encoder byte e.g. OXAA

XOR every byte of Shellcode with OxAA

Write a decoder stub which will XOR the encoded
shellcode bytes with OxAA and recover original
shellcode

Stub then passes control to decoded shellcode
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Too much text can kill a concept ©

XOR Decoder Stub

XOR Decoder Stub

Original Shellcode

0Ox12

Oxab

Oxac

0x01

XOR

Oxaa

Oxaa

Oxaa

Oxaa

Decode Shellcode

0x01

0x06

Oxab

Original Shellcode

Ox12

Oxab

Oxac

0x01
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Pentester Academy

PentesterAcademy a SecurityTube.net initiative oo

TOPICS PRICING WHY SUBSCRIBE MEMBER ACCESS

Pentester Academy Introduction

3 Revolutionizing Infosec Training

> Highly Technical, Hands-on, Affordable

Start Learning Today!
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Different Processors — Different Assembly
Language
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