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Video 2 :Android Architecture
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Security Architecture

» Two tier security model : Linux based and Android based

* Runs in parallel

* Privilege Separation Model (derived from Linux)

» Each app with its own UID and GID

» Linux permission provides secured access to android resources and files

* Permission Model (from Android)
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Security Architecture

root@android:/data/data/com.dropbox.android # ls -la

drwxrwx--x
drwxXrwx--x
drwxrwx--x
drwxr-xr-x
drwxrwx--x

ud_a77
ud_a77
ud_a77
system
ud_a77

ud_a77
ud_a77
ud_a77
system
ud_a77

2014-09-24 09:04 cache
2014-09-24 09:04 databases
2014-09-24 09:04 files
2014-09-24 09:04 11ib
2014-09-24 09:04 shared_prefs
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