




















~/.msf4/modules msfconsole -m  
<module_dir>

loadpath
<module_dir>

reload_all









-

-

-

-





use path/module

info
- info path/module

show options



set
-

- set RHOSTS 10.2.3.0/24

setg
-

- setg LPORT 8080



-

•

-

•

•

•

•

file:/path/targets_file



-

-



-

-

-





-

- RHOSTS
- target
- payload



- windows, linux, osx, 
firefox, multi

- email, ftp, mysql, mssql, 
smtp, ssl

-

• ms04_011_pct
-

• hp_loadrunner_magentproc



msf5 > show exploits

msf5 > search –h 

msf5 > search type:exploit <search parameters>

msf5 > info exploit/platform/service/name



msf5 > use exploit/platform/service/name

msf5 exploit(path/name) > show options

msf5 exploit(path/name) > set RHOSTS <targets>

msf5 exploit(path/name) > set target <target_ID>



msf5 exploit(path/name) > check

msf5 exploit(path/name) > exploit





-

-

-





- windows, linux, osx, 
java, multi, php, python, ruby

- x86, x64, armle, ppc

- bind
- reverse
- shell, powershell, adduser, exec, 
say, messagebox, download_exec

- meterpreter



- windows/shell_bind_tcp

- windows/shell/bind_tcp
- bind_tcp
- shell



msf5 > show payloads

msf5 > search -h

msf5 > search type:payload <search parameters>

msf5 > info payload/platform/service/name



msf5 exploit(name) > set payload platform/service/name

msf5 payload(name) > show options 

msf5 payload(name) > setg LHOST <local_IP>





- windows/meterpreter_bind_tcp
- python/meterpreter_reverse_tcp
- android/meterpreter_reverse_https

- windows/meterpreter/bind_tcp

- linux/x86/meterpreter/bind_tcp

- windows/x64/meterpreter/reverse_http





-

-

-

-

-

-



meterpreter > help

meterpreter > cd or lcd

meterpreter > pwd or lpwd

meterpreter > ls

meterpreter > mkdir or rmdir

meterpreter > cat or edit



meterpreter > sysinfo

meterpreter > reg command options

meterpreter > getpid or getuid

meterpreter > execute -f command.exe

meterpreter > ps or kill PID

meterpreter > reboot or shutdown



meterpreter > load extension

meterpreter > help extension

meterpreter > run post/platform/function/name





-

-

-




