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Demo

Analyzing binary files with binwalk



Demo

Carving out file systems and cracking 
passwords



Demo

Exploring squashfs and hunting decryption 
keys



Demo

Hunting for vulnerabilities



Command Injection Attack

iptables -t filter -I BRIDGE_ISOLATION -i 192.168.2.1 -o br+ -j DROP

Firewall rule has been set!

iptables -t filter -I BRIDGE_ISOLATION -i ; cat/etc/passwd ; -o br+ -j DROP

ERROR; 81dc9bdb52d04dc20036dbd8313ed055; ERROR



Up Next: Where Next?


