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The Modbus Protocol
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Modbus Communication

Transaction ID Protocol ID Length ServerID  F. code Data -
(2 bytes) (2 bytes) (2 bytes) (1 byte) (1 byte) (n bytes)
MBAP header Protocol Data Unit (PDU)

Application Data Unit (ADU)



Transaction ID
(2 bytes)

Modbus Communication

Function Code _Register Type

1 Read Coil
2 Read Discrete Input
3 Read Holding Registers
4 Read Input Registers
5 Write Single Coil
6 Write Single Holding Register
15 Write Multiple Coils
16 Write Multiple Holding Registers
N J
Y
Protocol ID Length ServerID  F.code Data
(2 bytes) (2 bytes) (1 byte) (1 byte) (n bytes)




Modbus Communication

Typical Request Packet

Transaction ID Protocol ID Length ServerID  F. code Data

(2 bytes) (2 bytes) (2 bytes) (1 byte) (1 byte) (n bytes) -

OOAD 0000 0006 33 05 0043 FFOO

Data address— | FFOO =0n
0000 = Off



Capturing and analyzing Modbus traffic




Packet crafting with Scapy




Planning the Attack



Injection timing

. Sample traffic to find the right ACK
Planning the

Attack

Create the malicious packet
Inject the packet

Monitor the effect with Wireshark



Launching the attack
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Drawing it All Together
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