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Setting the Scene

















Confidentiality
Ensuring the protection of data 
by preventing the unauthorised 
disclosure of information

Availability 
Ensuring information is accessible 
to authorised personnel as and 
when it is needed

Integrity 
Ensuring the accuracy, 

trustworthiness and validity of 
information throughout its existence.

Cyber 
Security



The ICS Cyber Kill-chain



Sustain, entrench, develop, 
execute to achieve objective

Actions on Target

Manage, control and enable 
the attack campaign

Command and Control

Create a new capability, or 
modify an existing capability

Installation

Perform malicious actions to 
gain control of a system

Exploitation

Implement methods to deliver 
the exploit to the target system

Delivery

Create an exploit based on 
discovered vulnerabilities

Weaponization

Gather information and 
research the target

Reconnaissance
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Sustain, entrench, 
develop, execute to 
achieve objective

Actions on Target

Manage, control and 
enable the attack 

campaign

Command and 
Control

Create a new 
capability, or modify 

an existing 
capability

Installation

Perform malicious 
actions to gain 

control of a system

Exploitation

Implement methods 
to deliver the exploit 
to the target system

Delivery

Create an exploit 
based on 

discovered 
vulnerabilities

Weaponization

Gather information 
and research the 

target

Reconnaissance

Stage 1 Stage 2

Assante and Lee 
2015



Launch the intended action 
against the target

Execute

Develop new capability, tune 
and validate

Develop & Test
Embed the new capability and 

fine tune it

Install & Modify

Bring the new capability to the 
target system

Deliver

Enabling, initiating or 
supporting activities

ICS Attack



Demo

Finding Internet Connected Operational 
Technology



Warning!

Seek permission, and know the law. 







































Gaining Access



Gaining Initial Access

Direct access

Screened subnet

Air gap



Gaining Initial Access

Drive-by compromise

Public-facing application

Remote services

Transient cyber assets

Wireless compromise

Supply chain



Attacks and Exploits
Network and Application Attacks for 
CompTIA PenTest+

Matt Lloyd Davies



System Hacking

CEH Ethical Hacking Path

Dale Meredith



Internal Reconnaissance



Special Considerations for ICS

ICS device low 
processing 
thresholds

Use of legacy 
systems

Low bandwidth 
networks

Weak network 
stack handling



Demo

Internal Reconnaissance: Discovering ICS 
Devices
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Resources



Additional Resources

Mitre ATT&CK ICS

collaborate.mitre.org/attackics

SANS Information Security White Papers

sans.org/white-papers

Dragos

dragos.com/resources

Pluralsight

pluralsight.com


