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A3 Requirements Testing Procedures Guidance 

A3.1 Implement a PCI DSS compliance program 

A3.1.1 Executive management shall establish 

responsibility for the protection of cardholder 

data and a PCI DSS compliance program to 

include: 

• Overall accountability for maintaining PCI 

DSS compliance 

• Defining a charter for a PCI DSS 

compliance program 

• Providing updates to executive 

management and board of directors on 

PCI DSS compliance initiatives and 

issues, including remediation activities, at 

least annually 

PCI DSS Reference: Requirement 12 

A3.1.1.a Examine documentation to verify executive 

management has assigned overall accountability for 

maintaining the entity’s PCI DSS compliance. 

Executive management assignment of PCI DSS 

compliance responsibilities ensures executive-

level visibility into the PCI DSS compliance 

program and allows for the opportunity to ask 

appropriate questions to determine the 

effectiveness of the program and influence 

strategic priorities. Overall responsibility for the 

PCI DSS compliance program may be assigned to 

individual roles and/or to business units within the 

organization.  

 

A3.1.1.b Examine the company’s PCI DSS charter to 

verify it outlines the conditions under which the PCI DSS 

compliance program is organized.  

A3.1.1.c Examine executive management and board of 

directors meeting minutes and/or presentations to 

ensure PCI DSS compliance initiatives and remediation 

activities are communicated at least annually.  

A3.1.2 A formal PCI DSS compliance program 

must be in place to include: 

• Definition of activities for maintaining and 

monitoring overall PCI DSS compliance, 

including business-as-usual activities  

• Annual PCI DSS assessment processes  

• Processes for the continuous validation of 

PCI DSS requirements (for example: 

daily, weekly, quarterly, etc. as applicable 

per requirement)  

• A process for performing business-impact 

analysis to determine potential PCI DSS 

impacts for strategic business decisions 

 

PCI DSS Reference: Requirements 1-12 

 

A3.1.2.a Examine information security policies and 

procedures to verify that processes are specifically 

defined for the following:  

• Maintaining and monitoring overall PCI DSS 

compliance, including business-as-usual activities 

• Annual PCI DSS assessment(s) 

• Continuous validation of PCI DSS requirements 

• Business-impact analysis to determine potential PCI 

DSS impacts for strategic business decisions 

A formal compliance program allows an 

organization to monitor the health of its security 

controls, be proactive in the event that a control 

fails, and effectively communicate activities and 

compliance status throughout the organization. 

The PCI DSS compliance program can be a 

dedicated program or part of an over-arching 

compliance and/or governance program, and 

should include a well-defined methodology that 

demonstrates consistent and effective evaluation. 

Example methodologies include: Deming Circle of 

Plan-Do-Check-Act (PDCA), ISO 27001, COBIT, 

DMAIC, and Six Sigma. 
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