Neolk- 9

~ Unioeesat Hashng
- Crsz%d%aikaa Hash Funefion
- Seeure Hash  Algerithm (s HH)

_ :D"(?Vcai g-,émmmm Stavdavd (Dss)

—~  Move av ,KOJJ Exd‘aMCqQ‘ f’?ﬂo%‘bara{

& Univaviral Ha/sb\}v\g §

e A ooeakva o;L M/S(/\)wé :
Fov amy hasrh froncrion by, & Aot~
A exipbr Auat eam caun o~
oF key

iz Mg,vaz?&, AeeerS —Hwl Ojf
¢ ann +bta P Arockat

fon  advevdany  wam p'w,lL Ll

s o oo S KEU ek =13 fw




© Jdea ' Chhoose 4o hasnn r'fu,‘,‘chd\\
Srandan 'md—efamdawi" 6":{_ +he m».m—
J

EU:.V\ - —{—u_L qJUQYAW:j P
JC"W" cod2— ,  ha gv/zl/\z erf;ﬂdw

Az doorn 't kuso exaetty  sousan
lIharh /-ft/wvcﬁa\/\ s be  Aloopen .

. W Lt U be g U"";‘—’MA¢0:1C.
lceﬁ/&-) and. fo+ H be 4%;«;4—9%_,
wtleeron or Ihanin f'[ufmu—pr 2&rin
wogping U 4§t T
We Mas 724 H » wmvenal
,17& Horalkl Ay Y eV, whave ®+Y,

wa~ howS 2—

| sneps neosnin§| = L

Tuat 15, Hie chamce —
o 4 cotl 1 en batwera 1§ ine)=heY

v amd y 1A yw gjb \
we cumwore K 9tovdemly " { XS N




u
/ ' 4

t et
’L\ S Lﬂi—
C/(/LO/)Z (WWAQ’bzﬂa 5ACO"""C‘ N
‘on
’ILV)W

A UM;
Ve
ral 2 ﬁ o ’1“""

A
A L ed gf

o

oyt~ A
YA awbv"f\m:j‘

L(Qj/&
W}
/fosr a ﬁuw
kﬁ w, we
hao

Ez ' | 1
:H,cjﬂim‘de LTt
Yo
L N

Post Lot Serdom Ganialis
proof
. V\é Cp ba tue
[ 121 a8 /dF M r
A }hw}i;fm 3:%‘ )
e
Ve
Icaj )

dnd  Jot
-
Xy ° ‘ ‘
Thew £ 20 :("[ heI=he)
[C’U] . GWYQJ;/)Q
m
) gund
- Ye -
. ZT_;X)? y 7
E] J_
3?T’;¥}Cxﬁ]



= D CI/W‘):-—Q———/—<V'/W-

D T=¢ %3 e
a
@ Congtruet vz? a Sﬂ*{;}? W ugrgal AM rfmch‘m .

Wt m be F%‘ML L ‘D.ecmPoAaLay
kK wte (rtl) d/g)«u o LAch wnty valua
motne pet 2001, m— 5. That )
w— K:<MO}K1)"') Kp> ) ey P—
0L K < m.

Randamisred stvaresy :

pim ﬁ_$<ao,a_",'--;4p wUlve

( Dot prteduct—
moduleo M/)



0 ()
Thesew s 1, p ot HefheZ 4 tumivenmal.

Pt Suppase ]
“PPp Har k= ey 4y
ad 92 Yoy Yy Y7 be dartines

k@b. 'rl/‘v(/u)y ’H,L@ CL;,{(/[;QY ‘hoat A -
owe c[,,é,,-k ?Dﬂf;'f\'dvl’ Ud)oé fomkﬁ"d'm .
For hetw sty ha €& Jl7L Ao o Gud Y
eotlide

we have- M("):L‘alﬁ) ?
4 v
Z QG M :’LZ Qa‘W(m@M)

1 =0

jco

9 i @‘C)U’H}) =0 <n,uoel VV\)

Tz o0 ) y
? Qb(nb“vo) —,LZ_@,‘ (ﬁ".%‘)EOC IM)

t=1
s

D 4yt =3 @ (nim i)t v
2=

5’3"'02 o Je y @ N vense- Cx"—",‘j)—f
= Lxidt ([ poecrded Jed (wam3oym) =T
amd  we  heavz -






® ?QN([:QC{ I/WAI/\;M? X
L .

Grven @ Aot o 0 Koyt canytruet &
hatic  hamh oble— o] Aize me O ()

e —Head™ SEkeek tapos O(1) +Hna—

e wonht cand:
T 5
o]
Tdaa: Tusp - foved 1B — [T= ]
1

A LS 3 Sq h”(l‘f) r—'ly' (2?) =1l
. . 5
i ven s al ,/\.JWAV\CJ, ‘51 1100 /E—ﬂ T ,\ -

at Lotun fowelA. ;;_a,ﬁéj;" 44 137
9 o1 23 4ys£t2

S4

11

-

m &

o (&l]idions ot Lok 2-

héH to hanh n keys Wi e dosle,
Flo uFMe&» nuwmb ev g_ eAllin ont A
ﬂ: By Tt d-'%m‘.h‘mﬁ 7 wniversality,
un pretabitity tat 2 giow b
M e Aot ceollide-  umder b ¥



=
le ne }?mc,e__ “+uove ane. (V\)
aaYA -
s e ittt o
‘ ) 2/“7’)@”‘&& M b e
esllitans A gF

(2w = e < 4
/!

p ‘
AM@MA g?_ 5777?’%9«2

—“+te

£ ov Leved -1 honh Hable T

e YV = N )
= n amd Lot U pp 9raumden




@ CPJ F’Yva %OLFI/\}Q, Hash /(‘UMQ'HGY\ :

A ol valiua. A JWM& J‘U o
nedh f .
Avmetion t o e Aremn
h=H (M)
have M b A uayr‘wai)(g_.rw/\(c]—(*h
menage  and HM) s e fixed
Uwéfv\ horh velua (also ?’Lﬂzf/,qv«z,d—'fb
an & W\a/)/&afaﬂ QL;GM o o~ codn).



A=

‘ | e WP’"”‘
K E E""R@ H(™)
(<)

B
7

W]Da Yo_

()

-

KUz

F?(ﬂ}\wm 1: Barvie arsa f Hor harh fruetion



G Ml ] £l .
@
—{1)- N . ID—
Bi ey ,
t( H[rS) :
S )
(2)

7
B[y ("”‘)j H (e

ng PR,

‘ e MAMW‘M
F:émz: :Ba/»-c waen 5[1.

c«mh/“




° A Wh/(ﬁwcj—;m# und— have e

Artloing preopertio”

7. H can be af»ﬁﬂ,}xz,;i,,f{’o a bloek_of

lotn of ony At

2. H f‘rwducm &.«qﬁ?xu M(TM FLpt—
2. HE) s relofivdy  2ary to cmpare

/fw wu:j a/wm % g M«w& o 7
lhow dkwore. G- A/ﬁ{ﬁwaw@-« | nplament

«mews P?mdwai

h.  For a/uﬂ %uma aoa'e,lk? TR
h(fﬂwcL

5. Fov mfj g1 venm Lotoese. ®oy 1k A cormpu
— dokonally inpearible 72 Afind_o & * w7t
16 = 009 | (e cotiion praprty ).

6 - % It w» WFMMavaij '#Wbu’”

1o /f"ML i pur (X9 Y)  Aucu
+rhat H@), H_J ( sﬁmq sy Sane

preeperty) -




IN = IwwHan value
CJAAJNV‘& Warnalle
.L‘W‘ ‘\wfwd" Lo s

g o
non

comprasnm &
= NWamber g{ 'pV\J'JuJ" Lolo &)

-
-

Aomgtn o hanh esde

= )U«M-—a-HA g ‘vwrwt" Jologe

3 -

b iguvne_ 2 . (eneval S+yuettive - d?‘
Socuve Hasln Coda-



@ ma Seeuve Hos In -A{jow‘l«tl/\w/,.‘

The Soen~ve Hanh MJm\I%MM (SHA)) TN
d,&uewcht Loy e Notianal T asdtute
6] Stamdands and Tervh ‘T”Qckmo,aj
(NIST) and @ Twired Vv on wias
WMued Qo FIPS 1801 {n 1395 and
W awra.Uﬁ M@vw.u—-l—om SHA-T.

CHA 4 baved on e NDY ai(t)o'h'rm
whien 1A @ YV\MSQ/J,O- cl,iag/;—k- a,(d(m}mm
Huat— o develeped by Ron Revkrt at
MIT.

}73 Ronn Rivest -

Both MDY awd MBS pyoduca @ [2-bit
wmaﬂz d«f(cfmk cstrstn  SHAT proada

— Q| 60- brt .

ot 2 v s v P djr oA




L

=1
r/——’/f w512 bits= NXSZ bt
<—-———’—"/,L g . m)iag'l“
Q——-———/K’b'+ > (KW‘Z—
3* P“'L?g(r 512 bita)
& Bla-bit 74 S D <5 PRI

1 ic—rl

. Y, MUAM? diqent omuwa.ho um
FJ"" %Wuj @Ppﬂgw\b’& 4o SI4A1 ‘a{éo—b& 'LA.JM.L
tmbead of 128-bit J

G 6D -bi+ wMoaj;z d—gM\.

Tnput o prroessed in B/2-bit
Loleels.

Fa‘““ “ }’MAWA MD5  a, tue hanhk

M 1A Linoted o ox2e (W is wit
o HDE)  amd tue horly Ul (Qund.

Tnderwee diate L el CV;) ane 160
bith omd wst (28 @ B Shoo (e
1 tue coana for nbt;)




B-Steps - =
3) Pppend paddieg Lith

—————

. MM%%L A padded Ao fliat-
14A ,Lo/mj% A wacmw*' o H4?
I

1n O;F Haro P&AAAA_

s e WAWMDY & padtsva
| 52—
bats WA TN Loy aa— Q:F ©
[ERr s
o Aring A



2 Appendt Lot

o B Jloth ‘{:F 64 -b i+ LA a’fFQ/V\d,QcL
4o e ™LA ag L

CTos Llea W doteodnd an ame
UMM&Y\QCL cY—b ‘M*{—Oé,@n ( ot
Mgm‘(f’gw oy te ”ﬁw”j Sl
Contaomd e }uw-g-kh o7 e m’g’w
haae ( bo;FM_ paaagwg),

?) Tritiakize MD buffer .

° B |60-bit bu?hg@( A anod 4 fstd
Wiecmediate palugs and. {inat
T o] fue hont (fumoh'cm
suprnted @an 54 32 _bit %ZJMM
(Av B,C, D, E) WiHiakired an r7%7!w/s:
= 67452301
B= EFCDAFBED
c= A¢gBADPCFE
D 03254724
£z e¢3D2ETFO



@ PYoceM w\e,%ach i B2 bit (lé CmmL> Lsloes

o The leawvt 0;/ —fire. alqw;%w\ A A modula
Whueh ot A gfr /f—m.?,v Stsumd A gF
?mwmwa o;p 20 sra,f/s Lac (Hrer
/F\Juwo.'r;)
Eaorn Ssumd  Woo Awilow sfnuetowa
Lot s & [P 2vent— vaw)HuQ_,
/ua/}wﬁ, fometion (1 g4y yfg and 749

: Eacr Sswnd A4abkon an ‘rV\=’>uJ~-HM———
st B2 bt oleuc Leiva
Pmcg,b/su(i@ and e (6o~ bré
bu%f@r saluwe RAREDE  amd updai2n

m contents q —+ire— ﬁ%ﬁ-_){v‘.

Eaehr Stsumd  albo rwaker une B
Additive  Conmstant K wmere oLt £79

ndicaton  ona q:rf e B8O Akeph Qevom

/me FLoum d A

¢ n /faczl* O‘V\Jﬂ /fU'UW dirhnet condtamena




o T sudpudt™ 0;} +ue
Woadd ol (wedato 237) Ao e et
do e fior Ttand—(Dy) A preduct

+Hn  otstma <l

Nes e
> Ooutpat
. Rftec as L Bl2-bir bloeks e bes
ch,a_M&J— +uae GU*FU‘* '—f—"’d‘“ ‘ L
A-nga, A ue  [60-bit ch‘dﬂo*"-
\lq/ o &g,
—g0_
é //;5”/ A B WE > /J(E
. d1 9K wrow12]
i3 20 Step’
g
mi A BWEC L :
évg 7’L7“D°'”?’9J
g .8 20 Séept »
s % W \L L
i o LBl el JE
o8 dy, g WEWO 5O
39 920 Steph
v ) £
a N 124 = L
‘g'g yy Ko i
_ 90 step” )
i’- !
W W/ ‘ — \ = |
it.\ —t 1 1 Note:
$ _ addition(+)
R T e
L SNyt |




W  com meav‘;/ﬂb +we behaer or
SHA"1 an Aollown:

cNo = IV

( .
CNgyy = SUMa3, (2Vy ABCDE, )
MD = ¢V

IN = inHa value Of fhe ABCDE buffev
dg,{%vxu Tn S*e—fg
ABePEq = Wwwq Hee Lont towmd m‘
Noce 7S +ia
Procezs Tva g tue 9 w\wazm
}_910&1/.,
L = +ue vuawmber 57 blocses v fire h RS
(}nclu&Vg T’“dd/;"‘j amd ,(2447-//” (ﬁ.e(,(AJ
SUMgg = Addiion wwedule 2 ?M([mm.;
/Mrawwtw PN 28 word q-h,m
Taw cjr n\ruul'/}

= /(,,Mu meppae °"'3°"*' Laluna



@

e —
te <
T bﬂY%“Laﬂ Paﬂ—adﬂ can be /f*t‘;m
rva T
: wi’ VS e .
an .-f«rll@%b ,tfaw - e Pmmufy

o 1
3: W.Q :A jm 'F-ZKF\A !






» Nolw astume Hiak MJ% %[ e —
gt 14 n, Shds cRdses SRS 2"
popible- marmegs Lgerth in A
haok csde -

o asde et et e

K = Fravdom %Méaj&



Hee WF,QWJT%H@, m-brt— hanh cede.



* Beecawe e Fow Lermalons |
—ﬁw Aave paorh code. 9—/‘14% Rl /m%du&
’717/(4 Sanee. /(,,dq VLN ) “+teo dffm‘”’“
A astuved 571 _sucear  ouven fiough
. 2nerny Phon A ndg¥d Kvpon,
e J;D Icﬁ

Jrr fun Aovel o ST “4‘*24/‘—
z e
A gonly on fue OOy 2 Z.M/?/fl




@ :D"ldqiftat gigna-lfum Standard (bss)

NIST Pu.bﬂf/.sw FTFS 186 lnen

ar d”é/“‘*” /;,.‘/Wafw@/f«/wmlmd (Dsf).

| Glopal Public Key Companenia

/ o L

| P-}’Pﬂiwﬂ- wwwb ey whaene 9 LpL2

| 4o 512 £ L Z1lo2y and L 24 et hple
of 6y qiey bF Loegth o betowesw

E12 amd 1024 bit 'y inereamenta €

6Y bits -

), whkere 21594 1< 2%

q -5 prawe divrev of  (p-
160 bit?:

i.e., bit Wg”" \‘/rF

h(p-—!)/‘lx nod P

witn 1€ e

9:

whave W

]
n sunk PEN s P
5 //J

fr User'®  private Key
—

xyoamd o v PM“C‘OWW
oL w LTl

- -

|n+242"

?n+z3w asrth




é Usex's Public ke

P

3‘;3%m.odp

-

t N u..MbﬂY
Uaex's Parx - M2Asage Soere
= __’__-——'—”—-_- P -— a

. ‘m
Ao Indeq?Y &?
K = namdem & wad»m% 'C‘j

ol k<l

A = [n”(H(M):er')] med T

S}Jwahﬁa = (y'7/5)

| W \ M =mwad!—

= AT etV b bo. Higned-
i o =harh T
Ug=z v W i umf-a,swk—

ug[(gu* j”‘i) MA.PJ wwd &
LTEST: l}i— r J




>
A=l ()3, K?’g»’f;q)
-
= ( )'f'x'w)
(' (uere))

A
V= ({-Z_CK ¥y &) &)

::( ‘LW“‘('r MOAT/
(" wt)




@ E)(QMPXL: T=lol y p=t2y95¢3
),,,, WJcL::O
9 - o ) [T wodp = 588634

J%MJ b = 1, y:g]”wa,}g.:'—]ozac«t,

Py vats ey 1 A =23
m=53, K=4Z
Y = @ wwd}a}wwé? -—5'2/

Az K'*’ (m+ xv) weed | = A

W= ma” @»4@” = 8§82

uz = w/')vy (wd %) =2 2 .

L

(3N 97 wp) Mt

- 92‘ ('4_”«‘%
()= M)

Homer U= s



§ 5= powsier iy Exploaris heme
il sokind

(04 Alice. , Bob and Pty wamt 1P
campute & Agevat™ (comnwmaw) K2
oL K F.,ubﬂ»;@ alramned -

g Cnbzaaw U;{-FTU\\M‘—WWD

Ay b, and et K G > g0
P-/i% be & kool /-fowcﬁd“7 51 =<2

et  Seeved u{j"c(’}, Alie 5 Bl And-
Ret ane @, b)C )u,}/()?-dﬁ—u%

Ryb,)¢ G'ZI;-



Raaip Rft  com W})%éc' and-

Aond it A public &7
N s ulﬁmm*dj , filies amd P

¢, Rsb v

boHr horve 337379 7




0 Bitinsor Pairivg

addirh € (ijwP
ke C’ﬁd/bb; C&’l7 )

Lot 61y b2 & (Ew,a«m

C.Wj?*”q'}w? e .b},u'v\w\v Fa.?v]né

4. Bilin ‘9 ,
AT JEELT)

A s AT
;R ,T) = ¢ (§T)~@C£,¢')
£ (S,RAT) = 2 (S,#) ()7

In &b\wwﬁ&/s., @Lag },’T_)fe_(g"r)ab

Aor ot a,b ETE



NOJ/L 92 T—a—rﬁ Fa,,‘,,"w.a.

@ jou—% Kej Q,XcMnaQ» Aremo . |

b gdalihve- 57@(;1119 o)
P:F%‘W‘

. Lot G
SQ;WJW P oaud 1(;),‘:. P 5
sl want 1°

2
A = @ C%Obc)
'
= Q_(P,?)“b

" b
Bsv k=2 (& P)c,P)bc @fﬁ@a )
" Z(P,P) =

RsL ~x=2( bf, aP) = @\P,
= 2(gP)

T h e guswmd  3-pavty ProFs o
WPU«PZ R oI WO KL))»



