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Continuous Monitoring (CM)

Maintaining ongoing awareness of information security, vulnerabilities,
and threats to support organizational risk management decisions.

Citation: NIST, Information Security Continuous Monitoring, https://bit.ly/3oBaéZi



Continuous Monitoring

Maintaining situational awareness

Understanding of threats and threat activities
Assessing all security controls

Collecting, correlating, and analyzing
security-related information



Asset Inventory

Actively manage all enterprise assets connected to the infrastructure
physically, virtually, remotely, and those within cloud environments.

Citation: CIS, Inventory and Control of Enterprise Assets, https://bit.ly/3hXDlyL



Asset Inventory

Automated discovery
DHCP logging

Portable devices

New equipment acquisition

Software and versions



Continuous Monitoring Gaps

Rogue server SSL Certificate DNS auditing

detection auditing
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Rogue Server Detection

H Authorized servers list and subnet(s)

LOGS

j Zeek connection log

LOGS

j Zeek DHCP log




conn.log

Holds layer 3 and layer 4 metadata from the network traffic captured. Can also be viewed as
the information about which systems are communicating on the monitored network.




dhcp.log

Provides IP and MAC address mappings for systems utilizing the DHCP Protocol. The Discover,

Offer, Release, and Acknowledge (DORA) message types are all captured along with any DHCP
Servers providing leases on the network.
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Watcher API

You add watches to automatically perform an action when certain conditions are met. The

conditions are generally based on data you've loaded into the watch, also known as the Watch
Payload.
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Watcher API

Actions have access to the payload in the execution context. They can use it to support their

execution in any way they need. For example, the payload might serve as a model for a
templated email body.




SSL Certificate Auditing



SSL Certificate Auditing
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/A VH Authorized SSL/TLS certificates list

LOGS j Zeek SSL/TLS log

LOGS 3 Zeek x509 log




ssl.log

This log will parse the various version of TLS and store the metadata from the encrypted traffic.
The Secure Sockets Layer (SSL) name is a carry over from the now deprecated protocol.




x509.log

Captures details on certificates exchanged during certain TLS negotiations. There will be no

x509 log for TLS 1.3 connections.




SSL Certificate Auditing

Certificates provide a lot of details that can be inventoried and monitored.

—

Certificate Authority Ciphers or hashes Expired certificates
Monitor for certificates Avoid weak, insecure or Should not exist.
not signed by a trusted deprecated versions

third party.



SSL Certificate Auditing
- Enumerate SSL fields in Elasticsearch
- Generate certificate baseline
- Create alert for new certificates
- Trigger alert with unauthorized certificate




DNS Auditing



DNS Auditing

M — H Authorized domains and subdomains list

LOGS j Zeek DNS log

LOGS 3 Zeek connection log




dns.log

All unencrypted Domain Name System (DNS) resolution queries and responses are captured in
this file from a monitored network.




DNS Auditing

=

O
Authoritative DNS Encrypted DNS
All query requests should be DNS over HTTPS (DoH) and DNS
sourced by local DNS server over TLS (DoT) are not captured

by Zeek logs



DNS Auditing
- Enumerate DNS fields in Elasticsearch
- Generate DNS baseline
- Create alert for unauthorized subdomains
- Create alert for third party DNS server
- Trigger alert with anomalous DNS request




/eek Limitations



/eek Limitations

Only network data. No host-based visibility.
TLS v1.3 and other IETF standards
No TLS inspection. Only limited metadata on encrypted traffic.

Only captures what it can monitor.

Proprietary protocols



Summary

Continuous Monitoring
- Rogue server detection
- SSL certificate auditing
- DNS auditing

- Limitations of Zeek




