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NIST CSRC Glossary: Cybersecurity



https://csrc.nist.gov/glossary/term/cybersecurity
https://niccs.cisa.gov/about-niccs/cybersecurity-glossary
https://niccs.cisa.gov/about-niccs/cybersecurity-glossary
https://csrc.nist.gov/
https://csrc.nist.gov/publications/fips
https://csrc.nist.gov/publications/sp
https://csrc.nist.gov/publications/nistir
https://csrc.nist.gov/publications/itl-bulletin
https://csrc.nist.gov/glossary/term/cybersecurity
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The New Hacker’s Dictionary (aka Jargon

File), Eric Richmond

Department of Justice Federal Bureau of

Investigation: The Cyber Threat Article

Center for Internet Security: CIS Controls

Summary of HIPPA Security Rule

NIST to PCI Mapping Source

CIS to Regulation Map

PCI 3.2 Resource Guide

NIST Cybersecurity Framework

NIST Risk Management Framework

(RMF)

Uses and Benefits of NIST Framework



http://www.catb.org/jargon/html/go01.html
https://www.nist.gov/cyberframework
https://www.fbi.gov/investigate/cyber
https://www.fbi.gov/investigate/cyber
https://csrc.nist.gov/projects/risk-management/rmf-overview
https://www.cisecurity.org/
https://www.nist.gov/cyberframework/online-learning/uses-and-benefits-framework
https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
https://www.cloudauditcontrols.com/2016/05/nist-to-pci-dss-raw-map.html
https://www.cisecurity.org/wp-content/uploads/2017/03/Poster_Winter2016_CSCs.pdf
https://www.pcisecuritystandards.org/pdfs/PCI_DSS_Resource_Guide_(003).pdf
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Introduction to the Components of the

Framework

Cybersecurity Framework Version 1.1

Documents (April 2018)

1.Letter to Stakeholders

2. Framework V1.1 (PDF)

3.Framework V1.1 (PDF) with markup

4.Framework V1.1 Core (Excel)

5.Framework V1.1 Downloadable

Presentation

ICANN:DNSSEC: What is it and Why is it

Important?



https://www.nist.gov/cyberframework/online-learning/components-framework
https://www.nist.gov/system/files/documents/2018/04/16/letter_to_stakeholders_-_cybersecurity_framework_v1.1.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
https://www.nist.gov/system/files/documents/2018/05/14/framework_v1.1_with_markup.pdf
https://www.nist.gov/document/2018-04-16frameworkv11core1xlsx
https://www.nist.gov/document/cybersecurityframeworkv1-1presentationpptx
https://www.icann.org/resources/pages/dnssec-what-is-it-why-important-2019-03-05-en
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Center for Internet Security Benchmarks

DoD Security Technical Implementation

Guides (STIGSs)

Quals SSL Labs

Incident Management Guide

CIS: White Paper: Cyber Incident

Checklist

CIS: Six Tabletop Exercises

Ready. gov: Business Continuity

Ready.gov: Business Continuity Planning

Suite



https://www.cisecurity.org/cis-benchmarks/
https://public.cyber.mil/stigs/
https://public.cyber.mil/stigs/
https://www.ssllabs.com/
https://us-cert.cisa.gov/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-IM.pdf
https://www.cisecurity.org/white-papers/cyber-incident-checklist/
https://www.cisecurity.org/wp-content/uploads/2018/10/Six-tabletop-exercises-FINAL.pdf
https://www.ready.gov/business/implementation/continuity
https://www.ready.gov/business-continuity-planning-suite
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NIST Special Publication (SP) 800-160,

Vol. 2. Resilient Systems: A Systems

Security Engineering Approach

CSA Security Guidance for Critical Areas

of Focus in Cloud Computing v4.0

Cloud Controls Matrix (CCM)

FedRAMP

NIST SP 800-53 rev5, Security and

Privacy Controls

NIST SP 800-53A rev4, Assessing

Security and Privacy Controls



https://doi.org/10.6028/NIST.SP.800-160v2
https://doi.org/10.6028/NIST.SP.800-160v2
https://cloudsecurityalliance.org/research/guidance/
https://cloudsecurityalliance.org/research/cloud-controls-matrix/
https://www.fedramp.gov/
https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
https://csrc.nist.gov/publications/detail/sp/800-53a/rev-4/final
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NIST SP 800-53B, Control Baselines for

Information Systems and Organizations

NIST SP 800-30 rev1, Guide for

Conducting Risk Assessments

NIST SP 800-37 rev2, Risk Management

Framework for Information Systems and

Organizations: A System Life Cycle

Approach for Security and Privacy

NIST SP 800-18r1, Appendix A

FedRAMP Templates

FedRAMP System Security Plan (SSP)

Moderate Baseline Template



https://csrc.nist.gov/publications/detail/sp/800-53b/final
https://csrc.nist.gov/publications/detail/sp/800-30/rev-1/final
https://csrc.nist.gov/publications/detail/sp/800-37/rev-2/final
https://csrc.nist.gov/publications/detail/sp/800-18/rev-1/final
https://www.fedramp.gov/templates/
https://www.fedramp.gov/assets/resources/templates/FedRAMP-SSP-Moderate-Baseline-Template.docx
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FedRAMP Integrated Inventory

Workbook Template, Attachment 13



https://www.fedramp.gov/assets/resources/templates/SSP-A13-FedRAMP-Integrated-Inventory-Workbook-Template.xlsx

