Basic Dynamic Analysis Lab Solution and Guide
TMPprovider038.dll

SHORT ANSWERS

Any interesting observations from basic static analysis?

The sample appears to be packed and/or obfuscated using a tool called VMProtect.

What do you observe this program doing through dynamic analysis?

The malware connects to fauxnet.mandiant.com and flossme.mandiant.com over port 80 using HTTP POST
requests.

The malware copies itself to %TEMP%\TMProvider@38.dll and sets itself for persistence at
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\TmProvider.

The malware also writes a GUID value to
"HKCU\Software\Microsoft\Internet Explorer\InternetRegistry\fertger".

The malware creates a file gln.dbx in the current user’'s Temp directory with an unknown constant “@44”

List any potential host-based indicators of this malware.

The registry value HKCU\SOFTWARE \Microsoft\Windows\CurrentVersion\Run\TmProvider

The registry value "HKCU\Software\Microsoft\Internet Explorer\InternetRegistry\fertger"
The copy location of %TEMP%\TMProvidere38.d11

Creates a file gln.dbx in the user's Temp directory

List any potential network-based indicators of this malware.
fauxnet.mandiant.com:80 /wp@8/wp-includes/dtcla.php

flossme.mandiant.com:80 /geo/productid.php
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DETAILED ANALYSIS

Any interesting observations from basic static analysis?

Open the file in "CFF Explorer". There are suspicious anomalies that suggest packing. There are sections named
.FLARE® and .FLARE1. Five of the sections have "Raw Size" of @ which suggests decoding/decompression at
runtime.

Mame Virtual Size Virtual Address | Raw Size
Byte[8] Chword Dword Chword
Fext 00013647 00001000 00000000
rdata 00007208 00015000 00000000
.data 00001330 00010000 00000000
gfids 00000048 0001 F000 00000000
FLARED 000CTeCh 00020000 00000000
FLAREL 001AASB0D 000ES000 001 AAG00
reloc 000007F4 00293000 00000800
JETC 00000105 00294000 00000200

Figure 1: Section headers indicate possible packing

Open the file in PEID and DIE to investigate further. Both tools have multiple detection techniques. For PEID, try
the "Hardcore Scan". Unfortunately, no packer is detected with PEID. DIE has additional rules you can select.
Instead of using the "Detect It Easy" ruleset, try the "Nauz File Detector". When choosing this option, DIE
successfully detects the VMProtect packer.
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Figure 2: DIE "Nauz File Detector" indicates VMProtect

Run FLOSS ("floss 1input_filename -o output_filename™). There are not many strings. A few strings do
stand out and confirm the DIE result:

VMProtect Softwarel
VMProtect Software CA

Dynamic analysis will be needed to analyze this obfuscated sample, since there is no tool available to easily deal
with VMProtect.

What do you observe this program doing through dynamic analysis?

Prepare your dynamic analysis environment.

1. Open "Process Monitor" to capture Windows events during the malware execution. Stop capture and clear the
output, then prepare filters. It is recommended to show Operations that include ProcessCreate, RegSetValue,
WriteFile, and SetDispositionInformationFile. There are many approaches to filtering the events captured
by "Process Monitor", so experiment with different workflows and use what works for you.




7 | Process Monitor Filter @

Display entries matching these conditions:

[Dperaﬁun - ] [is = | SetDisposiionInformationFile  + then
Cilumn Relation Value Action -
n.;*j Operation is Process Create Include L4
QJ Operation is RegSetValue Include
d Cperation is WriteFile Include
kg Operation is SetDispostioninf...  Include
@ Process M... is Procmon exe Exclude
(71678 Procens M i Procesn exe Fxrhide Sl

0K ] [ Cancel ] [ Apply ]

Figure 3: Filter by Operation using "Process Monitor"
2. Open "Process Explorer" to observe running processes.

3. Open FakeNet-NG to simulate a network connection and capture network behavior. FakeNet-NG requires a
connected network interface, so make sure you have a network interface set to "Host Only". This is configured by
default within FLARE VM.

4. Open an Administrator Command Prompt and prepare to run the malware via the command line. This sample is
a DLL so use the Windows utility rund1132.exe. Open "CFF Explorer" and examine the "Export Directory" so
rund1132.exe can run an exported DLL function. The DLL has one export, RunD11Entry.



\\, H TMPproviderD3s _dil
Member Offset Size Value
&l |%] File: TMPprovider038 dll
8 e " Characteristics 0003690 Dword 00000000
— [= Dos Header
[=] Nt Headers TimeDateStamp 0003694 Dword SAG14BBEG
[Zl File Header . ]
(& Optional Header MajorVersion 0003698 Word 0000
[Z] Data Directories fx] MinorVersion 00036C94 Word 0000
— [=] Section Headsrs ]
MName 00036C9C Dword 0011EBCE
| — [ Import Directory Base 00036CA0 Dword 00000001
— (2 Resource Directory NumberOfFunctions 00036CA4 Dword 00000001
—— () Relocation Directory
— ‘ﬁ;m Converter MNumberOfiames 00036 CAS Dword 00000001
— % Dependency Walker AddressOffunctions 00036CAC Dword 0011EBES
— 4, Hex Editor
— ) Identifier Ordinal Function RVA | Mame Ordinal |NameRVA  |Name
— 2%, Import Adder
| 4\, Quick Disassembler N/A 00036CB3 00036CBC 00036CBE 00036CC2
— ‘ﬁ,ﬂehuldar (nFunctions) Dword Word Dword szhinsi
L ,,b UPX Utility 00000001 00003180 0000 0011EBCZ RunDIIEntry ﬂ

Figure 4: "Export Directory" shows a single export: RunDIIEntry

Prepare the text to run the program on the command line, but do not run it until a VM snapshot has been taken.

E Select Administrator: crmd.exe - Shortcut

C\7

C:Userssuser~DesktopsLabhs~B1_Bazic Static and Dynamic>rundll32._exe THPprovider®38.dll. RunDllEntry_

Figure 5: Prepare to run the malware on the command line

5. Take a VM shapshot so the computer state can be restored after analysis is complete.
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Figure 6: Take a snapshot before running the malware
6. Turn on capturing within "Process Monitor" and press Enter on the Command Prompt to run the malware.
Analyze the captured data.

First wait a few seconds for the malware to execute. FakeNet-NG continually produces output, so it is advisable to
close it shortly after malware behavior is captured, but before the output is filled with unrelated data. Click on the
FakeNet-NG window and press CTRL-C to exit the program. You may need to press it twice. It is recommended to
allow FakeNet-NG to complete the closing process and exit cleanly rather than forcing it closed — this way FakeNet-
NG is more likely to restore changes it has made to Windows networking behavior.

Stop the capture in "Process Monitor".

FakeNet-NG output can be examined in the output window or by using the packet analysis tool WireShark.
Sometimes Windows can produce a lot of network traffic and the output window can become filled — in those cases
WireShark may be better. FakeNet-NG produces a packet capture file (. pcap) that contains traffic captured by
FakeNet-NG (both before and after the packet is modified by FakeNet-NG). By default, the file is saved in the
directory from which FakeNet-NG is run. FLARE VM may be configured to save the file in the directory
C:\Users\user\Desktop\fakenet_logs if FakeNet-NG is run from the taskbar. FakeNet-NG is also configured
to save a file for each HTTP request that is served by the application. Here is an example of what the directory
listing can contain:



=N e~
@Qvl | Ci\Users\user\Desktop'fakenet_logs| A | s | | Search fakenet _logs P |
Organize - Mj Open = Share with + Print MNew folder i= - .@.
S B at Name } Date modified Type Size
PR Desktop | http_20201023_170819.tet 10/23/2020 5:08 PM  Text Document 1KE
& Downloads || http_20201023_170854.tet 10/23/2020 5:08 PM  Text Document 1KB
il RecentPlaces  |5| || http_20201023_170923.txt 10/23/2020 5:09 PM  Text Document 1KB
. FLARE | http_20201023_171038.txt 10/23/2020 5:10 PM  Text Document 1KB
. Utilities || http_20201023_171039.tt 10/23/2020 5:10 PM Text Document 1KB
e || http_20201023_171042.txt 10/23/2020 5:10 PM Text Document 1KB
= Libraries || http_20201023_171046.tet 10/23/2020 5:10 PM Text Document 1KB
3 Documents || hitp_20201023 171048 et 10/23/2020 5:10 PM  Text Document 1KB
J'- Music 4 packets_ 20201023 170739.pcap 10/23/2020 5:10 PM  Wireshark capture... 535 KB
| Pictures -
- http_20201023_171038.txt Date modified: 10/23/2020 5:10 PM Date created: 10/23/2020 5:10 PM
Text Document Size: 333 bytes

Figure 7: Fakenet-NG creates .txt files for captured HTTP requests

Try opening each of the .txt files to see if any HTTP traffic was captured. Most of them will likely be related to
benign Windows activity, such as Online Certificate Status Protocol (OCSP) requests. These can be ignored as
they are not generated by the malware.

| hitp_20201023_171039.txt - Notepad o= | ]
File Edit Format View Help
FOST / HTTP/1.1 -

Cache-Control: no-cache

Connection: Keep-Alive

Fragma: no-cache

Content-Type: application/ocsp-request
Accept: ®/*

User-agent: Microsoft-CryptoARI/ /6.1
Content-Length: 83

Host: ocsp.digicert.com
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Figure 8: Windows activity such as OCSP creates noise in Fakenet-NG output

FakeNet-NG should have captured HTTP traffic from the malware to flossme.mandiant.com.
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| http_20201023_171038 ¢t - Notepad

File Edit Format View Help
POST /geo/productid. php?id=BE92941DA4AC4ACIBA3ECEALF3BBELIDT &V1=038&Vv2=261857261&0=5265882854508EFCFI58F979E4 HTTP/1.1
User-agent: Mozilla / 5.0 (Windows; U; windows NT 6.1; en-uUs) Applewebkit / 525.19 (KHTML, like Gecko) Chrome / 1.0.154.36 safari / 525.19

Host: Tlossme.mandiant. com
Content-Length: 0
cache-control: no-cache

)
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Figure 9: HTTP POST request to C2 as captured by Fakenet-NG

If you are unable to observe HTTP requests this way, open the .pcap file in WireShark. WireShark is a powerful
tool and there are many ways to approach traffic analysis. One way to examine HTTP traffic is to navigate to File —
"Export Objects" — HTTP. Here you can see the malware requests grouped together, and you can click them to see

the packets in the main window.



M packets_20210219_093205.pcap o[ 2| e
File | Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Open Ctrl+Q E § E@ @ | i
Open Recent r ] -]+
Merge... Destination Protocol  Length Info |~
Import from Hex Dump... | 192.168.57.255 NBNS 96 Registration NB F | |
Close Ctrl+W 192.168.57.255 NBNS 96 Registration NB F
152.168.57.255 MNBNS 96 Registration NB F
Save Chel+S 192.168.57.255 NBNS 96 Registration NB F
Save As... Ctrl+ Shift+ 5 192.168.57.255 NBNS 96 F{Eg:!.str‘at:!.l:ln MEB W
192.168.57.255 NBENS 96 Registration NB W
File Set y 192.168.57.255 NBNS 78 Name query NB ISA
192.168.57.255 NBNS 78 Name query NE ISA
Export Specified Packets... 127.255.255.255 NBNS 78 Name auerv NB ISA X
| b
Export Packet Dissections »
Export Packet Bytes... CtrisShiftsx | 20 DYtes captured (768 bits) b
Export PDUs to File... ).168.57.13@8, Dst: 192.168.57.255 F
Export TLS Session Keys.. 7, Dst Port: 137 il
Export Object » DICOM...
po jects - £ - -q. IIIIII g
i HTTP... - T Lo}
Print... Ctrl+P T R EGEMEBF
: CEFFGENC ACACACAC
Quit Ctrl+Q SME... ACACACAA A -
G050 @@ 20 00 @1 B 04 93 e@ 0O 06 G TETP.. ST E TS 9
O il packets_20210219_093205.pcap Packets: 2727 - Displayed: 2727 (100.0%) || Profile: Default
M Wireshark - Export - HTTP object list = EER ==
Packet Hostname Content Type Size Filename i
1453 ctldlwindowsupdate.com text/html 1410 bytes disallowedcertstl.cab?fIf79f3e0b516276
1492 fauxnet.mandiant.com  text/html 1410 bytes dtcla.phpfid=E47 CDFG65TBM EAAADTTIECDICDEEDASNL =
1493 fauxnet.mandiant.com  text/html 1410 bytes dtcla.phpfid=E47CDF6G57BMEAAAN4TTIECDICDESDARNL =
1520 flessmemandiant.com  text/html 1410 bytes productid.php?id=E47COFG65TBO4EAAADNTTIECDSCDEEDAL
1521 flessmemandiant.com  text/html 1410 bytes productid.phpfid=E47CORG657B94EAAADATTIECDICDESDAL
1554 crl.microsoft.com application, pkix-crl 1410 bytes microsoftrootcert.crl

Figure 10: WireShark - export HTTP objects

Once you identify the HTTP packets, right click on one and choose Follow — "TCP Stream". A text output of the
requests is displayed.
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Mo. Time Source Destination Protocol  Length Info
1 1488 84.069000 192.168.57.138 192.168.57.13@ TCP 57 88 » 1866 [PSH, ACK] Seq=1 Ack=343 Win=7688 Len=17 [TCP segme.
| 1489 84.969000 192.9.2.123 192.168.57.13@ TCP 57 88 » 1866 [PSH, ACK] Seq=1 Ack=343 Win=7688 Len=17 [TCP segme..
* 1490 84.069000 192.168.57.13@8 192.168.57.13@ TCP 1588 8@ - 1866 [PSH, ACK] Seq=18 Ack=343 Win=7688 Len=1468 [TCP se.
| 1491 84.969000 192.9.2.123 192.168.57.13@ TCP 1588 80 = 1866 [PSH, ACK] Seq=18 Ack=343 Win=7688 Len=1468 [TCP se.
-|— 1492 84.069000 192.168.57.13@8 i - xt/html)
| 1493 84.084888  102.0.2.123 192.168.57. MaikfUnnardhacket ikt xct/html)
| 1494 84.084600 192.168.57.13@8 192.168.57.13@ Ignore/Unignore Packet Ctrl+D Seq=1535 Ack=343 Win=7688 Len=0
| Messessens 192023 120700 SeumeTmetdeece  CueT | S Acke3es ine7esd e
all Time Shift... Ctrl+Shift+T L | »
Server: FakeNet/1.3\r\n Packet Comment... Ctrl+Alt+C
Date: Fri, 19 Feb 2821 14:33:34 GMT\r\n
Content-Type: text/html\r\n Edit Resolved Name
» Content-Length: 1418\r\n
\r\n Apply as Filter 4
[HTTP response 1/1] Prepare as Filter 4
[Time since request: ©.816808888 seconds] T »
[Request in frame: 1485] . . .
[Request URI: http://fauxnet.mandiant.com/wp@s/wp-ing Bolo S 1ECD3CDESDALY]1=0384v2=1578916618q=52658828
File Data: 1418 bytes SCTP 4
> Line-based text data: text/html (37 lines) Follow » TCP Stream Ctrl+Alt+Shift+T
< |
c N UDP Stream Ctrl+Alt+Shift+U
45 @@ 99 61 @6 5 40 @@ 56 06 60 @8 cP as 39 82 E opY . :
c® a3 39 82 @2 50 @4 2a b4 53 3b a6 d7 9b e4 93 e Sty
58 13 @8 le @2 @B 88 @@ 3c 2f 62 3e 28 62 79 2B P Protocol Preferences ’ HTTP Stream  Ctrl+ Alt+Shift+H
65 6d 61 69 6c Ba 3c 62 3e 46 61 6b 65 4e 65 74 e Decode As... .
4B 66 69 72 65 65 79 65 2e 63 6F 6d 3c 2f 62 3e ) ] RIEEE Cal
2e Ba 3c 2f 62 6F 64 79 3e Ba 3c 2f 68 74 6d 6¢ Show Packet in New Window QUIC Stream
e
| M Wireshark - Follow TCP Stream (tcp.stream eq 49) . packets_20210219_093205.pcap ==

POST /wp@8/wp-includes/dtcla. php?id=E47CDF6G57BI4EALAGAT71ECDICDEBDALY1=0388v2=1570916618q=5265882854508EFCFI58FO79E4 HTTR/1.1

User-Agent: Mozilla / 5.8 (Windows; U; Windows NT 6.1; en-US) AppleWebKit / 525.19 (KHTML, like Gecko) Chrome / 1.@.154.36 Safari / 525.19
Host: fauxnet.mandiant.com

Content-Length: @

Cache-Control: no-cache

HTTP/1.8 266 OK

Server: FakeNet/1.3

Date: Fri, 19 Feb 2021 14:33:34 GMT
Content-Type: text/html
Content-Length: 1418

Figure 11: TCP stream displayed in WireShark

Observe that the malware makes two HTTP requests as follows:

POST /geo/productid.php?id=BE92941DA4ACAACOBA38C6A4F3BBE1D7&v1=038&v2=261857261&q=5265882854508EFCF958F979E4 HTTP/1.1

User-Agent: Mozilla / 5.0 (Windows; U; Windows NT 6.1; en-US) AppleWebKit / 525.19 (KHTML, like Gecko) Chrome / 1.0.154.36 Safari /
525.19

Host: flossme.mandiant.com

Content-Length: ©

Cache-Control: no-cache

POST /wp@8/wp-includes/dtcla.php?id=BE92941DA4AC4ACIBA38CH6AAF3BBE1D7&Vv1=038&Vv2=261857261&q=5265882854508EFCF958F979E4 HTTP/1.1
User-Agent: Mozilla / 5.0 (Windows; U; Windows NT 6.1; en-US) AppleWebKit / 525.19 (KHTML, like Gecko) Chrome / 1.0.154.36 Safari /
525.19

Host: fauxnet.mandiant.com

Content-Length: ©

Cache-Control: no-cache

Now consider the "Process Monitor" output. Start by identifying the start of the process — you can ignore prior
events. Although the malware file is named TMPprovidere38.dl1, the process of interest is rund1132.exe.
rundl1132.exe is responsible for loading the malicious DLL, which then runs within the context of the rund1132. exe
process. Once you identify the start of the process, right click on it and choose "Highlight 'rundll32.exe™.
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Figure 12: Highlight events produced by process named rundll32.exe

Now the output is limited to the filtered events, and only the process of interest is highlighted.

3580, | Jundi32exs 2516 ShWiteFile C\Users\user\AppData\Local\Temp\gin dbx SUCCESS Offset: 0, Length: 3, Priorty: Normal

3560, | Jundi32exe 2516 ShWiteFile CA\Users\user\AppDataLocal\ Temp\TMPprovider038 di SUCCESS Offset: 0, Length: 65,535, Prorty: Nommal

3580, | Jundi32exe 2916 hWiteFile CA\Users\user\AppData\\Local\Temp\ TMPprovider038 di SUCCESS Offset: 65,536, Length: 65,536

3560, | Jundi32exe 2516 ShWiteFile CA\Users\user\AppDataLocal\ Temp\TMPprovider038 di SUCCESS Offset: 131.072. Length: 65536

3580, | Jundi32exe 2916 hWiteFile CA\Users\user\AppData\\Local\Temp\ TMPprovider038 di SUCCESS Offset: 196608, Length: 65,536

3560, | Jundi32exe 2516 ShWiteFile CA\Users\user\AppDataLocal\ Temp\TMPprovider038 di SUCCESS Offset: 262,144, Length: 65536

3580, | Jundi32exe 2916 hWiteFile CA\Users\user\AppData\\Local\Temp\ TMPprovider038 di SUCCESS Offset: 327,680, Length: 65,536

3560, | Jundi32exe 2516 ShWiteFile CA\Users\user\AppDataLocal\ Temp\TMPprovider038 di SUCCESS Offset: 333.216. Length: 65536

3580, | Jundi32exs 2916 ShWrteFle C\Users\user\AppData\\Local\Temp\ TMPprovider038 di SUCCESS Offset: 458,752, Length: 65,536

3580, | Jundi32exs 2916 ShWrteFile [ \ippl cal\Temp\TH SUCCESS Offset: 589,824, Length: 65,536

3560, | Jundi32exe 2516 ShWiteFile C\Users\user\AppData\Local\Temp\TMPprovider038 di SUCCESS Offset: 655,360, Length: 65,536

3580, | jundiz2exe 2516 ShWiteFile C\Users\user\AppData\\Loca\ Temp\ TMPprovider03 di SUCCESS Offset: 720,896, Length: 65.536

3560, | Jundi32exe 2516 ShWiteFile C\Users\user\AppData\Local\Temp\TMPprovider038 di SUCCESS Gffset: 786432, Length: 65,536

3580, | jundiz2exe 2516 ShWiteFile C\Users\user\AppData\\Loca\ Temp\ TMPprovider03 di SUCCESS Offset: 851,968, Length: 65536

3560, | Jundi32exe 2516 ShWiteFile C\Users\user\AppData\Local\Temp\TMPprovider038 di SUCCESS Gfset: 917,504, Length: 65,536

3580, | jundiz2exe 2516 ShWiteFile C\Users\user\AppData\\Loca\ Temp\ TMPprovider03 di SUCCESS Offset: 983,040, Length: 65.536

3560, | Jundi32exe 2516 ShWiteFile C\Users\user\AppData\Local\Temp\TMPprovider038 di SUCCESS Gffset: 1.048.576, Length: 65,536

3580, | jundiz2exe 2516 ShWiteFile C\Users\user\AppData\\Loca\ Temp\ TMPprovider03 di SUCCESS Offset: 1,114,112, Length: 65,536

3560, | Jundi32exe 2516 ShWiteFile C\Users\user\AppData\Local\Temp\TMPprovider038 di SUCCESS Gffset: 1,179,648, Length: 65,536

3580, | jundiz2exe 2516 ShWiteFile C\Users\user\AppData\\Loca\ Temp\ TMPprovider03 di SUCCESS Offset: 1,245,184, Length: 65,536

3560, | Jundi32exe 2516 ShWiteFile C\Users\user\AppData\Local\Temp\TMPprovider038 di SUCCESS Gfset: 1.310.720, Length: 65,536

3560, | jundi32exe 2516 ShWiteFile C\Users\user\AppData\Loca\ Temp\TMPprovider038 di SUCCESS Offset: 1,376,256, Length: 65,536

3560... | Jundi32exe 2916 hWiieFile CUsers\user\AppData\Local\Temp\TMPprovider038.dI SUCCESS Offset: 1,441,792, Length: 65,536

3560, | Jundi32exe 2516 ShWiteFie C\Users\user\AppData\Loca\ Temp\ TMPprovider038 di SUCCESS Offset: 1,507,328, Length: 65,536

3560... | Jundi32exe 2916 hWiieFile CUsers\user\AppData\Local\Temp\TMPprovider038.dI SUCCESS Offset: 1,572,864, Length; 65,536

3560, | Jundi32exe 2516 ShWiteFie C\Users\user\AppData\Loca\ Temp\ TMPprovider038 di SUCCESS Offset: 1,638,400, Length: 65,536

3560... | Jundi32exe 2916 ShWieFile CUsers\user\AppData\Local\Temp\TMPprovider038.dI SUCCESS Offset: 1,703,936, Length: 46,080

3560, | Jundi32exe RegSetVaiue  HKCU\Software\Microsoft Windows\Curert Version\Run\ TmProvider SUCCESS Type: REG_SZ. Length: 148, Data: rundi32 C:\Users\user\AppData \Local\ Temp \TMPprovider038 dI. RunDIErty
3560... | Jundi32exe HKC! Explorer SUCCESS Type: REG_SZ, Length: 66, Data: 49839EATATEF40C2AEI2ESBCAS2F 269E
3560, | Jundi32exe RegSetVaiue  HKLM\SOFTY | Tracing SUCCESS Type: REG_DWORD, Length: 4, Data: 0

3560... | Jundi32exe HKLM\SOFTY X SUCCESS Type: REG_DWORD, Lengih: 4, Data: 0

3560, | Jundi32exe RegSetVaiue  HKLM\SOFTY | Tracinghlask SUCCESS Type: REG_DWORD, Lengih: 4, Data: 4294301760
3580, | Jundi32exe HKLM\SOFTV Tracing\sundl32_RASAP132\Console TracingMask SUCCESS Type: REG_DWORD, Lengih: 4, Deta: 4294901760
3560, | Jundi32exe RegSetVaue  HKLM\SOFTY X SUCCESS Type: REG_DWORD, Length: 4, Data: 1043576
3580, | Jundi32exe RegSetVaue  HKLM\SOFTY X Dirsctory SUCCESS Type: REG_EXPAND_SZ, Length: 34, Data: “windi - \tracing
3560, | Jundi32exe RegSetVaue  HKLM\SOFTY > RASMANCS SUCCESS Type: REG_DWORD, Length: 4, Data: 0

3580, | Jundi32exe RegSetVaue  HKLM\SOFTY ' RASMANCS\EnablsCenscle Tracing SUCCESS Type: REG_DWORD, Length: 4, Data: 0

3560, | Jundi32exe RegSetVaiue  HKLM\SOFTWARE\Wow6432Node \Microsoft\Tracing\undI32_RASMANCS \Fie TracingMask SUCCESS Type: REG_DWORD, Length: 4, Data: 4294301760
3580, | Jundi32exe RegSetVaiue  HKLM\SOFTWARE\WowEA32Node\Mierosoft\Tracing\undi32_RASMANCSConsole TracingMask SUCCESS Type: REG_DWORD, Length: 4, Data: 4294901760
3560, | Jundi32exe RegSetVaue  HKLM\SOFTY > RASMANCS SUCCESS Type: REG_DWORD, Length: 4, Data: 1043576
3580, | Jundi32exe RegSetVaiue  HKLM\SOFTWARE\WowEA32Node\Mieroscht\Tracing\undi32_RASMANCS \Fie Directory SUCCESS Type: REG_EXPAND_SZ, Length: 34, Data: “windi - \tracing
3560, | Jundi32exe RegSetVaue  HKCI Window: 5\Prongy SUCCESS Type: REG_DWORD. Length: 4, Data: 0

3580, | Jundi32exe RegSetVaue  HKC ettings \Co SUCCESS Type: REG_BINARY, Lenth: 563, Data: 45 00 00 00 19,00 00 00 03 00 00 00 00 00 00 00
3560, | Jundi32exe RegSetVaue  HKC Window: p\UNCAslrtranet SUCCESS Type: REG_DWORD, Length: 4, Data: 0

3580, | jundiz2exe RegSetVaue  HKC Window: p\AutoDetect SUCCESS Type: REG_DWORD, Length: 4, Data: 1

3560, | Jundi32exe HKCI Window p\UNCAslrtranet SUCCESS Type: REG_DWORD. Length: 4, Data: 0

3580, | Jundiz2exe RegSetlaie  HICI Window: p\AutoDetect SUCCESS Type: REG_DWORD, Length: 4, Data: 1

3560...  pyhon.exe ShWrteFile C:\Users\user\Desktop fakenet_logs'hitp_20201027_155806.¢ SUCCESS Gfset: 0. Length: 342, Priority: Normal

3580, @ python.exe WirteFile C\Users\wser\Desktop fakenet_logs'packets_20201023_170739 peap SUCCESS Offset: 331.776. Length: 4.09

3560, [ Jundi32exe WitsFile C:\Users\user\AppData\Local\Miarosoft Windows\ Temporary Intemet Files'Content IES\HOXUCTQO\dtcial1] htm SUCCESS Gfset: 0, Length: 1,023, Priorty: Normal

3580, | Jundiz2exe WirteFile C:\Users\wser\AppData\Local\Microsoft Windows\ Temporary Intemet Fies'Content IES\HOXUCTQO\dcia[1] htm SUCCESS Offset: 1,023, Length: 387

3560...  pyhon.exe ShwiteFile C:\Users\user\Desktop fakenet_logs'hitp_20201027_155806.¢ SUCCESS Gfset: 0. Length: 33, Priority: Normal

3580, @ python.exe ShwrteFie C\Users\wser\Desktop fakenet_logs'packets_20201023_170739 peap SUCCESS Offset: 335,872, Length: 4.09

3560, [ Jundi32exe hWiteFle C:\Users\user\AppData\Local\Mirosoft\Windows" Temporary Intemet Files'Content IE\SVCIFETMN\oroductd1] htm SUCCESS Gfset: 0, Length: 1,023, Prorty: Nommal

3580, | Jundi32exe hwrteFie C\Users\wuser\AppData\\Local\Microsoft Windows\ Temporary Intemet Fies'Content IE5\5VCSFETM\productid[1] tm SUCCESS Offset: 1,023, Length: 387

Figure 13: Highlighted output makes malware activity easier to recognize
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The first interesting event is a WriteFile operation to C: \Users\user\AppData\Local\Temp\gln.dbx. Double
click on the event to view more details.

27 Event Propertes oo s
Event |Process | Stack
Date: 10/26/2020 10:10:34, 2042372 AM
Thread: ag4
Class: File System
Cperation; WriteFile
Result: SUCCESS
Path: C:\UsersuseriappData'Local Temp'gin, dbx
Duration: 0.0000233
Offset: i -
Length: 3
Pricrity: Mormal

Figure 14: Event details for WriteFile operation

The length of the operation is only 3 bytes. Close this window, right click on the event, and choose "Jump To...."
This takes you to the file location in "File Explorer".

[E=0 HoR
QO | . ¢ Computer » Local Disk (C) » Users + user » AppData + Local » Temp » - | +y | | Search Temp yel |
Organize ¥ L | Open Share with + New folder =~ [ 'g'
S Favorites Name ° Date modified Type Size
Bl Desktop A4CA43513-FB17-4809-AB17-076588E14365  7/31/2020 211 PM  File folder
& Downloads 9D917D93-ABAE-4031-9A3C-6FOFT22C5F.., 020 3:08 PM  Filefolder
| Recent Places ConEmu /23/2020 5:08 PM  File folder
FLARE preprocessor 7/31/2020 211 PM  File folder
Utilities wIware-user 7/31/2020 1:51 PM File folder
=] -1436953092.xml 10/16/2018 5:09 PM XML Document 2,033 KB
= Libraries || FX5APIDebuglegFilebd 5/20/202012:32 AM  Text Document OKB
3 Documents | git_version.txt 10/23/2020 5:08 PM  Text Document 1KB
J? Music 4 Procmonid.exe 10/23/2020 5:06 PM  Application 1150 KB
(] Pictures | || gin.dbx 10/26/202010:10 ...  DEXFile 1KEB|
B2 videos %] TMPprovider)38.dIl 5/28/2019 8:15 PM Application extens... 1,709 KB
| & user.bmp 7/31/2020 3:09 PM Bitmap image 32KB
18 Computer ; Zoomlthd.exe 8/16/2020 5:47 AM  Application 515 KB
G’i MNetweork

Figure 15: "File Explorer" displays dropped files

Open the file in "010 Editor" to view the contents. The text is 044.




< 010 Editor - ChUsers\user\AppDatatLocal\Temphgln.dbx
File Edit Search View Format Scripts  Templates Debug  Tools  Window  Help

He' B <> | A

Startup gin.dbx x

044

Figure 16: Examine file contents with "010 Editor"

At this point there is not enough information to understand the purpose of this file, but it can be recorded as a host-
based indicator. Continue analyzing the "Process Monitor" output. Next there is a sequence of WriteFile
operations to C:\Users\user\AppData\Local\Temp\TMPprovider@38.dl1l. Right click and choose "Jump
To...." to view the file. Often malware will copy itself into a common directory in order to blend in with Windows
system files. C:\Users\user\AppData\Local\Temp\ is likely the Windows Environment Variable %TEMP%.

Compare the hash of the new file to the original in order to confirm this theory.

IC:sUserssusersDesktopsLahs 81l _Basic Static and Dynamic>sigcheck —-h THPproviderB38.dll

Sigcheck v2.73 — File version and signature vieuer
Copyright <G> 2884-281% Mark Bussinovich

Eyzinternals — www.sysinternals.com
IC-sUzerzruzersDesktopsLabe»@1l_Basic Static and Dynamic:IMPproviderB38.d11:
Verified: Unsigned
Link date: 8:36 PH 1-18-2818
Publisher: nsa
Company: n/a
Description: n/a
Product: n/a
Prod version: n/a
File version: n/a
MachineType : 32-hit
MD5 = 713111BF1247A567B2228C?5201A5FB8

SHAl: 68461 EFB?E133567BFC77220A5FA61 BEA3 CF554E

PESHA1: EBR462A7DFCRA271457F39487720C?B2C4BBF1FCA7?

PE256: 82777261C3CAAEYF?676F7BDC7F2A1FA2ZBBAAFFAB2ZASECA4D175445AAGD62F2A
SHAZ256: ?8V44AFC621BAAT6AI4E6A4970110E6114A84B85AA6DESDF4268BBARZ22DEA4CSC
IMP: 346E55297EAP?E1C1F6?19C26F742424

IC:sUsers‘wusersDesktopsLabssB1l_Basic Static and Dynamicr*sigcheck —-h C:sUserssusersfAppDatasLocalsTempsTMPprouviderB38.d11

opyright (C> 2084-281% Mark Russinovich

Eigcheck v2.73 - File version and signature viewer
ysinternals — www.sysinternals.com

c:\users\usqr}appdata\local}temp\IHPpruuiderB38.dll:

Verified: Unsigned

Link date: 8:36 PM 1-18-2818
Publisher: n/a

Company: n/a

Description: n/a

Product: n/a

Prod version: n/a

File version: n/a

MachineType: 32-hit

MD5 : 713111BF1249A4567B?228C?5981A5FB8

SHAl: 68461 EFB?E133567BFC779?0A5FA61 BEA3 CFL54E

PESHA1: EBR462A7DFCB271457F39487720C?82C4BBF1FCA7?

PE256: 82777261C3CAAE?F?676F9BDC7F2ZA1FA2ZEBAAFFAB2ZASBCA4D175445AA6GD62F2A
SHAZ256: ?8V44AFC621BPAT6HI4E6A4970110E6114A8485AA6DESDF4268BBARZ22DEA4CSC
IMP: 346E55297EA7P?ELC1IF6219C26F?42424

Figure 17: sigcheck is used to compare file hashes and verify dropped file is identical to original sample

Now that it has been confirmed, continue to analyze the "Process Monitor" output. The next interesting event is a
RegSetValue operation with path HKCU\Software\Microsoft\Windows\CurrentVersion\Run\TmProvider.
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Double click to see the details and observe that the data written to that registry value is "rundl132

C:\Users\user\AppData\Local\Temp\TMPprovidere38.dll,

HKCU\Software\Mi

RunDllEntry". The registry  subkey
crosoft\Windows\CurrentVersion\Run is used to register programs to run automatically on

system start. In this case rund1132 is used to launch the DLL export RunD11Entry, establishing persistence on the
host. Note this as another host-based indicator.

) Event Properties

Event |Process | Stadk

(=& ]

Date:
Thread:
Clazs:
Operation:
Result:
Path:
Duration:

Type:
Length:
Data:

10,/27/2020 3:55:06. 7154031 PM

2528

Registry

RegSetValue

SUCCESS

HKCU\Software Microsoft\Windows\CurrentVersion \Run \TmPraovider

0.0001343
REG_SZ "
148

rundll32 C:\Users\user\AppData\LocalTemp \TMPprovider033.dll, RunDIEntry

Figure 18: Persistence is achieved via registry

The next interesting event is another RegSetValue operation with value "HKCU\Software\Microsoft\Internet
Explorer\InternetRegistry\fertger". Double click to see details and observe the data written is a
hexadecimal string 49839EA1A1EF40C2AEQ2E9BCA52F259E. At this point there is insufficient data to understand the
purpose of this behavior, however this registry key should be documented as a potential host-based indicator.

_"!j,“ Event Properties
p

Event |Process | Stack

(= & |weSa)

Date:
Thread:
Class:
Operation:
Result:
Path:

Duration:

Type:
Length:
Data:

10272020 3:58:06.7157907 PM

2528

Registry

Regsetyalus

SUCCESS

HKCUSoftware {Microsoft\Internet Explorer\InternetR egistry\fertger

0.0000685
REG_SZ .
als]

498 30EA 1A 1FF40C ZAEQZE9BCAS I 259E

Figure 19: Unknown hexadecimal string written to fertger registry subkey



FLARE

The remaining "Process Monitor" output is less relevant to our malware analysis tools. The RegSetValue
operations to HKLM\SOF TWARE \Wow6432Node\Microsoft\Tracing and
"HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings" are common behavior related
to the Windows internet API. The WriteFile operations to
"C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files" are related to caching
web requests. These can all be ignored.

3560, | JundiRexe HKLM\SOF TV 643N Tracing \vund| 32_RASAPI32\Enable Fle Tracing SUCCESS Type: REG_DWORD, Lengih: &, Data: 0
3580... | JundiRexe HILM\SOFTY N X, leTracing SUCCESS Type: REG_DWORD, Lengih: 4, Data: 0

3580... | Jundid2exe HIKLM\SOFTY X, TracngMask SUCCESS Type: REG_DWORD, Length: 4, Data: 4294901760

3580... | JundiRexe HILM\SOFTY v _RASAPIZZC SUCCESS Type: REG_DWORD. Lengih: 4, Data: 4294901760

3580, | JundiRexe HKLM\SOFTY v X SUCCESS Type: REG_DWORD, Lengih: 4, Data: 1048578

3580... | Jundiz2exe HKLM\SOFTY 3 X, Directory SUCCESS Type: REG_EXPAND_SZ. Length: 34, Data: “mindr.\tracing
3580... | JundiRexe HKLM\SOFTY 3 _RASMANCS\EnableFie Tracing SUECESS Type: REG_DWORD, Lengih: &, Date: 0

3580... | Jundizzexe HKLM\SOFTY 3 _RASMANCS\EnzbleConsole Tracing SUCCESS Type: REG_DWORD, Length: 4, Data: 0

3580... | JundiR exe HKLM\SOFTY \ _RASMANCS\Fi TracingMask SUCCESS Type: REG_DWORD, Lengih: 4, Data: 4294301760

3580... | JundiRexe HILM\SOFTY v _RASMANCS\Console TracingMask SUECESS Type: REG_DWORD, Lengh: 4, Data: 4234301760

3580... | Jundid2exe HIKLM\SOFTY _RASMANC: SUCCESS Type: REG_DWORD, Length: 4, Data: 1048576

3580... | JundiRexe HIKLM\SOFTY v _RASMANCS\Fie Directory SUCCESS Type: REG_EXPAND_SZ, Length: 34, Data: %nindi.iracing
3580... | JundiRexe HICL gs\Proxyi SUCCESS Type: REG_DWORD, Lengih: 4, Data: 0

3580... | Jundiz2exe HICU Settings\G redLegacySettings SUCCESS Type: REG_BINARY. Length: 568, Data: 46 00 00 00 19 0000 00.09 00 00 0000 00 00 00
3580... | JundiRexe HKCL Settings\ZoneMap \UNCAsiniranet SUECESS Type: REG_DWORD, Lengih: 4, Date: 0

3580, | JundiRexe HKCL Settings p\AutoDetect SUCCESS Type: REG_DWORD, Lengih: 4, Data: 1

3580... | JundiR exe HICU Settings\ZoneMap\UNCAsintranet SUCCESS Typs: REG_DWORD, Lengih: 4, Data: 0

3580... | JundiRexe HKCL Settings p\AutoDetect SUECESS Type: REG_DWORD, Lengih: 4, Data: 1

3580.. @ phon.ere ShvinteFie C:\Users'wser\Deskiop fakenet_logs'ftp_20201027_155806 04 SLCCESS Offset: 0, Length: 342. Priorty: Nomnal

3580.. @ python exe C:\Usershwser\Deskiop fakenet_logs'packets 20201023 170739 pcap SUCCESS Offset: 331.776. Length: £.09

3580... [ JundiR exe C:\Users‘user\AppDataLocal\Microsoft\Windows'Temporary Iniemet Fles\Content [ES\HIXUCTGD\ACa[ 1] Him SUCCESS Offset: 0, Length: 1,023, Proriy: Nomal

3580... | Jundiz2exe C:\Users'user\AppDataLocal\icroscht \Windows\Temporary Intemet Files\Content JES\HIXUCTGD\Grciz[ 11 rtm SUCCESS Offset: 1023, Length: 387

3580.. @ pyhonexe C:\sershuser'Deskiop\fakenet_logs'hitp_20201027_155806 txt SUCCESS Offset: 0, Length: 33, Priorty: Nomnal

3580.. @ pythonexe 3 C:\Jsers'wser\Deskiop'fakenet_logs‘packets_20201023_170738 peap SUCCESS Offset: 135,872, Length: 4,096

3580... [ Jundiz2exe BhvinteFie C:\Users‘user\App Data\Local\Microsoh \Windows\ Temporary Intemet Files\Content JES\SVCSFE 1M\productid[TLhtm SUCCESS Ofset: 0, Length: 1,023, Prorty: Nomal

3580... | JundiRexe ShWiteFle C:\sershuserApp Data'Local Microscf \Windows' Temporary Inemet Files\Cortent JES\SVESFE 1M'productidfLhim SUECESS Offset: 1023, Length: 387

Figure 20: "Process Monitor" captures events related to caching web requests

List any potential host-based indicators of this malware.

Referring to the above analysis, the host-based indicators are:

The file C:\Users\user\AppData\Local\Temp\qln.dbx is created and populated with the string 044.
The malware is copied to C:\Users\user\AppData\Local\Temp\TMPprovidero38.dll.

The registry value HKCU\Software\Microsoft\Windows\CurrentVersion\Run\TmProvider is set to
"C:\Users\user\AppData\Local\Temp\TMPprovider©38.dl1l, RunDllEntry"

The registry value "HKCU\Software\Microsoft\Internet Explorer\InternetRegistry\fertger" is set
to "49839EA1A1EF40C2AEQ2E9BCA52F259E"

List any potential network-based indicators of this malware
Referring to the above analysis, the host-based indicators are:
Two variant HTTP POST requests are made.

1. flossme.mandiant.com on port 80. The query string is
/geo/productid.php?id=BE92941DA4ACAACOBA38C6A4F3BBE1D7&v1=038&v2=261857261&q=52658828
54508EFCF958F979E4.

2. fauxnet.mandiant.com on port 80. The query string is /wp@8/wp-
includes/dtcla.php?id=BE92941DA4AC4ACO9BA38C6A4F3BBE1D7&v1=0388&v2=261857261&q=52658828
54508EFCF958F979E4.

The HTTP User-Agent: "Mozilla / 5.0 (Windows; U; Windows NT 6.1; en-US) AppleWebKit / 525.19
(KHTML, like Gecko) Chrome / 1.0.154.36 Safari / 525.19"



