DLLUs PE Header

Export Directory Structure



Analysis of kernel32.dll PE Header

C:\Program Files (x86)\Windows Kits\10\Include\10.0.18362.0\um\winnt.h

C:\Windows\System32\kernel32.dll



winnt.h

Search View Encoding Language Settings Tools Macro Run Plugins Window

PE Header of Kernel32.dll
(Optional Header Tab)

R = 2 g 2 x| BRI 1([BEREA ®| @ E BB YA sdings Compare Info
4 [ kernel32.dll
- DOS Header
#define IMAGE SIZEOF ARCHIVE MEMBER HDR 60 D03 shub
4 NT Headers
// Signature
// DLL support. File Header
// Optional Header
Section Headers
// 4 Sections
// Export Format 4 3 tet
7/ ] =) EP = 14B40
oy .rdata
//@[comment ("MVI tracked")] jﬁ.mm
ypedef struct IMAGE EXPORT DIRECTORY { & pdato
DWORD Characteristics; o e
DWORD TimeDateStamp; & reloc
WORD MajorVersion;
WORD MinorVersion;
DWORD Name ;
DWORD Base;
DWORD NumberOfFunctions;
DWORD NumberOfNames ;
DWORD AddressOfFunctions; // RVA from base of image
DWORD  AddressOfNames; // RVA from base of image
DWORD AddressOfNameOrdinals; // RVA from base of image

} IMAGE EXPORT DIRECTORY, *PIMAGE EXPORT DIRECTORY;

//
// Import Format
//

//@[comment ("MVI_tracked") ]
Ctypedef struct IMAGE IMPORT BY NAME {
WORD Hint;
CHAR Name[1];
-} IMAGE IMPORT BY NAME, *PIMAGE IMPORT BY NAME;

.

Al » 51 & 0 2 B
g (A E= TSR T TR AR - SRC 0 S - SR = s -
9F5FC -00 00 00 15 &C 4D S5 00 00 00 00 84 36 OA 00
9F60C 01 00 00 00 70 05 00 00 70 05 00 00 24 00 OA 00
9F61C E4 15 OA 00 A4 2B 0OA 00 CO A1 OA 00 E1 A1 OA 00
9F62C 80 3C 00 00 10 &2 0& 00 BO &3 06 00 80 AC 06 00
9F63C FO AC 06 00 FF Al OA 00 90 B6 04 00 00 56 03 00
9F64C DO FA 08 00 CO 82 04 00 CO Bé 04 00 CO E5 04 00
9F65C 34 A2 OA 00 58 A2 0A 00 70 &C 0% 00 DO S& 08 00
9F66C €0 7F 04 00 FO B2 05 00 60 F4 07 00 RO 71 00
9F67C BO C3 04 00 40 99 00 00 =0 59 08 00 S0 FF B
acar e e A e -
Disasm: .rdata | General l DOSHdr | RichHdr I File Hdr I Optional Hdr ISecﬁon Hdrs B9 Exports
Offset Name Value alue
138 Size of Image 11F000
13C Size of Headers 800
140 Checksum 123DF0
144 Subsystem 3 Windows console
4 146 DLL Characteristics 140
40 DLL can move
100 Image is NX compatible
148 Size of Stack Reserve 40000
150 Size of Stack Commit 1000
158 Size of Heap Reserve 100000
160 Size of Heap Commit 1000
a - i
16C Number of RVAs and Sizes 10
E Data Directory Address Size
170 Export Directory 9FFFC ACF7
178 Import Directory F876C 1F4
180 Resource Directory 116000 528
183 Exception Directory 10C000 9570
190 Security Directory 0 0
198 Base Relocation Table 117000 TACC
1A0  Debug Directory 9BC58 38
142 Architecture Specific Data 0 0
1B0  RVA of GlobalPtr 0 0
1B8  TLS Directory 0 0
= 1C0  Load Configuration Directory 0 0
o 1C8  Bound Import Directory in headers 2E0 408
5] 100  Import Address Table 9C000 1C98
- 18 1D8  Delay Load Import Descriptors 0 0

774,988 lines: 23,045 Ln:18170 Col:3 Pos:612,488 Windows (CRLF)  UTF-8




PE Header of Kernel32.dll
winnt.h ( Exports Tab )

Search  View Encoding Language Settings Tools Macro Run Plugins  Window 8| <
| D) b o - &% b F = (" — =_ T g 1 ] I R e > — ——
° e Q:M o - & ( ] ﬁ‘ 2 & |3 ‘ ¢ ‘-—J B e ‘ (o] : || File Settings Compare Info
a| 4+ [ kernel32.dl x| » 5 &8 » 2 @
- DOS Header 5' (o 8 0 0 0 - 0 o 0 0 ST 8- S0 - S8 [
#define IMAGE SIZEOF ARCHIVE MEMBER HDR 60 DOS stub | sEsEC -oo 00 00 15 &C 4D 55 00 00 00 00 B4 36 OA 00
4 NT Headers |9F60c 01 00 00 00 70 05 00 00 70 0S 00 00 24 00 OA 00
1/ Signature |9F61Cc =4 15 0A 00 A4 2B 0A 00 CO AL 0A 00 E1 A1 O 00
// DLL support File Header | 9F62C 80 3C 00 00 10 6A 06 00 BO €9 06 00 80 AC 06 00
7/ Optional Header \:srsac FO AC 06 00 FF A1 OR 00 30 B& 04 00 00 56 03 00
Sackion Hasdare | 9F64c Do F2 08 00 CO 82 04 00 CO BG 04 00 CO ES 04 00
L 4 Sections | 9F65C 34 A2 0A 00 S8 A2 OA 00 70 6C 09 00 DO SA 08 00
7.7, s B ted | 9F66c  co 7F 04 00 FO B2 05 00 60 F4 07 00 A0 71 0B 00
// Export Format = EP = 14840 |sF67c B0 €5 04 00 40 99 00 00 =0 59 08 00 S0 FF 08 00 ay
// & - larcoc 10 2n a7 0n ca = ns on ma 21 08 o 20 wcoaz on | -
.rdata T
eﬁ dat | Disasm: .rdata l General i DOS Hdr Rich Hdr i File Hdr | Optional Hdr Section Hdrs B Imports
@lcomment ("MVI tracked™) ] i ela | &
dtypedef struct _IMAGE EXPORT DIRECTORY { & pdata -
DWORD Characteristics: ﬁ JFSIC Offset Name Value Meaning
. .reloc 9F5FC Characteristics 0
DWORD  TimeDateStamp; b
2 R p 9F600 TimeDateStamp 554D6C15 Saturday, 09.05.2015 02:08:21 UTC
WORD  MajorVersion; 9F604 MajorVersion 0
WORD MinorVersion; 9F606 MinorVersion 0
DWORD Name ; 9F608 Name A3684 KERNEL32.dlI
DWORD Base; 9F60C Base 1
DWORD NumberOfFunctions : 9F610 NumberOfFunctions 570
. 9F614 NumberOfNames 570
DNORD  HumberOfNames: e ) 9F618 AddressOfFunctions 20024
DWORD AddressOfFunctions; // RVA from base of image 9F61C AddicsOfiNarnes ALSE4
DWORD AddressOfNames; // RVA from base of image 9F620 AddressOfNameOrdinals A2BAY
DWORD AddressOfNameOrdinals; // RVA from base of image
} IMAGE EXPORT DIRECTORY, *PIMAGE EXPORT DIRECTORY; Exported Functions [1392 entries ]
| Offset Ordinal Function RVA Name RVA Name Forwarder
// 3 §9F624 1 AALCO A3691 AcquireSRWLoc... NTDLL.RtlAcquireSRWLockExclus
// Import Format X |9F628 2 AALEL A36A9 AcquireSRWLoc... NTDLL.RtIAcquireSRWLockSharec
// |9F62C 3 3C80 A36BE ActivateActCtx
|9F630 4 66A10 A36CD AddAtomA
2 % | 9F634 5 669B0 A36D6 AddAtomW
- YWMYT tracledh |
//@[comment ("MVI_tracked")] |9F638 6 6AC80 A36DF AddConsoleAli...
Citypedef struct IMAGE IMPORT BY NAME { l9F63C 7 6ACFO A36F0 AddConsoleAli..
WORD Hint; | 9F640 8 AALFF A3701 AddDlIDirectory  api-ms-win-core-libraryloader-I1-
CHAR Name[1]; = || 9F644 9 4B690 A3711 AddIntegrityla...
-} IMAGE IMPORT BY NAME, *PIMAGE IMPORT BY NAME; & ||| 9F648 5 S0 AST3T Addtocalafiem..
- - - - - - g £ /[ 9F64C B 8FADO A3756 AddLocalAltern...
i | ’ -| | 2||lors50 C 48ACO A3775 AddRefActCt




[typedef struct _IMAGE_EXPORT_DIRECTORY {
DWORD Characteristics;

MO TineDacestany, How PE Loader resolves
WCRD MajorVersion;

WORD MinorVersion:;

DWORD  Name; f '

DWORD  Base unction names

DWORD NumberCfFunctions:

DWORD NumberOfNames ;

DWORD AddressO ctions; // BRVA from base

DWORD EddressQOfNames // BVA from base

DWORD Lddress@fNamgOrdinals; | // BVA from base
1 IMRGE EXPORT DI TCRY, *PIMAGE_ XPCORT DIRECTORY;

Names ]—}“mmm eg WriteProcessMemory
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eg 0x2345

*numbers
** Export Address Table (EAT)
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