
3.4 Security Enhanced Linux


  DAC 

•   -   rw-    r-x   r--. 1 mojo dba    0 Jul  9 05:44 file1


  MAC


  SELinux is an access control implementation for the Linux  

kernel. 
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SELinux Concept
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Subject	 Object	

Process/User	 File/Dir/Socket/	Port	/…/..	
S T



Security Context


  ls –LZ /etc/passwd 


-rw-r--r--. root root system_u:object_r:passwd_file_t:s0    /etc/passwd
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SELinux Policy


   Targeted ( default )


   Minimum ( custome policy )


   MLS ( multi level security )   
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SELinux Modes


  Enforcing 


          


        














Copyright	©	www.ine.com	

  Permissive  


          


        














  Disabled  


          


        
















DEMO




SELinux Booleans


   Rules that can be enabled or disabled 


   #getsebool –a 
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Thank You!



