5.3 Linux Firewall

> Netfilter.
> Iptables

> #iptables
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Iptables
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Iptables -> Tables -> Chains -> Rules




Iptables Tables
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FILTER

INPUT
OUTPUT

FORWARD

NAT MANGLE

_INPUT
OUTPUT e
OUTPUT

PREROUTING FORWARD

POSTROUTING




FIREWALL RULES

> [ criteria + Target ).

> Target Values
« ACCPET
 DROPE

« REJECT

« LOG
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FIREWALL RULES

> #iptables -A Chain —p prot —s sIP --dport num - target

>#iptables -A INPUT —p tcp -s 192.168.75.0/24 -—-dport 22 -
ACCEPT

> #iptables -A INPUT -p tcp --dport 22 - DROP
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Thank You!



