


















Port Security will work on a trunk as long as DTP is not in-use.
-
A secure port cannot be:
Destination port for SPAN
Port-channel
Private VLAN port







Protect doesn’t give you syslogs or ANY indication that there has been a violation.  
ALL it does is silently discard the offending frames.











The last line indicates that, of all the interfaces you have participating in this feature, 
you can have an aggregate total of 2048 secure (manually-configured) MAC 
addresses.



CCNA doesn’t expect you to know anything about Port-Security address aging.
-
When a MAC is “learned” and authorized via P-S it is entered as a “static” entry in 
CAM and so does NOT age.
P-S aging is a way of applying an aging timer to these types of MACs.

















Graphic taken from TCP/IP Guide
-
http://www.tcpipguide.com/free/t_DHCPMessageFormat.htm
-
Emphasize the “GIAddr” and “Options” fields…both of which play a critical role in 
DHCP Snooping.













DHCP Binding Database only built based on information gleaned from UNTRUSTED 
interfaces.
-
Mention that Binding Database also used by many other features, (Dynamic ARP 
Inspection, IP Source Guard, etc).
-
No way to manually add entries to this table but other features that use this table have 
their own methods for adding static entries (for example, connected servers with static 
IP addresses).



DHCP Inform: Used by Client when it already has an address but would like to obtain 
other/additional information from DHCP Server.
-
This means that DHCP client messages won’t be seen by rogue DHCP servers on 
untrusted ports.
-
Feature should ONLY be enabled on access-layer switches because it drops any 
DHCP packet with a non-zero GIADDR field

















































“static” keyword prevents checking of DHCP Snooping Binding table if ARP ACL 
doesn’t match (creates implicit “deny”)



The “ip arp inspection validate” command is useful if you suspect that someone is 
crafting or forging ARP packets using a packet generator.
-
Src-Mac:(Optional) Enables validation of the source MAC address in the Ethernet 
header against the sender MAC address in the ARP body for ARP requests and 
responses. The devices classifies packets with different MAC addresses as invalid 
and drops them.

Dst-mac: (Optional) Enables validation of the destination MAC address in the 
Ethernet header against the target MAC address in the ARP body for ARP responses. 
The device classifies packets with different MAC addresses as invalid and drops 
them.

IP: (Optional) Enables validation of the ARP body for invalid and unexpected IP 
addresses. Addresses include 0.0.0.0, 255.255.255.255, and all IP multicast 
addresses. The device checks the sender IP addresses in all ARP requests and 
responses and checks the target IP addresses only in ARP responses.







































TACACS really designed to control which specific IOS commands a Network Admin is 
allowed access to.



Carried by UDP port 1812 (Authentication) and 1813 (Accounting)
…
Originally was UDP 1645 (Authentication) and 1646 (Accounting).
-
Original intent behind radius was to protect the Data Plane.  Dialup users had to pass 
Radius Authentication/Authorization before being granted access to the Data Plane.  
Although it CAN protect the Management Plane…that is not its forte nor original 
purpose.
-
Generally acknowledged as providing more detailed and comprehensive Accounting 
support than 



In this configuration we’ve created a named-method list called, “Campus” that calls on 
all the Radius servers in the group called, “SW-Campus”.




