INTERCEPTING & MODIFYING PACKETS

e Scapy can be used to:
o Create packets.
o Analyse packets.
o Send/receive packets.
e Butitcant beused tointercept packets/flows.



Crassic MITM ScCENARIO

Requests Requests 3 Requests =
Victim f — > s —— 1
« e ('\TQM « L RN
Responses esponses Responses

Access Point

Hacker



MITM — SNIFFING DAaTA

Y

)
Requests ‘5 Requests ”-n?\
Victim g s i o —>
(TN.Q__.__..-———-—-' ; (T\..ﬁ________._..—- ' 110 '
§2P1ER 4 SR RRT15ES Access Point

Hacker



MITM — MODIFYING DAaTta

Requests Requests =
Victim | ———> e |
(T S (T S 1
Responses Responses -0~ .

Hacker



MITM — MODIFYING DAaTta

\\

g
Requests é &Y Requests =
Victim § — > S ———
. re 1
Modified Request z Mod|f|Med Reques’rs .
T v T ‘ Access Point
-

Hacker



Queve

Packet 1

Packet 2
Requests

i >

Requests
== —>

Packet 3

Packet 4

s o E

Hacker



Queve

Packet

Packet
Modify in

python
program

Requests

i >

Requests
— —>

Packet 3 TN

Packet

s o E

Hacker



<
Responses

Modifvein
python
program

Queve

Packet 1

Packet 2

Packet 3

& SR

Responses

Packet 4

eS=Y el

Hacker



2

T )
11010

FACEBOOK.COM WEB SERVER
195.44.21

i

100 0= 0
100 0== 0

BING.COM WEB SERVER
204.79.197.200

DNS SERVER

S

USER




2

T )
11010

FACEBOOK.COM WEB SERVER
195.44.21

i

100 0= 0
100 0== 0

BING.COM WEB SERVER
204.79.197.200

DNS SERVER

S

USER




DNS REcoRrDS

bing.com

204.79.197.200

facebook.com

1954421

zsecurity.org

104.27.153.174




2

T )
11010

FACEBOOK.COM WEB SERVER
195.44.21

i

100 0= 0
100 0== 0

BING.COM WEB SERVER
204.79.197.200

DNS SERVER

USER




=\

1111=0
1111=0

FACEBOOK.COM WEB SERVER
195.44.21

=2

10000 =0
10000 =0
1101=0 ( 204791
, f 97.
BING.COM WEB SERVER N
204.79.197.200

DNS SERVER

@

USER




2

T )
11010

FACEBOOK.COM WEB SERVER
195.44.21

i

100 0= 0
100 0== 0

BING.COM WEB SERVER
204.79.197.200

DNS SERVER

S

USER




G

/—\
e Requests

r—-\ 10000e= RQQUQSTS < 4
::::::2 BING.COM WEB SERVER <‘ Hacker > USER

WU—'M

11111=0 204.79.197.200 >
s enanstin Responses
Responses

FACEBOOK.COM WEB SERVER
19544.21

DNS SERVER



[

1000 0=

' E ~ 1000 0=

10000=0 10001=0

1000 0=

T BING.COM WEB SERVER

204.79.197.200
FACEBOOK.COM WEB SERVER
1954421
HACKER WEB SERVER
DNS SeERVER

10.0.2.16

Hacker

bing.com
E—

@

USER




@

[

1000 0=
'—-~ 1000 0=
10000=0 10001=0
1000 0=
ST BING.COM WEB SERVER
204.79.197.200 o Hocker USER
o)

FACEBOOK.COM WEB SERVER !
19541421 W

HACKER WEB SERVER
10.0.216 DNS SERVER



FACEBOOK.COM WEB SERVER
19544.21

HACKER WEB SERVER
10.0.216

[

10000==Q
’—-\ Y-
1000 0= 1000 0=
10000 ==
IR0 BING.COM WEB SERVER
204.79.197.200

0;
'IIII' o&9§ﬂ2
20

DNS SERVER

&

Hacker

USER




[

1000 0=

' E ~ 1000 0=

10000=0 10001=0

1000 0=

T BING.COM WEB SERVER

204.79.197.200
FACEBOOK.COM WEB SERVER
1954421
HACKER WEB SERVER
DNS SeERVER

10.0.2.16

Hacker

10.0.2.16>

@

USER




[

1000 0=

' E ~ 1000 0=

10000=0 10001=0

1000 0=

T BING.COM WEB SERVER

204.79.197.200
FACEBOOK.COM WEB SERVER
1954421
HACKER WEB SERVER
DNS SeERVER

10.0.2.16

Hacker

winzip.exe
S

@

USER




[

1000 0=

' E ~ 1000 0=

10000=0 10001=0

1000 0=

ST BING.COM WEB SERVER

204.79.197.200
FACEBOOK.COM WEB SERVER
1954421
HACKER WEB SERVER
DNS SeERVER

10.0.2.16

Hacker

S

backdoor.exe

@

USER




HTTPS

Problem:

e DatainHTTPis sent as
e AMITM can read and edit requests and responses.

— not secure

Solution:
e UseHTTPS.
e HTTPS is an adaptation of HTTP.
° HTTP using TLS (Transport Layer Security) or SSL (Secure Sockets

Layer).
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PyTHON ON WINDOWS

Python programs needs an interpreter o run.

Most Linux distros come with a built-in python interpreter.
Python can be manually installed on Windows.

Allows Windows to run python programes.

Note: this is a python interpreter not a linux emulator, if your program relies
on Linux commands or operations only available in Linux then the program
will not run properly.



ARPSPOOF_DETECTOR

e Watch value for gateway mac in the arp table
o Nice and simple, but will ' detect an attack if the tool is
executed after the attack.

e Analyse ‘is-at’ ARP responses:
o Check if IP is gateway ip.
o Check if source mac is actually the gateway’s mac.
o This method will detect attacks even if the attack was launched
before the execution of the tool.



