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XML external entity (XXE) Injection

XML?  →  eXtensible Markup Language.
Use?   →  Store and transport date.

Example: 

→  no work is done above!

<note>
  <to>Tove</to>
  <from>Jani</from>
  <heading>Reminder</heading>
  <body>Don't forget me this weekend!</body>
</note>



Web server

productID=1
&storeID=1

<stockCheck>
  <productId>1</productId>
  <storeId>1</storeId>
</stockCheck>
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Cross Site Request Forgery

● Requests are not validated at the server side.
● Server does not check if the user generated the request.
● Requests can be forged and sent to users to make them do things they 

don’t intend to do such as changing their password.

CSRF
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