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Objectives:

At the end of this episode, I wil l  be able to:

1. List the methods available for controll ing access to SSH.

Additional resources used during the episode can be obtained using the download l ink on the overview episode.

Restricting Access to SSH

Limiting user access to SSH
Controll ing the root user
Using TCP wrappers with SSH

Restricting SSH

SSH is a management protocol
Default configuration

Any valid user can access it
The root user is a known entity
Susceptible to brute force attacks
Open in most firewalls by default

Limiting user access to SSH

Modify the SSH config fi le

sudoedit /etc/ssh/sshd_config
sudoedit /etc/ssh/sshd_config.d/hardened.conf

Restricting User Access

AllowUsers user1 user2 user3
AllowGroups group1

Controll ing the root user
- PermitRootLogin no
Using TCP wrappers with SSH

/etc/hosts.allow

sshd : LOCAL,10.222.0.

/etc/hosts.deny

sshd : ALL

Controll ing SSH access with a firewall

sudo ufw allow from 10.222.0.0/24 proto tcp to any port 22


