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HYBRID MULTI CLOUD RED TEAM
SECTION - A : INTRODUCTION TO HYBRID MULTI CLOUD ENVIRONMENT
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Module 1 : Hybrid Multi Cloud Environment Overview 
• On-Premise AD Architecture 

• Multi Cloud Architecture  

• Hybrid Multi Cloud Architecture 

• On-Premise Vs Cloud  

Module 2 : Introduction and Enumeration of AWS Cloud
• Authentication Methods for AWS Cloud   

• Identity and Access Management

• AWS Cloud Services  

• Exercise Enumeration 

Module 3 :  Introduction and Enumeration of Azure Cloud
• Authentication Methods for Azure Cloud   

• Azure AD & O365

• ARM's Role Based Access Control

• Azure Cloud Services

• Exercise - Enumeration

Module 4 : Introduction and Enumeration of Google Cloud [GCP]
• Authentication Methods for Google Cloud 

• Cloud Identity & Access Management

• Google Workspace [G-Suite]

• Google Cloud Services 

• Exercise - Enumeration

  

Module 5 : Introduction and Enumeration of Active Directory [AD]
• Authentication Methods for Active Directory

• Identity & Access Management 

• AD Services

• On-Premise to Cloud Connectivity

• Exercise - Enumeration 



Training Day 1 Schedule
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Time (IST) Module Name

10:00 - 10:30 PM IST Hybrid Multi-Cloud Red Team Overview

10 Minutes Break

10:40 - 12:00 AM IST Introduction &  Enumeration of AWS

10 minutes Break

12:15 - 1:45 AM IST Introduction &  Enumeration of GCP

30 Minutes Break

2:15 - 4:00 AM IST Introduction & Enumeration of Azure

10 minutes Break

4:10 - 5 AM IST Introduction & Enumeration of AD



SECTION - A
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HYBRID MULTI 

CLOUD 
ENVIRONMENT 

Module 1 : Hybrid Multi Cloud Environment Overview 

Module 2 : Introduction & Enumeration of AWS Cloud

Module 3 :  Introduction & Enumeration of Azure Cloud 

Module 4 :  Introduction & Enumeration of Google Cloud 

Module 5 :  Introduction & Enumeration of On-Premise [AD]
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Module - 1 :  Hybrid Multi Cloud Environment Overview

1.1  On-Premise AD Architecture 

1.2  Multi Cloud Architecture  

1.3  Hybrid Multi Cloud Architecture 

1.4  On-Premise Vs Cloud  
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Overview
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Hybrid Multi Cloud Environment is combination of On-premise and Multi Cloud Environment  

● On-Premise Environment 

● AWS Cloud  

● Azure Cloud 

● Google Cloud [GCP]
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1.1  On-Premise AD Architecture 

● Deployment : In an on-premises environment, resources are deployed in-house and within an 
enterprise's IT infrastructure. 

● Control : In an on-premises environment, enterprises retain all their data and are fully in control of 
what happens to it, for better or worse.

● Security : Companies that have extra sensitive information, such as government and banking 
industries must have a certain level of security and privacy that an on-premises environment 
provides.

● Cost : enterprises that deploy software on premise, they are responsible for the ongoing costs of the 
server hardware, power consumption, and space.

● On-premise environments are combinations of -
○ External Network 
○ Demilitarized  zone 
○ Internal Network 
○ Active Directory 
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1.2  Multi Cloud Architecture
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● A multi cloud environment is one where an enterprise uses more than one cloud platform.

● A multicloud can be comprised of public, private, and edge clouds to achieve the 
enterprise's end goals.

● Public cloud is an IT model where on-demand computing services and infrastructure are 
managed by a third-party provider and shared with multiple organizations using the public 
Internet.

○ Amazon Web Service [AWS]
○ Microsoft Azure 
○ Google Cloud Platform [GCP]
○ IBM Cloud
○ Oracle Cloud 
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1.3  Hybrid Multi Cloud Architecture
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● A hybrid cloud becomes multi-cloud when there are more than one public cloud service combined with 
on-premise environment. 

● An organization use service in hybrid multi cloud environment - 
○  On-Premise 

■ Active Directory 
○ AWS 

■ AWS SSO 
■ AWS Cloud 

○ Azure 
■ Azure Active Directory 
■ Azure Resource Manager 
■ O365 

○ GCP
■ Cloud Identity 
■ Google Cloud 
■ Google Workspace / G-Suite
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Credentials in Hybrid Multi Cloud Environment
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Module - 2  : Introduction about AWS Cloud

2.1    AWS Cloud Overview  

2.2    Identity & Access Management [IAM]

2.3    Exercise - Enumeration 
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2.1 Overview of AWS Cloud
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Introduction: 
AWS (Amazon Web Services) is a comprehensive, evolving cloud computing platform provided by Amazon that includes a mixture of 

infrastructure as a service (IaaS), platform as a service (PaaS) and packaged software as a service (SaaS) offerings.

Regions:

AWS has the concept of a Region, which is a physical location around the world where aws have cluster data centers. 

Availability Zones:

Region is further divided into logical data centers, which is called availability zones. 

*AWS have 77 Availability Zones within 24 geographic regions around the world.
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EXERCISE -1



Authentication to AWS Management Portal
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● IAM Root User’s credential [Username + Password] - Long Term Access

● IAM User’s credential [Username + Password] - Long Term Access

● SSO User’s credential [Username + Password] - Long Term Access
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IAM Root User’s credential [Username + Password]:
https://console.aws.amazon.com/

https://console.aws.amazon.com/
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IAM User’s credential [Username + Password]:
https://console.aws.amazon.com/

https://console.aws.amazon.com/
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SSO User’s credential [Username + Password]:
https://Org-Name.awsapps.com/start



Authentication to AWS using AWS CLI
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●  Long Term : Access Key ID + Access Key Secret 

● Short Term :  Access Key ID + Access Key Secret + Session Token
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 Programmatic Access  ( Access Key ID + Access Key Secret )

aws configure  --profile atomic-nuclear

 Get the information about configured identity 

aws sts get-caller-identity --profile atomic-nuclear
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 Programmatic Access  ( Access Key ID + Access Key Secret + Session Token )

aws configure 

 Get the information about configured identity 

aws sts get-caller-identity --profile atomic-nuclear



AWS CLI Stored Credentials 
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Windows 
C:\Users\UserName\.aws

Linux 
/home/UserName/.aws
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Content of credentials file 

cat credentials 
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2.2  Identity and Access Management
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IAM :

• AWS Identity and Access Management (IAM) enables you to manage access to AWS services and resources 

securely. 

• IAM allow you can create and manage AWS users and groups  and use permissions to allow and deny their access to 

AWS resources. 

AWS IAM allows:

1. Manage IAM users, groups and their access. 

2. Manage IAM roles and their permissions. 

3. Manage federated users and their permissions.
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A. Users

• An AWS Identity and Access Management (IAM) user is an entity that you create in AWS to represent 

the person or application that uses it to interact with AWS. 

• A user in AWS consists of a name and credentials. 

42



AWS Access Type :

1. Programmatic access

• Access key ID
• Secret access key

2. AWS Management Console access
• Username
• Password

43



B. Groups

An IAM group is a collection of IAM users. Groups let you specify permissions for multiple users, which can make 

it easier to manage the permissions for those users

44
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Following are some important characteristics of groups:

● A group can contain many users, and a user can belong to multiple groups.

● Groups can't be nested; they can contain only users, not other groups.



C.      Roles

•  An IAM role is an IAM entity that defines a set of permissions for making AWS service requests.

•  IAM roles are associated with AWS services such as EC2, RDS etc. 
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Role for EC2 services
IAM

EC2  S3

Role Attach to EC2 Instance

Full permission

EC2 Instance can access S3 Bucket

• IAM roles are a secure way to grant permissions to entities that you trust. Examples of entities include 

the following:

• IAM user in another account

• Application code running on an EC2 instance that needs to perform actions on AWS resources

• An AWS service that needs to act on resources in your account to provide its features

• IAM roles issue keys that are valid for short durations, making them a more secure way to grant access.



 IAM Role has trusted entity to EC2. So EC2 can assume this role. 



D.    Policies

• IAM policies define permissions for an action to perform the operation. 

• For example, if a policy allows the GetUser action, then a user with that policy can get user information from the 

AWS Management Console, the AWS CLI, or the AWS API.

• Policies can be attached to IAM identities (users, groups or roles) or AWS resources.

49
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Policy Data :

1. Effect  -  Use to Allow or Deny Access

2. Action -  Include a list of actions (Get, Put, Delete) that the policy allows or denies.

3. Resource - A list of resources to which the actions apply

51
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Policy types:

1. Inline Policies - An inline policy is a policy that's embedded in an IAM identity (a user, group, or role)

2. Managed Policies - 

• AWS Managed Policies 
• Customer Managed Policies 

Policies

Inline Policy Managed Policy

 Customer 
Managed Policy

AWS  
Managed Policy
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2.3  Enumeration 
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EXERCISE -2



Users:
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List of IAM Users :
aws iam list-users 

List the IAM groups that the specified IAM user belongs to : 

aws iam list-groups-for-user --user-name user-name

List all manages policies that are attached to the specified IAM user : 

aws iam list-attached-user-policies --user-name user-name

Lists the names of the inline policies embedded in the specified IAM user : 

aws iam list-user-policies --user-name user-name
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Groups :

List of IAM Groups:
aws iam list-groups 

Lists all managed policies that are attached to the specified IAM Group :

aws iam list-attached-group-policies --group-name group-name

List the names of the inline policies embedded in the specified IAM Group: 

aws iam list-group-policies --group-name group-name



Roles :

57

List of IAM Roles :
aws iam list-roles 

Lists all managed policies that are attached to the specified IAM role :

aws iam list-attached-role-policies --role-name role-name

List the names of the inline policies embedded in the specified IAM role : 

aws iam list-role-policies --role-name role-name
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Policies:

List of IAM Policies :
aws iam list-policies 

Retrieves information about the specified managed policy : 
aws iam get-policy --policy-arn policy-arn

Lists information about the versions of the specified manages policy : 
aws iam list-policy-versions --policy-arn policy-arn

Retrieved information about the specified version of the specified managed policy : 
aws iam get-policy-version --policy-arn policy-arn --version-id version-id

Retrieves the specified inline policy document that is embedded on the specified IAM user / group / role :

aws iam get-user-policy --user-name user-name --policy-name policy-name 
aws iam get-group-policy --group-name group-name --policy-name policy-name 

aws iam get-role-policy --role-name role-name --policy-name policy-name 



Module - 3  : Introduction about Google Cloud

3.1    Google Cloud Overview  

3.2    Cloud Identity & Google Workspace 

3.3    Google Cloud 

•  Role Based Access Control [RBAC]
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Three Main Components of Google Cloud - 

• Cloud Identity 

• Cloud Identity is an Identity as a Service (IDaaS) solution that centrally manages users, groups and devices. 

• We can configure Cloud Identity to federated identities between Google and other identity providers, such as Active Directory 
and Azure Active Directory.

• Cloud Identity also gives you more control over the accounts that are used in your organization. 

• Cloud identity allow administrator to create Cloud Identity account for each of users and groups in an organization.

• We can then use Identity and Access Management (IAM) to manage access to Google Cloud resources for each Cloud Identity 
account.

• Google Workspace [G-suite]

•  Google Workspace (formerly G Suite) secure collaboration and productivity apps for businesses. Includes Gmail, Drive, Meet 
and more.

• Google Workspace have integrated identity as a service in it. 

• We can use google workspace as identity source for google cloud platform.  

• Google Cloud Platform [GCP] 

•  Google Cloud Platform is a suite of public cloud computing services offered by Google. 

• The platform includes a range of hosted services for compute, storage and application

• We can use cloud identity, google workspace or external identity as source of identity for GCP. 

 3.1 Google Cloud Overview
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Short Term
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 Graphical User Interface 
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EXERCISE -3 



Authentication to Google Cloud + Workspace Console 
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Console - 

○ Google Cloud Console 

○ Google Workspace / Cloud Identity Admin Console 

○ Google Workspace User Console 

Credentials - 

○ [Username + Password] - Long Term Access

■ Cloud Identity Account 

■ Google Workspace Account

■ Gmail Account 

■ SSO Account
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Google Cloud Management Portal URL :

https://console.cloud.google.com/ 
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Google Workspace [G-Suite] Admin Portal URL :

 https://admin.google.com/
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Google Workspace [G-Suite] Users Portal URL :

https://myaccount.google.com/ 



Authentication to Google Cloud CLI 
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● User Account ( Username + Password ) - Long Term Access

● Service Account (Service Account Key ) - Long Term Access  
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Login with User Account ( Username + Password )

gcloud auth login

Get the information about authenticated accounts with gcloud cli

gcloud auth list 
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Login with Service Account  ( App ID +  Certificate P12 OR JSON Key File )

gcloud auth activate-service-account  --key-file KeyFile

Get the information about authenticated accounts with gcloud cli

gcloud auth list 



GCP CLI Stored Credentials 
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Windows 
C:\Users\UserName\AppData\

Roaming\gcloud\

Linux 
/home/UserName/.config/gcloud/ 
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 Content of Stored Google Cloud Secrets :

Database : access_tokens.db :  

Table: access_tokens 

Columns :  account_id, access_token, token_expiry, rapt_token 

Database : credentials.db :  

Table: credentials 

Columns: account_id, value



• Authentication & Enumeration using Google API  [ Cloud + Workspace ]
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Google Cloud API URL :

●     https://www.googleapis.com/GCPServiceName/Version 

●     https://GCPServiceName.googleapis.com/Version/ 

G-Suite Admin API URL :

●     https://admin.googleapis.com/

HTTP Request Parameter :

Validating Access Token :

curl https://www.googleapis.com/oauth2/v1/tokeninfo?access_token=AccessToken 

Access Google API :

curl -X Method -H “Authorization: Bearer $AccessToken” https://API-URL

Tools : 

Google API Explorer [ https://developers.google.com/apis-explorer/ ]

Postman 

https://admin.googleapis.com/
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 3.2  Cloud Identity & Google Workspace

Cloud Identity : 

• Identity Provider 

○ Cloud Identity is an Identity as a Service (IDaaS) solution that centrally manages users and groups. 

○ You can configure Cloud Identity to federated identities between Google and other identity providers, such as Active Directory and Azure Active Directory.

○ Cloud Identity API :  https://cloudidentity.googleapis.com ----- Organization Admin [ Gcloud Role ]

Google Workspace [ Formerly known as G Suite ] : 

• Identity Provider 

○ Google Workspace have inbuilt Idaas solution for accessing SAAS Applications and GCP Resource. 

• Collaboration SAAS Application

○ Google Workspace plans provide a custom email for your business and includes collaboration tools like Gmail, Calendar, Meet, Chat, Drive, Docs, Sheets, Slides, 

Forms, Sites, and more.  

○ Google Workspace  API : https://www.googleapis.com/   

• Mail API : https://mail.googleapis.com/* 

• Drive API : https://drive.googleapis.com/* 

• Calendar API : https://calendar.googleapis.com/* 

https://cloudidentity.googleapis.com/
https://www.googleapis.com/
https://mail.googleapis.com/*
https://drive.googleapis.com/*
https://calendar.googleapis.com/*
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Google Workspace / Cloud Identity Admin Access

Admin Console & API Access URL 

● Console Access : https://admin.google.com 

● API Access : https://admin.googleapi.com

https://accounts.google.com/
https://service.googleapis.com/*


80

Directory : 
It’s a container which is use for manage organization information. 

• Users
• Groups
• Organizational Units
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Users :  
It’s contains informations about all the users of an organization -

● Cloud identity
● Workspace
● External identity  
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Groups :
It’s contains informations about all the groups of an organization.
● Google Groups
● Workspace Groups
● Cloud Identity Groups 
● External Identity Groups 



83

Admin Roles : 

It’s allows member to manage access control in google workspace / cloud identity for an organization.   
• Predefined Roles - Super Admin, Groups Admin, User Management Admin, Help Desk Admin, Services Adminetc. 
• Custom  Roles
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Google Workspace User Access

Google Workspace ( G-Suite) App Services 

● Gmail

● Drive 

● Calendar 

● Docs 

● Meet 

Console & API Access URL 

● Console Access : https://accounts.google.com 

● API Access : https://Service.googleapis.com/*

https://accounts.google.com/
https://service.googleapis.com/*
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Domain Wide Delegation 

○ Domain-wide delegation allows service account to access all user’s data in google workspace [G-Suite]

○ Domain wide delegation can only be enabled for service account.

○ Domain wide delegation should be enabled bi-directional [Google Cloud and Google Workspace ]. 
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Enumeration 
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EXERCISE - 8
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Download, Install and configure the Google Administrator Management Tool [GAM] : 
Github Link :  https://github.com/jay0lee/GAM 
 

Currently logged in user information : 
gam info user  

Organization custom domain information : 
gam info domain

Get information about Configured Oauth Access Token's Scope : 
gam oauth info

Lists of users in an organization : 
gam print users

Get the information about a specified user : 
gam info user UserName

Lists of groups in an organization : 
gam print groups

Get the information about a specified group : 
gam info group GroupName

Lists of roles in an organization  
gam print roles

https://github.com/jay0lee/GAM
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Lists of cloud identity admin / Google workspace admin in an organization :  

gam print admins 

Lists of cloud identity / google workspace licences  : 

gam print licences 

Organization custom domain information : 
gam info domain
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 3.4   Google Cloud Platform

Google Cloud Platform (GCP), offered by Google, is a suite of cloud computing services that runs on the same infrastructure 

that Google uses internally for its end-user products, such as Google Search, Gmail, file storage, and YouTube.

Regions - 

• Regions are independent geographic areas that consist of zones. Means Regions are collections of zones.

• There are around 24 regions in of google cloud. 

Zones - 

• A zone is a deployment area for Google Cloud resources within a region. Zones should be considered a single 

failure domain within a region

• There are around 73 zones within 24 regions in google cloud. 

API - 

• They are a key part of Google Cloud Platform, allowing us to easily manage everything from computing to 

networking to storage to machine-learning-based data analysis to our applications with programmatic access.
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Resource Manager -  

•  Resource manager help manage resource containers such as organizations, folders, and projects that allow 

you to group and hierarchically organize other GCP resources
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Organization 

• Organization resource is the root node in the Google Cloud resource hierarchy and have central control of all 

resources

• IAM access control policies applied to the Organization resource apply throughout the hierarchy on all resources in 

the organization.
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Folders  

● Folders are an additional optional grouping mechanism on top of projects and provide isolation boundaries 

between projects.

● Folders can be used to model different legal entities, departments, teams, and environments within a company
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Projects 

● Projects are a core organizational component of GCP

● A project is required for creating, enabling, and using all Google Cloud services, enabling billing,  and managing 

permissions. Each project has a name and a unique project ID across Google Cloud.

Resources  

● GCP provides resource like compute, networking, storage & access management.



● Identity and Access Management (IAM) lets administrators authorize who can take action on specific 

resources, giving you full control and visibility to manage Google Cloud resources centrally.

● IAM follows Resource based policy instead of Identity based policy.  

● IAM policies are attached to resources not identities. 

● In IAM we can't directly identify what permissions does an identity contains but we can enumerate what 

permission an identity have on a specific resource.  

● In IAM, permission to access a resource isn't granted directly to the end user. Instead, permissions are 

grouped into roles, and roles are granted to authenticated members.
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Fundamental of Cloud IAM [Identity & Access Management]
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Identity & Access Management Permission Grant:

• In IAM, permission can be grant at organization, folder, project and even resource level. 

•  In IAM, permission are inherited in the gcp hierarchy.

• Compute Engine virtual machine instances, Google Kubernetes Engine (GKE) clusters, and Cloud Storage 
buckets are all Google Cloud resources. The organizations, folders, and projects that you use to organize your 
resources are also resources.

• Resource hierarchy :

       Google Cloud resources are organized hierarchically:

• The organization is the root node in the hierarchy.

• Folders are children of the organization.

• Projects are children of the organization, or of a folder.

• Resources for each service are descendants of projects.
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Identity [ Members ] : 

• A member can be a Google Account (for end users), a service account (for apps and virtual machines), a Google group, or a 
Google Workspace or Cloud Identity domain that can access a resource. 

• The identity of a member is an email address associated with a user, service account, or Google group; or a domain name 
associated with Google Workspace or Cloud Identity domains.

Type of member in GCP:

○ Google Account

○ Service account

○ Google group

○ Google Workspace domain

○ Cloud Identity domain

○ All authenticated users

○ All users
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Roles:

• A role is a collection of permissions. Permissions determine what operations are allowed on a resource. When you 
grant a role to a member, you grant all the permissions that the role contains.

Type of roles in GCP

○ Basic roles: Roles historically available in the Google Cloud Console. These roles are Owner, Editor, and Viewer.

○ Predefined roles: Roles that give finer-grained access control than the basic roles. 

○ Custom roles: Roles that you create to tailor permissions to the needs of your organization when predefined 
roles don't meet your needs.

• Role is specified in the form of roles/service.roleName
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IAM Roles



102
IAM Owner Role Permissions
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Permission:

• Permissions determine what operations are allowed on a resource. 

• In the IAM world, permissions are represented in the form of service.resource.verb

Policy: 

● The IAM policy binds one or more members to a role. When you want to define who (member) has what type of access 
(role) on a resource, you create a policy and attach it to the resource

● In Policy, there always one role and multiple members.

● Policy always going to  attached to a resource.

● An IAM policy is represented by the IAM Policy object. 

● An IAM Policy object consists of a list of bindings.

●  A Binding binds a list of members to a role. 
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IAM Policy Structure : 

{
  "bindings": [

    {
       "role": "roles/storage.objectAdmin",
       "members": [

         "user:user1@example.com",
         "user:user2@example.com",
         "serviceAccount:my-other-app@appspot.gserviceaccount.com",
         "group:admins@example.com",
         "Domain:google.com"]  
},

    {
      "role": "roles/storage.objectViewer",
      "members": [
        "user:user3@example.com"] 
 }

  ]

}
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IAM Role Binding - Organization Level
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IAM Role Binding - Project Level
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IAM Role Binding - Project Level
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IAM Role Binding - Resource Level



Enumeration 
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EXERCISE - 9
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List of active User / Service accounts :
gcloud auth list 

Active configuration [ user / service account + project ] : 
gcloud config list

List of organization in gcp account : 
gcloud organizations list

Lists of iam policy attached to the specified organization : 
gcloud organizations get-iam-policy OrganizationsID

Lists of folder in an organization : 
gcloud resource-manager folders list --organization OrganizationsID

Lists of iam policy attached to the specified folder : 
gcloud resource-manager folders get-iam-policy FolderID

List of projects in an organization : 
gcloud projects list

Lists of iam policy attached to the specified project : 
gcloud projects get-iam-policy ProjectID
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List all of service accounts in a project : [ Project name is specified using gcloud configuration ]
gcloud iam service-accounts list 

Get the IAM policy for a service account : 
gcloud iam service-accounts get-iam-policy ServiceAccountEmailID

Get metadata for a service account in a project: 
gcloud iam service-accounts describe ServiceAccountEmailID

Lists of roles in an origination / project : 
gcloud iam roles list

Lists of permissions in a specified role : 
gcloud iam roles describe RoleName



Module - 3  : Introduction about Azure Cloud

3.1    Azure Cloud Overview      

3.3    Azure Active Directory [AAD] 

3.4    Azure Resource Manager [ARM]

• Role Based Access Control [RBAC]

3.5    Office 365 / Microsoft 365 
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3.1  Azure Cloud Overview

113

Introduction: 
Microsoft Azure, commonly referred to as Azure, is a cloud computing service created by Microsoft for building, 

testing, deploying, and managing applications and services through Microsoft-managed data centers.

Three Main Components of Azure Cloud - 

• Azure Active Directory [AAD] - 

• Azure Active Directory (Azure AD) is Microsoft's cloud-based identity and access management service, which helps the employees sign in and access resources in 

cloud and on-premise. 

• Azure Resource Manager [ARM] -

• Azure Resource Manager (ARM) is the native platform for infrastructure as code (IaC) in Azure. It enables you to centralize the management, deployment, and 

security of Azure resources

• Office 365 [O365] -

• Office 365 is a cloud-based suite of productivity & collaboration apps. 
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Short Term
Credential

Long Term
Credential

 Credentials

Programmatic Interface 
(CLI/ SDK/API)

Programmatic Interface 
(CLI/ SDK)

 Graphical User Interface 
(GUI)

1. AAD Username & Password
2. SSO Username & Password

OAuth Access Token Username & Password 
Client ID & Secret /Certificate

Azure Cloud Authentication Credentials 
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EXERCISE -3 



Authenticate to Azure  + Office 365 Management Portal 
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Portal - 

○ Azure Resource Manager Portal  

○ O365 / M365 Admin Center  

○ 0365 / M365  User Portal  

Credentials - 

○ [Username + Password] - Long Term Access

■ Azure AD Users [Cloud Only]  

■ Sync Users [On-Premise]

■ SSO Users [Federated Identity] 

■ External Users
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Azure Portal URL :

https://portal.azure.com/
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0365 / M365 Admin Center URL :

https://admin.microsoft.com/ 
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0365 / M365 User Portal :

https://office.com/



Authenticate to Azure Programmatically  
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CLI - 

○ Az [Cross Platform]   

○ Az Powershell   

○ Azure-AD Powershell 

○ MsOnline Powershell 

Credentials - 

○ [Username + Password] - Long Term Access

○ Service Principal ( App ID + Password or Certificate ) - Long Term Access 

○ Access Token ( Account ID + AccessToken ) - Short Term Access
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Az : Authentication using Username + Password

az login

Az Powershell : Authentication using Username + Password

Connect-AzAccount



124

Azure-AD : Authentication using Username + Password

Connect-AzureAD

MsOnline : Authentication using Username + Password

Connect-MsolService 
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Az : Authentication using Service Principal ( App ID + Password )

az login --service-principal -u ApplicationID -p Password --tenant TenantID

Az Powershell : Authentication using Authentication using Service Principal ( App ID + Password )

$cred = Get-Credential [ Where, Username = Application ID & Password = Client Secret ]

         Connect-AzAccount -ServicePrincipal -Tenant TentantID -Credential $cred
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Azure-AD : Authentication using Service Principal ( App ID + Certificate ) - Password doesn’t support 

Connect-AzureAD -ApplicationId AppID  -TenantId TenantID -CertificateThumbprint CertThumID 
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Az Powershell : Authentication using Authentication Access Token ( Account ID + AccessToken)

az account get-access-token --resource=https://management.azure.com
Connect-AzAccount -AccessToken AADAccessToken

https://management.azure.com
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Azure-AD : Authentication using Access Token ( Account ID + AccessToken )

Connect-AzureAD -AadAccessToken /  -MsAccessToken AccessToken -TenantId AccountID



Stored Credential to Azure Programmatically  
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● Az : *Secrets store on the hard disk.

● Az Powershell : *Secrets store on the hard disk.

● Azure-AD : *Secrets doesn't store on the hard disk. ( Only PowerShell Memory Cache )

● MsOnline : *Secrets doesn't store on the hard disk. ( Only PowerShell Memory Cache )



Az CLI Stored Credentials 
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Windows 
C:\Users\UserName\.Azure
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Content of stored credential [Access Token for az cli] 

  cat .\accessToken.json 



Az Powershell  Stored Credentials 
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Windows 
C:\Users\UserName\AppData\Local\.IdentityService\
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Content of stored credential [Context file for az powershell] 

  cat .\AzureRmContext.json



134

Content of stored credential [az powershell Token Cache File ]

  TokenCache.dat OR masl.cache
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Authentication using Azure API Azure API

Azure 
ARM API

Microsoft 
Graph API O365 

Management API
Azure AD
Graph API

{graph.microsoft.com} {manage.office.com}

{graph.windows.net}
(Azure AD + O365) outlook.office.com

(Outlook API)

Classic ARM

{management.azure.com}{management.core.windows.net}

(Old) (New)
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Azure AD + Office 365 API : 
Microsoft Graph API  :

{HTTP method} https://graph.microsoft.com/{version}/{resource}?{query-parameters} 

Azure AD Graph API :
{HTTP method} https://graph.windows.net/{version}/{resource}?{query-parameters}

O365 API  : [management, outlook and other applications]
{HTTP method} https://*.office.com/{version}/{resource}?{query-parameters}

Azure Resources API : 
ARM API :

{HTTP method} https://management.azure.com/{version}/{resource}?{query-parameters}

ASM API [Classic]  :
{HTTP method} https://management.core.windows.net/{version}/{resource}?{query-parameters} 

HTTP Request :

curl -X Method --header "Authorization: Bearer $AccessToken" https://API-URL

Tools : 
Microsoft Graph Explorer [ https://developer.microsoft.com/graph/graph-explorer ]
Postman 

https://management.azure.com/%7bversion%7d/%7bresource%7d?%7bquery-parameters%7d
https://developer.microsoft.com/graph/graph-explorer
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3.3  Azure Active Directory 

● Azure Active Directory (Azure AD) is Microsoft's enterprise cloud-based identity and access management (IAM) 
solution.

●  Azure AD is the backbone of the Office 365 system, and it can sync with on-premise Active Directory and 
provide authentication to other cloud-based systems via OAuth.
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Authentication Methods with Azure AD -

A. Portal

https://aad.portal.azure.com 

A. PowerShell

• Azure-AD Module  
• Msol  Module 

A. CLI  

• Az Module 

A. API

• Microsoft Graph API [graph.microsoft.com] 
            

https://aad.portal.azure.com/
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Azure AD Objects -

● Each azure ad object has an unique id associated with it, called object id. 

● Each aad object has its own property. 

● List of aad objects - 

○ Users

○ Groups

○ Devices 

○ Applications



AAD Objects

User Group Device Application

Security Dynamic

Member Guest

(Permission Assignment) (Email Distribution)

AAD joined Hybrid

(Corporate owned) (AAD+AD)

Registered

(BYOD)

Enterprise 
Application

App
Registration

(Some tenant for
App configuration)

Microsoft App Custom App Merged identify

(First & third party multi tenant App)
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●  Users

○ User Type
• Member 

● User is a primary member of customer tenant.  
● Member have two type of security principal in aad - 

• username@domain-name.onmicrosoft.com
• username@fqdn-domain-name 

• Guest  - 
● Guest user can be part of multiple tenant.
● Guest user has security principal in aad - 

• username#EXT#@domain.onmicrosoft.com 

○ Identity Source
• Azure Active Directory
• Window Server AD [On-Premise] 
• External Azure Active Directory  

mailto:username@domain.onmicrosoft.com
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● Groups

○ Security Groups -
• It's used to assign  permissions to members of a group
• Membership can be static or dynamic.
• Group owner can manage security group. 

● Static Group 
○ Static Group Membership 

● Dynamic Group 
○ Dynamic Group Membership 

○ Microsoft Groups - 
• Microsoft 365 Groups are used for collaboration between users, both inside and outside of company.
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● Devices

○ Registered -
• Personally owned corporate enabled
• Authentication to the device is with a local id or personal cloud id
• Authentication to corporate resources using a user id on AAD.

○ Azure AD Joined – 
• Corporate owned and managed devices
• Authenticated using a corporate id that exists on Azure AD.
• Authentication is only through AAD 

○ Hybrid Joined (AAD + On-Premise AD) -
• corporate owned and managed devices
• Authenticated using a corporate user id that exists at local AD & on AAD.
• Authentication can be done using both: On-Prem AD & Azure AD. 
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Applications
● Application Object 

○ It comes under “App Registration” blade in AAD
○ “App registration” contains apps which are registered in the same tenant  
○ This object acts as the template where you can go ahead and configure various things like API Permissions, Client Secrets, Branding, App 

Roles, etc. 
○ The application object describes three aspects of an application: 

• How the service can issue tokens in order to access the application
• Resources that the application might need to access
• The actions that the application can take.

○ When we register an application in aad, its automatically create two objects  - 
• Applications Object - Object ID : A unique identifier for each register application
• Service Principal Object - Application ID / Client ID [Same as in enterprise application]

○ Application Attributes - 
• Owner - Owner of the registered application
• API Permissions

• Delegated Permission - User Interaction Required [ Access the azure resources on the behalf of a user ] 
• Application Permission- Permissions are assigned to the applications, User interaction not required. . 

• Client Secrets & Certificate 
• App Roles - It’s used to assign permissions to the users to managed the registered application.

○ Consent - 
• Consent is the process of a user granting authorization to an application to access protected resources on their behalf. 
• Type of consent 

• Admin Consent -  Admin consent flow is when an application developer directs users to the admin consent endpoint with the 
intent to record consent for the entire tenant (All Users).

• User Consent - User consent flow is when an application developer directs users to the authorization endpoint with the intent 
to record consent for only the current user (Single User).
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● Service Principal Object 
○ It comes under “Enterprise Application” blade in AAD

○ A service principal is a concrete instance created from the application object and inherits certain properties from that application 

object

○ Service principal object defines - 

• What the app can actually do in the specific tenant

• Who can access the app

• What resources the app can access

○ In Enterprise Application there are two type of ID are there - 

• Object ID - A unique identifier for each service principal 

• Application ID - Service Principal Object  [Same as in app registration ] 

○ “Enterprise Application” contains app which are registered in same tenant and app which are published by other companies 

[Other Tenants]

○  A service principal is created in each tenant where the application is used and references the globally unique app object.

○ Service Principal - 
• Service principal is unique identity belong to the same tenant or other tenant [e.g., Microsoft accounts etc.] 
• An Azure service principal is an identity created for use with applications, hosted services, and automated tools to access 

Azure resources. 
• This access is restricted by the roles assigned to the service principal, giving you control over which resources can be 

accessed and at which level.
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Access the Resources with App Owner Consent In Owners Tenant

App Owner
Tenant

Azure AD App

Microsoft graph
API
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(Tenant Admin
Consent Required)

User Tenant

(User | Admin
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Page App

Web
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Mobile
App

Application Permission

External App
Integration

Third Party App
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Access the Resource on behalf of Users in User Tenant

User Interaction Not Required 
Authentication to Azure with Directly 

Client Id and Client Secret 

User Interaction Required
Authentication to Azure with 

User Access Token 
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• Roles

• Administrator or non-administrator needs to manage Azure AD resources, you assign them an Azure AD role that provides the 

permissions they need.

• For example, you can assign roles to allow adding or changing users, resetting user passwords, managing user licenses, or 

managing domain names.

• Types of AAD Roles :
• Built-In Roles

• Global Administrator - Can manage all aspects of Azure AD and Microsoft services that use Azure AD identities.
• Application Administrator  - Can create and manage all aspects of app registrations and enterprise apps.
• Cloud Application Administrator - Can create and manage all aspects of app registrations and enterprise apps except 

App Proxy.
• Global Readers - Can read everything that a Global Administrator can, but not update anything.
• Directory Writers - Can read and write basic directory information. For granting access to applications, not intended for 

users.
• Security Administrator - Can read security information and reports and manage configuration in Azure AD and Office 

365.
• Custom Roles 
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● Integration with On-Premise AD

• Azure AD Connect -  Azure Tool to sync on-premise AD information to Azure AD

● PHS - [Password Hash Synchronization]

• A hash of each password hash is being sent instead.
• Two accounts are automatically created by Azure AD Connect:

• MSOL_deeb213ff4bb in the Active Directory.
• Sync_DCHostName_deeb213ff4bb in Azure AD.

● PTA - [Pass Through Authentication ]

• Password hashes of Active Directory users do not transit over the network. 

• Pass through authentication agent is running on on-premise server 

● Seamless SSO [Single Sign On]

• Azure Active Directory Seamless Single Sign-On (Azure AD Seamless SSO) automatically signs users in when they are on their 

corporate devices connected to your corporate network. 

• When enabled, users don't need to type in their passwords to sign in to Azure AD, and usually, even type in their usernames. 
•

• Federation - 

● ADFS -  [ Active Directory Federation Service]

• ADFS makes use of claims-based Access Control Authorization model to ensure security across applications using federated 

identity. 

• Claims-based authentication is a process in which a user is identified by a set of claims related to their identity. The claims are 
packaged into a secure token by the identity provider.

● Federation with External Identity Provider [SAML]
• Federation with external identity providers, Okta etc.  
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EXERCISE - 4
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Check if target organization is using azure ad as a Idp   

https://login.microsoftonline.com/getuserrealm.srf?login=Username@DomainName&xml=1  

Azure AD valid user enumerations  

o365creeper.py -f FileContainsEmail.txt 

Password spray attack against Azure Ad users  

Invoke-PasswordSprayEWS -ExchHostname outlook.office365.com -UserList FileContainsEmail.txt 

-Password PasswordForSpray

Azure AD Enumeration - 

https://login.microsoftonline.com/getuserrealm.srf?login=Username@DomainName&xml=1
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Get currently logged-in session information  

Get-AzureADCurrentSessionInfo 

Get azure ad tenant information   

Get-AzureADTenantDetail 

Get a lists of domains in azure ad   

Get-AzureADDomain  

Get a list of all directory roles

Get-AzureADDirectoryRole

Get a list of members of a directory roles

Get-AzureADDirectoryRoleMember -ObjectId DirectoryObjectID

Get a lists of application owned by logged in user

az ad signed-in-user list-owned-objects

Get a lists of users in azure ad   

Get-AzureADUser -All 

Get a lists of groups in azure ad    

Get-AzureADGroup -All 
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Get the owner of a group    

Get-AzureADGroupOwner -ObjectId GroupObjectID

Get a lists of applications in azure ad 

Get-AzureADApplication 

Get the owner of an application  

Get-AzureADApplicationOwner -ObjectId AppObjectID

Get a lists of service principal in azure ad 

Get-AzureADServicePrincipal

Get the owner of a service principal 

Get-AzureADServicePrincipalOwner -ObjectId ServicePrincipalObjectID

Get azure ad role membership of a service principal 

Get-AzureADServicePrincipalMembership -ObjectId ServicePrincipalObjectID

Get service principal delegation api permission with user or admin consent   

Get-AzureADServicePrincipalOAuth2PermissionGrant -ObjectId ServicePrincipalObjectID

Get service principal application api permission with admin consent only   

Get-AzureADServiceAppRoleAssignedTo -ObjectId ServicePrincipalObjectID

Retrieves the object(s) specified by the objectIds  

Get-AzureADObjectByObjectId -ObjectIds ObjectID 



3.4  Azure Resource Manager [ARM] 

● Azure Resource Manager (ARM) is the native platform for infrastructure as code (IaC) in Azure.

●  It enables us to centralize the management, deployment, and security of Azure resources.

●  It provides Infrastructure as a Service [IaaS], Platform as a Service [PaaS] and Software as a Service 

[SaaS].

●  Azure ARM manage access control by “Role Based Access Control [RBAC]”.  
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Azure Cloud Building Block :

• Enterprise 

• This represents the Azure global account. It’s the unique identity that the business owns and allows access to subscriptions, 

tenants, and services.

• Tenant 

• Tenants are instances of Azure for the Enterprise. An Enterprise can have multiple tenants. 

• Access to one tenant in an enterprise does not give access to another tenant. An analogy is that tenants are similar to 

Forests in Active Directory.
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Management Groups

Azure management groups provide a way for an organization to control and manage access, compliance, and policies for their 

subscription within their tenant.
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Subscriptions

Subscriptions are how you gain access to Azure services (Azure itself, Azure AD, Storage, etc). Subscriptions are often broken out 

into uses for the businesses, e.g. a subscription for production web apps, another subscription for development web apps, etc.
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Resource Groups
Resource groups are the containers that house the resources.
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Resources 
Resources are the specific application, such as SQL servers, SQL DBs, virtual networks, run-books, accounts, etc.



Role Based Access Control (RBAC)

• Azure RBAC is an authorization system built on Azure Resource Manager (ARM) that provides 
fine-grained access management of Azure resources. 

• Role Based Access Control [RBAC] Components -

• Role Assignment    
■ Security principal 

■ Scope 

■ Roles Definition 
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Security Principal - 

○ A security principal is an object that represents a user, group, service principal, or managed 
identity that is requesting access to Azure resources. You can assign a role to any of these 
security principals.

• User Identity 
• Identity for a users
• User Identity can have permission on both azure ad and azure resources. 

• Service Principal Identity 
• Identity for azure applications / automation account 
• Service principal Identity can have permission on both azure ad and azure resources. 

• Managed Identity – 
• Identity only attached to an azure resources 
• System Assigned Managed Identity can only have permission on azure resources not azure ad. 
• Type of Managed Identity 

■ System-assigned managed identity
■ User-assigned managed identity



AAD Identity

User
Enterprise
Application

User
Identity

AAD ARM

Service
Principal

Managed
identity

AAD ARM

Permissions Permissions

System Assigned User Assigned

ARM

Permissions

AADARM

Permissions



179Azure Identity [Security Principal]
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Role Definition - 

○ A role definition is a collection of permissions. It's typically just called a role. A role definition lists 

the operations that can be performed, such as read, write, and delete. Roles can be high-level, like 

owner, or specific, like virtual machine reader. 

• Owner 

• Contributor 

• Reader

• Other Built-in Roles 

• Custom Roles 



181Built-In Role 
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183Owner Role Definition [Permissions] 
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Scope - 

● Scope is the set of resources that the access applies to. When you assign a role, you can further limit the 

actions allowed by defining a scope.

○ Management Group Level

○ Subscription 

○ Resource Group

○ Individual Resource 
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Role assignments 

○ A role assignment is the process of attaching a role definition to a user, group, service principal, 

or managed identity at a particular scope for the purpose of granting access. 

○ Access is granted by creating a role assignment, and access is revoked by removing a role 

assignment.
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187Role Assignment on Subscription Level 



188Role Assignment on Resource Level 
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RBAC Role V/s Azure AD Role

● RBAC Role - 

• RBAC roles, allows administrator to define and restrict the fine-grained permissions on azure resources. So, Security principal can 

manage the resources on azure.  

• Azure roles control access to Azure resources such as virtual machines or storage using Azure Resource Management

  

● Azure AD Role  -  

• AAD roles, allow administrator to define and restrict the fine-grained permissions on azure ad. So, Security principal can manage 

authentication and authorization on azure ad. 

• Azure AD roles control access to Azure AD resources such as users, groups, and applications using Graph API
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Get details about currently logged in session 

az account show

Get a lists of role assigned to an identity [user, service principal, identity] in current subscription and inherited to all it's 

resource or group 

az role assignment list --assignee ObjectID/Sign-InEmail/ServicePrincipal --all

Get the list of all available subscriptions      

az account list --all 

Get the details of a subscription     

az account show -s Subscription-ID/Name 

Get the list of available resource group in current subscription       

az group list -s Subscription-ID/Name

Get the list of available resource group in a specified subscription      

az group list -s Subscription-ID/Name

Get the list of available resources in a current subscription      

az resource list 

Get the list of available resources in a specified resource group       

az resource list --resource-group ResourceGroupName

Azure ARM Enumeration -
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Lists of roles assigned in current subscription [Role Assignment]   

az role assignment list 

Lists of roles assigned in current subscription and inherited to all it's resource or group [Role Assignment]   

az role assignment list -all

Lists of roles assigned in specified subscription [Role Assignment]   

az role assignment list --subscription Subscription-ID/Name 

Lists of roles with assigned permission [Role Definition - For Inbuilt and Custom Role]   

az role definition list  

Lists of custom role with assigned permissions   

az role definition list --custom-role-only  

Get the full information about a specified role    

az role definition list  -n RoleName  



193

3.5  Office 365 / Microsoft 365 

Office 356 [O365]: 

○ Office 365 is a cloud-based suite of productivity apps.

○ Office 365 is a line of subscription services offered by Microsoft.

• Personal 

• Business

○ Lists of enterprise app includes in office 365    

• Microsoft Exchange Online

• Microsoft SharePoint Online

• Office for the web: https://outlook.office365.com 

• Microsoft Skype for Business Online

• Microsoft OneDrive  

• Microsoft Team : https://teams.microsoft.com/ 

• Microsoft Intune : https://endpoint.microsoft.com/  

https://outlook.office365.com/
https://teams.microsoft.com/
https://endpoint.microsoft.com/
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Office 365 vs Microsoft 365 : 

• Office 365 is a cloud-based suite of productivity apps, while Microsoft 365 is a package of services which 

includes Office 365, alongside other business tools

Office 365: 

• Microsoft Exchange Online

• Microsoft SharePoint Online

• Office for the web

• Microsoft Skype for Business Online

• One Drive 

• Microsoft Intune

Microsoft 365: 

• O365

• Window 10 Enterprise License 

• Cloud Based Security & Device Management 
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Office 365 Access : 

User can access office 365 portal with different role assigned to them. 

● Management Access [Administrator Role] - 

○ Management portal is use to manage office 365 users, applications & configuration.  

● User Access [User Role]-

○ User portal is use to access o365 applications.  
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Office 365 Management Access :

Web Portal :

O365 / M365 Admin Center :  [Main Portal]
● https://admin.microsoft.com
●  https://portal.microsoft.com

  API :
  

Microsoft Graph API  :

{HTTP method} https://graph.microsoft.com/{version}/{resource}?{query-parameters} 

O365 API  : [management, outlook and other applications]

{HTTP method} https://*.office.com/{version}/{resource}?{query-parameters}

https://admin.microsoft.com/
https://portal.microsoft.com/
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Identity & Access Management 
• O365 / M365 Admin Center is used to manage other 0365 administrator portal.  

• Only O365 / M 365 Admin [Global Administrator] can access the "Admin Center" Portal & API. 

• 0365 has multiple admin portal to manage different things. 

• One can access 0365 admin portal depending upon admin role assigned to them.  

Office 365 Admin Roles 
• Office 365 roles are subset of Azure AD roles.

• Lists of Office 365 Administrator  - 

● Global Administrator 
● Global Reader
● Exchange Administrator           
● SharePoint Administrator         
● Dynamics 365 Administrator      
● Teams Administrator              
● User Administrator
● Application Administrator 
● Helpdesk Administrator 
● Service support Administrator  



1980365 / M365 Admin Center 



1990365 / M365 All Admin Portal
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Office 365 User Access :
• Portal :

● User Access : https://portal.office.com 

● SSO Portal : https://myapps.microsoft.com 

• API :

Microsoft Graph API  :
{HTTP method} https://graph.microsoft.com/{version}/{resource}?{query-parameters} 

O365 API  : [management, outlook and other applications]
{HTTP method} https://*.office.com/{version}/{resource}?{query-parameters}

Business Application
• Outlook 

• Skype
• OneDrive
• SharePoint 
• Team
• Calendar 
• Other Apps

https://portal.office.com/
https://myapps.microsoft.com/


2020365 / M365 User Portal 
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EXERCISE -6
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Check if target organization is using azure ad as a Idp

https://login.microsoftonline.com/getuserrealm.srf?login=Username@DomainName&xml=1 

Check if target organization is using O365's outlook service [Exchange Online]

Organization DNS Record : MX - *.mail.protection.outlook.com    

Get the information about the company   

Get-MsolCompanyInformation 

Get the information about services available in the current license    

Get-MsolAccountSku | Select -ExpandProperty ServiceStatus

Get the information about all available license for an organization     

Get-MsolAccountSku  

Get a lists of domains in azure ad   

Get-MsolDomain  

Get a lists of users in azure ad   

Get-MsolUser -All  

Get an Administrative roles assigned to a user in azure ad    

Get-MsolUserRole -UserPrincipalName UserEmailAddress

Office 365 Enumeration -

https://login.microsoftonline.com/getuserrealm.srf?login=Username@DomainName&xml=1
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Get a lists of all available contacts    

Get-MsolContact -All

Get a lists of all devices connected to office 365      

Get-MsolDevice -All

Get the lists of all available groups    

Get-MsolGroup -All

Get all the members of a group  

Get-MsolGroupMember -GroupObjectId  GroupObjectID

Get the lists of all available roles in azure ad [0365].   

Get-MsolRole  

Get all the members of a role  

Get-MsolRoleMember -RoleObjectId RoleObjectID



Module - 5  : Introduction about On-Premise Infrastructure

5.1    On-Premise Infrastructure Overview  

5.2    Active Directory Fundamentals 

5.3    Active Directory IAM 

5.4    On-Premise to Cloud Connectivity  

• Identity Sync

• Resources Connectivity 

5.5    Enumerations 
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● In an on-premises environment, resources are deployed in-house and within an enterprise’s IT infrastructure. 

● An enterprise is responsible for maintaining the solution and all its related processes.

● Networks in On-Premise Environments - 

○ External / DMZ Network 
■ Application Server

■ Mail Server 

■ External DNS Server 

○ Internal Network 
■ Active Directory Environment 

● Domain Controller 

● Workstations 

■ Printer Server

■ File Server  / Network Attached Storage

5.1 On-Premise Infrastructure Overview 



208

Internet Firewall

Web server

DNS server

Mail server

Domain
Controller

Printer

Workstation

Firewall

DMZ Zone AD Environment

External Network

Internal Network



209

Active Directory Domain Services (AD DS) - 

• A Directory Service is an information store built on a hierarchical structure.

• It is core functions in Active Directory that manage users and computers and allow sysadmins to organize the data into 

logical hierarchies. 

• AD DS also integrates security by authenticating logons and controlling access to directory resources.

• Three main services of AD DS - 

● DNS 

○ Active Directory uses domain name system (DNS) records for service discovery.

○ It’s running on TCP port 89. 

● Kerberos - Authentication Protocol   

○ Kerberos is a well-known and widely used authentication protocol in Active Directory. 

○ It’s running on TCP port 88. 

● LDAP - Directory Service Protocol  

○ Active Directory is a service used to organize IT assets like users, computers, and printers. LDAP is a protocol 

used to talk to and query directories. 

○ It’s running on TCP port 389. 

5.2 Active Directory Fundamentals  
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● Forest 

• Active Directory Forest is the collection of more than one domain trees having different name spaces or roots. 

• Forest contains a number of domain trees that do not share a common name space, or more so, do not have the same 

parent domain.

• A collection of these trees form a forest.

● Tree 

• Active Directory tree is a collection of domains within a Microsoft Active Directory network.

• An AD Tree is a group of domains within the Active Directory network that share a common DNS naming structure.

• The tree creates a logical boundary between multiple domains.

● Domain 

• Active Directory domain is a collection of objects within a Microsoft Active Directory network. 

• An AD domain can have several sub-domains, also referred to as child domains.

• Type of domains in active directory environment - 

• Parent Domain 

• Child Domain 
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● Active Directory Objects

• The Active Directory structure is formed by groupings of information, also referred to as objects.

• Each object represents a unique network entity such as a user or computer, and it is described by a set of 

attributes. For example, a user object can be specified by name, ID, address, telephone, and more.

• Objects fall into two different categories - 

• Resources

● The objects within the resources category can be printers, computers, or other shared devices.

• Security Principals

● Objects within the security principals category are users, passwords, groups, etc., or any object 

that needs to be authenticated, or that can be given permissions.

● AD allocates a unique Security Identifier (SID) to each of these security principals objects.

● The SID is used to allow or deny access to the object to the resources within a domain.
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• The Objects Supported by default by Active Directory - 

• Users

These are the objects assigned to individuals who need access to the domain resources. A user account has a 

user name and a password.

• Computers

It represents a workstation or server within the domain.

• Contacts

It contains information about third-party contacts. This object does not have a SID, so it doesn’t belong to the 

domain.

• Groups

These objects represent a collection of user accounts, computers, or contacts. There are two types: Security and 

Distribution groups. Groups ease the management of many objects into a single unit.

• Shared folder

This object is mapped to a server share and is used to share files throughout the entire network.

• Printer

This object corresponds to a shared printer within the domain.

• Organizational Unit (OU)

This type of object is a container that can include other objects like users, computers, or groups from the same 

domain. 



• Active Directory Authentication

• NTLM Authentication

• User NT Hash

• Passwords are stored in a Windows systems (SAM Database)

• Possible locations include SAM (Windows Machine), NTDS (in DC)

• Attacker uses IP address instead of domain address for connection in domain environment

• The NT Hash can be used for authentication in domain as well as standalone environment (CrackMapExec etc)

• MD4 algorithm is used for hashing purposes

• Can be cracked using tools like hashcat or john the ripper etc

• Example : A4B9B02F6F09A9BD760F388B67351R2B
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• Authentication using User Account Credentials

• User Net-NTLM (NTLMv1, NTLMv2)

• Acting as an authentication protocol and uses NTHash for validation in windows environment

• V1 of the protocol uses both NT & LM Hash

• NTLMv1 Example : 

u4-netntlm::kNS:338d08f8e26de93300000000000000000000000000000000:9526fb8c23a90751cdd619b6cea564742

e1e4bf33006ba41:cb8086049ec4736c

• NTLMv2 Example : 

admin::N46iSNekpT:08ca45b7d7ea58ee:88dcbe4446168966a153a0064958dac6:5c7830315c7830310000000000000b

45c67103d07d7b95acd12ffa11230e0000000052920b85f78d013c31cdb3b92f5d765c783030

215
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• Authentication in different environments

• Local System Authentication

• NT Hashes are stored in the SAM Database 

• Hashes can be cracked to recover clear-text passwords using dictionary / Brute Force Attacks

• They can also be relayed for authentication

• Domain Authentication

• Domain Controller is involved in the scenario as the server credentials are stored in the NTDS.DIT file

• The Server and domain controller establishes a secure channel via NetLogon

• Relaying & cracking the hashes are also possible in domain environment

• NTLM Protocol act as a fallback protocol 

NTLM Authentication

Local System 
Authentication

Domain 
Authentication



NTLM Authentication in Local Environment
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NTLM Authentication in Domain Environment
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• Kerberos Authentication 

• Kerberos is an authentication protocol.

• It provides security in client/server communication applications using cryptography.

• Active Directory uses Kerberos to provide authentication mechanisms between server and client.

• Kerberos Ticket is use in this authentication method. 

The three main elements in a Kerberos system are - 

• The Key Distribution Center (KDC)

The KDC service is the core of the Kerberos server that issues all the tickets. The service runs on all Active Directory domain 

controllers. When an AD client authenticates with KDC, it issues a TGT.

• Ticket Granting Ticket (TGT)

It is an authentication file that contains the user’s IP, a validity period, and a TGT session key. The TGT is encrypted during the 

Kerberos authentication procedure.

• The Ticket Granting Service (TGS)

This service provides the TGTs and other tickets to the systems.
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Active Directory Authentication Methods - 

Domain controller
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User account
Computer account User account

Domain Account Local Account
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Kerberos
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Active Directory Authentication Credentials :

• User Credentials -  

• Username & Password

• User NTLM Hash

• NTLM Hash

• Net-NTLM Hash

• User Kerberos Ticket

• Golden Ticket 

• Silver Ticket 

• Computer Credentials  - 

• Computer Name & Password

• Computer NTLM Hash

• NTLM Hash

• Net-NTLM Hash

• Computer Kerberos Ticket

• Golden Ticket 

• Silver Ticket  



• Authentication using User Account Credentials

• UserName & Password

• Domain Users are created by domain administrators in the Domain Controller (DC)

• They are allotted machines to perform day-to-day operations

• To login to a machine username & password are required

• By Default, Domain users can read the configuration of the domain from a domain joined machine

• Example : RDP with a valid domain user to a domain joined machine. 
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• Authentication using User Account Credentials

• NT Hashes

• By Default, NTLM authentication is enabled in the windows machines

• NT Hashes can be used to authenticate a user to the windows machine

• Hashes can be extracted from SAM or NTDS.dit file based on the environment

• The hashes can then be used in relaying or passing it locally or over the network

• Example : PTH with a valid domain user using NT Hash to a domain joined machine via NTLM Protocol
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• Authentication using User Account Credentials

• Kerberos

• Tickets can be used for authentication and to access a service of a server

• Tickets are of user account, computer account etc

• Tools like mimikatz, rubeus, kekeo suite etc are used to pass the ticket and access the required service 
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• Authentication using Computer Account Credentials

• Computer machine credentials can be extracted from memory using variety of tools available

• However, since computer machine accounts are disabled by-default, it is not possible to use PTH technique

• Computer account credentials can be used for backdooring purposes via tickets in domain environment
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• Active Directory Authorization

• Window Access Control List 

• The Microsoft Windows Access Control Lists (ACLs) are a core element in the security model.

• These lists can provide a set of permissions to help control access to network resources.

• Every object in Windows systems can be linked to an ACL. 

• ACLs are formed by Access Control Entries (ACEs), which are statements to allow or deny access to a group or 

individual to resources.

There are two types of ACLs in Windows -  

• Discretionary Access Control List  (DACL) 

• It is a set of permissions that can be linked to an Active Directory object. 

• The DACL specifies the users and groups that can access such an object. It also determines the type of actions 

that can be performed over the object.

• System Access Control List (SACL)

• This list helps perform audits of users and groups that attempt (successfully or failed) to access an AD object.



228

• Access Control Entries  (ACE) 

• An access control entry (ACE) is an element in an access control list (ACL). 

• An ACL can have zero or more ACEs. 

• Each ACE controls or monitors access to an object by a specified trustee.

• Each ACE in an ACL describes a security identifier (SID) and specific access (or deny) rights allowed for that SID 

against a given object

•  E.g. an ACE can allow specific users to read/write/modify an object, while another ACE can deny access to the 

object altogether for other users.

https://docs.microsoft.com/en-us/windows/desktop/SecGloss/a-gly
https://docs.microsoft.com/en-us/windows/desktop/SecGloss/a-gly
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Domain Enumeration

Entity (User, Group)

Group Policy Object (GPO)

Organizational Unit (OU)

Access Control List (ACL)

Domain Trusts

Forest



• Entity Enumeration

• Domain Users / Groups can query the domain resources

• In-built tools and Active Directory Service Interfaces (ADSI) queries can be used to query domain resources
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ADSI Query

PowerView
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Domain Policy

Computers
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DC Properties
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• Group Policy Object Enumeration (GPO)

• Manage Configuration centrally in Active Directory

• It is a collection of Group Policy Settings

• Each Group Policy have an unique GUID

• Can configure a system as per the requirement of users
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• Organizational Unit (OU)

• Contains an Active Directory entity like users, group, computer accounts etc

• OUs can be nested and privileged users / groups can be enumerated as follows
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• Access Control Lists (ACLs)

• Provides security permission information of an entity

• For example : 

• Which entity have permissions on a securable object?

• What set of operations can be done on an securable object?
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Enumerating ACL for a domain group and a domain user
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Interesting Access Control Entries for a specific domain user account



• Domain Trusts

• Enumerate the direction of domain trust to understand the resource sharing flow

• For example : 

• Trust Direction?

• Other Domain Name convention, etc?

241

All Domains in same forest
Domain Trust Direction



• Forest Trusts

• Enumerate the direction of forest trust 

• For example : 

• Forest Trust Direction?

• Other Forest interesting permission etc.
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• Cross Forest Enumeration

Possible Attack Vectors

Kerberoasting

Foreign Security Principal 
[FSP] Abuse

ACL Misconfig

Trust Key Abuse

PAM Abuse
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● Kerberoasting
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● ACL Enumeration
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● FSP Enumeration
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● Trust Key Abuse
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SID filtering, restricts high privileged SIDs from the SID history of TGT to cross forest boundary
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● Privileged Access Management Trust Enumeration (PAM)
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EXERCISE - 9

Enumerate the following in the environment:

1. No. of Users & Computers 

2. Privileged groups like Domain Admins, Enterprise Admins, Shadow Admin etc

3. Domain Controller Properties



5.2  Active Directory Identity & Access Management
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• Security Principal [Trustee]

• User 

• Group 

• Computer

• Permissions 

• Window Access Control List 

• Access Control Entries (ACE)

• Access Control Lists (ACL) 

• Discretionary Access Control List (DACL) - Granted or Denied Access
• System Access Control List (SACL) - Type of Access [- Full Control , Create, Read, Write, Delete, Execute]

• Resources 

• Active Directory Objects  

• Domain 
• OUs
• Users 
• Groups 
• Computers 
• Share Folders 
• Printers
• Network Resources 
• Group Policy Objects 
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Active Directory Access Control  Explanation - 
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• Identity Federation / Sync

○ On-Premise to Cloud Identity Sync 

■ AWS

● AWS SSO Active Directory sync

■ Azure 

● Azure AD Connect 

■ GCP

● Google Cloud Directory Sync (GCDS)

■ External Identity Provider 

5.3  On-Premise to Cloud Connectivity 
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• Network Connectivity 

○ On-premise to Cloud Network Connectivity 

■ AWS 

● AWS Site 2 Site VPN 

● AWS Direct Connect

■ Azure

● Azure Site 2 Site VPN 

● Azure ExpressRoute

■ GCP 

● GCP Site 2 Site VPN 

● Cloud Interconnect

5.3  On-Premise to Cloud Connectivity 
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EXERCISE - 10

Enumeration 


