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Software updates

Software vendors develop and release

updates to fix discovered security problems in

their products and protect their clients. This

solution however has its flaws:

e Because security fixes are publically
available, also attackers get them

* On-and-off security update installation you
do on your own is time-consuming and
incomplete
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Vulnerability Security Security bulletins Update Viruses Viruses
reported update and info analysis created spreading
developed about update

Small risk

Only Microsoft Only Microsoft Vulnerability is Exploit s widely New viruses

and people who and people who widely reported, available, no are not

reported it know reported it know exploit is not viruses that use spreading yet
about the about the

known the code yet
vulnerability

The race between attackers and administrators begins
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Software updates

Depending on the size of your system, here is the software you should pick to automate Microsoft software

updates:

 Microsoft Update for home PCs

* Microsoft Update for small enterprise systems that don’t have a Windows server

 Windows Server Update Services for enterprise systems with at least one Windows 2000 (or newer) server

» System Center Configuration Manager for enterprises that have adopted a policy of full control over all
software updates
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Software updates

Microsoft Update

Update

Check for updates for your computer
Abways wstall the et updates 1o enhance yOUr COMPUEr’s SEuity
#nd performance.

_ Check for update

You can update Windows and several dozen other Microsoft
applications and additional OS components manually, or the

process can be automated

recend check for updates:  1L3/201T ot 156 AM
weere installed: 17272012 at 300 AM. View update history

erve updates For Windows only.

for other Microsolt products, |
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Software updates

Microsoft Update

Here’s how it works: /g\

e Every 17-22 hours the program checks for new updates (the
schedule is changeable to avoid a situation where computers
worldwide connect to a Microsoft Update server at the same
time)

e The MU server is verified, and signatures for available
updates are downloaded

* The program searches for missing updates (not installed in
the local host)

 Depending on the settings:

e Users are notified about new available updates

* Updates are automatically downloaded

e Updates are automatically downloaded and
installed

System registry logs information about installed updates

Update

e Check for updates for your computer

Abways ivstall the latest updates 1o enhanoe your CoMpuber’s secuity
#nd pedermande.

recend check for updates:  1L3/201T ot 156 AM
weere installed: 17272012 at 300 AM. View update history
e updates For Windows only.

For other Microsol products, find
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Software updates

Microsoft Update

td

Microsoft Update

WSUS is a feature of Windows Server 2008 and you don’t need
to pay more to deploy it

@
oA

Accounting Group  WSUS Server

(Replica Mode)
J—8

Network

Upsueam
@ @ @ WSUS Server  Administrator

Sales Group WSUS Server
(Replica Mode)

You can simply give WSUS the role of a local Microsoft
Update server. When you do this, your individual client
computers will not need to download updates multiple times
from the Internet
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Software updates

Microsoft Update

o Satwd | Frshed | Tee ot )
D 11122007 2. 1122007 1., Ml Surcesded
) W00 10n.. W2007 L0r.., Schedusd  Succesded

£ WAROOT 10, WAZ0OT LO:,.. Schedusd  Succesded

O WO V... WT200T L0:,., Scheduled
0 WRE0O7 10, G007 10:... Scheduled
D WET00T 10w WS2007 10:...

) 2007 10c... HH2007 L0:.,,

B SIN200T 10:... SAROOT 10:...

£ 522007 10:... SERF2007 10:., Schadued  Succeeded
N 02007 105, WIS2007 10:... Scheduled  Succesded

WSUS, however, is capable of much more. It can allow you to
create automatic update policies on selected computers, check
for missing updates, notify administrators about available
updates and keep track of software update state on selected
computers thanks to a built-in report feature

0 Rarted PIZ2007 258 PM
Frotwd: VIJEZFI007 3:36 FM
Fermult: S cemded
Type: Marwal

Enroes:
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Software updates

System Center Configuration Manager

SCCM audits and manages remote computers

Tools
It can allow you to: RIS | i8St [aperating (I
o Check their hardware and software B | g’:am; sorsegs
configurations Eg&:‘i‘g: s“ ["?ntwt
e Manage computers in a workstation e -
e Keep track of installed software ( Retmizig SRt Cactec IS )
* Report collected information T p— T =
* Load and start software e . : el ',,t o
» Distribute updates for OS and third-party G chenoina Probiom mensgemer
applications
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Block programs from starting

As the threat of users inadvertently running malware grew bigger, a new strategy of defence had to be
shaped

Windows XP features a mechanism called software restriction policies. This function allows administrators to
decide which programs and scripts may be started by users

Windows 7 Enterprise and Ultimate administrators can use the overhauled (with streamlined settings and
more flexibility) equivalent of software restriction policies: application control policies

Administrators can use application control policies to do a variety of tasks, like control users downloading
programs from the Internet, fight worms, block the execution of unsigned scripts, prevent the installation and
start of banned programs and decide which users are able to modify trusted software vendors list
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Block programs from starting

But if these mechanisms are to really prevent users from potentially running malicious programs, either
deliberately or accidentally, you need to set them to block the running of all programs and then create
exceptions allowing some programs

If you only set them to block selected programs, this is much like trying to block selected ports or packets
in a firewall. It is hardy possible to block each and every malicious packet, and likewise it is not possible to
block all programs by identifying them
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Block programs from starting

Software restriction policies

Three elements:

e Default security level

e Four types of rules that identify software (certificate, hash,
Internet zone and path rules)

e Additional configuration options

4 Disallowed
“« Basic User
o1« Unrestricted

t Configuration
are Settings
indows Settings
1 Name Resolution Policy
(=l Scripts (Startup/Shutdown)
s Deployed Printers
4 [ Security Settings
4 Account Policies
4 Local Policies
| Windows Firewall with Advanced Se
1 Network List Manager Policies
| Public Key Pelicies
4 | Software Restriction Policies
" Security Levels
| Additional Rules
| Application Control Policies
&, IP Security Policies on Local Compu
1 Advanced Audit Policy Configuratio
Policy-based QoS

Software restriction policies rules are applied in the following
order of precedence:

* Hash rule

e Certificate rule

e Pathrule

* Internet zone rule

e Default security level 'rule'

To make this the default
software, click Set as
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Block programs from starting

Software restriction policies

=

Name

@ %HKEY_LOCAL MACHINE\SOFTWARE\...
&) %HKEY_LOCAL_MACHINE\SOFTWARE\...

e Resclution Policy
ipts (Startup/Shutdown)

ployed Printers =
curity Settings New Certificate Rule...
& Account Policies New Hash Rule...
& Local Policies New Network Zone Rule...
1 1 g | Windows Firewall with Advanced Se
When a first rule can be applied to a launched file, other rules ey — g NewPath Rue.
Q (] Public Key Policies All Tasks >
are skipped 3 Sotwar eticbon Polces
= Security Levels Refresh
) Additional Rules Export List...
| Application Control Policies e S
IP Security Policies on Local Compu |
Advanced Audit Policy Configuratic | Arrange Icons >
Line up lcons
Help
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Block programs from starting

Software restriction policies

 Fegntry Edtor
File Eda View Favorites Help
Before a program or script can be launched, i A gty

Windows will check if software restriction i
policies allow it to be started. This applies to
among others: L e

b0

e Win API CreateProcess B ]

SHAZSE

e Ntdll.dll
e Command line .

{d2cMabl-525a-4502-b250-FcB3Mce?
WSDAPT

e Script environment roerammenen

¥ _LOCAL MACHING SOFT
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Block programs from starting

Software restriction policies

The key is read:
HKEY LOCAL MACHINE\SOFTWARE\Policies\
Microsoft\Windows\Safer\Codeldentifiers\Tra
nsparentEnabled

If the policies are active, the system checks if
the file to be started is covered under one rule
saved in the Codeldentifiers key. If it is, it
checks if the file is allowed to be run
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by
- {Jechddlc-€774-4079-b600- 2631 Jaad

PR T

SHAZSE

Paths

34240421 75980 4 L8 atbet

(151 edT
{d2cMabl-525a-4502-b250-FcB3Mce?

ADE ADP BAS BAT CHM CMD COM CPLCRT EX
000000000 (1)
0000001 (1)




Block programs from starting

Software restriction policies

This mechanism can only be circumvented

if you can make the launched file not fit any of

your defined rules, which, depending on the

used rule type, will require a user to:

* Change file name or location for path rules

 Change file content for hash rules

* Assign the website from which a file will be
downloaded to a different Internet
Explorer zone for Internet zone rules

e Delete and/or sign file with a different
certificate for certificate rules
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Block programs from starting

Software restriction policies

This bypassing will only work if the default
software security rule allows all programs to
be run
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Wﬂt b |L - RTAMSRY(C) - Windows - System32 -

—E__—— Orgarize =  I33Views ey Foiher
[ LI T — T T e

L2 Windorwrs | System 32 yomd exe

-

a This program & blodked by group policy. For more information, contact your &
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Block programs from starting

Application control policies

oess control fo.

Application control policies describe and identify application
based on one of the three rules: path rule, file hash rule and
publisher rule

Application control policies rules may apply to:

e Executables -
e MSIl installer files oL ocker | Configure Rule Enforcement

Policies on Local € 5 For the Appl.ocker policy 1o be enforced on o co
g L idently sernce must be runneng

Applocker uses rules and the properies of files 10 provide
Policies sppications. ¥ rules ore present in o rule collection, only
s vl be perried to run Applocker rubes da not apply

o
Key Policies u More about Appl.ocker

ate Restriction Policies B Wisch editions of Windows support Applocker?

e Scripts

e DLLs and ActiveX controls ot kesissnt g K Soch e SR

enforced or sudided ¥ rule enforcement has not bee

u Con figure nie enforopmant

n More sbout rule enforcement
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Block programs from starting

Application control policies

oess control fo

Applocker uses rules and the properies of files 10 provide
Policies sppications. ¥ rules ome present n a rule collection, only
rules will be permiied 1o run. Applocker rules do not apply

The task of an administrator is to draw up a whitelist of
allowed programs, and, optionally, create a blacklist of blocked
applications that contains exceptions

u More about Applociker

a Whech edtons of Windows support Appl.ocker?

To use application control policies, you need to start AppID
Service

For the Applocker policy 1o be enforced on o co
 Confi idently sarvce must be runnng

Usa the enforcement sattings for each rnie collaction 1g
enforoed o sudited ¥ rule enforcement has not be

u_ Con figure nie enforopmant

B Moo sbout nde enforcement
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Block programs from starting

Application control policies

Creating defa’UIt rUIeS ensures the syStem Wi” I Before You Begin Browse for 2 signed file to use a5 a reference for the rule. The properties will be populated
etmissions below. Use the slider to select which properties define the rule; a3 you move down, the nule
run smoothly: three rules that allow all users e g;c;;g:;;ymwmww‘-’f"-nwwm«wf«"mmmwm
: : T
to run programs stored in the Program Files R—

5 > ch::dm Refeercefle 000000000
folder and its subfolders, allowing them to run b CAProgram Fiea Miciosot Office\ Officel AWINWORD £X€ fove ]
OS components (files stored in the system ey pibit

Publizsher: 0=MICROSOFT CORPORATION, L=REDMOND,
folder) and rules that allow the local e i ———

administrator group to run all programs Fie pame WINHORD £XE
regardless of where they are stored

> File yersion: 12000

Use gustom values

Rule scope
Applies to only the specified version of this file.

Publisher rules may be broadened and
contain exceptions

More about publsher rules
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Block programs from starting

Application control policies

Automatic rule generator for programs in a
selected folder is a wizard that can simplify
configuration and make it quicker to do
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Console Root
i Local Computer Policy
4 % Computer Configuration
1 Software Settings
Windows Settings
1 Name Resolution Policy
ScApts (Statup/Shutdown)
i#5 Deplayed Printers
4 F Security Settings
 Account Policies
 Local Policies
1 Windows Firewall with Advanced Se
Network List Manager Policies
Public Key Policies
| Software Restriction Policies
Application Control Palicies
3 Applocker
= Executable Rules
{3 Windows Installer Rules
J Seript Rules
&, 1P Security Policies on Local Compu;
Advanced Audit Policy Configuratio
i Policy-based Qos
Administrative Templates
4 & User Configuration
1 Software Seftings
Windows Settings
1 Administrative Templates

Action
@ Allow
@ Allew
@ Allow
@ Allow
@ Allow
@ Allow
@ allow
@ atiow
@ o
@ Attow
@ Allow
@ Atow
@ Atiow
@ Alow
@ Allow
@ Allow
@ Allow
@ Allow
@ attow
@ Allow
G Allow
[
@ Atlow
& Attow
@ Allow
@ Allow
@ Allow

User
Everyone
Everyone

Hame

(Default Rule) All files located in the Pro..
(Default Rule) All files located in the Wi...

BUILTIN\Admiinistrators (Default Rule) All files

Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone
Everyone

Pregram Files: capinfos.exe, dumpeap.e...

Program Files: ipf.exe

Pregram Files: WINPCAP signed by O
Program Files: uninstall.exe
Pregram Files: WinHex.exe

Program Files: MICROSOFT® WINDOW...

Condition
Path
Path
Path

File Hash
File Hash
Publisher
File Hash
File Hash
Publisher

Allow Properies
General | Publsher | Exceptions

Ede the values below to modfy the scope of this ne.

Pblisher
0=MCROSOFT CORPORATION, LsREDMOND, S=WASHINGTON, C=US

Product name
MICROSOFTS WINDOWS® OPERATING SYSTEM

Exceptions




Isolating programs

If regardless of an application being a potential hazard it has
to be used in a system, the only protective measure is isolating
the program

You can isolate a program from the rest of the system by:
* Running it on a dedicated non-domain host

* Running it on a virtual OS

* Running it in a sandbox (an isolated OS environment)
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Pictures

Music

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

fF‘ét Lockup (Virtual Windows XP)
\ Launch "Pet Lookup’ installed on virtual machine 'Virtual V)




Isolating programs

XP Mode uses 256 MB of RAM by default and communicates
with other hosts through a NAT network that uses a Windows 7
system as the server and is hibernated when turned off

Disable the host system integration function

Virtualised software is accessed directly from the host system

)
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Pictures

Music

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

fF‘ét Lockup (Virtual Windows XP)
\ Launch "Pet Lookup’ installed on virtual machine 'Virtual V)




Isolating programs

Sandboxie Control =1 E=8 =50
i : File View | Sandbox CDMigUIE Help
TO ISO I a.te p rog ram S y y0 u can run t h em In a Program Nan! DefaultBox Run Sandboxed Run Web Browser 1
o o1 0 = 2 Run Email Reader
sandbox. To do this, install sandboxing PO Sl Gt Hemhamnlhcx Terminate Programs Run Ay Proquais

— Set Container Folder Quick Recovery
|. IJI 5 s Run From Start Menu

—
| l| SandbexieDcomLaunch.exe Explore Contents

software, for example Sandboxie

Run Windows Explorer

\;} bexplireiese Sandbox Settings wss.pl - Windows Internet

Sandboxie controls the operation of Rename Sandoox

applications run in the sandbox mode by Hlacee s T TGk ET
capturing all attempts to communicate with
system resources and by saving them in a

special isolated environment

i F i| iexplore.exe
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Isolating programs

Using sandboxed applications does not differ @ Sandbosie Control B
z Y File View | Sandbox (Dnﬁg_ule Help )
from using them in the standard mode, Program Nen|__ Defaulox Run Sandboxed RunWebBrowser |
. . . - 2 Run Email Reader
running directly in the OS: all users have to do T g S
H 0 _i‘ itk o5 e un From enu
is to open them from Sandboxie Y DelteContents Fun rom Start M
|. WSandboxieDcomlaunch.ue Explore Contents o Windows Expictes
; \;} bexplireiese Sandbox Settings wss.pl - Windows Internet
Sandboxie may also be used to monitor B eptrnen Rename Sindbox
program activity in addition to isolating them Sacae s T EGREEET

Sandboxing programs also offers another
crucial benefit: you can quickly delete any
setting changes made
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THANKS
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