Staying Anonymous Online

1. Incognito (Private) Mode
e Your browser won't save your browsing history, cookies and site data, or information entered in

forms. Files you download and bookmarks you create will be kept.
e Your activity isn't hidden from websites you visit, your admin, or your internet service provider.

2. VPN

e All connections will go through a VPN server and your IP address will remain hidden.

3. Tor Network

e OpenSource and Free, privacy-focused network that hides your traffic, by routing it through multiple
random servers also called relays on the Tor network.

4. Tails

e Linux Distribution that preserves your privacy and anonymity, and helps you use the Internet
anonymously and circumvent censorship; all connections to the Internet are forced to go through the

Tor network;

Hands-On Ethical Hacking
By Andrei Dumitrescu



