ARP Spoofing Countermeasures

1. Central solution for the entire LAN

e Dynamic ARP Inspection (DAI) and DHCP Snooping
e Requires professional switches

2. Local solutions for each host

e Manual checking: arp -a
e Tools that monitor the ARP table: xARP, arpwatch etc
e Static ARP entries
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