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DAY 1



DISCLAIMER/ 
WARNING
• The information provided on this training is for 
educational purposes only. The authors, O’Reilly, or 
any other entity is in no way responsible for any 
misuse of the information.

• Some of the tools and technologies that you will 
learn in this training class may be illegal depending on 
where you reside. Please check with your local laws. 

• Please practice and use all the tools that are shown 
in this training in a lab that is not connected to the 
Internet or any other network.



Pre-requisites

• You must be familiar with 
virtualization technology (i.e., Virtual 
Box, VMWare, etc.)
• You must be familiar with basic Linux 

commands, basic networking, and 
basic cybersecurity concepts.



Learning Path: https://h4cker.org/learning-path

https://h4cker.org/learning-path


https://darknetrecon.com

https://darknetrecon.com/


https://websploit.org

https://websploit.org/


GitHub Repo
https://h4cker.org/github

https://h4cker.org/github


This is an 
Extensive 
Hands-On Class

Most of the training will be led by 
demonstrations, ”whiteboard sessions”, and 
hands-on exercises.



Lab Guide

• Each day you will get access 
to a lab guide.
• Most of the material is in the 

lab guide. The slides are here 
only to provide a little 
structure to the 
conversations.



Tons of additional Cybersecurity resources, on-demand videos (free with your subscription), and more!



Day 1 -
Agenda

• Introduction to Passive Recon and OSINT
• Using Recon-NG and SpiderFoot
• Using Shodan and the Shodan API
• Using Maltego and the Harvester
• Introduction to Active Recon
• Port and Vulnerability Scanning
• Subdomain Enumeration
• Directory Enumeration
• Account Enumeration



Day 2 -
Agenda

• The Deep Web vs. the Dark Web
• Introduction to Tor
• Using the Tor Browser
• Using Proxies and Proxy Chains
• Creating Your Own VPN Server in the 

Cloud
• Staying Safe when Performing Dark Web 

Research
• Performing Dark Web Reconnaissance



Introduction to Passive 
Recon and OSINT



What is Recon?
• Reconnaissance is always the initial step in a cyber attack. 

• An attacker must first gather information about the target in order to be 
successful.



Passive vs. 
Active Recon

• Passive: 
• You do not send any packets to the 

victim/target. 
• The attacker gathers information from public 

sources on the Internet, including but not 
limited to: DNS records, public records, social 
media, company websites, acquisitions, 
whois, shodan, etc.

• Active:
• You actively probe the targeted systems and 

network using scanners, fuzzers, and other 
tools.



What is Open Source Intelligence?

https://attack.mitre.org/techniques/T1596/

https://attack.mitre.org/techniques/T1596/


https://attack.mitre.org/tactics/TA0043/

https://attack.mitre.org/tactics/TA0043/


Google Hacking Database

https://www.exploit-db.com/google-hacking-database

https://www.exploit-db.com/google-hacking-database


Related Resources 
from my GitHub Repo

• OSINT:
https://github.com/The-Art-of-Hacking/h4cker/tree/master/osint

• Recon: 
https://github.com/The-Art-of-Hacking/h4cker/tree/master/recon

https://github.com/The-Art-of-Hacking/h4cker/tree/master/osint
https://github.com/The-Art-of-Hacking/h4cker/tree/master/recon


OSINT Tools 
for the Dark 

Web

• Ahmia Search Engine
• ahmia.fi
• https://github.com/ahmia/ahmia-site

• DarkSearch
• https://darksearch.io
• https://github.com/thehappydinoa/DarkSearch

• Katana:
• https://github.com/adnane-X-tebbaa/Katana

• OnionSearch:
• https://github.com/megadose/OnionSearch

https://github.com/The-Art-of-Hacking/h4cker/blob/master/osint/README.md#dark-web-osint-tools

http://ahmia.fi/
https://github.com/ahmia/ahmia-site
https://darksearch.io/
https://github.com/thehappydinoa/DarkSearch
https://github.com/adnane-X-tebbaa/Katana
https://github.com/megadose/OnionSearch
https://github.com/The-Art-of-Hacking/h4cker/blob/master/osint/README.md


Tools to 
Obtain 

Information of 
.onion Links

•H-Indexer
•Hunchly
•Tor66 Fresh Onions

https://github.com/The-Art-of-Hacking/h4cker/blob/master/osint/README.md#dark-web-osint-tools

http://jncyepk6zbnosf4p.onion/onions.html
https://www.hunch.ly/darkweb-osint
http://tor66sewebgixwhcqfnp5inzp5x5uohhdy3kvtnyfxc2e5mxiuh34iid.onion/fresh
https://github.com/The-Art-of-Hacking/h4cker/blob/master/osint/README.md


What is Tor?

• Technology originally created by the U.S. Navy. 
• The Tor Project, Inc, became a 501(c)3 nonprofit 

in 2006, but the idea of "onion routing" began 
in the mid 1990s.
• “The goal of onion routing was to have a way to 

use the internet with as much privacy as 
possible, and the idea was to route traffic 
through multiple servers and encrypt it each 
step of the way.”
• Website: https://www.torproject.org

https://www.torproject.org/


How does Tor work?

OReilly.comUser with Tor Browser 
(or service)

Location: London, UK Exit node
Location: Russia

Entry/Guard 
node/relay

Location: US

Middle relay

Middle relay



Tor Related Projects



Onionoo

• https://metrics.torproject.org/onionoo.html

• “Onionoo is a web-based protocol to learn about currently 
running Tor relays and bridges. 

• Onionoo provides the data for other applications and 
websites which in turn present Tor network status 
information to humans.

• RESTful web service

• Examples: 
https://metrics.torproject.org/onionoo.html#examples

https://metrics.torproject.org/onionoo.html
https://metrics.torproject.org/onionoo.html


Orbot 
Proxy App

https://guardianproject.info/apps/org.torproject.android/

https://guardianproject.info/apps/org.torproject.android/


Shadow

https://shadow.github.io

https://shadow.github.io/


Stem

• Python controller library for Tor

• https://stem.torproject.org

• Easy install:
sudo apt-get install python3-stem

https://stem.torproject.org/


TorBirdy

TorBirdy is an extension for Mozilla Thunderbird that 
configures it to make connections over the Tor network.

https://www.mozilla.org/en-US/thunderbird/


txtorcon

txtorcon is an implementation of the control-
spec for Tor using the Twisted networking library 
for Python (supports Py2, PyPy and Py3).

https://txtorcon.readthedocs.io/en/latest/

https://gitweb.torproject.org/torspec.git/blob/HEAD:/control-spec.txt
https://www.torproject.org/projects/projects.html.en
https://twistedmatrix.com/trac/
http://python.org/
https://txtorcon.readthedocs.io/en/latest/


• https://metrics.torproject.org

https://metrics.torproject.org/


Tor Nyx
https://nyx.torproject.org

https://nyx.torproject.org/


Tails

https://tails.boum.org

https://tails.boum.org/


What are .onion sites? 
How can I create one?



Demo of How to Create a Hidden 
Service



Tools to scan 
.onion links

•Onioff
•Onion-nmap
•Onionscan

https://github.com/The-Art-of-Hacking/h4cker/blob/master/osint/README.md#dark-web-osint-tools

https://github.com/k4m4/onioff
https://github.com/milesrichardson/docker-onion-nmap
https://github.com/s-rah/onionscan
https://github.com/The-Art-of-Hacking/h4cker/blob/master/osint/README.md


Tools to Crawl 
Dark Web 

Data

• TorBot
• TorCrawl
• OnionIngestor

https://github.com/The-Art-of-Hacking/h4cker/blob/master/osint/README.md#dark-web-osint-tools

https://github.com/DedSecInside/TorBot
https://github.com/MikeMeliz/TorCrawl.py
https://github.com/danieleperera/OnionIngestor
https://github.com/The-Art-of-Hacking/h4cker/blob/master/osint/README.md


BE SUPER 
CAREFUL!



Katana-DS

• Katana-ds (ds for 
dork_scanner) is a simple 
python tool that automates 
Google Hacking/Dorking and 
supports Tor. It becomes a 
more powerful in 
combination with GHDB

https://github.com/adnane-X-tebbaa/Katana

https://www.exploit-db.com/google-hacking-database
https://github.com/adnane-X-tebbaa/Katana


Katana-DS Demo



Using Recon-NG and SpiderFoot





Complete Exercise 1: Recon-NG
We will do a demo/walkthrough after the break…

Everything is documented in your Lab Guide!



SpiderFoot



Complete Exercise 2: SpiderFoot
We will do a demo/walkthrough after the break…

Everything is documented in your Lab Guide!



Sublister



Complete Exercise 3: Sublister
We will do a demo/walkthrough after the break…

Everything is documented in your Lab Guide!



Using Shodan and the 
Shodan API



Shodan
https://shodan.io

https://shodan.io/


The Shodan API



Using Maltego and 
TheHarvester



Initial Activation

https://docs.maltego.com/support/solutions/articles/15000008715-initial-activation

https://docs.maltego.com/support/solutions/articles/15000008715-initial-activation


Maltego 
Concepts and 
Glossary of 
Terms

• Entity
• An Entity is a piece of information shown as a node on the graph. Different Entity types are used to 

differentiate between the different pieces of information that can be represented in Maltego.
• Entities can be anything from a DNS name, Person name, Phone number, etc. The Maltego Client 

comes with about 20 Entities targeted for use in online investigations, however, you can create your 
own custom Entities.

• Transform
• A Transform is a piece of code that searches for information related to an Entity on the graph. 

Transforms allow you to query an API or database to show related info on the graph.
• The idea is that we are "transforming" one type of information into another type. For example we 

could have the website "www.maltego.com" and transform it into the IP address "104.248.60.43".
• By default Maltego has Transforms that can query information from data sources like DNS servers, 

search engines, social networks, WHOIS information, etc.

• Machine
• Machines are the Maltego equivalent of macros. Machines allow you to chain together multiple 

Transforms, filters and actions in order to automate common and tedious tasks.

• Hub Item
• Transforms and the Entity types that they query need to be stored on a server that can be accessed 

by the Maltego Client.
• Hub items allow Maltego users to install combinations of Transforms, Entities and Machines from a 

server. By default, Maltego installs the Hub item called Standard Transforms which contains the 
Transforms, Entities and Machines that are developed and maintained by the developers of 
Maltego.

• Additional Hub items can be installed to get 3rd party functionality built by the community.

https://docs.maltego.com/support/solutions/articles/15000008829-glossary-of-terms

http://www.paterva.com/
https://docs.maltego.com/support/solutions/articles/15000008829-glossary-of-terms


Transform Hub



Entities



Maltego
Demo



TheHarvester
https://github.com/laramies/theHarvester

https://github.com/laramies/theHarvester


Looking for Names and Usernames



Public Financial Transactions!!



Introduction to Active Recon



Port and Vulnerability 
Scanning



Port 
Scanning Scanner Victim/Target



Port Scanning vs. 
Vulnerability 
Scanning



Vulnerability Scanning 
Tools

https://owasp.org/www-community/Vulnerability_Scanning_Tools

https://owasp.org/www-community/Vulnerability_Scanning_Tools


Authenticated vs. Non-
Authenticated Scans



Nmap Cheat Sheet

https://h4cker.org/nmap

https://h4cker.org/nmap


What is Fuzzing?

Fuzzer Target/Victim



Fuzzing 
Techniques

• Mutation-Based: craft a sample data format to 
create new test data. This is a very simple and 
straightforward approach. It starts with valid 
samples of protocol and keeps mangling every byte 
or file.

• Generation-Based: define new data based on the 
input of the model. It starts generating input from 
scratch based on the specification.

• Protocol-based: the fuzzer has detailed knowledge 
of protocol format being tested. It involves writing 
an array of the specification into the tool then by 
using model-based test generation technique go 
through the specification and add irregularity in 
the data contents, sequence, etc. This is also 
known as syntax testing, grammar testing, 
robustness testing, etc. Fuzzer can generate test 
cases from an existing one, or they can use valid or 
invalid inputs.

Fuzzer Victim/Target



Examples of 
Fuzzers

https://github.com/The-Art-of-Hacking/h4cker/tree/master/fuzzing_resources

https://github.com/The-Art-of-Hacking/h4cker/tree/master/fuzzing_resources


Directory Enumeration



Web Hacking ”Fuzzing”?



Gobuster



Nikto



OWASP Zed Attack Proxy (ZAP)



Account Enumeration



Complete 
Exercise 11

The lab guide will guide you through all 
the different examples and options.



Thank you! See you tomorrow!


