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Organizations need to perform network monitoring and analyze network traffic to identify
suspicious activities across their networks. This module covers the concept of network traffic

monitoring.
At the end of this module, you will be able to do the following:
* Understand the need for and advantages of network traffic monitoring
" Understand the network traffic signatures
= Describe the categories of suspicious traffic signatures
= Explain the attack signature analysis techniques
* Understand network monitoring for suspicious traffic

= Understand the various network monitoring tools
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Understand the Need and Advantages of Network Traffic
Monitoring

The objective of this section is to explain in detail the need for and advantages of network
traffic monitoring.
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Traffic
Monitoring

Network monitoring is a retrospective security approach that involves monitoring a network for
abnormal activities, performance issues, bandwidth issues, etc.

Network monitoring is an integral part of network security and is a demanding task within the network
security operations of organizations

Continuous network traffic monitoring and analysis are required for effective threat detection
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Network Traffic Monitoring

Network traffic monitoring is the process of capturing network traffic and inspecting it closely
to determine what is happening on the network. Network monitoring is a retrospective security
approach that involves monitoring a network for abnormal activities, performance issues,
bandwidth issues, etc. It is an integral part of network security and is a demanding task within
the network security operations of organizations. Continuous network traffic monitoring and
analysis are required for effective threat detection. Security Professional should constantly
strive to maintain smooth network operation. If a network goes down even for a small period,
productivity within a company may decline. To be proactive rather than reactive, the traffic
movement and performance must be monitored to ensure that no security breach occurs
within the network.

The network monitoring process involves sniffing the traffic flowing through the network. For
this purpose, network packets must be captured, and a signature analysis must be conducted to
identify any malicious activity.

Network operators use network traffic analysis tools to identify malicious or suspicious packets
hiding within traffic. They monitor download/upload speeds, throughput, content, traffic
behaviors, etc. to understand the status of the network operations.
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Need for Network
Monitoring

Even when security tools are in place, attackers can
find ways to bypass such security mechanisms to
enter the network

Security tools generally use signature-based detection
techniques. Hence, they are often unable to identify
continuously changing attack signatures/patterns

Security tools are generally not designed to identify
behavioral anomalies and are unable to detect

activities of attackers that are initiated before and
during an attack
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Need for Network Monitoring

Networking monitoring helps security professionals identify possible issues before they affect
business continuity. If an issue occurs in the network, the root cause can be determined easily
with network monitoring, and with network automation tools, the problem can be fixed
automatically. Networking monitoring not only prevents outages but also gives visibility to
potential issues. Continuous network monitoring minimizes downtime and increases the
performance of the network.

Even when security tools are in place, attackers can find ways to bypass such security
mechanisms to enter the network. Security tools generally use signature-based detection
techniques, and it is difficult to identify continuously changing attack signatures/patterns.
These tools are not designed to identify behavioral anomalies and are unable to detect
attackers’ activities that are initiated before and during attacks.

Network monitoring tools provide the first level of security and help identify anomalous
conditions in the network, which indicate attacker activity.
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Advantages of Network
Monitoring

- Understanding how data flows in a network
Optimizing network performance

Avoiding bandwidth bottlenecks
Monitoring network

traffic helps in

Detecting signs of malicious activity

Finding unnecessary and vulnerable applications

Investigating security breaches
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Advantages of Network Monitoring

Network traffic analysis is performed to gain in-depth insight into the types of network packets
or data flowing through a network. Typically, it is performed through network monitoring or
network bandwidth monitoring utilities. The traffic statistics from network traffic analysis helps
in the following:

* Understanding how data flows in a network

* Optimizing network performance

* Avoiding bandwidth bottlenecks

* Detecting signs of malicious activity

* Finding unnecessary and vulnerable applications

* Investigating security breaches

* Understanding and evaluating network utilization

= Determining download/upload speeds

* Determining the type, size, origin, destination, and content/data of packets
The typical advantages of network monitoring are as follows.

* Proactive: Network monitoring proactively detects applications that consume the
maximum bandwidth and reduces the bandwidth. It manages server bottleneck
situations and other systems connected to the network. Moreover, network monitoring
delivers an efficient quality of service to users. It creates a record of all the irregularities
occurring in the network that network administrator can handle later.
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= Utilization: It is important to understand the need for network utilization, especially
with all the new and evolving technology. Network monitoring provides complete
details on the infrastructure. It provides an idea about the amount of load a network
can handle during periods of heavy traffic, enabling the efficient utilization of the space
in the network.

= Optimization: Network monitoring techniques gather network infrastructure
information in a timely manner and save it for the security professionals. Security
professional can then take the required actions before the situation worsens. These
techniques identify applications that prove vulnerable to the network.

"  Minimizing risk: Network monitoring techniques are necessary for establishing service-
level agreements (SLAs) and compliance applicable to users or consumers. Complete
infrastructure information is required when drafting SLAs. The real-time monitoring of
network topologies and channels helps in creating the SLAs.

Network monitoring techniques are beneficial for security professionals. They are very easy to
setup and implement, considering the complexity of networks.
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Determine Baseline Traffic Signatures for Normal and Suspicious
Network Traffic

The objective of this section is to explain the various types of network traffic signatures and the

concept of baselining normal traffic signatures. It describes the categories of suspicious
network traffic signatures and attack signature analysis techniques.
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Network Traffic Signatures

1 Asignature is a set of traffic characteristics such as a source/destination IP address, ports,
Transmission Control Protocol (TCP) flags, packet length, time to live (TTL), and protocols wwk

1 Signatures are used to define the type of activity on a network

Types of Signatures

Attack Signatures

Normal Traffic Signature J

» Suspicious traffic patterns not
allowed to enter the network

» Acceptable traffic patterns
allowed to enter the network

\
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Network Traffic Signatures

A signature is a set of characters that define network activity, including IP addresses,
Transmission Control Protocol (TCP) flags, and port numbers. It includes a set of rules used to
detect malicious traffic entering a network. Signatures are used to perform the following:

= Raise alerts in the case of unusual traffic on the network.
= |dentify suspicious header characteristics in a packet.
* Configure an intrusion detection system to identify attacks or probes.

* Acquire knowledge on a specific attack that occurred or a vulnerability that can be
exploited.

= Match patterns in a packet analysis.
Type of Signatures

Signatures are classified into two main categories depending on their behavior, as described
below.

* Normal traffic signatures: These include the normal network traffic in the network and
are defined based on a normal traffic baseline for the organization. These signatures do
not contain any malicious patterns and can be allowed to enter the network.

= Attack Signatures: Traffic patterns that appear suspicious are generally treated as attack
sighatures. These signatures should not be allowed to enter the network. If allowed,
they often cause a network security breach. These signatures deviate from the normal
signature behavior and should be analyzed.
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Baselining Normal Traffic Signatures

.~ [ A network baseline is the accepted behavior for normal network traffic.
It is a benchmark to differentiate between normal and suspicious traffic

| O Network traffic baselines differ between organizations and change over
_ / time according to the operating environment and prevailing threat
4 scenario

Some considerations to create a baseline for normal traffic:
r

Q = TCP/IP communication involves a three-way handshake for normal
traffic

= ASYN flag appears at the beginning and a FIN flag at the end of a
connection

» All conversations originating inside the demilitarized zone (DMZ) are
trusted traffic items

%08 ~ s

F T e = Any traffic violating the network policies is malicious traffic; e.g., the
—m’ e @ existence of File Transfer Protocol (FTP) traffic when this type is

T restricted indicates a potential issue
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Baselining Normal Traffic Signatures

A network traffic baseline helps understand the behavioral patterns of a network. It is a
benchmark to differentiate between normal and suspicious traffic. Baselining allows a set of
metrics to monitor network performance. These metrics define the normal working condition
of an enterprise’s network traffic. The network traffic is compared with metrics to detect any
changes in the traffic that could indicate a security issue in the network. A network traffic
baseline establishes the accepted packets that are safe for the organization. Baselining the
traffic facilitates the detection of suspicious activities on the network. Any deviation from the
normal traffic baseline can be considered a suspicious traffic signature. The security
professional should define a network baseline for their organization and validate the traffic
against it. Baselining is more effective if it works in parallel with the organization’s policy. With
the help of normal traffic baselining, security professional can judge the requirements to secure
the network. Network traffic baselines differ between organizations and change over time
according to the operating environment and prevailing threat scenario.

Although, there is no industry standard to measure network traffic performance baselines,
there are network monitoring tools that provide estimates of what type of traffic is normal. A
network traffic baseline should be defined for all incoming, and outgoing Internet traffic and
wide area network (WAN) links. The network traffic baseline should also contain the traffic for
critical business data and backup systems.

= According to a network traffic baseline, normal traffic signatures for TCP packets should
have the following characteristics:

o To establish a three-way handshake, TCP uses SYN, SYN ACK, and ACK bits in every
session.

Module 17 Page 2033 Certified Cybersecurity Technician Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Cybersecurity Technician Exam 212-82
Network Traffic Monitoring

o The ACK bit should be set in every packet, except for the initial packet, in which the
SYN bit is set.

o FIN ACK and ACK are used in terminating a connection. PSH FIN and ACK may also be
used initially in the same process.

o RST and RST ACK are used to quickly end an on-going connection.

o During a conversation (after a handshake and before termination), packets only
contain an ACK bit by default. Occasionally, they may also have a PSH or URG bit set.

=  Asuspicious TCP packet has one or more of the following characteristics:
o If both SYN and FIN bits are set, the TCP packet is illegal.

o SYN FIN PSH, SYN FIN RST, and SIN FIN PSH RST are all variants of SIN FIN. An
attacker sets these additional bits to avoid detection.

o A packet having only a FIN flag is illegal as FIN can be used in network mapping, port
scanning, and other stealth activities.

o Some packets have all six flags unset; these are known as NULL flags and are illegal.
o The source or destination port is zero.
o If the ACK flag is set, then the acknowledgement number should not be zero.

o If a packet has only the SYN bit, which is set at the beginning to establish a
connection, and any other data are present, then it is an illegal packet.

o If the destination address is a broadcast address (ending with O or 255), it is an illegal
packet.

o Every TCP packet has two bits reserved for future use. If either or both are set, then
the packet is illegal.

* All conversations originating inside the demilitarized zone (DMZ) are trusted traffic
items.

* Any traffic violating the network policies is malicious traffic, e.g., the existence of File
Transfer Protocol (FTP) traffic when this type is restricted indicates a potential issue.

* Any Dynamic Host Configuration Protocol (DHCP) traffic from unknown DHCP servers
indicates a rogue DHCP server.

" Mail traffic originating in the network but not sent to a mail server is suspect.
= Any DNS traffic not sent to the DNS server is suspect.

* Any outgoing traffic with internal addresses not matching the organization’s address
space may be malicious.
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Traffic containing certain signatures

Traffic containing certain signatures
that indicate an attempt to gain

Categories of Suspicious Traffic Signatures

Informational Reconnaissance

Traffic containing certain signatures
that indicate an attempt to gain
information

that may appear suspicious but
might not be malicious

Unauthorized Access Denial of Service

Traffic containing certain signatures
that indicate a DoS attempt that
unauthorized access floods a server with a large number
of requests
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Categories of Suspicious Traffic Signatures

Network traffic deviating from normal behavior is categorized as a suspicious traffic signature.
It is classified into four categories as follows.

Informational: The informational traffic signature detects normal network activity.
Although it may not appear suspicious, the data gathered through the informational
sighature can be used for suspicious activities. For example, informational traffic
signatures may include the following:

o Internet Control Message Protocol (ICMP) echo requests
o TCP connection requests
o User Datagram Protocol (UDP) connections

Reconnaissance: Reconnaissance traffic consists of signatures that indicate an attempt
to scan the network for possible weaknesses. Reconnaissance is an unauthorized
discovery of vulnerabilities, which maps of systems and services. Reconnaissance is also
known as information gathering, and it precedes a network attack in most cases. For
example, reconnaissance traffic signatures may include the following:

o Ping sweep attempts
o Port scan attempts
o Domain Name System (DNS) query attempts

Unauthorized access: Traffic may contain signs of someone attempting to gain
unauthorized access, unauthorized data retrieval, system access or privilege escalation,
etc. An attacker who does not have privileges to access an organization's network
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usually generates this type of traffic with the intention of capturing sensitive data. For
example, unauthorized access traffic signatures may include the following:

o Password cracking attempts
o Sniffing attempts
o Brute-force attempts

= Denial of service (DoS): This type of traffic may contain a large number of requests from
a single source or multiple sources, which are sent as an attempt to perform a DoS
attack. This type of attack is performed to disrupt the service of the target organization.
For example, DoS traffic signatures may include the following:

o Ping of death attempts
o SYN flood attempts
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Attack Signature Analysis Techniques

Content-based signature analysis Context-based signature analysis
Attack signatures are contained in packet payloads (d Attack signatures are contained in packet headers
® HEADER PAYLOAD
HEADER ¢ PAYLOAD
 Inspect packets for unusual/suspicious header
Check for specific strings occurring in the suspicious information such as the following:
payload » Source and destination IP addresses

» |P options, protocols, and checksums

» Source and destination port numbers

» |IP fragmentation flags, offset, or identification

Atomic-signature-based analysis Composite-signature-based analysis
Single-packet analysis is sufficient to detect attack 1 Multiple-packet analysis is required to detect attack
signatures signatures

HEADER PAYLOAD | weaper | pavioap | [ HEADER | pavioaD |
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Attack Signature Analysis Techniques

Attack signature analysis techniques are classified into four different categories as follows.

Content-based signature analysis: Content-based signatures are detected by analyzing
the data in the payload and matching a text string to a specific set of characters. If
undetected, these signatures can open backdoors in a system, providing administrative
controls to an outsider.

Context-based signature analysis: Packets are usually altered using the header
information. Suspicious signatures in the header can include malicious data that can affect
the following:

o Source and destination IP addresses

o Source and destination port numbers

o |IP options

o |P protocols

o IP, TCP, and UDP checksums

o |IP fragmentation flags, offset, or identification

Atomic-signature-based analysis: To detect an atomic signature, security professionals
need to analyze a single packet to determine whether the signature includes malicious
patterns. Security professionals do not require any knowledge of past or future activities
to detect these signature patterns.

Composite-signature-based analysis: In contrast to atomic signatures, security
professionals need to analyze a series of packets over a long period of time to detect
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composite attack signatures. Detecting these attack patterns is exceedingly difficult. ICMP
flooding is an example of an attack performed using composite signatures. In this attack,

multiple ICMP packets are sent to a single host so that the server remains busy
responding to the requests.

Attacker signatures may be located in either the header or payload of the packet.
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Understand the Need and Advantages
of Network Traffic Monitoring

Determine Baseline Traffic Signatures for

_i Normal and Suspicious Network Traffic
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Perform Network Monitoring
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Perform Network Monitoring for Suspicious Traffic

The objective of this section is to explain how to use Wireshark to perform network monitoring
and analysis. It describes how to use Wireshark for monitoring and analyzing File Transfer
Protocol (FTP) traffic, Telnet traffic, and Hypertext Transfer Protocol (HTTP) traffic.
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Wireshark

O Wireshark is a widely used network sniffer for
network monitoring and analysis

O It captures and intelligently browses the traffic on a
network

Components of Wireshark
Menu bar: Hosts the features of Wireshark
Toolbar: Hosts the most frequently used tools and icons
Filter toolbar: Filters the traffic based on filter options
Packet list panel: Displays the captured packets

o T T T TR

Packet details panel: Displays detailed information
about the captured packets at a granular level

<

Packet byte panel: Displays the captured packet’s
bytes in a hex dump format

Wireshark

Source: https://www.wireshark.org
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Wireshark is a packet sniffer that can be used for network troubleshooting to investigate
security issues and to analyze and understand network protocols. It can exploit information

passed in plain text.

" Features

Wireshark has a rich feature set that includes the following:

o ldentify poor network performance due to high path latency.

o Locate internetwork devices that drop packets.

o Validate the optimal configuration of network hosts.

o Analyze application functionality and dependencies.

o Optimize application behavior for best performance.

o Analyze network capacity before application launch.

o Verify application security during launch, login, and data transfer.

o ldentify unusual network traffic indicating potentially compromised hosts.

" Prerequisites for network packet capture

Setting up Wireshark to capture packets for the first time can be tricky. The following
are a few common problems that are encountered while capturing packets with

Wireshark for the first time:

o Special privileges are required to start a live capture.
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O

O

The correct network interface must be chosen to capture packet data from.

Network packets should be captured at the correct location in the network to view
the desired traffic.

* Wireshark network analysis activities

Capturing live network data is one of the major features of Wireshark. The Wireshark
capture engine enables security professionals to perform the following:

O

O

O

O

O

O

Capture from different types of network hardware such as Ethernet and 802.11.

Stop the capture based on different triggers such as the amount of captured data,
elapsed time, or number of packets.

Simultaneously show decoded packets while capturing is in progress.
Filter packets to reduce the amount of data to be captured.
Save packets in multiple files during a long capture.

Simultaneously capture from multiple network interfaces.

= First network packet capture using Wireshark

To capture packets using Wireshark, first install and launch the tool on the target
network. Select the appropriate network interface to capture traffic from. The following
are the steps to start capturing packets with Wireshark:

1. Double-click on an interface in the main window.

2. An overview of the available interfaces can be obtained using the Capture Interface
dialog box.

3. Start a capture from this dialog box using the Start button.

4. A capture can be immediately started using the current settings by selecting Capture
-» Start or by clicking the first toolbar button.

5. If the name of the capture interface is known, Wireshark can be launched from the
command line through the following command: S wireshark -i ethO —k
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400 bits), 175 hftes" captured (1400 ﬂ’i’i:’é’) on interface 0@

Ethernet II, Src: Microsof_53:39:3d (00:15:5d:53:39:3d), Dst: Microsof_53:39:47 (00:15:5d:53:39:47)

User Datagram Protocol, Src Port: 514, Dst Port: 514
Syslog message: LOCALO.INFO: Sep 19 16:59:00 filterlog: 69,,,12000,hne,match,block,in,4,0x0,,128,653€

1000 00
516 00
20 Ga
30 65
340 69
| 32
( 6C
070 32
980 31
38

"'\-|.|'||'|
< Led ) )

15
al
10
70
6¢C
30
6f
38
37
e

5d 53
Be
02
31
65
30
6b
36
5
2e

Od
P2
20
74
30
63
2C
2C
30

47 00
Lo 40
02 G0
20 31
6¢C 6f
68 Ge
69 Ge
33 30
70 2c
36 2c

39
E0o
P2
39
12
2C
2C
35
64
39

15
11
ad
36
67
30
2C
38
37
31

»
k
» Internet Protocol Version 4, Src: 10.10.10.1, Dst: 10.10.10.16
»
3

5d 53 39 3d 08 00 45 GO ]1S9G- - ]1S9=: ‘E
45 laPaaaOloOaa - @ E-+vvvr
d6 53 3c 31 33 34 3e 53 - -+ +5<134>S
3a 35 39 3a 30 30 20 66 ep 19 16 :59:00 f
3a 20 36 39 2c 2c 2c 31 1ilterlog : 69,,,1
2c 6d 61 74 63 68 2c 62 2000,hn@ ,match,b
34 2c 30 78 30 2c 2c 31 lock,in, 4,0x0,.,1
2c 30 2c G6e 6f 6e 65 2c  28,65308 ,0,none,
38 2c 31 39 32 2e 31 36 17,udp,7 8,192.16
39 32 2¢ 31 36 38 2¢e 30 8.0.96,1 92.168.0

»

s,

O 7 wireshark eth0 20190919165858 50GI1D.pcapnc Packets: 161 - Displayed: 161 (100.0%)  Profile: Default
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Wireshark components

*ethO - B x |
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help MenuiBar,
_ oo X € Qe=wEY & = Q Q Q IF [~ Too||Bar
W] Apply a display filter ... - ‘h_— Eilter_Tiool:Bar. -] Expression...  +

No. Tim Source

Destination

Protocol Lengtlt Info

. 10.10.10.79  172.217.166.164 TCP 66 57556 — 443 [ACK] Seq=1 Ack=1 Win=1024 Len=@ 15val=1948421436 I1Sec.

78 3.. 10.10.10.79 216.58.203.163 TCP 66 49836 - 443 [ACK] Seq=1 Ack=1 Win=1024 Len=0 TSval=50008134 TSecr=.. |
3. 10.10.10.79  216.58.203.163 TCP 66 49834 - 443 [ACK] Seg=1 Ack=1 Win=1624 Len=0 TSval=50908134 TSecr=.
30 3. 216.58.203,163 10.10.10./79 ICH [TCP ACH e T 147 336 [ ACH =1 Ack=2 Win=244
_ . 5 kel ICE Lt cen segnent] 443 ENCSREEAGED (anigch=2 Win=24
83 3.. 10,10.10.79 172.217.160.195 TCP 66 40642 - 80 [ACK] Seq=1 Ack=1 Win=1024 Len=0 TSval=3270222340 1Secr..
85 3. 10.10.10.16  40.90.189.152 TLSvi.2 128 Application Data | T
86 3. 40.90.189.152 10.10.10.16 TLSvi.2 180 Application Data
87 3. 10.10.10.16  40.90.189.152 TCP 54 1552 — 443 [ACK] Seq=75 Ack=127 Win=1026 Len=0
| 88 3. 10.10.10.79 172.217.166 . 42 TCP 66 47270 - 443 [ACK] Seq=1 Ack=1 Win=1024 Len=0 TSval=2380393692 TSec..
» Frame 96: 1321 bytes on wire (19568 bits), 1321 bytes captured (10568 bits) on interface © a

» Ethernet II, Src: Microsof_53:39:77 (008:15:5d:53:39:77), Dst: Microsof_53:39:8e (00:15:5d:53:39:8e)
v Internet Protocol Version 4, Src: 10.106.16.79, Dst: 10.10.10.16
0160 .... = Version: 4
.... 8101 = Header Length: 20 bytes (5) "
p Differentiated Services Field: ©x00 (DSCP: CS@, ECN: Not-ECT) Racket|Details Panel

Total Length: 1367 i
L | ¥

0080 61 6C 69 76 65 0d fa ENGETEIEETELNIRE alive: |
5 Be 6] 74 bF YA 43 61 63 68 [INAE -

65 20 43 6 6e 74 72 6T 6C 3a 20 6d 61 78 2d 61 e-Contro 1: max-a

67 65 3d 30 Od Oa 4F 72 69 67 69 6e 3a 20 68 74 ge=0--Or igin: ht PacketiBytes/\Panel|

74 70 3a 2f 2f 77 77 77 2e 6C 75 78 75 72 79 74  tp://wew .1uxuryt

72 65 61 74 73 2e 63 6f 6d Od ©@a 55 70 67 72 61 reats.co m--Upgra

64 65 2d 40 6e 73 65 63 75 72 65 2d 52 65 71 75 de-Insec ure-Requ

65 73 74 73 3a 20 31 0d ©a 43 6f 6e 74 65 6e 74 ests: 1- -Content -

() # HTTP Content-Length header (http.content_length_header), 21 bytes Packets: 945 - Displayed: 945 (100.0%) Profile: Default

ol

Figure 17.3: Wireshark components

The main menu of Wireshark contains the following items:

* File: This menu contains items to open and merge, capture files, save, print, import and
export capture files in whole or in part, and quit the Wireshark application.

* Edit: This menu contains items to find a packet, time reference, and mark one or more
packets. It handles configuration profiles and sets preferences.

* View: This menu controls the display of the captured data, including the colorization of
packets, font zoom, display of a packet in a separate window, and expanding and
collapsing of the packet tree details.

o Colorize packet list: This option allows security professionals to control whether
Wireshark should colorize the packet list. Enabling colorization slows down the
display of new packets while capturing and loading capture files.

o Coloring rules: This option allows security professionals to color packets in the
packet list pane according to the filter expressions of their choice. It can be very
useful for spotting certain types of packets.

o Colorize conversation: This menu item brings up a submenu that allows the color of
the packets to be changed in the packet list pane based on the addresses of the
currently selected packet. This makes it easy to distinguish packets belonging to
different conversations.

" @Go: This menu contains options to navigate to a specific packet including a previous
packet, the next packet, the corresponding packet, the first packet, and the last packet.
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= Capture: This menu allows the security professionals to start, stop, and restart capture
and to edit capture filters.

o Capture filters: This option allows security professionals to create and edit capture
filters. Filters can be named and saved for future use.

= Analyze: This menu contains items to manipulate, display and apply filters, enable or
disable the dissection of protocols, configure user-specified decodes, and follow a
different stream including TCP, UDP, and Secure Sockets Layer (SSL).

o Follow TCP stream: This option displays all the captured TCP segments that are on
the same TCP connection as a selected packet.

o Follow UDP stream: This option displays all the captured UDP segments that are on
the same UDP connection as a selected packet.

o Follow SSL stream: This option displays all the captured SSL segments that are on
the same SSL connection as a selected packet.

= Statistics: This menu contains options to display various statistic windows, including a
summary of the packets that have been captured, display protocol hierarchy statistics,
|0 graphs, and flow graphs.

= Telephony: This menu contains options to display various telephony-related statistic
windows including a media analysis, flow diagrams, and display protocol hierarchy
statistics.

" Wireless: This menu shows Bluetooth and IEEE 802.11 wireless statistics.

" Tools: This menu contains various tools available in Wireshark including the creation of
firewall access control list (ACL) rules and use of the Lua interpreter.

o Firewall ACL rules: This tool can be used create command-line ACL rules for many
different firewall products, including Cisco 10S, Linux Netfilter, OpenBSD and
Windows Firewall. Rules for MAC addresses, |IPv4 addresses, TCP and UDP ports, and
IPv4+port combinations are supported. It is assumed that the rules will be applied to
an outside interface.

o Lua: This tool includes options that allow security professionals to work with the
built-in Lua interpreter of Wireshark. Wireshark uses Lua to write protocol
dissectors.

= Help: This menu contains items to help the user, including access to basic help manual
pages for the various command-line tools, online access to some webpages, and the
About Wireshark dialog.

* Main toolbar: The main toolbar provides quick access to frequently used items from the
menu. This toolbar cannot be customized by the user. If the space on the screen is
needed to show more packet data, then the toolbar can be hidden using the View
menu. As in the menu, only the items that can be used in the current program state will
be available. The others will be greyed out.
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* Filter toolbar: The filter toolbar allows security professionals to quickly edit and apply
display filters.

* Packet list panel: This panel displays a list of packets in the current capture file. It colors
the packets based on the protocol. Each line in the packet list corresponds to one packet
in the capture file. If a line in this pane is selected, more details will be displayed in the
Packet Details and Packet Bytes panes.

* The default columns show the following:

o No: This column shows the number of the packets in the capture file. This number
does not change, even if a display filter is used.

o Time: This column shows the timestamp of the packet. The presentation format of
this timestamp can be changed.

o Source: This column shows the source address of the packet.

o Destination: This column shows the destination address of the packet.

o Protocol: This column shows the protocol name in the abbreviated form.
o Info: This column shows additional information about the packet content.

= Packet details panel: This panel displays the details of the selected packet. It includes
the different protocols making up the layers of data in this packet. The protocols and
fields of the packet are displayed using a tree, which can be expanded and collapsed.
Layers include the frame, Ethernet, IP, TCP, UDP, ICMP, and application protocols such
as HTTP.

= Packet bytes panel: This panel displays the packet bytes in a hex dump and American
Standard Code for Information Interchange (ASCIl) encodings. For a hex dump, the left
side shows the offset in the packet data, and the middle of the packet data is shown in a
hexadecimal representation. On the right, the corresponding ASCIl characters are
displayed.

= Status bar: The status bar displays informational messages. In general, the left side
shows context-related information, the middle part shows the current number of
packets, and the right side shows the selected configuration profile. The user can drag
the handles between the text areas to change the size.
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Follow TCP Stream in Wireshark

Key: _ VIEWSTATEGENERATOR
Value: C2EE9ABB
¥ Form item: "_ EVENTVALIDATION® = "/wEdAASRpur28R81nhHD1cPIhbQlWMttrRuli9aE3DBglDon0GGcPO02LAXS9axRe6vMQj2F3T3MA Accept-Encoding: gzip, deflate

Key: _ EVENTVALIDATION

¥ Form item: "txtusername™ = "sam”
Key: txtusername
Value: sam

¥ Form item: "txtpwd®™ = "test@il23"
Key: txtpwd
Value: test123

i e ol il T il

4

63 Ge 4f 47 47 63 5@ 4f 4f 32 4c 41 58 39 61 78 cnDGGCPO O2LAX9ax
52 65 36 76 4d 51 6a 32 46 33 66 33 41 77 53 4b  Re6wMQj2 F3T3AwSK
75 67 61 4b 41 61 33 71 58 37 7a 52 66 71 71 74 ugaKAa3g X7zRfgqt
4e 35 36 61 73 61 49 62 36 63 70 34 6¢c 77 25 32 NSGasaIb Gcpalwk
46 42 59 74 58 Sa 71 58 79 77 43 6a 35 6f 47 6e  FBYXZgP yw(jSoGn
de 4b 54 48 73 66 34 71 4c 6e 4d 25 33 44 26 74  NKTHsfdg LnME3DSt
@320 78 74 75 73 65 72 6= 61 6d 65 3d [ENOMG 26 74 xtuserna me—ERRAt
76 74 70 77 64 3d 74 65 73 74 25 34 38 31 32 33 xtpwd=te st%40123
26 62 74 6e 6c 6T 67 69 6e 3d 4c 6f 67 69 be &btnlogi n=login

() 7 value (urlencoded-form.value), 3 bytes

Packets: 1222 - Displayed: 45 (3, 79%) * Dropped:

M "EthernetD - O X ‘ M Wireshark . Follow TCP Stream (tcp.stream eq 25) - Ethernet( - & X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
e o R PEERTCIIGRY ey e pRSTERN o e Y .y (R 3. DYSRRReR | FERNpe e e B -~
| B e B ! [ 5] { - —
AW C0 mRE ARe=22FIZTEQAQA/EH 9T..x?...6M.\.e..3.<.w..]W..0.. .6\,
| N |tep.stream &q 25 B - | Expression..  + RN LT SNPRTSS RN T SRR B . SO, P IR G e IR T 1 ;o (T TR -
- ' - —— : T Bro o noeneePoneZonvensN}BucHecanetonee®M¥Ouenss t¥. . T.Hya..H.12...
- A

o Tome i PEsmatn vl [Renglhs S .e..5..h.5...6..-|.0.m.1....369..'V....q8...{.....}.v

1876 17.726884 16.16.16.19 18.19.10.16 TCP 2974 88 -+ 49866 [ACK] Seq=263421 Ack=917 Hin=.'-"_1EI-1?E-_ & .. 3.57.S.0m. .1 a.y ?..].5 Fonolf..=.L..#..5,%.h

BPNE JOW W RL S SR TR g N e S T

1871 17.727134 186.16.18.10 18.18.10.19 TCP 608 498066 - B8 [ACK]| Seq=917 Ack=266341 Win=218227 Y.V, .5, ._I. R L PRt T ) | e e I Ll

1872 17. 727147 18.18.18.159 18.18.1e.1a HTTR 143 HTTP/1.1 280 OK (PNG) -D.dﬂxa:I'II--1"‘-.-"'}._-'"---1'-j-2.j-}.-ﬂ-i--;-

1873 17.727384 10.10.10.10 1@.1@.10.19 TCP 60 49886 » B@ [ACK] Seq=917 Ack=266430 Win=210227 mume HUC. €, S O IPT il nniiinais O . ot ISR O G SR [[[-B.. 8. ..6...,

1168 27.7486¢ 2.10.1@.1¢ 3.10.10.15 TCF 20 [ TCP Ke live] 49886 3 K] 5eq=916 av e Dulbeasolivasalhesassvasis | PR R G - R, T RO T Bl ¢ PR TR L T - PSR TanOF s

' 4072 : - - - P Keep-Alive 58 = 498086 [ACK] Seq=2664 B A i g a i A e e e | el e M i T e A g il A 5|
1177 38.488643 19.10.18.180 18.10.1€.19 HTTP B47 POST / HTTR/1.1 (application/x-wew-form-urlenc ~'Hp......ﬂ|,... e e e
1178 38.428066 18.18.10.15 18.10.16.18 TCP 54 88 - 49806 [ACK] Seq=266438 Ack=1718 Win=21889% . sssaia Sha s uua IEND.B" .POST / HTTP/1.1
L { 14 1 [ { [ . | ; , 1 — 0 HﬂSt: wwwtmguie5cgpeicgm
» User-Agent: Mozilla/5.8 (Windows NT 18.8; Winéd; x64; rv:71.8) Gecko/20160101

Value: /wEdAASRpur2BREInhHD1cPIhbQlWMttrRUIi9aE3IDBglDcnOGGCPO02ZLANIaxRe6VMQ 2F 3IFIAWSKugakKAalgXT7zRTfqqtS6as: Content-Length: 322

Firefox/71.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-U5,en;q=8.5

Content-Type: application/x-www-form-urlencoded
Origin: http://www.moviescope.com

Connection: keep-alive

Referer: http://www.moviescope.com/

Upgrade-Insecure-Requests: 1

_ VIEWSTATE=X2FwEPDWULLTE3MDcSMjQz0TdkZAGOV141 jFmvthSzVPEBcBcPvUlz1duRTcS1KIHIL1TEGE

Follow TCP Stream in Wireshark

Source: https.//www.wireshark.org

x VIEWSTATEGENERATOR=C2EESABB& _EVENTVALIDATION=%2FwEdAASRpur28RE1nhHD1cPIhbQlWMttrRUIi
> | 9aE3DBg1Dcn0GGCPO02LAX9axRe6VMO] 2F 3T 3AwSKugakAa3gXT IRTqqtN56asalbbcpdlwk2FBYEXIqPywC ]
| 50GNNKTHs f4qLnM¥3D&txfusername=samitxtpwd=testo401234btnlogin=Login
L
4 chent pits, 13 sarver pits, § furms,
r 58 kB) W Show and save data as | ASCII v Stream |25 :_'
Password revealed | | [ Find Next
. ﬁﬁilter Out This Stream Print Save as... Back Close Help
ina TCP Stream |
-J. —

Copyright © by EG-Couneil. All Rights Reserved. Reproduction is Strictly Prohibited.

Wireshark displays data from the TCP port with a feature known as “Follow TCP stream.” The
tool sees TCP data in the same way as that of the application layer. Use this tool to find
passwords in a telnet session or to interpret a data stream.

To see the TCP stream, select a TCP packet in the packet list of a stream/connection and then
select the Follow TCP Stream menu item from the Wireshark Tools menu. Wireshark displays
all the data from the TCP stream by setting an appropriate display filter. The tool displays the
streaming content in the same sequence as it appeared on the network. It displays the
captured data in ASCII, EBCDIC, hex dump, C array, or raw formats.

As shown in the screenshot, you can capture network traffic and gain the credentials of a target
machine. You can attempt to capture its remote interface and monitor the traffic generated
from a user’s browsing activities to extract confidential user information.
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M *Ethernetd — O X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
im0 DREQRess=T IEEQaanm

L 4

' W | tep.stream eq 25 B4 ) ~ | Expression.. +
No. Time Source Destination Protocol Length Info A
1679 17.726884 10.10.10.19 18.16.10.106 TCP 2974 80 -» 49806 [ACK] Seq=263421 Ack=917 Win=210176
1671 17.727134 10.18.16.10 186.16.168.19 TCP 68 49886 - 80 [ACK] Seq=917 Ack=266341 Hin=21322?_
1872 17.727147 10.10.16.19 16.190.108.10 HTTP 143 HTTP/1.1 20@ OK (PNG)
1673 17.727384 10.10.106.10 10.10.16.19 TCP 6@ 498086 + B@ [ACK] Seq=917 Ack=266430 Win=210227 pumm

1177 30.488643 16.10 16.190.16.19 847 POST / HTTP/1.1 (application/x-www-form-urlenc
1178 38.428066 19.10.18.19 190.18.18.18 TCP 54 88 » 49386 [A{IK] Seq=26643@ Ack=171@ Win=21009¢

1221 40443617 _16.10.10.10 _10.10.10.15__TCP &9 [TCP Keep-Alive] 43806 - 30 [ACK] Seq-1769 Ack il

>

Key: _ VIEWSTATEGENERATOR h
Value: C2EE9ABB
v Form item: ™ EVENTVALIDATION" = "/wEdAASRpur28RO1nhHD1cPJIhbQlWMttrRuIi9aE3DBglDcnOGGCPOO2LAX9axRe6vMQj2F3T3M
Key: _ EVENTVALIDATION
Value: /wEdAASRpur28RB1nhHD1cPIhbQlWMttrRuli9aE3DBglDcnOGGCPO02LAX9axRe6vM)]2F3f3AwSKugakAa3qX7zRfgqtNS6as:
v Form item: "txtusername” = "sam"
Key: txtusername
Value: sam
v Form item: "txtpwd” = "test@123"
Key: txtpwd
Value: test@l23
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W E Dol e el N T LT i
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p2d2 52 65 36 76 4d 51 6a 32 46 33 66 33 41 77 53 4b  RebvMQj2 F3IT3AWSK

»2¢0 75 67 61 4b 41 61 33 71 58 37 7a 52 66 71 71 74 ugaKAa3q X7zRfqqt
7272 4e 35 36 61 73 61 49 62 36 63 7@ 34 6c 77 25 32 NS6asalb 6cpalwik2
1300 46 42 59 74 58 5a 71 50 79 77 43 6a 35 6f 47 6e  FBYtXIgP ywCjSoGn
9312 4e 4b 54 48 73 66 34 71 4c 6e 4d 25 33 44 26 74 NKTHsfaq LnMX3D&t
@320 78 74 75 73 65 72 6e 61 6d 65 3d 26 74 xtuserna me=PELRt
2330 78 74 70 77 64 3d 74 65 73 74 25 34 30 31 32 33  xtpwd=te st¥%40123
242 26 62 74 6e 6¢c 6T 67 69 6e 3d 4c 6f 67 69 6Ge a&btnlogi n=Login v
(O 7 value (urlencoded-form.value), 3 bytes || Packets: 1222 - Displayed: 45 (3.7%) - Dropped: 4 (0.3%) || Profile: Default
Figure 17.4: Wireshark capturing TCP Stream
‘ Wireshark « Follow TCP Stream (tcp.stream eq 23) - Ethernet0 s ] X

e o XemTinnui Iio wukaulBbdiulIissnsi 44..._ ..F...\R..n3m.! A
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WL T DR N - O NN | - T . SR R }.v

Cene LoeI52.5.08. . 10cnes T A — | o Y W S T R —

YaVreaSee LoosaNePOoosaasnesSaalllesalaaa].Ml.

I N IS ) i SIS R Ny g AL P

L e e B g R RS e e gt el ey T SR s DSy [N | [ IS S R R

R i i O o D e R i e W R RO i B m R e P B A R i

o o w i i | SR PIRIE, 1N ] [ SN (e _ R, Ay | G - SRS S, < R 5|

g DR, Y [P M.m.n..

Q.ccsassBesss-.IEND.B .POST / HITP/1.1

Host: www.moviescope.com

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64; rv:71.8) Gecko/20100101

Firefox/71.0

Accept: text/html,application/xhtml+xml,application/xml;q=06.9,%/%;q=0.8

Accept-Language: en-US5,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 322

Origin: http://www.moviescope.com

Connection: keep-alive

Referer: http://www.moviescope.com/

Upgrade-Insecure-Requests: 1

__ VIEWSTATE=%2FWEPDWULLTE3MDc5M]jQzO0TdkZAGOV141 jFmvthSzVP6BcBcPVULlz1duRTcSiKIHI91TBGE

VIEWSTATEGENERATOR=C2EE9ABB& _EVENTVALIDATION=%2FWEdAASRpur28R81nhHD1cPJIhbQlWMttrRuIl

9aE3DBglDcn0OGGCPO02LAX9axRebvMQj2F 3T3AwWSKugaKAa3gX7zRTqqtNS6asalbbcp4lwi2FBYEXZqPywC ]

S50GNNKTHsf4qLnME3D&txJusername=sams d=test®401234btnlogin=Login

W

4 clent pkts, 13 server pkts, & tums.

Entire conversation (58 kB) v Show and save data as  ASCII v Stream |25 %

Find: | Find Next |

Filter Out This Stream Print Save as... Back Close Help

Figure 17.5: Wireshark feature Follow TCP Stream
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Display Filters in Wireshark

U Display filters are used to change the view of packets in the captured files

Display Filtering by
Protocol

» Example: Type the protocol in the filter box; arp, http, tcp, udp, dns, orip

" tcp.port==23

» " ip.addr==192.168.1.100 machine
ip.addr==192.168.1.100 && tcp.port=23

Monitoring the
Specific Ports

Filtering by Multiple » ip.addr ==
IP Addresses ip.addr ==

o
o o
oo
oo
TS

Filteri;i::eig ‘ B A s 10 DDA

" ip.dst == 10.0.1.50 && frame.pkt len > 400

- " jp.addr == 10.0.1.12 && icmp && frame.number > 15 &&
Other Filters W) .- g

frame.number < 30
" ip.src==205.153.63.30 or ip.dst==205.153.63.30

Copyright © by EG-Couneil. All Rights Reserved. Reproduction is Strictly Prohibited.
Display Filters in Wireshark
Source: https://wiki.wireshark.org

Wireshark features display filters that filter traffic on the target network by protocol type, IP
address, port, etc. Display filters are used to change the view of packets in the captured files. To
set up a filter, type the protocol name, such as arp, http, tcp, udp, dns, and ip, in the filter box
of Wireshark. Wireshark can use multiple filters at a time.

Some of the display filters in Wireshark are listed below:
= Display Filtering by Protocol
Example: Type the protocol in the filter box: arp, http, tcp, udp, dns, ip
* Monitoring the Specific Ports
O tcp.port==23

O 1ip.addr==192.168.1.100 machine
ip.addr==192.168.1.100 && tcp.port==23

= Filtering by Multiple IP Addresses
O ip.addr == 10.0.0.4 or ip.addr == 10.0.0.5

= Filtering by IP Address
O ip.addr == 10.0.0.4

= Other Filters
O 1ip.dst == 10.0.1.50 && frame.pkt_len > 400

O ip.addr == 10.0.1.12 && icmp && frame.number > 15 &&
frame.number < 30

0 ip.src==205.153.63.30 or ip.dst==205.153.63.30
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Additional Wireshark Filters

! (arp or icmp or dns)

tcp.flags.reset==1
= 4 06 Masks out arp, icmp, dns, or other protocols and
Displays all TCP resets : ; .

allows you to view traffic of your interest

tep.port == 4000
Sets a filter for any TCP packet with 4000 as a
source or destination port

Sets a filter for the HEX values of 0x33 0x27 Ox58 at

udp contains 33:27:58 u A
any offset

03 http.request | 08 tcp.port eqg 25 or icmp
Displays all HTTP GET requests Displays only SMTP (port 25) and ICMP traffic

ip.src==192.168.0.0/16 and
04 tcp.analysis. Retransmission 09 ip.dst==192.168.0.0/16
Displays all retransmissions in the trace Displays only traffic in the LAN (192.168.x.x),
between workstations and servers — no Internet

b ead traff; ip.src !'= XXX.XXX.XXX.XxXx &&
contains traffic

.p ) ip.dst !'= xXxXX.XXX.XXX.XxXX && sip

Displays all TCP packets that contain the word 1 0 Filter by a protocol ( e.g., SIP ) and filter out

“traffic” 8-

unwanted IPs

Copyright © by EG-Couneil. All Rights Reserved. Reproduction is Strictly Prohibited.

Additional Wireshark Filters
Source: https://wiki.wireshark.org
Some examples of additional Wireshark filters are listed below:
" tcp.flags.reset==
Displays all TCP resets
" udp contains 33:27:58
Sets a filter for the hex values of 0x33 0x27 0x58 at any offset
" http.request
Displays all HTTP GET requests
" tcp.analysis.retransmission
Displays all retransmissions in the trace
" tcp contains traffic
Displays all TCP packets that contain the word “traffic”
" !(arp or icmp or dns)

Masks out arp, icmp, dns, or other protocols and allows you to view the traffic of your
Interest

" tcp.port == 4000

Sets a filter for any TCP packet with 4000 as a source or destination port
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" tcp.port eq 25 or icmp
Displays only SMTP (port 25) and ICMP traffic
" jip.src==192.168.0.0/16 and ip.dst==192.168.0.0/16

Displays only traffic in the LAN (192.168.x.x), between workstations and servers—no
Internet

" ip.src != XXX.XXX.XXX.XXX && 1p.dst '= xxx.xxx.xxx.xxx && sip

Filters by a protocol (e.g., SIP) and filters out unwanted IPs
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_ NI‘onitho:ring and nalyzing FTP Traffic

bt _ T N —— ¢
A R 1 -
:'L"II'. :; -
I i | i = 'II
‘u 3 B i % |l‘ N
| : b g
. ‘ 4
i
T

« A

{- File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help A
O FTPis used to g4 mae X0 SemES ¥ = = QQAQE '
transfer files over (W fp BHE] -]
TCP, and its default No. _ TimSource Destination _ Protocol Lengttinfo
; 024 4. 10.10.10.50 18.168.10.16 TCP 66 36648 - 21 [JACK] Seq=1 Ack=28 Win=64256 Len=0 TSval=
port Is 21 609 5. 10.10.10.50 10.10.10.16 FTP 86 Reguest: USER Administrator
r 510 5. 10.10.10.1¢6 .10.10.5¢ - i - 30648 [ACK] Seq=28 Ack=21 Win=2108160 Len=0 TSv
= 4 611 5. 10.10.16.16 10.16.10.50 FTP 89 Response: 331 Password required
J FTP sends data in a ICP ; = k=51 Win=64256 Len=0 TSval
10.10.10.560 10.16.10.16 FTP 82 Request: PASS admin@123
cleartext format - 10.10.10. .10.10. TCP = €q=51 Ack=37 Win=2108160 Len=0 TSv
685 6. 10.10.18.16 10.10.16.50 FTP 87 Response: 2308 User logged in.
. 686 6.. 10.10.106.50 10.10.10.16 TCP 66 36648 - 21 [ACK] Seq=37 Ack=72 Win=64256 Len=08 TSval
4 Use the ftp filter to [TCP Segment Len: 26]
Sequence number: 1 (relative sequence number)
ChECk WhEthEl" an‘{ [Next sequence number: 21 (relative sequence number)]
- Acknowledgment number: 28 (relative ack number)
unauthorized FTP 1000 .... = Header Length: 32 bytes (8)
sessions have been 000 @0 15 5d 53 39 47 00 15 5d 53 39 71 08 00 45 10 ]S96 - 1S9q ‘E
bl h d . h J1 00 48 32 e8 40D 00 40 U6 dr 62 ODa ba Pa 32 Ba ba HZ- @@ ‘b2
established in the 9620 Oa 10 8f 28 00 15 56 1d 68 de ENIEINEL 80 18 +(+ -V hNEEER- -
30 01 T6 01 bl 00 00 01 01 OB Oa 48 02 db 8Be 01 38  +ccvveer » Heoss>
nEtWUrk 40 19 a9 55 53 45 52 20 41 G4 6d 69 Ge 69 73 74 72 ««USER A dministr
\ / J50 61 74 6T 72 6d Ga ator: -
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Monitoring and Analyzing FTP Traffic

FTP offers neither a secure network environment nor secure user authentication. Individuals do
not need authentication to access an FTP server in a network. This provides an easy method for
attackers to enter the network and access resources. FTP does not provide encryption in the
data transfer process, and the data transfer between the sender and receiver is in plain text.
Consequently, critical information such as usernames and passwords are exposed to attackers.
The implementation of FTP in an organization’s network leaves the data accessible to external
sources. Deploying FTP in a network can lead to types of attacks such as FTP bounce, FTP brute
force, and packet sniffing attacks.

Wireshark provides complete information about the FTP traffic on a network for monitoring.
Applying an FTP filter helps detect unauthorized sessions running on the server. Apart from
monitoring the traffic on the FTP server, the existing file contents and file sizes in the server
should be monitored.
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"
File Edit View Go Capture Analyze Statistics Telephnn_g Wireless Tools Help
I e rﬁ! i a  Jdi =
AN g © RN Qe»EFEISE QAQAQE
[N [ftp x]=-1K3
No. Tirn Source Destination Protocol Lengtl' Info S
524 4. 10.10.16.16 TCP 66 36648 - 21 [ACK] Seg=1 Ack=28 Win=64256 Len=0 TSval=

10.10.10.5€
10.10.10.5¢
.

10.10.

e ‘)

16.16 FIP

. J

009 5.

I I

611 5..

10.10.10.16 10.10.10.50
D.10.10.56 0.10, 16 .
10.10.10,
. 10. 10. .10 :
635 6 10.10.10.16 1@ 19 19 59 FTP
686 6.. 19 19 10.50 1@ 4@ %B 4@ TCP

- - - —

[TCP Segment Len: 20]
Sequence number: 1 (relative sequence number)
21

28 (relative ack number)

[Next sequence number:
Acknnwledgment number :

Reguest:

86

USER Administrator

ALK eq=4¢ =21 Win=2108160 Len=0 TSv
REEPDHSE 331 Password required
Ack=51 Win=64256 Len=0 TSval

W
-il"ln

89

L L

uest PASS admiuﬁlzs

k=37 Win=2108160 Len=0 TSv

e — Yo 4 - . Eq_ i
87 Response: 230 User logged in.
66 36648 ~ 21 [ACK] Seq=37 Ack=72 Win=64256 Len=0 TSval

- —

(relative sequence number)]

1000 = Header Length: 32 bytes (8)

0P 00 15 5d 53 39 47 00 15
JUIE 00 48 32 e8 40 00 40 06
0e20 ©a 10 8f 28 00 15 56 1d
Uo3de @1 6 01 bl 00 00 01 01
0040 19 a9 55 53 45 52 20 41
oSt 61 74 6F 72 Od Ga

5d 53 39 71 08 00 45 10
df 62 Da Ba Bba 32 BOa Oa
68 4e ENGECNL 80 18
08 Ba 48 B2 db 8e (01 3e
64 6d 69 6e 69 73 74 72

159G - ]SQq E
-H2 - G @ g TR
e T hﬂﬁﬁﬁl
............. >

- +USER A dminiﬁtr

Etﬂr'*

Figure 17.6: FTP traffic
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Monitoring and Analyzing Telnet Traffic

Telnet can provide access to remote hosts including most network
equipment and operating systems

\ Telnet is not encrypted; the password and all other data are transmitted
as cleartext

Ideally, it should be disabled; enabling it poses huge security risks
to the network

It is essential to check whether any Telnet session is
established within the network O

Copyright © by EG-Couneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Monitoring and Analyzing Telnet Traffic (Cont’d)

telnet.pcap
_Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

. mm— —_—

= = - i o | —
: AR O mEIXE JE=DES ¥ S 5] Q
1 Perform the following to check _ |
. . (W[telnet T
for established Telnet sessions: — —
No. Tim Source Destination Protocol Length Info
I 4 0. 192.168.0.2 192.168.08.1 TELNET 93 Telnet Data ...
5 0. 192.168.8.1 192.168.0.2 TELNET 69 Telnet Data ...
» Go to the Statistics Menu and S : . [ELNET 1 69 Telnel Data ...
C"Ck on Cﬁl'lVEl"SﬂtiﬂﬂS ig g i Wireshark - Conversations - telnet.pcap - 0O X
13 6. 1 .
15 8. 1 Ethemet-1 IPv4-1 IPv6 | TCP-1 | UDP
17 6. 19 addressA ~ PortA  AddressB _ PortB  Packets Bytes PacketsA—B  E
» Go to the TCP tab and select ég 3“‘ i 1192.168.0.2 1550 192.168.0.1 -
the appropriate Telnet 220. 1 -
: : . : 23 0. 1 Wireshark - Follow TCP Stream (tcp.stream ec
communication indicated by 25 0. 1
; 27 6. 1 . ) | T T Rk H..'!E..'}‘&....;l ........ S P P, .
1 —— | TP T g PR . ol R By e #,
pﬂrt 23 and CIICk FDIIOW e omp—— - ’ 9600, 9600, . . .#.bam.zing.org:@8.@....'..DISPLAY.bam.zing.org:0.0. ...
» Frame 4: 93 Limit to dis] color............. s R
Stream... » Ethernet II OpenBSD/1386 (oof) (ttyp2)
v Internet Pr Copy ~H [aogin: rake
¢ie¢ ... 00O E6..... Password:user
. v o oo 010T-="nHeaver-rengtn:ze “?195'1371 . o
» The Telnet traffic and the » Differentiated Services Field: @x10 (DSK |yarning: no Kerberos tickets ssued. 0 | oo o-oind-ord
; . . Total Length: 79 OpenBSD 2.6-beta (0OF) #4: Tue Oct 12 20:42:32 CDT 1999
CrEdEntlals WI” be VIEWBblE b fn:3] wWelcome to OpenBSD: The proactively secure Unix-like operating sys
i ' : 3 Pl th dbug(1) utility t t b in th tem.
in cleartext 0010 60 4f 46 3e 40 00 40 @Y 73 07 cO a8 00 | parore reporting a bug, plesse try fo reproduce St with the latest
version of the code. With bug reports, please try to ensure that
‘ ' enough information to reproduce the problem is enclosed, and if a
known fix for it exists, include that as well.
$ /shinSping www .vahoo.com

Copyright © by EG-Gouncil. All Rights Reserved. Reproduction is Strictly Prohibited.

Monitoring and Analyzing Telnet Traffic

The Telnet protocol works on a client—server model. It provides access to remote network
equipment and OSes. The data transferred through Telnet is not encrypted, making it easy for
intruders to eavesdrop. If a person has access to a network device with Telnet configured, they
can gain access to the network and user account information. Generally, Telnet should be
disabled in an organization.
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Telnet is a session-oriented protocol, which implies that the connection must be open for the
entire session. Attackers can use Telnet open sessions to perform a network security breach.
Therefore, security professionals should monitor Telnet sessions (if any) running on their
network. Timely monitoring of Telnet sessions through Wireshark can greatly minimize the risk
for network intrusion.

telnet.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR om0 Se=>2Es ¥

No. Tim Source Destination Protocol Lengtl Info
Il 4 0. .168.0.2 .168.0.1 TELNET 93 Telnet
© 0.. 192.168.0.1 192.168.0.2 TELNET 69 Telnet Data ...
7 0. 192.168.0.2 192.168.0.1 TELNET 69 Telnet Data ...
9 0.. 192.168.0.1 192.168.0.2 TELNET 91 Telnet Data ...
10 0.. 192.168.0.2 192.168.0.1 TELNET 130 Telnet Data ...
12 0.. 192.168.0.1 192.168.90.2 TELNET 84 Telnet Data ...
13 0.. 192.168.0.2 192.168.0.1 TELNET 75 Telnet Data ...
15 0.. 192.168.0.1 192.168.0.2 TELNET 90 Telnet Data ...
17 0.. 192.168.0.2 192.168.0.1 TELNET 151 Telnet Data ...
19 0.. 192.168.0.1 192.168.0.2 TELNET 69 Telnet Data ...
20 0.. 192.168.0.2 192.168.0.1 | 69 Telnet Data ...
22 0.. 192.168.0.1 192.168.0.2 TELNET 78 Telnet Data ...
23 0.. 192.168.0.2 192.168.0.1 TELNET 72 Telnet Data ...
25 0.. 192.168.0.1 192.168.0.2 TELNET 81 Telnet Data ...
27 0.. 192.168.0.1 192.168.0.2 TELNET 98 Telnet Data ...
201 102 1R A 1 102 1R8 A 2 TEINET 72 Talnat Nata

» Frame 4: 93 bytes on wire (744 bits), 93 bytes captured (744 bits)
» Ethernet II, Src: Lite-OnU_3b:bf:fa (00:a@:cc:3b:bf:fa), Dst: WesternD_9f:a0:97 (00:(
v Internet Protocol Version 4, Src: 192.168.0.2, Dst: 192.168.0.1

0160 .... = Version: 4

.... 0101 = Header Length: 20 bytes (5)

» Differentiated Services Field: ©0x10 (DSCP: Unknown, ECN: Not-ECT)
Total Length: 79
Identification: Ox463e (17982)

» Flags: Ox4000, Don't fragment
010 00 47 46 3e 40 00 40 73 07 cO a8 00 02 cO a8 OF>@0 @ s+ -+

Figure 17.7: Telnet traffic
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* Perform the following to check for established Telnet sessions:
o Go to the Statistics Menu and click on Conversations.

o Go to the TCP tab and select the appropriate Telnet communication indicated by
port 23 and click Follow Stream...

|
Wireshark - Conversations - telnet.pcap - O N

Ethernet-1  IPvd-1  IPv6 | TCP: 1 | UDP

Address A ~ Port A Address B Port B Packets Bytes Packets A -+ B E
192.168.0.2 1550 192.168.0.1 92

1 »

Limit to display filter Absolute start time | Conversation Types ~

Copy ~ |Follow Stream... Graph... Close Help

Figure 17.8: TCP tab

o The Telnet traffic and the credentials will be viewable in cleartext.

Wireshark - Follow TCP Stream (tcp.stream e«

............. ban an wenselbailissnadaumanien s bue se vineowssPy
........................ Nenssns wuny ols sl sfeslle sle sPen «nunueie

DOEDE . s s asans s L e s SRR el e s ki e
OpenBSD/1386 (oof) (ttyp2)

login: fake

Password:user

...... Last login: Sat Nov 27 20:11:43 on ttyp2 from bam.zing.org
warning: no Kerberos tickets 1issued.

OpenBSD 2.6-beta (OOF) #4: Tue Oct 12 20:42:32 CDT 1999
wWelcome to OpenBSD: The proactively secure Unix-like operating sys

Please use the sendbug(l1) utility to report bugs in the system.
Before reporting a bug, please try to reproduce it with the latest
version of the code. With bug reports, please try to ensure that
enough information to reproduce the problem is enclosed, and if a
known fix for it exists, include that as well.

$ /sbin/ping www.yahoo.com

Figure 17.9: Cleartext credential in telnet traffic
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Monitoring and Analyzing HTTP Traffic

A Capturing from eth0
D ThE' HTTP SEﬂdS infﬂrmaﬁon in plain Eile Edijf View Go Capture Analyze Statistics Telephony Wireless Tools Help
text [ Welc RN QEeEwmEF S - = QQQaF
| I [ http contains luxurytreats
J Monitor and analyze HTTP traffic for o L Desiioaticn Bstocol lLeagt kfo

] ] D Pre oment not tured] POST HT T
96 4. 10.10.16.79 16.10.168.16 HTTP 1321 POST / HTTP/1.1 (application/x-www-fTorm-urlencode

the fDIwaing purposes. 4 100 4. 10.10.10.79 10.16.10.16 HTTP 644 GET /UserMain.aspx HTTP/1.1

183 4. 18.18.168.79 160.10.109.186 HTTP 559 GET /img/main-bg44.jpg HTTP/1.1

* Check whether any sensitive | 10, |  ravioi seguan sl
infgrmation IS sent Using HTTP ' 126 4.. 10.10.10.79 10.16.10.16 589 GE! /fonts/glyphicons-halflings-reqular.ttf HTTP/1

= Detect malicious traffic

* Check the traffic against a policy
violation

- DEtECt ElpphCEItIOnS USIng :-- HFLii?]r?naEIE];i_ iﬁi{ﬂ;ﬁsapplicatinnfx—ww—fnrm—urlencnded
- - F i : "__ EVENTTARGET" = "
unnecessary/restricted services Suiod i g

HT

b

» Form item: "__EVENTARGUMENT" = ™"
» Form item: "__ VIEWSTATE" = "/WEPDWULLTEGNTUyODQ2NjAPZBYCZg9kFgICAWOkFgICBWIkFgICAWBPFgIeB1Zpc21ibGVnZGRYAQUe
b Form item: "_ VIEWSTATEGENERATOR" = "98659987"

» Form item: "__EVENTVALIDATION" = "/wEdAAVhEHQLzx]
b Form item: "ctl@B63BodyContentPlaceholder$txtjemail™ = "bob"
»
b
b

x1ZTCTuzSQBdbYvrXYBjX6BYpilusUxX1GEB3oNLA

d Use the http filter to check the
specific HTTP traffic

Form item: "ctlO8$BodyContentPlaceholder$txt |password"” = "Passwlrd"
Form item: "ctl@@%BodyContentPlaceholder3btnjlogin™ = "Login"

Form item: "email" = ""
FCemem 4 Fmm

LI, T T T
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Monitoring and Analyzing HTTP Traffic

Applications implementing HTTP send data in cleartext. Implementing HTTP can pose security
risks to the organization as sensitive information such as usernames and passwords are sent
over as HTTP requests. The attacker can easily sniff the traffic and steal sensitive information
for malicious use. Therefore, security professionals must ensure that their HTTP traffic is sent
over an encrypted protocol such as HTTP Secure (HTTPS). Simultaneously, they should monitor
applications and ensure that they do not send data over HTTP. Monitoring the HTTP traffic also
helps detect the volume of HTTP traffic in the network. It also helps detecting malicious traffic,
policy violation attempts, applications using unnecessary/restricted services.

Use the http filter to check the specific HTTP traffic.
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k

Exam 212-82

Capturing from ethO

f-i_lé _g_t':ii;c_ fi-ew éu 'Qap_ture éna_luyze Eia_t-:i'ﬁﬁ'cs ?éleph'ung _ﬁi're_les's fﬂdiﬁ He-l_p

163 4.. 10.10.10.79

File Data: 675 bytes

1@.16.1@.?9 1&.1@.1@.16 o89 GET ffnntsfglyphicuns-halflings-regular.ttf HTTP/1

B mMXCO QesmEZ4 IS5 QAQQH
http contains luxurytreats
No. Tim Source Destination Protocol Lengtl Info

10.10.10.79  10.10.10.16 HTTP 1321 POST / HTTP/1.1 (application/x-www-form-urlencode
L 100 4. 10.10.10.79 10.10.10.16 HTTP 644 GET /UserMain.aspx HTTP/1.1
10.10.10.16 HTTP 550 GET /img/main-bgdd.jpg HTTP/1.1

v HTML Form URL Encoded: application/x-www-form-urlencoded

» Form item: "__EVENTTARGET" = ""

» Form item: “__ EVENTARGUMENT" = ""

» Form item: "__ VIEWSTATE" = "/WEPDWULLTEGNTUyODQ2NjAPZBYCZgO9kFgICAwWIKkFgICBWOkFgICAWBPFgIeB1Zpc21ibGVnZGQYAQUe
» Form item: "__ VIEWSTATEGENERATOR" = "90059987"

» Form item: "__EVENTVALIDATION" = "/wEdAAVh6HdIhxSdafrtQxZSIMEQYW/Bx1Z7TC7uzSQBAbYvrXYBjX6BYpiusUxX1GB3oNtA
p Form item: "ctlOO%BodyContentPlaceholder$txtjemail"” = "bob"

» Form item: "ctlOO$BodyContentPlaceholder$txt |password” = "PasswOrd"

» Form item: "ctlOO$BodyContentPlaceholder$btnjlogin" = "Login"

» Form 1item: “email" = "" L J

9 Farm 9 F/ame mm e —  FF
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Figure 17.10: Cleartext credential in HTTP traffic
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Network Sniffers for Network Monitoring

e
tcpdump is a command-line network analyzer or a
° tcpdump packet sniffer that helps in capturing and analyzing Riverbed Packet Analyzer Plus
network traffic . https://www.riverbed.com

-

i root@ubuntu: /home/ubuntu €l = - 0O &

root@ubuntu: /home fubuntu#|tcpdump -i any OmniPeek

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode - https://www.liveaction.com
listening on any, link-type LINUX SLL (Linux cooked), capture size 262144 bytes '
00:11:47.080445 IP localhost.mdns > 224.0.0.251.mdns: © [2q] PTR (QM)? _ipp._tcp
.local. PTR (QM)? _1ipps._tcp.local. (45)

00:11:47.106072 IP localhost.33784 > localhost.domain: 44936+ [lau] PTR? 251.6.0
.224.in-addr.arpa. (53)

Observer Analyzer
90:11:47.106763 IP ubuntu.43582 > gateway.domain: 54303+ [lau] PTR? 251.0.0.224 b y

.in-addr.arpa. (53) : https://www.viavisolutions.com
.109566 IP _gateway.domain > ubuntu.43582: 54303 NXDomain ©/1/1 (110)

.111851 IP ubuntu.43582 > _gateway.domain: 54303+ PTR? 251.0.0.224.1in-ad
. (42)
.117485 IP _gateway.domain > ubuntu.43582: 54303 NXDomain 0/1/0 (99) .
:11:47.119111 IP localhost.35287 > localhost.domain: 61525+ [lau] PTR? 53.0.0. : SolarWinds DEEP Packet
127.1in-addr.arpa. (52) : K "3 Inspection and Analysis
:11:47.909735 IP6 ubuntu.mdns > ff@2::fb.mdns: © [2q] PTR (QM)? _ipps._tcp.loc L https://www.solarwinds.com
. PTR (QM)? _ipp._tcp.local. (45) -
910452 IP localhost.42133 > localhost.domain: 27298+ [1au] PTR? b.f.0.0
B.f.f.1p6.arpa. (101)
:11:47.911456 IP ubuntu.36331 > gateway.domain: 20696+ [lau] PTR? b.f.0.0.06.0 : e )
.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.2.0.f.f.ip6.arpa. (101) : EOER Xplico
: .914304 IP _gateway.domain > ubuntu.36331: 20696 NXDomain ©/1/1 (165) “ _._1_;.-.; https://www.xplico.org
- .915164 IP ubuntu.36331 > gateway.domain: 20696+ PTR? b.f.0.0.0.0.0.0.0 - '
.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.2.0.F.f.ip6.arpa. (90) hitps//www.tcpdump.org
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Network Sniffers for Network Monitoring
= tcpdump
Source: https://www.tcpdump.org

tcpdump is a command-line network analyzer or a packet sniffer. Security professionals
can use this utility for network monitoring and analysis.

Q root@ubuntu: /home/ubuntu F =

root@ubuntu: /home/ubuntu#| tcpdump -1 any

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Listening on any, link-type LINUX SLL (Linux cooked), capture size 262144 bytes
00:11:47.080445 IP localhost.mdns > 224.0.0.251.mdns: © [2q] PTR (QM)? ipp. tcp
.local. PTR (QM)? _1ipps. tcp.local. (45)

00:11:47.106072 IP localhost.33784 > localhost.domain: 44936+ [1lau] PTR? 251.0.0
.224.in-addr.arpa. (53)

00:11:47.106763 IP ubuntu.43582 > gateway.domain: 54303+ [1au] PTR? 251.0.0.224
.in-addr.arpa. (53)

00:11:47.109566 IP gateway.domain > ubuntu.43582: 54303 NXDomain 0/1/1 (110)
00:11:47.111851 IP ubuntu.43582 > gateway.domain: 54303+ PTR? 251.0.0.224.in-ad
dr.arpa. (42)

00:11:47.117485 IP gateway.domain > ubuntu.43582: 54303 NXDomain 0/1/0 (99)
00:11:47.119111 IP localhost.35287 > localhost.domain: 61525+ [1au] PTR? 53.0.0.
127.in-addr.arpa. (52)

00:11:47.909735 IP6 ubuntu.mdns > ffO2::fb.mdns: © [2q] PTR (QM)? 1ipps. tcp.loc
al. PTR (QM)? 1ipp. tcp.local. (45)

00:11:47.910452 IP localhost.42133 > localhost.domain: 27298+ [1au] PTR? b.f.0.0
.0.6.6.0.0.6.6.0.86.0.0.0.0.0.0.0.0.0.0.0.0.0.0.06.2.6.T.T.\p6S.arpa. (161)
00:11:47.911456 IP ubuntu.36331 > gateway.domain: 20696+ [lau] PTR? b.f.0.0.0.0
.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.2.0.f.f.1p6.arpa. (101)
00:11:47.914304 IP gateway.domain > ubuntu.36331: 20696 NXDomain 0/1/1 (165)
00:11:47.915164 IP ubuntu.36331 > gateway.domain: 20696+ PTR? b.f.0.0.0.0.0.0.0
.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.2.0.f.f.1p6.arpa. (90

Figure 17.11: Screenshot of tcpdump
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Some additional network sniffing tools are as follows:

Exam 212-82

= Riverbed Packet Analyzer Plus (https://www.riverbed.com)

*  OmniPeek (https://www.liveaction.com)

= QObserver Analyzer (https://www.viavisolutions.com)

= SolarWinds Deep Packet Inspection and Analysis (https://www.solarwinds.com)

= Xplico (https://www.xplico.org)
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Network Monitoring Tools

PRTG G
A network monitoring software that supports remote
Network ; .
: management using any web browser or smartphone, * SolarWinds Network
Monitor :

Performance Monitor
https://www.solarwinds.com

various notification methods, and the monitoring of
multiple locations

ManageEngine OpManager

https://www.manageengine.com

Capsa Free Network Analyzer
https://www.colasoft.com

Monitis Network Monitoring

Solution
https://www.monitis.com

3 Conires ions

Nagios Network Analyzer
https://www.nagios.com

Add Toplist

https://www.paessler.com *
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Network Monitoring Tools

PRTG Network Monitor
Source: https://www.paessler.com

PRTG Network Monitor is a network monitoring software that supports remote
management using any web browser or smartphone, various notification methods, and
the monitoring of multiple locations. A security professional can use this utility for
availability, usage, and activity monitoring, and it covers the entire range from website
monitoring to database performance monitoring.

It helps in the following:

o Avoid bandwidth and performance bottlenecks.

o ldentify applications or servers using up the available bandwidth.

o Instantly identify sudden spikes caused by malicious code.

o Reduce the costs of purchasing additional hardware and bandwidth.

PRTG can collect data for almost anything of interest on the network. It supports
multiple protocols for collecting data:

o Simple Network Management Protocol (SNMP) and Windows Management
Instrumentation (WMI)

o Packet sniffing

o NetFlow, IP Flow Information Export (IPFIX), jFlow, and sFlow
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Figure 17.12: Screenshot of PRTG Network Monitor
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Figure 17.13: Performance monitoring using PRTG Network Monitor
Some additional network monitoring tools are as follows:
» SolarWinds Network Performance Monitor (https://www.solarwinds.com)
* ManageEngine OpManager (https://www.manageengine.com)
= (Capsa Free Network Analyzer (https://www.colasoft.com)
* Monitis Network Monitoring Solution (https://www.monitis.com)

* Nagios Network Analyzer (https://www.nagios.com)
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Module Summary

This module has discussed the need for and advantages of network
traffic monitoring

B

[y

It has discussed the network traffic signatures

It has also discussed the categories of suspicious traffic signatures

This module also discussed the attack signature analysis techniques
and network monitoring for suspicious traffic

&

Finally, this module ended with an overview of various network
monitoring tools

[y

In the next module, we will discuss on network logs monitoring and
analysis in detalil
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Module Summary

This module has discussed the need for and advantages of network traffic monitoring. It has
discussed the network traffic signatures. It has also discussed the categories of suspicious traffic
signatures. This module also discussed the attack signature analysis techniques and network

monitoring for suspicious traffic. Finally, this module ended with an overview of various
network monitoring tools.

In the next module, we will discuss on network logs monitoring and analysis in detail.

Module 17 Page 2062 Certified Cybersecurity Technician Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




	2037.pdf (p.1)
	2038.pdf (p.2)
	2039.pdf (p.3)
	2040.pdf (p.4)
	2041.pdf (p.5)
	2042.pdf (p.6)
	2043.pdf (p.7)
	2044.pdf (p.8)
	2045.pdf (p.9)
	2046.pdf (p.10)
	2047.pdf (p.11)
	2048.pdf (p.12)
	2049.pdf (p.13)
	2050.pdf (p.14)
	2051.pdf (p.15)
	2052.pdf (p.16)
	2053.pdf (p.17)
	2054.pdf (p.18)
	2055.pdf (p.19)
	2056.pdf (p.20)
	2057.pdf (p.21)
	2058.pdf (p.22)
	2059.pdf (p.23)
	2060.pdf (p.24)
	2061.pdf (p.25)
	2062.pdf (p.26)
	2063.pdf (p.27)
	2064.pdf (p.28)
	2065.pdf (p.29)
	2066.pdf (p.30)
	2067.pdf (p.31)
	2068.pdf (p.32)
	2069.pdf (p.33)
	2070.pdf (p.34)
	2071.pdf (p.35)
	2072.pdf (p.36)
	2073.pdf (p.37)
	2074.pdf (p.38)
	2075.pdf (p.39)
	2076.pdf (p.40)

