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Module Objectives

Most Internet users encounter certain failures or defects when using a network or while
working on a system. These interruptions must be resolved as soon as possible to prevent any
possible damage. Therefore, it is necessary to identify the problem first and then fix it.
Troubleshooting a network is more effective than attempting various random methods as it
focuses on targeting individual network components and testing each component; the process
can also be documented for future use. This module discusses various network issues and the
techniques and tools used for network troubleshooting.

At the end of this module, you will be able to do the following:
* Understand the importance of network troubleshooting
= Understand basic network issues
= Explain how to troubleshoot network issues

= Use various tools and utilities to troubleshoot network issues
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This section discusses common network issues and various troubleshooting techniques to

resolve them.
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[ Troubleshooting is the process of finding issues in a
computer network and diagnosing them

Troubleshooting

Typical Network Issues

Q Physical Connection Issues Connectivity Issues Q Configuration Issues

» Network connectivity issues due to » Network failure or faulty configuration » Misconfiguration of DHCP and DNS
faulty or loose connection of cables of ports or interfaces in LAN and WAN, settings, causing routing issues that
which may affect the connectivity to the result in communication failure

host server

Q Software Issues - Traffic Overload issues Network IP Issues

» Incompatible software and version » Network behavior changes when traffic » Improper IP settings, subnet mask, and
mismatch, leading to disruptions of the exceeds the capacity of the network routing at the source, resulting in the
transmission of IP data packets between devices interruption of communication with the
the source and destination destination IP

Copyright © by EG-Couneill. All Rights Reserved. Reproduction is Strictly Prohibited.

Troubleshooting

Troubleshooting is the process executed by network engineers/administrators to find issues in
a computer network and diagnose them to enhance the network performance. It comprises
systematic measures and processes to identify, diagnose, and resolve network issues to recover
normal network operations on end nodes. Troubleshooting is primarily performed by network

engineers/administrators. The process of troubleshooting can be performed manually or by
using automated tools (network diagnostic software).

Some of the processes involved in network troubleshooting are as follows:
* Finding and resolving the faulty network connection of a system
* Configuring network devices (routers, switches, etc.)
* |nstalling physical equipment (cables, Wi-Fi devices, etc.)
* Updating firmware devices
" Removing viruses using antivirus software
* Adding, configuring, and reinstalling devices
Typical Network Issues
The issues that generally occur in a network are as follows:

* Physical connection issues: These issues occur due to faulty, shortened, or damaged
cables in a network. For example, cut cables, incorrect cable connections, and connector
problems may result in poor network connectivity.
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"= Connectivity issues: These issues are caused by faulty/physical shutting down of the
port or interface on which devices are connected in a LAN or WAN. For example, the
malfunction of a hub, router, or switch may affect the network connectivity with the
host server.

* Configuration issues: These issues occur due to the faulty configuration of DHCP and
DNS settings, routing issues, IP looping, etc. and may result in communication failure.

= Software issues: These issues are caused by software compatibility issues and
mismatched software versions. These may result in the interruption of the transmission
of IP data packets between the source and destination.

* Traffic overload issues: These issues occur due to traffic that exceeds the normal
capacity of a network device. For example, transfers of an excessive amount of
information due to a poor network setup may result in abnormal network behavior or
slow connectivity.

= Network IP issues: These issues are caused by the faulty configuration of IP addresses,
subnet masks, and routing at the source and may result in interruption in reaching the
destination IP through the network.
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Basic Network Issues: Unreachable Networks

Echo Request/Reply When host is up
J An ICMP destination unreachable message is sent

in the case of the following:

v The host or port is unreachable
v The network is unreachable
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Echo = Type 8; Echo Reply = Type 0
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Basic Network Issues: Unreachable Networks
Network communication depends on certain basic conditions being met.
* Sending and receiving devices must have the TCP/IP protocol stack properly configured:
o The IP address and subnet mask must be properly configured.

o A default gateway must also be configured if datagrams are to travel outside of the
local network.

= A router must also have the TCP/IP protocol stack properly configured on its interfaces,
and it must use an appropriate routing protocol.

* |f these conditions are not met, then network communication cannot occur.
* The following are examples of problems:

o The sending device may address the datagram to a non-existent IP address.

o The destination device is not connected to its network.

o The router’s connecting interface is down.

o The router does not have the information necessary to find the destination network.
= An ICMP destination unreachable message is sent in the case of the following issues:

o Host or port unreachable

o Network unreachable
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Figure 16.1: Unreachable Destination
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Figure 16.2: Unreachable-Destination Problems arising when Specific Conditions are not Met

ICMP Echo (Request) and Echo Reply

An ICMP echo request is a query-based ICMP message that helps in diagnosing a network. By
using this message, a system in the network can be tested to verify whether it is ready for data
transmission. To do so, the first system that wishes to communicate with another system sends
an ICMP echo request message. If the second system is ready for the communication, it
responds with an ICMP echo reply message.

Format of ICMP Echo Requests and Replies
The figure shows the fields in an ICMP echo request/reply.
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Identifier Sequence Number

Optional

Figure 16.3: Format of an ICMP Echo Request/Reply
Each field in the ICMP echo request/reply format is described below.

* Type (1 byte): This field defines the type of the ICMP message. For an ICMP echo
request, its value is 8, and for an ICMP echo reply, its value is O.

* Code (1 byte): This field does not define anything for these message types; therefore, it
Is set to 0.

* Checksum (2 bytes): This field defines a checksum for the ICMP header.
* |dentifier (2 bytes): This field is used to compare echo request and echo reply messages.

* Sequence number (2 bytes): This field contains a number for comparing echo request
and echo reply messages.

* Optional (variable): This is an optional field that contains information about the
message.

ICMP echo requests and replies can be sent through the ping command. This command
provides important information such as how many echo request messages were pinged, the
message size, and how many responses were received.

Type (8 bits) Code (8 bits) Checksum (16 bits)

Parameters

Data......... .

Echo = Type 8; Echo Reply = Type 0

Figure 16.4: ICMP Echo and Response

Ethernet Header IP Header ICMP Message Ether.
(Layer 2) (Layer 3) (Layer 3) Tr.
Ethernet E;:E:::t e Source IP Add. . -
Destination e 2 Dest. IP Add. ﬂ";':*’a Code 0 Checksum ID Nu:; Data FCS
Address (MAC) (MAC) ype Protocol Field :

v
IP Protocol Field = 1
The echo request message is typically initiated using the ping command

Figure 16.5: ICMP Frame
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Figure 16.6: Echo Request/Reply When host is up

BN C\WINDOWS\system32\cmd.exe
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Figure 16.7: Echo Request/Reply When host is down
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Basic Network Issues: Destination Unreachable Message

?
$ If a datagram cannot be forwarded to its destination,
ICMP returns a destination unreachable message,
indicating to the sender that the datagram could not
be properly forwarded

§

when packet fragmentation is required to forward a
packet:

» Fragmentation is usually necessary when a datagram is
forwarded from a Token Ring network to an Ethernet
network

» If the datagram does not allow fragmentation, the
packet cannot be forwarded; consequently, a
destination unreachable message is sent

generated if IP-related services such as FTP or web

I
|
|
|
|
|
|
|
I
I
|
|
|
|
|
|
|
I
I
I
|
i
|
|
@ Destination unreachable messages may also be
i
|
I
| services are unavailable
|
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Basic Network Issues: Destination Unreachable Message

We have already discussed the concept of unreachable networks in previous sections. As we
know, IP is a connectionless protocol that does not consider the information being sent. If a
host that IP attempts to send information to is unavailable, this has to be notified to IP. This
notification can be accomplished using ICMP destination unreachable message.

If a datagram cannot be forwarded to its destination, ICMP returns a destination unreachable
message indicating to the sender that the datagram could not be properly forwarded.

A destination unreachable message may also be sent when packet fragmentation is required to
forward a packet:

"  Fragmentation is usually necessary when a datagram is forwarded from a Token Ring
network to an Ethernet network.

= |f the datagram does not allow fragmentation, the packet cannot be forwarded;
consequently, a destination unreachable message is sent.

Destination unreachable messages may also be generated if IP-related services such as FTP or
web services are unavailable.
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(Error Subtype)

Original IP Datagram Portion
(Original IP Header + First 8 bytes of Data Field)

Figure 16.8: Format of an ICMP Destination Unreachable Message

Each field in the ICMP destination unreachable message is described below.

Type (1 byte): This field defines the type of the ICMP message; for a destination
unreachable message, its value is 3.

Code (1 byte): This field defines the reason behind the error, and a series of numbers
represent various types of errors; for example, code 0 represents a network
unreachable error, and code 1 represents a host unreachable error.

Checksum (2 bytes): This field defines a checksum for the ICMP header.
Unused (4 bytes): This field is left blank.

Original datagram portion (variable): This field defines the IP header of the datagram
and the first 8 bytes of the datagram that prompted this error message to be sent.

BN Administrator: Command Prompt — ] >

Figure 16.9: Destination Unreachable Message
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Basic Network Issues: Time Exceeded Message

ICMP Time Exceeded
Type = 11
» ‘ IP Header \
--- 4-bit | 3 pit Header 8.bit Type of
Parameters ion i Service (TOS)

Data..........

d ATTL value is defined in each datagram (IP packet) == T::':"“”“
[ As each router processes the datagram, it decreases

the TTL value by one

d When the TTL of the datagram value reaches zero, the
packet is discarded

Options (if any)

d ICMP uses a time exceeded message to notify the
source device that the TTL of the datagram has been
exceeded

Copyright © by EG-Couneill. All Rights Reserved. Reproduction is Strictly Prohibited.

Basic Network Issues: Time Exceeded Message

In huge networks with hundreds of interconnected devices, the packet delay is a common

problem. This delay might be caused by too many routers to choose the shortest path, router
issues, router loop, etc.

The router loop problem arises in the following kind of scenario:
" Let there be two networks exchanging information.

* The first network sends a packet to router R1, and R1 must choose the shortest path to
reach the second network.

* R1chooses router R2 as the shortest path and sends the packet to it.
* R2 chooses router R3 as the shortest path and sends the packet to it.
* R3 chooses router R1 as the shortest path and sends the packet to it.

* Likewise, the packet loops around these routers indefinitely, causing the router loop
problem.

A router loop is a serious problem that causes packets to loop around a network continuously.
To avoid this kind of overhead, the IP header of a packet contains a time to live (TTL) field that
sets the number of hops the packet can travel. Each time the packet reaches a router, its TTL
value reduces by 1, and the process continuous until TTL = 0. At this moment, the packet loses
its lifetime and expires. The device at which the packet expired, sends an ICMP time exceeded
message to the source machine that sent the packet.
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The figure shows the TTL expiry scenario.

Source Network

Router4 A9
3

Router 6

TTL=1

T Router 2
— ~ ~
- —

TTL=3 Router 5

Router 5 sends
the ICMP Time
Exceeded
message to
Source Network

TTL=2
S =

Router 3 Destination Network

Figure 16.10: TTL Expiry Scenario

There is another scenario that leads to packet expiry and creates an error message. In certain
situations, the IP packet is fragmented into small parts; these fragments choose different
routing paths to reach the destination. It is the duty of the destination machine to join all these
fragments into a full packet after the arrival of all the packets. If a fragment took the shortest
path and reached the destination while the others are yet to reach, the destination host must
wait till it gathers all the fragments. This may cause the destination host to wait for a long or
even indefinite amount of time if any fragments were lost. To avoid such a scenario, the
destination host sets a timer when it collects the first fragment and waits for the others. If this
timer expires, the destination host discards the fragments that it received and sends an ICMP
time exceeded message to the source host.

The ICMP time exceeded message contains the following fields.

* Type (1 byte): This field defines the type of ICMP message; for a time exceeded
message, it is set to 11.

= Code (1 byte): This field defines the reason behind the error, and a series of numbers
represent various types of errors; for example, code 0 represents the expiration of TTL,
and code 1 represents fragment reassembly timeout.

* Checksum (2 bytes): This field defines a checksum for the ICMP header.
* Unused (4 bytes): This field is not used and left blank.

" Original datagram portion: This field contains the IP header and first 8 bits of the IP
packet that was discarded because of the time exceeded error.
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ICMP Time Exceeded
Type =11

Parameters

:  4-bit E3-bitHeader§ 8-bit Type of
: Version i Length : Service (TOS)

16-bit Identification

u
[ ]

8-bit Time-to-Live 8-bit Protocol 16-bit Header Checksum

32-bit Destination IP Address

32-bit Source IP Address

Figure 16.12: IP Header
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Basic Network Issues: IP

Parameter Problem L
\
v

 Devices that process datagrams may not be able to
forward a datagram owing to some type of error in
the header

U This error does not relate to the state of the
destination host or network but still prevents the
datagram from being processed and delivered

O An ICMP type-12 parameter problem message is sent
to the source of the datagram

I

(1] 8 16
ICMP Parameter Problem @ Type(3) Code (0-12) Checksum
Type =12 Unused (must be zero)

Internet Header + First 64 Bits of Datagram
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Basic Network Issues: IP Parameter Problem

Devices that process datagrams may not be able to forward a datagram owing to some type of
error in the header. This error does not relate to the state of the destination host or network
but still prevents the datagram from being processed and delivered. An ICMP type-12
parameter problem message is sent to the source of the datagram.

0 8 16 31
ICMP Parameter Problem = Type (3) Code (0-12) Checksum
Type =12 Unused (must be zero)

Internet Header + First 64 Bits of Datagram

Figure 16.13: IP Parameter Problem

The parameter problem occurs when invalid data exist in the fields of an IP header. In this case,
the device that traced this invalid information from the IP header sends an ICMP parameter
problem message to the source machine that sent the packet. This message contains a pointer
that points to the field that caused the error, instead of error codes.
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The figure shows the format of the ICMP parameter problem message.

0 4 8 12 16 20 24 28 32

- Code

Original IP Header

+

First 8 bits of Data Field

Figure 16.14: Format of an ICMP parameter problem message

Each field of an ICMP parameter problem message is discussed below.

Type (1 byte): This field defines the type of the ICMP message; for parameter problem
messages, it is set to 12.

Code (1 byte): This field defines the reason behind the error.
Checksum (2 bytes): This field defines a checksum for the ICMP header.

Pointer (1 byte): This field defines the cause of this message by pointing to the field that
IS responsible.

Unused (3 bytes): This field is not used and left blank.

Original datagram portion: This field contains the IP header and first 8 bits of the IP
packet that was discarded because of the parameter problem.

Code and Pointer fields of the ICMP Parameter Problem Message:

We have already discussed that the pointer field is used to point out the field that caused the
parameter problem. Generally, the pointer to the field that caused this error message contains
the code value 0. However, to provide a meaningful reason for the generation of the parameter
problem message, two more code values are introduced, as described in the table below.

Code Message Details

0 Pointer for the field It is a common way of showing the error field through

the pointer.
1 Missing mandatory When a required field is missed, this code is indicated.
field The pointer cannot point an empty field.

Invalid size of the datagram packet indicates that the
2 Bad length error is in whole packet but not with a particular field.
Here there is nothing to do with a pointer to a field.

Table 16.1: Pointer and Code fields in an ICMP parameter problem message
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Basic Network Issues: ICMP Control Messages

> “" NS ’ .-‘ Hif \.,_ ‘#

Unlike error messages, control messages are not the result of lost packets or error conditions that
occur during packet transmission

Instead, they are used to inform hosts of conditions such as the following:
v" Network congestion

v" Existence of a better gateway to a remote network
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Basic Network Issues: ICMP Control Messages

Certain values in the type field are used to identify control messages. The code field provides
more information about the message. Unlike error messages, control messages are not the
result of lost packets or error conditions that occur during packet transmission. Instead, they
are used to indicate conditions such as the following.

Instead, they are used to indicate conditions such as the following:

* Network congestion When a router begins buffering packets because of failure to
process and transmit them as quickly as they are absorbed, an ICMP Source Quench
message is generated, which causes the rate of packet transmission to slow down.
Generating too many Source Quench messages can cause further network congestion;
therefore, they are used sparsely.

ICMP collects the source IP from the dropped packet and notifies the source by
transmitting a Source Quench message. Then, the transmission rate is decreased by the
source.

= Existence of a better gateway to a remote network: The ICMP Redirect message
notifies a remote host to transmit packets through a different route. Redirects need to
be sent by gateways only.
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Basic Network Issues: ICIVIP Redirects

ICMP Redirects | Type Code ) |

Parameters

The default gateway sends the ICMP redirect/change
request messages only if the following conditions are met: Data..........

= The interface on which the packet enters the router is the
\ N same as that on which the packet is routed out
=

The router is configured to send redirects — ‘

- 'D The datagram is not source-routed

Copyright © by EG-Couneill. All Rights Reserved. Reproduction is Strictly Prohibited.

The subnet/network of the source IP address is the
same as that of the next-hop IP address of the routed
packet

The route for the redirect is not another ICMP
redirect or a default route

Basic Network Issues: ICMP Redirects

Routers are used for transmitting IP packets from one network to the other; they contain a
routing table that provides the route to a network. Therefore, whenever an IP packet reaches a
host that it does not belong to, the host sends the packet to a router near it. The router takes
the responsibility of sending the packet to the correct host (destination).

ICMP redirect messages are used by routers to inform the host that another router is available
in the same network that can deal with the packet more easily. Let us consider an example to
understand this message more clearly.

Consider three hosts in a network A, B, and C and three local routers X, Y, and Z. If host A
wishes to send an IP packet to host C, it sends the packet to X. Based on the routing table
information, X comes to know that Z is the nearest router to host C and an easy way to route. X
informs host A about this to avoid further communication through this route to host C and
sends an ICMP redirect message to host A. Along with this message, X sends the IP packet to Z
so that the packet is forwarded to its destination.
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Figure 16.15: Schematic of an ICMP redirect message
ICMP Redirect Message Format
The following are the fields in an ICMP redirect message:

= Type (1 Byte): This field defines the ICMP message type; for ICMP redirect messages, it
IS set to 5.

* Code (1 byte): This field defines the reason behind this message.
* Checksum (2 bytes): This field defines a checksum for the ICMP header.

* Internet address (4 bytes): This field defines the address of the router that is local to the
destination for further communication.

* Original datagram portion (variable): This field contains the IP header and first 8 bits of
the IP packet that reached the wrong router.

Type Code ;
Check 16 b
(8 bits) (8 bits) Scksum 116 Biks)

Parameters

Data........ :

Figure 16.16: Format of an ICMP Redirect Message
ICMP Redirects of Type 5 and Code 0-3

The default gateway sends ICMP redirect/change request messages only if the following
conditions are met:

" The router is configured to send redirects.
= The route for the redirect is not another ICMP redirect or a default route.

* The interface on which the packet enters the router is the same as that on which the
packet is routed out.

* The subnet/network of the source IP address is the same as that of the next-hop IP
address of the routed packet.

= The datagram is not source-routed.
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Troubleshooting Network
Issues: IP Problems

Steps for troubleshooting IP related issues

Using tools, locate the devices that raised the issue in
the path of communication

Check the physical connections between the source and
the destination

LAN connectivity faults can raise network connectivity
issues

At each intermediate hop, check whether the router is
working

Ensure the proper configuration settings of the devices
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Troubleshooting Network Issues: IP Problems

Many different types of IP problems can be encountered. The problem may be a
misconfiguration or malfunction in the client or target machine, or there may be an issue with
the DNS or a network issue between the client and source machine. Additionally, there may be
an issue with physical connections. IP problems can be troubleshooted using various tools such
as the ping utility, traceroute, ipconfig, and netstat. These tools help in identifying the area in
the network that has the problem. Once the problem area is isolated, more advanced tools can
be used to resolve the problem.

Steps for troubleshooting IP related issues:
* Using tools, locate the devices that raised the issue in the path of communication
* Check the physical connections between the source and the destination
* LAN connectivity faults can raise network connectivity issues
* At each intermediate hop, check whether the router is working

* Ensure the proper configuration settings of the devices
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L &
Troubleshooting Network Issues: Network Cable is
Unplugged
The network issue called “network cable is unplugged” e Ehernet Conneiion (1) 235V Propesties %
connection correctly General | Advanced v Datais
The following properties are available for this network adapter. Click
. ! " 2 " the ;:mpaty you want to change on the left, and then select its value
The following are potential solutions to this issue: anibwtght
Property: Value:
Erﬁtjc:ana:_;iﬁ DFﬂFad A Auto Negotiation b
ware |imestam —
@ Restart the {:OmpUter Receive Eu;ers ;
Receive Side Scaling
Reduce Speed On Power Down
RSS load balancing profile
Software Timestamp
@ Check the Ethernet network cable
ystem Idie Fower saver
TCP Checksum Offload (IPv4)
TCP Checksum Offload (IPv6)
; Tr it Buff
@ Change the Ethernet Adapter’s Duplex Settings UDP Checksom Offoad (Pv4)
LDP Checksum Offload (IPvE) »
Disable the Ethernet Network Adapter
Update the Network Adapter Driver oK Cancel
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Troubleshooting Network Issues: Network Cable is Unplugged

The network issue called “network cable is unplugged” indicates that the computer is not
detecting an Ethernet connection correctly. This error can be viewed on the desktop or
notification screen. This error is also visible in the status of the Ethernet network connection.
However, this error is not specific to Ethernet; the error can also be observed if a Wi-Fi
connection is being used and would result in failure to connect to the Internet. Once a user
encounters this error on their system, it is likely to occur every few hours/days.

The reason behind this error varies according to the computer configuration. Some computers
face this issue owing to outdated or faulty drivers, whereas other computers show this error
because of a conflict between the computer/application and the connection speed.

The following are potential solutions to this issue.

Restart the Computer

Restart the computer by powering down, wait for a few seconds, and then turn on the
computer. Laptop users must take the following extra step: remove the battery and power
supply cable and, if possible, wait for 10 min. After 10 minutes, reattach the battery, power
supply cable, and start Windows again.

Check the Ethernet Network Cable

Check to ensure that both ends of the Ethernet cable are tight. Connect one end of the cable to
the computer and the other end to the main network device, e.g., a router. If this did not help,
then check whether there is any fault in the cable. Instead of purchasing a new cable, use the
cable with different computers or temporarily swap the Ethernet cable with a good Ethernet
cable.
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Change the Ethernet Adapter’s Duplex Settings

The duplex settings in Windows manage the direction of network communication. For the best
performance, the duplex values are automatically set by Windows. Most users have reported
that duplex settings caused the “network cable is unplugged” error and that their concern was
resolved by changing the duplex settings. To change the duplex settings, follow the steps

below.

= Step 1: Right-click on the Start Menu button and select the Device Manager.
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Apps and Features
Power Options
Event Viewer

System

Device Manager

Network Connections
Disk Management
Computer Management
Windows PowerShell

Windows PowerShell (Admin)

Task Manager
Settings

File Explorer
Search

Run

Shut down or sign out

Desktop

Figure 16.17: Selecting the “Device Manager”
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= Step 2: In the Device Manager, navigate to Network adapters and click on it to expand
the list of network adapters. Browse to the Ethernet Adapter in use (Intel(R) Ethernet
Connection (7) 1219-V). Right-click on the Ethernet Adapter and select Properties.

% Device Manager = L] X
File Action View Help
e MEC HRE B EXE

v & RDDW-059 A
i Audio inputs and outputs
A Computer
- Disk drives
C&l Display adapters
W Firmware
v Human Interface Devices
“= |DE ATA/ATAPI controllers
— Keyboards

a Mice and other pointing devices
[ Monitors
v I? MNetwork adapters
(= Intel(R) Ethernet Connect =~ ™ 710

(¥ Qualcomm Atheros ARS4 Update driver
¥ VMware Virtual Ethernet £ Disable device
¥ VMware Virtual Ethernet £ Uninstall device
&F WAN Miniport (IKEv2)
= Scan for hardware changes
¢ WAN Miniport (IP) g

g5 VAN Mgt 177
& WAN Miniport (L2TP)
& WAN Miniport (Network Monitor)
@ WAN Miniport (PPPOE)
& WAN Miniport (PPTP)
¥ WAN Miniport (SSTP)
§ Ports (COM &LPT)

= Drint Aiisiisc

Figure 16.18 Selecting “Properties” for the Ethernet adapter

= Step 3: In the new window that opens, click on the Advanced button, and under
Properties, navigate to and select Speed & Duplex.

Intel(R) Ethernet Connection (7) [219-V Properties P4

Events Resources Power Management

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value

on the right.
Property: Value:
Protocol NS Offload A Auto Negotiation -

PTP Hardware Timestamp —
Heceive Buffers
Receive Side Scaling

Reduce Speed On Power Down
RSS load balancing profile

Software Timestamp
Speed & Duplex
ystem Idie Fower Saver

TCP Checksum Offload (IPv4)

TCP Checksum Offload (IPv6)
Transmit Buffers

UDP Checksum Offload (IPv4)

UDP Checksum Offload (IPv6) v

==

Figure 16.19: Selecting the “Speed & Duplex” property
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= Step 4: Under the Value heading, change the value to 100 Mbps Half Duplex and then

click OK.
Intel(R) Ethernet Connection (7) 1219-V Properties X
Events Resources Power Management
General Advanced Driver Details

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value

on the right .
Property: Value:
Protocol NS Offload A 100 Mbps Half Duplex R4

PTP Hardware Timestamp
Receive Buffers
Receive Side Scaling

Reduce Speed On Power Down
RSS load balancing profile

Software Timestamg

System |dle Power Saver

TCP Checksum Offload (IPv4)

TCP Checksum Offload (IPvb)
Transmit Buffers

UDP Checksum Offload (IPv4)

LUDP Checksum Offload (IPv6) v

OK Cancel

Figure 16.20: Changing the “Value”

= Step 5: Restart the computer.

Note: If this did not fix the problem, then change the value in Step 4 and check if the problem is
resolved.

Disable the Ethernet Network Adapter

If the user is not using the network adapter, then it is advisable to disable it. This also applies to
computers having built-in Ethernet adapters that run on Wi-Fi networks. To disable the
Ethernet network adapter, perform the following steps:

= Open Control Panel and click on Network and Internet.

Control Panel

1+ 2 { Control Panel ]

Adjust your computer’s settings fiew by: Category

System and SE‘CU!'it}-’ o User Accounts
Review your computer’s status Lot A 9-’~1-r*- account type
' Nange L LML

Save backup copies of your files with File Histon,

Backup and Restore (Windows 7)
e Network and Internet
ta View network status and tasks

=

~~= Programs

-
() :'
i
‘l Uninstall a program

b Appearance and Personalization

r

[

g Clock and Region

Hardware and Sound Change date, time, or number formats

—

¢

View devices and printers .

Aidd » i Ea'sg of Access
Let Windows suggest settings

Optimize visual display

~

Figure 16.21: Control Panel
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= (lick on Network and Sharing Center.
& Network and Internet
e v~ 4 @ > Control Panel » Network and Internet
ettt é
Comtol Panel Home MM Network and Sharing Center
: | -l" View network status and tasks = Connect to a network View network computers and devices }
System and Security S G S S S VS e J
® Network and Internet ‘I.}L Internet Opti{}f‘IS
TR A TIC V= Change your homepage  Manage browser add-ons = Delete browsing history and cookies
Programs aF Infrared
M s iiilic ~  Send or receive a file
Appearance and
Personalization
Clock and Region
Ease of Access
Figure 16.22: Click “Network and Sharing Center”
= (lick on Change adapter settings.
l.h:
< v 4 %* > Control Panel > Network and Internet > Network and Sharing Center
View your basic network information and set up connections
Control Panel Home
B I ——— | View your active networks
{ Change adapter settings ]
Change advanced sharing Network Access type: Internet
settings Private network Connections: | Ethernet
Change your networking settings
'ﬁ. Set up a new connection or network
= up a broadband, dial-up, or VPN connection; or set up a router or access point.
i =1 Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
Figure 16.23: Select “Change adapter settings” Option
= A Network Connections window will open with the available connections. Depending on

the connection the
disable it.

'_E-* MNetwork Connections

A & 3 Control Panel » Network and Internet » Network Connections
Organize ¥ Disable this network device Diagnose this connection Rename this connection View status of this connection Change settings
[ airtel .: Broadband Connection ."'. Ethernet
= "‘:__ - — _ Networl '
3 P &> Fl&altels:[ Q Disable J
. Status
Diagnose

Module 16 Page 1948

user wants to disable, right-click on the icon of the adapter and

® Bridge Connections

Create Shortcut

$ Delete

® Rename

& Properties

Figure 16.24: Disable an Ethernet Connection
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If the “network cable is unplugged” error occurred because of an outdated driver, then
updating the network adapter driver will resolve the problem. To update the network adapter

driver, follow the steps below.

= Right-click on the Start Menu button and select Device Manager.

Apps and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Windows PowerShell

Windows PowerShell (Admin)

Task Manager

Settings

File Explorer
Search

Run

Shut down or sign out

Desktop

Figure 16.25: Go to “Device Manager”

* |n the Device Manager, navigate to and click on Network adapters to expand the list of
network adapters. Browse to the Ethernet adapter in use (Intel(R) Ethernet Connection
(7) 1219-V). Right-click on the Ethernet adapter and select Update driver.

A Device Manager
File Action View Help

s T EC HE B EXGE

v % RDDW-059
iy Audio inputs and outputs
B8 Computer
- Disk drives
Lasi Display adapters
B Firmware
vy Human Interface Devices
== IDE ATA/ATAPI controllers
= Keyboards
@ Mice and other pointing devices
Bl Monitors
v P Network adapters

=¥ Intel(R) Ethernet Connectic

P Qualcomm Atheros AR48 Update driver

F VMware Virtual Ethernet A Disable device

F VMware Virtual Ethernet A
# WAN Miniport (IKEv2)
¥ WAN Miniport (IP)
¥ WAN Miniport (IPvE)
¥ WAN Miniport (L2TP)
I_? WAN Miniport (Network Monitor)
F WAN Miniport (PPPOE)
F WAN Miniport (PPTP)
F WAN Miniport (SSTP)
ﬂ Ports (COM & LPT)

= Prind meniee

Uninstall device
Scan for hardware changes

Properties

Launches the Update Driver Wizard for the selected device.

Figure 16.26: Selecting the “Update driver” Option for “Network adapters”
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= Select Search automatically for drivers. Windows will update to the latest driver for the
Ethernet adapter. After the completion of this process, restart the computer.

B Update Drivers - Intel(R) Ethernet Connection (7) 1219-V

How do you want to search for drivers?

—> Search automatically for drivers

Windows will search your computer for the best available driver and install it on

YOour 3.1':'-. LR =

—> Browse my computer for drivers

Locate and install a driver manually.

Cancel

Figure 16.27 Selecting the option “Search automatically for drivers”
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Troubleshooting Network Issues: Network

Path Cannot Be Found
 The issue of “network path was not found” may arise for the following reasons:

» The network connection does not exist

> The network security settings do not allow sharing F’ '

» The name of the computer with which the connection is to be established is too long ‘

» The connection of system is blocked by firewall or the antivirus software k

Network Error b @ Troubleshooting ]
Windows cannot access \\test v" Verify the shared drive

Ping the IP address of the target computer

Lheck the spelling of the name. OUtherwrie, there mught be a problem wath your network. o

- tify e<oly k probl bk nocse . : .
try to wdentify and rezolve network peoblems, chck Diagne Modify the network security settings

Reinstall the network adapter drive
Enable NetBIOS over TCP/IP
Rename the computer

lfi-*-:,' Hide details Cragnose Cancel

Error code: 20070035
The network path was not found.

LT TR N

Disable the firewall
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Troubleshooting Network Issues: Network Path Cannot Be Found

Error code 0x80070035, “The network path was not found,” appears when hosting a system on
a network to access files from another system without Ethernet.

Network Error ﬂ

Windows cannot access \\test

Lheck the spelling of the name. Utherwsie, there mught be a problem wath your network. (o
try to wentify and resolve network peoblems, chck Dhagnose

1-& Hide detals Lsagnose Lancel

Error code: DsB20070035
The network path was not found.

Figure 16.28: Network error

A few different and unrelated technical problems generate this error. This issue often occurs for
the following reasons:

* The network connection does not exist.
= Network security settings do not allow sharing.
* The name of the computer with which the connection is to be established is too long.

* The connection or system is blocked by firewall or antivirus software.
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Methods to Troubleshoot “The Network Path Cannot Be Found” Error
* Verify the shared drive:

o Right-click the drive that is to be shared and select Properties.

L TLETEIN

v Devices and drives (3) \

ke Flopoy Disk Drive (A:) -+
PPy m  Open

Open in new window

Local Disk (C:)

-

 DVD Drive (D) : ‘
CCSA_XB4FRE_EN-US_DV5 Pin to Quick access

) bytes free of 4.03 GB ® Turn on BitLocker
E Scan with Windows Defender...

Share with >
Restore previous versions

Pin to Start

Format...

Copy

Create shortcut I

Rename

Figure 16.29: Select the Drive to be Shared

o Navigate to the Sharing tab. Click Advanced Sharing... if it says Network Path: Not
Shared under the section Network File and Folder Sharing.

<. Local Disk (C:) Properties p

Security Previous Versions
General Tools Hardware

Network File and Folder Sharing

Network Path:
Not Shared

hars

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options. (

Password Protection

People must have a user account and password for this
computer to access shared folders.

To change this setting, use the Network and Shanng Center.

UGB-‘E F ancey A

Figure 16.30: Share the Selected Drive
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o Tick the box for Share this folder, ensure the Share name is correct, and click Apply
and OK.

o To ensure the drive is shared, open the Run window in the system that needs to
access the drive, type the name of the drive, and click OK.

Run X

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Upen: m

I OK Cancel Browse...

Figure 16.31: Ensure the Drive is Shared

=" Ping the IP address of the target system:

o On the target system, type in the following command in the command prompt.

B C:\Windows\system32\cmd.exe

Microsoft Windows |Version 10.06.15863 |

(c) 2817 Microsoft Corporation. All rights reserved.

13- weadien
NALTNIUOWS

HOST BElE & =& v o o o o o @ 8 2 &
Dﬂimaﬁy Dns Suftfix

Figure 16.32: Execute “ipconfig” Command

o Locate the category IPv4 Address and note down the address (192.168.43.157) here.

Figure 16.33: Locate IPv4
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o Again, type in the Run window \\IPv4 Address\(the drive that is to be accessed).

e

Open:

- Run

X

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

\\192.168.43.157\¢c

Cancel

Browse...

Figure 16.34: Ensure the Drive to be Accessed

o Ensure that the specified drive is the one that is shared (the C drive in this case).

* Modify the network security settings:

In case the above two methods did not work, check whether the problem is with the
network connection.

O

authentication level.

negotiated and click Apply and OK.

O

Try accessing the shared drive now.

|3.
File Action View Help
L ANl 4EREN 7 Ro:

Sh Security Settings
4 Account Policies
v _ g Local Policies
q Audit Policy
» _a User Rights Assignment
7 Security Options
| Windows Defender Firewall with Adve
_ Network List Manager Policies
_| Public Key Policies
| Software Restriction Policies
| Application Control Policies
- S IP Secunty Policies on Local Comp
| Advanced Audit Policy Configu

|| i Network security: Force logoff when logon hours expire

ﬁ 3

., Network access: Shares that can be accessed anonymously Ni
.« Network access: Shaning and securnity model for local accou... Cl

.« Network security: Allow Local System to use computer ident... N

w4, Network security: Allow LocalSystem NULL session fallback
.. Network security: Allow PKU2U authentication requeststot.. N
| Network security: Configure encryption types allowed for Ke... N
. Network security: Do not store LAN Manager hash value on ..,

Policy

: LAN Manager authentication level

Network secur

., Network security: LDAP client signing requirements N
o4 Network security: Minimum session secunty for NTLM 55P ... R
.4, Network security: Minimum session securnity for NTLM SSP ... R
4 Network securty: Restnct NTLM: Add remote server excepti... N

_. Network security: Restrict NTLM: Add server exceptionsint... No
i Network security: Restnict NTLM: Audit Incoming NTLM Traf... No
.., Network security: Restrict NTLM: Audit NTLM authenticatio... No

i, Network securty: Restnct NTLM: Incoming NTLM traffic N

.. Network security: Restrict NTLM: NTLM authentication in thi... No

., Network security: Restrict NTLM: Outgoing NTLM traffic to r... Nu‘
|

.4, Recovery console: Allow automatic administrative logon No

.4 Recovery console: Allow floppy copy and access to all drives... No
o, Shutdown: Allow system to be shut down without having to...

Chiddrwn: Claar virbiial meamare nanafila
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Double-click Local Policies/Security Options/Network security: LAN Manager

From the drop-down menu, select Send LM & NTLM-use NTLMv2 session security if

Network security: LAN Manager authentication level Prop... 7

Local Security Setting  Explain
j‘ Network securty: LAN Manager authentication level

Send LM & NTLM - use NTLMv2 session security f negotiated v

Modifying this setting may affect compatibilty with clients, services,
and applications.

For more information, see Network securty LAN Manager
authentication level. (Q823659)

A

X

Figure 16.35: Modify Network Security Settings
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= Reinstall network adapters

o Connect the computer to the Internet with a physical wire and run the command
devmgmt.msc.

o Click the View tab in the Device Manager window and check Show hidden devices.

% Device Manager = 0 X
File Action View Help

¢ = | 1| ® Devices by type
v A RDDW-I( Devices by connection i
i Aud Devices by container
& Cor Resources by type
= Digii Resources by connection
- Disk

. Customize...
i Firm

sy Human Interface Devices
"= |DE ATA/ATAPI controllers
— Keyboards
@ Mice and other pointing devices
O Monitors
Network adapters
® Ports (COM & LPT)
= Print queues
1 Processors
l, Security devices
lt Software components
B Software devices

ij Sound, video and game controllers
& Storage controllers

== Storage volume shadow copies
= Storage volumes

= System devices

A | Inrvercal Senal Bune rantrallers

Displays legacy devices and devices that are no longer installed.

Figure 16.36: Check “Show hidden devices”

The hidden adapters are shown with light-colored translucent icons when the list of
network adapters is expanded.

o Right-click all the drivers and uninstall them by selecting Uninstall device.

v [P Network adapters
F BlackBerry Virtual Private Network
@ Bluetooth Device (Personal Area Network)
I? Bluetooth Device (RFCOMM Protocol TDI)
I? Intel(R) Centrino(R) Wireless-N 2230
Microsoft Hosted Network Virtual Adapter

Update driver
¥ Microsoft Kernel Debug Network Adapter _ _
I? Microsoft Wi-Fi Direct Virtual Adapter Uninstall device
Microsoft Wi-Fi Direct Virtual Adapter #2 Scan for hardware changes
¥ RAS Async Adapter
F Realtek PCle FE Family Controller Properties

Figure 16.37: Uninstall Network Adapter

o Reboot the system and check if the issue is resolved.
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= Enable NetBIOS over TCP/IP

o Run the command ncpa.cpl.

L

=7 Type the name of a program, folder, document, or Internet
=/  resource, and Windows will open it for you.

Open: v
Cancel Browse...

I."

Figure 16.38: Run “ncpa.cp

o Right-click the active Wi-Fi or Ethernet connection and select Properties.

o Select Internet Protocol Version 4 (TCP/IPv4) and click Properties.

4 Wi-Fi Properties X
Networking  Sharing

Connect using:

¥ Qualcomm Atheros AR9485 Wireless Network Adapter

This connection uses the following items:

v| &3 Client for Microsoft Networks A
4 Mware Bridge Protocaol

13 File and Printer Sharing for Microsoft Networks

? QoS Packet Scheduler

Intemet Protocol Version 4 (TCP/IPv4)

2 Microsoft Network Adapter Multiplexor Protocol

M EASEA SRS

V] g Microsoft LLOP Protocol Driver v
< >

Install... Uninstall Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

OK Cancel

Figure 16.39: Select Properties of TCP/IPv4

o Click Advanced in the next window and switch to the WINS tab under Advanced
TCP/IP Settings.
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o Under NetBIOS setting, check Enable NetBIOS over TCP/IP and click OK.

IP Settings DNS ~ WINS

| WINS addresses, in order of use:
1

L

Add... Edit. .. Remove

If LMHOSTS lookup is enabled, it applies to all connections for which
TCP/IP is enabled.

v/| Enable LMHOSTS lookup Import LMHOSTS...

NetBIOS setting

() Default:
Use NetBIOS setting from the DHCP server, If static IP address
is used or the DHCP server does not provide NetBIOS setting,
enable NetBIOS over TCP/IP.

®) Enable NetBIOS over TCP/IP

() Disable NetBIOS over TCP/IP

Figure 16.40: Enable NetBIOS over TCP/IP

o Reboot the PC to save the changes.
= Rename the computer
o Go to Control Panel/Credential Manager.

o Select Windows Credentials and click Add a Windows credential.

Manage your credentials

View and delete your saved logon information for websites, connected applications and networks.

%TIF Web Credentials ! @i | s Gt
=

=1
‘ |

L

pack up Credentials Restore Credentials

Windows Credentials Add 3 Windows credential

No Windows credentials.

Certificate-Based Credentials Add a certificate-based credential

No certificates.

Figure 16.41: Add a Windows Credential
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o Sequentially enter the username and password of each machine connected to the
network.

Type the address of the website or network location and your credentials

Make sure that the user name and password that you type can be used to access the location.

Internet or network address
(e.g. myserver, server.company.com): |

User name:

Password:

JK Cancel

Figure 16.42: Enter Credentials for Machine
o Follow the above procedure for the connected PCs.
= Disable antivirus and firewall

o Right-click the antivirus program icon from the system tray and select Disable.

Open Norton Security

Run QuickScan
Search

Run LiveUpdate

View Recent History

Get Support

Turn on Silent Mode

Disable Smart Firewall

Disable Auto-Protect

Check for New Version

Figure 16.43: Disable Anti-virus

o Select the time frame for which the antivirus program will remain disabled.

n Security Request 7 =

Protection Alert

P

L s e e e
il -hl |':I L "'_.-.__'_.II\_I':'._. t_l 3 -\_'T- al TUVITUS I_ L ] |_|d|_: l[-\_l UeENCeE
angd S>UHINAR PTOLECUION, MNEGUCIng yOur SYysSLEm Pprotoc o] ;'|"I._i eaving

your computer vulnerable to some network-based threats

Select the duration.

| hour o

v Norton OK Cancel

Figure 16.44: Duration Selection
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o Once done, check whether the error is resolved.
o Go to Control Panel/System and Security.

o Click Windows Firewall.

< v N ‘ > Control Panel » System and Secunty »

File Edit View Tools Help

Control Panel Home

ﬁp Security and Maintenance

Review your computer's status and resolve 1ssues G Change

e System and Security

Troubleshoot common computer problems
Network and Internet

Windows Firewall
Check firewall status Allow an app through Windows Firewall

Hardware and Sound

Programs Windows Firewall

System Set firewall security options to help
View amount of RAM| protect your computer from hackers pte a
See the name of this ¢ and malicious software.

User Accounts

g &

Appearance and
Personalization

Clock, Language, and Region \[J

Ease of Access

Power Options
Change battery settings | Change what the power buttons do

Figure 16.45: Click “Windows Firewall”

o Click Turn Windows Firewall on or off from the left pane.

@ Windows Firewall
— v /4 @@ > Control Panel

File Edit View Tools Help

Control Panel Home

¢ Allow an app or feature
through Windows Firewall

Change notification settings

Turn Windows Firewall on or
off

Restore defaults

Q¢ <@

Advanced settings

Troubleshoot my network

Figure 16.46: Select “Turn Windows Firewall on or off” Option

o Select Turn off Windows Firewall and restart the PC.
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Troubleshooting Network Issues: Physical
Connectivity Issues

19%‘{3; Steps to Troubleshoot Physical Connectivity Issues

‘i

1 ] Check for cable connectivity issues:
» Check that suitable cables are used for connections between devices

> Loose connections are to be avoided

» |If there are no loose connections, check for old cables and replace them with new ones
and then try to connect the device

» |If the problem persists, then it may be faulty port issue

J Check for faulty ports:

» Check the ports where the link is established and confirm that the indicator lights are
on

L Check for traffic overload:
» Crosscheck the capacity of the devices in the network and the traffic flowing through it

» Exceeding the specified limit could lead to the interruption of communication between
the source and destination
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Troubleshooting Network Issues: Physical Connectivity Issues

Steps to Troubleshoot Physical Connectivity Issues

Check for cable connectivity issues: The user should primarily check that the network
cable is plugged in. If the cable is not plugged in, then plug it into the network card of
the computer. If the cable is securely plugged in, then reboot the system and check for
cable connectivity issues.

The cable used to connect computers may be physically damaged, shorted, or faulty.
Check that suggested and suitable cables are used for connections between devices. For
example, check that the connectivity between a router and computer is established
using a crossover pair of cables. Loose connections are to be avoided. If there are no
loose connections, check for old cables and replace them with new ones and attempt to
connect the device. If the problem persists, then it can be a faulty port issue.

Check for faulty ports: Check the ports where the link is established and confirm that
the indicator lights are on. The user should verify the duplex mode and speed. If the
port is working properly but the connectivity issue persists, then check the indicator
lights on each device to determine the working status of the port. Check whether the
port is physically radiating or the indicator lights are off. From the light status, the user
can determine whether the port is physically malfunctioning. In this scenario, the user
should configure the link on some other free port/interface.

Check for traffic overload: Crosscheck the capacity of the devices in the network and
the traffic flowing through it. Exceeding the specified limit could lead to the interruption
of communication between the source and destination. If traffic overload occurs at the
link or interface, then it would function abnormally at some point; therefore, the user
should verify these criteria to avoid any connectivity issues.
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Troubleshooting Network Issues: Local
Connectivity Issues

Steps to Troubleshoot Local Connectivity Issues

“* Ping the destination if the source and the destination are of the same
subnet mask

** Ping the gateway IP of the router if the source and destination are not
of the same subnet mask

» If the ping fails, check that the route followed by the subnet mask is
defined correctly in the routing table

*» If everything is fine, check if the source is pinging a hop/router in the
network

*» If the ping fails, it could be a configuration issue or an IP address conflict

“* Resolve any IP address conflict by disconnecting the doubtful device and
pinging it with other devices in the network

¢ If the device is pinging, then the disconnected device was using the
same IP as the pinged device. Then, modify the IP according to the plan
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Troubleshooting Network Issues: Local Connectivity Issues

If the user encounters LAN connectivity issues, then to identify the root cause and resolve the
issue, it is recommended to follow the steps below.

Steps to Troubleshoot Local Connectivity Issues

* The user should ping the destination IP if the source and destination are of the same
subnet mask.

* The user should ping the gateway IP of the router if the source and destination are not
of the same subnet mask.

* |n case both pings fail, then the user must check whether the configuration settings of
the subnet mask and the route to the destination are defined properly in the routing
table.

= |f the configuration settings are fine, then the user should check whether the source
host can ping a different hop in the LAN network other than the destination host.

* |f the user is unable to ping another device, then there might be various issues such as
IP address conflict, configuration issues, and physical connectivity issues.

* To rectify any IP address conflict, the user should disconnect all doubtful devices from
the LAN. At this point, the user needs to ping the device from some other device on the
same subnet/LAN. A successful ping signifies that the disconnected device is using the
same IP as the pinged device; then, modify the IP according to the plan. If the local
connectivity issue persists, then there might be a problem with the physical connectivity
or configuration.
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Troubleshooting Network Issues: Routing Problems

Steps to Troubleshoot Physical Routing Issues
Use the traceroute utility to locate the hop/router responsible for the _,: ~—
problem ~7 g

If the issue persists, investigate each hop/router to find where the
problem has occurred

When the problematic hop/router is detected, login to it using
Telnet and ping the destination and source

If the ping is unsuccessful, configure the routes between the source and
destination with a subnet mask if they are not defined

Check for a routing loop by pinging again. If it exists, rectify it by tracing
and reconfiguring the routing

Check the routing protocol if the problem persists, and change it
according to the network

e e |
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Troubleshooting Network Issues: Routing Problems

When data packets are routed across a network, there are chances of fault occurrence. Based
on the type of fault, the user should make a plan to resolve the fault. The type of faults that are
observed between source and destination hosts when data packets are routed across a
network are as follows:

* Failure to define the route in a router between the source and destination
= Usage of an incorrect routing protocol to find the route to the next hop/destination
* Fault in the router’s software
* Firewall or filter hindering the movement of data packets to the destination node
" Configuration faults at the source router end
Steps to Troubleshoot Routing Issues

* The first step to troubleshoot routing issues is to locate the hop between the source and
destination where the problem occurred.

" From the source to the destination, verify the IP connectivity and routing protocols at
each hop.

* Use the traceroute utility to locate the hop/router responsible for the problem.

» After identifying the hop where the problem occurred, login to the router through
Telnet and ping the source and destination hosts.

= |f the ping is unsuccessful, then the routing table should be verified for the route
between the source and destination.
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* |f there is a small percentage of successful ping responses, then there might be multiple
defined paths to reach the destination, among which one results in failure owing to the
occurrence of a routing loop in the path. To resolve this issue, the looping hop should be

traced, and the configuration should be rectified.

= After rectification, if the problem persists, then check the used routing protocol and
change it according to the network.
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Troubleshooting Network Issues: Upper-layer Faults

Common problems Rectification Steps

Firewall blocking the flow of incoming and Move the host in the network such that it
outgoing traffic bypasses the firewall blocking the traffic.

Replace the server that is down with a

Server or service down . .
temporary server to continue the services.

Authentication process issue resulting in the
inability to access a service between the host
and server

Use software to deploy checks for
authentication-related issues. WY WWWW WU W

Issues with software compatibility of the Upgrade the devices such that they are
devices, version mismatches, etc. compatible and have the same version.

i —
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Troubleshooting Network Issues: Upper-layer Faults

If the user has already checked the physical connectivity, local connectivity, IP connectivity, and
routing issues but was unable to find a fault, then there is a chance that the fault has occurred
in the transport- and application-layer protocols.

The following are potential reasons for the occurrence of faults:
* The data connection is not working.
* The firewall/packet filter prevents the incoming and outgoing traffic.
= A specific service on the server is not working.
* There are authentication and access concerns between the client and server host.

* There are issues related to the incompatibility of software or mismatch of its version
between the source and destination host.
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The following table outlines rectification steps based on the category of the fault.

Common Problems

Rectification Steps

Firewall blocking the flow of incoming
and outgoing traffic

Move the host in the network such that it
bypasses the firewall blocking the traffic.

Service/server down

Replace the server that is down with a temporary
server to continue services.

Authentication process issue resulting in
the inability to access services between
the host and server

Use software to deploy checks for
authentication-related issues.

Issues with the software compatibility of
devices, version mismatches, etc.

Upgrade the devices such that they are
compatible and have the same software version.

Table 16.2: Rectification Steps Based on the Category of the Fault
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Troubleshooting Network Issues: Wireless Network
Connection Issues

Check whether Wi-Fi is enabled in the devices: %

#d Internet Connections

» Go to Settings =2 Network & Internet 2> Wi-Fi
Troubleshooting couldn't identify the problem

L0 Ifthe problem persists,

You can try exploring other options that might be helpful.
» Check and change the service set identifier
(SSID) and access points to allocate the

— Give feedback on this troubleshooter

FEQUESting device an IP address —> Close the troubleshooter =
| \
L Use the Windows Network Diagnostics tool to :
troubleshoot the network-related issue: iy
1

» Windows Network Diagnostics will troubleshoot |
Enﬂ dEtECt the pr0b|ElTI bY dDW”IU‘Ed'”g iEII'Id View detailled information
installing available patches

Show available networks F
U Restore the router to its factory settings and

- Hardware properties
restart it

Manage known networks

_‘ _
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Troubleshooting Network Issues: Wireless Network Connection Issues

To troubleshoot a wireless network connection issue, the user primarily needs to check
whether Wi-Fi is enabled on the devices by performing the following steps:

= (lick on the Start Menu button and go to Settings. Next, click on Network & Internet.
= Enable Wi-Fi.

< ‘ Settings ' — O X

Windows Settings

; System ==- Devices :l Phone 1 Network & Internet
Display, sound, notifications Bluetooth, printers, mouse - Link your Android, iPhone Wi-Fi, airplane mode, VPN
pOwWer

@ Personalization E_: Apps R Accounts m Time & Language
Background, lock screen, colors == Uninstall, defaults, optiona Your accounts, email, sync A$ Speech, region, date

features work, other people

{"lT Ease of Access p Search () Privacy /M Update & Security

sacy Narrator, magnifier, high Find my files, permissions Location, camera, microphone N wWindows Update, recovery

contrast backup

Figure 16.47: Go to “Network & Internet” Setting
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.3 Settings

(nt Home

Find a setting

Network & Internet

@ Status
| [ o]
= Ethernet
Dial-up
% VPN

1‘-}}' Airplane mode

Show available networks

Hardware properties

Manage known networks

Hotspot 2.0 networks

Hotspot 2.0 networks make it more secure to connect to public Wi-Fi
hotspots. They might be available in public places like airports, hotels,

and cafes.

Figure 16.48: Enable Wi-Fi

If Wi-Fi is not listed in Network & Internet, then the user would not be able to connect to the
wireless network. If there is no Wi-Fi on the computer, then the Internet access icon will also be

missing from the taskbar.

Steps to Troubleshoot Wireless Network Connection Issues

% Internet Connections

Troubleshooting couldn’t identify the problem

You can try exploring other options that might be helpful.

— Give feedback on this troubleshooter

—> Close the troubleshooter

View detailed information

Close

Figure 16.49: Troubleshoot Internet Connections issues
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* |f the user is unable to connect the device using Wi-Fi, then the user must first check the
LAN and WAN cable connections. Ensure that the Ethernet cable connection is tight, and
check the status of indicator lights. If the light is not green, then there might be a
problem with the cable or port. Then, the user must change the faulty port or cable
connection.

= |f the problem persists, then the user should check the Wi-Fi network adaptor settings
and enable network adaptor settings. The user should ensure that the airplane mode on
the device is disabled. If the airplane mode is enabled, then the device would not allow
wireless network connectivity.

= |f the problem persists, check and change the service set identifier (SSID) and access
points to allocate the requesting device an IP address.

= Use the Windows Network Diagnostics tool to troubleshoot network-related issues.
Windows Network Diagnostics will troubleshoot the defect/problem by downloading
and installing available patches.

= Restore the router to its factory settings and restart it.

= After performing all the steps, if the user is unable to resolve the wireless network
connectivity issue, then there might be other reasons such as a firewall or packet filter
preventing the user from connecting to the network or an issue with the authentication
protocol. Hence, the user should reconfigure all the network settings and verify the IP
routing by using ping.
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02 ) Basic Network Issues
~""using Utilities and Tools

®

Copyright © by EG-Couneil. All Rights Reserved. Reproduction is Strictly Prohibited.

Learn Troubleshooting Basic Network Issues using Utilities and

Tools

This section discusses how to troubleshoot various network issues using network

troubleshooting tools and utilities.
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host to the computer

unable to connect to the host

BN C:\Windows\system32\cmd.exe

- The traceroute utility is used to trace
packets across a network and to

understand connections to a server

U It sends an ICMP echo request message
to the specified destination

O If the destination is active, it sends
ICMP echo reply messages as a
response, which confirms that the
connection is active

W If not, the destination may not be
active, or it could be a connectivity
issue of the source
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Network Troubleshooting Utilities
and Tools: traceroute/tracert

Network Troubleshooting Utilities and Tools: Ping

| ﬂ The ping utility is used to test whether an IP address or a website is accessible by the host

A reply from the pinged IP address indicates that the packets are transferring between the system and given IP

E I Launch command prompt and execute ping x.x.xX.xX Orping example.com to check the availability of the

The message “Request timed out” indicates that there is no connection between the system and host or that the system is

- > B¥ Command Prompt - O X
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Network Troubleshooting Utilities and Tools :

ipconfig/ifconfig

O ipconfig is a command-line utility used to display all current TCP/IP network configuration
values along with the IP address, subnet mask, and default gateway for all adapters

O ifconfig is a similar utility but for Linux-based machines

Bl Select CA\Windows\system3Zhcmd.exe
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Network Troubleshooting Utilities and Tools : nslookup

The nslookup utility is used to lookup a specific IP address or multiple IP addresses associated with a domain name(s)
at a time

nslookup is used when a user can access a resource by specifying its IP address but not by specifying its domain name
The nslookup utility is used to resolve DNS address resolution issues
The nslookup command is executed in the command prompt to lookup the IP address for a domain name
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° netstat is a command-line utility used to display both the incoming

° The current state of the active hosts on the network can be determ

° Use the netstat —e command to show the statistics of various

Network Troubleshooting Utilities and Tools: netstat

and outgoing TCP/IP traffic

ined using netstat

° netstat is also used to identify the services associated with user-defined ports

° Execute the netstat command without any parameters in the terminal to show the list of active connections

protocols

BN Command Prompt

Network Troubleshooting

Utilities and Tools: PuTTY
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PuTTY Configuration
Cﬂl&_g_ﬂ:l"}": Basic nptmns for your PullyY session
Specify the destination you want to connect to
Logging Host Name (or IP address) Port
Terminal 22
Keyboard Connection type:
Bell Raw Telnet Rlogin  '® SSH serial
Features Load, save or delete a stored session
Window Saved Sessions
Appearance
Behaviour Default Settings Load
PuTTYisan FTP or TEmatation saye
Selection
SSH FTP (SFTP) Delet
Colours
client for Fonts
: A Connection
transferring files. It Data
generates hashes Froxy Close window on exit:
Telnet * Always Never Only on clean exit
for passwords
About Open Cancel
https.//www.putty.org
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nd Tools:

Network Troublesh

'''''

Subnet Calculator

4/, Subnetis used to find information
B

_'f'ﬂ_ﬁilv h'f'. IP Address and Netmask:
¥ ¢ ) aboutIPv4 and IPv6 subnets and for IW"}””I
S G . .
“  the division of classes of subnets CEE [ Random 1P |
IP Address: 10.0.1.1
The IP subnet calculator is used to define iﬁi:“‘:ni - 2B5E658.0
ildear ask: 0.0.255.255
possible IP addresses, along with classes e =
Df |P Network Address: 10.0.0.0
Usable Host Range: 10.0.0.1 - 10.0.255.254
Broadecast Address: 10.0.255.255
Binary Netmask: 11111111.11111111.00000000.00000000
fjﬁf?:h BroadcaSt ranges’ HEthrk’ and hOSt Total number of hosts: 65.536
v 7 ranges are calculated using the IP Ratbier of uaniic Bodie T
""‘G:,*,_-‘-"’J calcu Iatﬂ'r IP Class: A (0.0.0.0 - 127.255.255.255)
Move to adjacent network Backward | | Forward |
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Network Troubleshooting Utilities and Tools: speedtest.net

d speedtest.net is a website used to determine the available bandwidth
for a host at a point of time

d The bandwidth values assigned by the service provider may differ from
the actual bandwidth values

d The time taken to upload and download a file can also be determined
using this website

/) RESULTS SETTINGS

(¥) DOWNLOAD Mbp (*) UPLOAD Mbp

J ol/41 04219

ACT Fibernet
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Network Troubleshooting Utilities and
Tools: pathping

| The pathping utility is used to provide detailed information about the path
characteristics from a specific host to a specific destination in a single picture
=]

In the first step, pathping traces the route to the destination. Next, it runs a 25-s
test on this route and collects the rate at which data is lost at each router

Use the pathping —n command to show numeric IP numbers instead of DNS
host names

BN Command Prompt - pathping 8.8.8.8 — L] >
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Network Troubleshooting Utilities
and Tools: route

d The route utility is used to show the
ongoing status of the routing table on
the host

Select Command Prompt — L1 e

d Netmasks, network destinations, and
gateways are displayed in the active
routes section of the route utility

d route [-p] command dest
[mask subnet] gateway [-if
interface] isthe command for
adding, deleting, or changing a route
entry
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Nmap ("Network Mapper") is a security
scanner for network exploration

It allows the discovery of hosts, ports, and
services on a computer network, thus creating
a “map” of the network

Host Discovery

- Fenmap = ]
Scan Jools Profile Help

|||||||||||||

Target: | 10.10.10.0-15 ~ | Profile: ~| [Scan]

Command: | nmap -sn -PE 10.10,10.0-15

Hosts 5:1‘#!::5 Nmap Output Ports / Hosts Topology Host Details Scans
05 41 Host . nmap -sn -PE 10.10.10.0-15 o
® 10.10.10.1 Starting Nmap 7.80 ( https://nmap.org ) at 2021-06-28 12:37
- Standard Time
- 10.10.10.2 Nmap scan report for 10.10.10.1
[ 10.10.10.10 [Hﬂst is uE (8.88s latency).
ress: 00:50:56:C0:00:08 (VMwuware)
L

10.10.10.13 fﬂunn_;;ﬂﬂ_fepurt for 10.190.10.2
Host is up|(9.00s latency).

MAC Address: 2€:58:56:FC:26:81 (VMware)

Nmap scan report for 10.190.10.13

(e.89=s latency).

89:8C:29:EB:CD:AF (VMware)

Nmap scan report for 18.18.10.10

Host is wp.

Nmap done: 16 IP addresses (4 hosts up) scanned in B.8@
s&ECconds

Filter Hosts

Cand

Detai

Network Troubleshooting Utilities and Tools: Nmap

Service Discovery

¥ Zenmap

Scan Jools Profile Help

Target: 10.10.10.16 - I Profile: Scan Cancel

Command: hﬂﬂﬂp—iT—?1ﬂJﬂJﬂJE

Hosts : S-E_rvi;ﬁ _ Nmap Output Ports / Hosts Topology Host Details Scans

OS 4 Host ‘nmap -sT -v 10.10.10.16

L0 10.10.10.16 PORT STATE SERVICE

S3/tcp open domain

B/tcp open http

BE/tcp open kerberos-sec
111 /tcp open rpcbind
135/tcp open mSsrpCc

139/tcp open netbiﬂs—ssd
IB9/tcp open ldap

445/ tcp open microsoft-ds
464 7/tcp O peEn kpasswdS
593/tcp open http-rpc-epmap
636/tcp open ldapssl
1861/tcp open kiosk

1069 /tcp open cognex-insight
1e72/tcp open cardax
i8&l/tcp open T 5 ITHC

2849/t cp open nfs

21a83/tcp open zephyr-clt
2185/tcp open eklogin

21e7 /tcp open mSsmg - mgmt
296B/tcp open ENpp

3268/ tcp open globalcatLDAP
3269/tcp open globalcatLDAPssl
3389/tcp open ms-wbt-server
MAC Address: @0:@8C:29:AE:77:F7 (VMware)

Read data files from: C:\Program Files (x86)\Nmap
Nmap done: 1 IP address (1 host up) scanned in 228B.66
seconds
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Service and Version Discovery

© Zenmap
5can  Tools Profile Help

Target: | 10.10.10.10 ' E| rS?an Cancel

Command: Inmap -sV 10,10.10.10 I

Hosts | Services Nmap Output Ports / Hosts Topology Host Details Scans
0S 4 Host amap -sV 10,10.10.10 | = |Details

& 10.10.10.10 Starting Mmap 7.91 ( https://nmap.org ) at 2021-06-28
01:14 Semeled'lemisbeiel v Time

Mmap scan report for 18.19.16.10

Host is up (8.88s latency).

Mot shown: 993 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp Microsoft ftpd

BO/tcp open http Microsoft IIS httpd

18.0

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows

netbios-ssn

445/tcp open microsoft-ds Microsoft Windows

- 10 microsoft-ds (workgroup: WORKGROUP)

3389/tcp open ssl/ms-wbt-server?

5357/tcp open http Microsoft HTTPAPI

httpd 2.8 (SSDP/UPNnP)

MAC Address: 88:8C:29:DF:79:4D (VMware)

Service Info: Host: WINDOWS18: 05: Windows; CPE: cpe:/

o:microsoft:windows

Service detection performed. Please report any
incorrect results at https://nmap.org/submit/ .

Mmap done: 1 IP address (1 host up) scanned in 67.31
seconds

L e P T e PP LT E PR LTS, |

Network Troubleshooting Utilities and Tools: Nmap (Cont’d)

OS Discovery

- Zenmap

Scan Jools Profile Help

Target: 10.10.10.10 ~ | Profile: l] Scan Cancel

Command: | nmap --scnpt smb-os-discovery.nse 10.10.10.710

Hosts Services Nmap Output Ports / Hosts Topology Host Details Scans

05 4 Host nmap --script smb-os-discovery.nse 10.10.10.10 ~ Details

& 10.10.10.10 Starting Nmap 7.80 ( https://nmap.org ) at 2021-06-28
13:39 NS Standard Time
Nmap scan report for 16.18.16.10
Host is up (©8.88s5 latency).
Not shown: 993 closed ports
PORT STATE SERVICE
21/tcp open fip
BB/tcp aopen http
135/CCp OpeEn msrpc
139/5cp open netbios-ssn
445 7tcp open microsoft-ds
33B9/Sstcp open ms-wbht-server
S357/tcp open wsdapi

Host script results:

| smb-os-discovery:

| 05: Windows 1© Enterprise 18586 (Windows 16
Enterprise 6.3)

OS5 CPE: cpe:/fo:microsoft:windows_10:: -
Computer name: Windowsl1l®

NetBIOS computer name: WINDOWS1e\ xog
Workgroup: WORKGROUPY\ x28

System time: 2821-86-28T13:39:56+85:30

MNmap done: 1 IP address (1 host up) scanned in 1.56
seconds
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Network Troubleshooting Utilities and Tools: Wireshark

1 Wireshark enables capturing and interactively browsing the traffic in a computer network

It captures live network traffic from Ethernet, IEEE 802.11, PPP/HDLC, ATM, Bluetooth, USB, Token Ring, Frame Relay, and
FDDI networks

d Wireshark features display filters that filter traffic on the target network by protocol type, IP address, port, etc.

d To set up afilter, enter the protocol name, such as arp, http, tcp, udp, dns, and ip, in the filter box of Wireshark

& “EthernetD — - X £ “Ethernet0 — - -
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
m @ -~ R [Reas=Ea d 5= m @ e ] e =Eg LS = e @ T
| |tp.port == 80 || udp.port == 80 X v | o | W |ip.addr == 10.20.20.23} B B B <]+
Mo, Time SOLIrcE Destination Protocol Length Info 5 P, Timne | Source Destination Protocol Length Info -
272980 588.912132 18.10.10.10 117.16.232.200 TCP 54 1738 - 80 [ACK.. 380487 861.847363 19.10.18.13 10.10.10.19 68 34292 - 8181 [.-
272981 S582.91571@ 117.18.232. 2686 l18.l18.18.18 TCP 1454 B - 1738 [PSH. IBERARE Eﬁl_ﬁ4?3?ji 18.18.18.186 18.18.18.13 5S4 8181 - 34292 [..
272982 588€.919124 117.18.232.200 10.10.16.10 TCP 1454 88 - 1730 [PSH.. 388489 B61.8Ba7 19.18.18.13 68 34292 -+ 749 [s..
272983 589.919160 le.l1e.1e.1e 117.18.232.200 TCP 54 1738 - 80 [ACK. 360499 B61.847441 10.10.10.13 68 34292 » 1127 [..
272984 S589.926694 117.18.232.200 18.1e.1e.16 TCP 1454 B - 1730 [ P5SH.. 8BS :Eﬁl.Ela'-'l?a-‘Ll;'-Eni 18.19@.18.1e 18.18.18.13 54 749 = 34292 [F.
272985 S580.93e773 117.18.232.260 10.10.16.10 TCP 1514 80 - 1730 [ACK.. 89492 B61.847520|10.19.10.10 16.18.186.13 54 1122 - 34292 [.
272986 SB@.93@773 117.18.232.200 10.10.16.10 TCP 1514 B0 - 1738 [ACK.. 369493 E61.B47574 10.18.10.13 19.108.198.10 68 34292 - 24800 ..
272987 S58&.938773 117.18.232.266 le.l1e.18.18 TCP 1334 B8 - 1738 [PSH.. 3688494 B61 .84 18.10.108.13 18.18.18.1e 68 34292 - 4126 [..
272988 588.9236819 10.10.10.108 117.18.232.200 TCP 54 1730 - 80 [ACK.. 3E@495 B61.B47585| 16.10.18.16 18.18.18.13 54 24888 - 34292 .
272989 586.938808 117.18.222.200 10.190.10.10 TCP 1514 89 = 1730 [ACK. 3IB@496 B61.B47614|16.16.16.18 1é.16.18.13 54
272999 580.9385808 117.18.232.200 10.10.106.10 TCP 1514 80 - 1730 [ACK.. 54 1€ : 18.19.18.18 (1=
272991 580©.938888 117.18.232.20¢ 1€.10.16.10 TCP 1334 8@ - 1730 [PSH.. ' 16 7773 1€ 8.1 10.10.10.10 68
272992 5H8.938924 l1le.1e.1e.16 117.18.232.288 TCP 54 1738 - B8 [AEP:..- 499 E61.B47789| 198.18.18.18 18.18.18.13 S
272993 S588.95881% 117.1B.232.26866 l1e.l18.18.18 TCP 1454 B9 - 1738 [PSH.. Py 18506 E61.847824|16.106.16.10 18.16.18.13 S =
Frame 269463: 1454 bytes on wire (11632 bits), 1454 bytes captured (11632 bits) on 1 Frame 329845: 65 bytes on wire (528 bits), 65 bytes captured (528 bits) on interface
Ethernet II, Src: VMware _fc:26:81 (00:50:56:Tc:26:81), Dst: VMware_df:79:4d (090:8c: 2 Ethernet II, Src: VMware eb:cd:af (0@:8c:29:eb:cd:af), Dst: VMware fc:26:81 (©0:50:5
Internet Protocol Version 4, Src: 117.18.232.268, Dst: 18.18.18.168 Internet Protocol Version 4, Src: 190.19.19.13, Dst: B.8.8.8
Transmission Control Protocol, Src Port: 88, Dst Port: 1738, Seq: 274652271, Ack: 17 User Datagram Protocol, Src Port: 59173, Dst Port: 53
Domain Mame System (query)
< > < >
I — | =
Q #  wireshark_Ethernet)255R 50.pcapng Packets: 272993 - Displayved: 272628 (99.9%) Profile: Default | @ 7 wireshark_Ethermebtl255R 50 . pcapng Packets: 385254 - Displayed: 4317 (1. 1%:) Profile: Default

https://www.wireshark.org
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Network Troubleshooting Utilities and Tools: Hping2/Hping3

0 1 Hping2/Hping3 is command line network scanning and packet crafting tool for the TCP/IP protocol

o 7 It can be used for network security auditing, firewall testing, manual path MTU discovery, advanced traceroute,
W E&a remote OS fingerprinting, remote uptime guessing, TCP/IP stacks auditing, etc.

ICMP Scanning ACK Scanning on port 80

http://www.hping.org
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Network T

JTT AT T T (T i
T N T O A o = =

O hping3 -2 10.0.0.25 —-p 80

roubleshooting Utilities and Tools:
Hping2/Hping3 (Cont’d)

UDP scan on port 80 SYN scan on port 50-60

hping3 -8 50-60 -S
10.0.,0.25 =¥

Collecting Initial Sequence Number FIN, PUSH and URG scan on port 80
hping3 192.168.1.103 -Q hping3 -F -P -U 10.0.0.25
-p 139 == -p 80

Firewalls and Timestamps Scan entire subnet for live host

hping3 -S 72.14.207.99 hping3 -1 10.0.1.x --
-p 80 --tcp-timestamp rand-dest -I ethO

Copyright © by EG-Couneill. All Rights Reserved. Reproduction is Strictly Prohibited.

ubuntu@ubuntu: ~

Connection to 10.10.10.10 21 port
220 Microsoft FTP Service

Module 16 Page 1977

+~$ nc -v -n 10.10.160.10 21 :~S nc -w3 -4 -v www.google.com 80

Network Troubleshooting Utilities and Tools: netcat

 netcat is a network utility used for testing network connections on both Windows- and

Linux-based systems

It provides various commands to perform the thorough monitoring of traffic flow

across a network

It provides features such as port scanning, OS fingerprinting, file transferring, DNS

checking, and source routing

 Test the connectivity with a remote host using the following command:

nc -w3 -4 -v <target host> <port number>

1 Perform port scanning on a given IP address or host name using the following

command:
nc -v -n <IP address> <port number/range>
[+ = ubuntu@ubuntu: ~ [ = - o @&

[tcp/*] succeeded Connection to www.google.com 80 port [tcp/http] succeeded!

S B
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Network Troubleshooting Utilities and Tools: dig

The dig command can be used on Linux-based systems to query DNS servers and retrieve information about
target host addresses, name servers, and mail exchanges

Retrieve a specific DNS record Test whether the target DNS allows zone transfers

ubuntu@ubuntu: ~ = Q ubuntu@ubuntu: ~

:~51 dig ns certifiedhacker.com :~S|dig @nsi.bluehost.com certifiedhacker.com axfr

+ <<>> DiG 9.11.5-P1-1ubuntu2.6-Ubuntu <<>> ns certifiedhacker.com ; <<>> DiG 9.11.5-P1-1ubuntu2.6-Ubuntu <<>> @nsl.bluehost.com certifiedhacker.com axfr
;3 global options: +cmd : (1 server found)

;3 Got answer: :: global options: +cmd

+ 3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 11954 rJransfer failed,

;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: ©, ADDITIONAL: 1 :

:: OPT PSEUDOSECTION:

: EDNS: wversion: 0, flags:; udp: 65494
- QUEETIDH SECTION:
:certifiedhacker.com. IN

: ANSWER SECTION:
certifiedhacker.com. 5 nsl.bluehost.com.
certifiedhacker.com. 5 ns?.bluehost.com.

:; Query time: 129 msec

;3 SERVER: 127.0.0.53#53(127.0.6.53)
:r WHEN: Mon Jun 28 65:17:34 PDT 2821
:: MSG SIZE rcvd: 93

Copyright © by EG-Couneil. All Rights Reserved. Reproduction is Strictly Prohibited.

Network Troubleshooting Utilities and Tools: arp and tcpdump
v JUUT

i Bl C:\Windows\5 32 cmd. — | >
Acnmmand_llne tOOI (G4 ] INdows\oystem cmd.exe

used to troubleshoot
the ARP cache table
arp » in network devices
11U such as routers,
8 . l 0T switches, and other

N..H "'ll.‘l!lllul“ routing devices

root@ubuntu: /homefubuntu |y ——

oot@ubuntu: /home /ubuntu# tcpdump -1 any -c 3

cpdump: verbose output suppressed, use -v or -vv for full pro

ocol decode A network packet
istening on any, link-type LINUX SLL (Linux cooked), capture :

ize 262144 bytes capturing tool used

)5:49:36.801995 ARP, Request who-has _gateway (Broadcast) tell . )
10.10.10.10, length 46 for analyzing &

p5:49:36.809197 IP localhost.54838 > localhost.domain: 7288+ | network traffic and %

lau] PTR? 2.10.10.10.1in-addr.arpa. (52) .

P5:49:36.809413 IP ubuntu.60436 > gateway.domain: 59922+ [1au troubleshooting W=
FTH? 2.10.10.10.in-addr.arpa. (52) network issues

3 packets captured

29 packets received by filter

19 packets dropped by kernel

ocot@ubuntu: /home /ubuntu# I

Copyright © by EG-Gouneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Network Troubleshooting Utilities and Tools:
tcpreplay and dnsenum

tcpreplay dnsenum
A GPLv3 licensed utility that supports Unix-like operating A Perl script that enumerates the DNS information of a ;y
systems for modifying and replaying previously sniffed domain to discover noncontiguous IP blocks

traffic from tools such as Wireshark and tcpdump

B ' Z 35 ind 0
o
https://github.com

Copyright © by EG-Couneill. All Rights Reserved. Reproduction is Strictly Prohibited.

Network Troubleshooting Utilities and Tools

Ping

The ping utility is used to test whether an IP address or a website is accessible by a host.
Ping works by sending ICMP echo requests to the targeted host and waiting for ICMP
echo replies. It measures the Internet speed and reports errors and losses of data
packets. A reply from the pinged IP address indicates that the packets are transferring
between the system and given IP. Launch the command prompt and execute ping
X.X.X.x0rping example.com to check the availability of the host to the computer.

Network Troubleshooting Using Ping

The primary step is to ping the remote host. If the user has trouble connecting to a
website, then the user must ping the URL. If the ping is returned, then the network is
working properly, and the issues lie somewhere else.

BN C:\Windows\system32\cmd.exe — ] >

Figure 16.50: Ping a Website
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The four replies in the screenshot above indicate that the network connection is good
and the server is reachable. In this scenario, the fault could lie with the web-server
configuration. If the ping is missed, then there might be a problem with the network. If
the replies have a wide variation in the maximum and minimum time of the ping, then
there could be connection issues such as network congestion.

To test connectivity, some administrators ping Google’s primary DNS server (ping
8.8.8.8) because it is easy to remember and is continuously running.

BN C:\Windows\system32\cmd.exe — ] p 4

time=55ms TTL=128
time=183ms TTL=128

time=142ms TTL=128

time=67ms TTL=128

: " = 0 (04
*‘OXi1mate ound trip times 1n milli-seconds:
1nimum 55ms, Maximum 18 , Average = 111ms

Figure 16.51: Ping Google’s Primary DNS Server

The message “Request timed out” in the screenshot above shows that there is no
connection between the system and host, or the system is unable to connect to the
host. It also indicates that the host might be down or unreachable, the host might be
behind a firewall, or the user does not have network connectivity.

BN Command Prompt —_ - X

—

i1 QO Q O Q9
rplflg $.0.0.0

.8 4ith 32 bytes of data:
out.
Out.

OuUt.

— —_—

Figure 16.52: No Connection between a System and a Host

= traceroute/tracert

The multi-OS-compatible command-line tool trace route (tracert)/traceroute is used to
trace packets across a network and to understand connections to a server. It allows the

user to understand Internet connection problems, including packet loss and high
latency.
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tracert (for Windows) uses ICMP. It sends ICMP echo request messages to the specified
destination. If the destination is active, it sends ICMP echo reply messages as a
response, confirming that the connection is active. Otherwise, the destination may not
be active, or it could be a connectivity issue of the source.

Steps to Use tracert (for Windows)

o Run the traceroute command with example.com (any website):

tracert example.com

=\Users\Notw Lo tracert Suaee

racing route to » 1208 .43.115 .82 1]
puer a maximum of 38 hops:

3 ms ms 192.168.1.254
13 ms ms s 18.246.112.1
180 ms ms s 96.1.253.134
11 ms ms 173.182.214.134
- Request timed out.
15 ms ms s 75.154.217.183
13 s tel-5.bbr#l . wbhBl . seaBl . networklaver.com [286.81.

v = J OO A LD DN

aeW.bbr¥l .csHl .den¥l .networklaver.com [173.1%2.

ae?.bbrB2 .csBl .denl .networklaver.com [173.192.

aeV.bbrbZ.eq¥l .chi¥l .networklaver.com [173.1%92.

aeBd._.bbrb2 .eqhl .wdcB2 .networklaver.com [173.192.

ael.darvl . .sr¥l .wdcHl .networklaver.com [173.192.1

pol.fcrdl.sr@l . wdchl .networklaver.com [208.43.11
.com [208.43.115.821]

race complete.

Figure 16.53: Run the Command “tracert”

Observe the route take form as the system receives responses from the routers along
the way.

o Run the tracert command for another website hosted in different regions of the
world. Observe how the paths differ.

:\Users\Noi. .. 2tracert .com

racing route to [123.125.114.144)
pver a maximum of 389 hops:

2 ms 1 ms 1 ms 192.168.1.25%54
12 ms ms 2 ms 10.246.112.1
9 ms 1 96 .1.253.134
11 ms 10 173.182.214_.134
* ' » Request timed out.
42 ms 46 154.11.10.165
36 ms 36 219.158.33.249
186 ms 2 ms - 219 .158.38_.253
1880 ms ms ) W 219.158.19.193
198 ms ms s 219.158.23.17
216 ms ms 219.158.191 .121
227 ms ms 123.126.0.789
212 ms ns bt—-227-918 . bta.net.cn [202.106.227.181]
232 ms ms - 202 .106 .43 .66
- Request timed out.

WO~ A WN =

Request timed out.

3
229 ms | 123.125.114.144

race complete.

Figure 16.54: Run the Command “tracert”
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In the above screenshot, the first line represents the home router, assuming the
user is behind a router. The remaining lines represent the ISP. The format of each
line is as follows:

Hop RTT1 RTT2 RTT3 Domain Name [IP Address]
Hop: When a packet passes by a router, it is said to have performed a “hop.”

RTT1, RTT2, or RTT3: Also referred to as “latency,” it is the round-trip time that a
packet takes to perform a hop and return to the system (in milliseconds).

*: This output is produced when no response is received, indicating packet loss.

Domain name (IP address): The domain name allows the user to determine the
location of a router. If it is not available, only the IP address of the router is
displayed.

Steps to traceroute for *nix Systems

Traceroute uses UDP on typical *nix systems and sends traffic to port 33434 by default:

traceroute example.com

> traceroute
traceroute to . = .com (172.217.10.46), 64 hops max, 52 byte packets
1 192.168.1.1 (192.168.1.1) 1747.782 ms 1.812 ms 4.232 ms
10.170.2.1 (10.170.2.1) 10.838 ms 12.883 ms 8.510 ms
XX . XX.XX. XX (XX.XX.XX.XxX) 10.588 ms 10.141 ms 10.652 ms
XX XX XX XX (XX.XX.XX.XX) 14.965 ms 16.702 ms 18.275 ms
XX XX XX.XX (XX.XX.XX.XX) 15.092 ms 16.919 ms 17.127 ms
108.170.248.97 (108.170.248.97) 13.711 ms 14.363 ms 11.698 ms
216.239.62.171 (216.239.62.171) 12.802 ms

216.239.62.169 (216.239.62.169) 12.647 ms 12.963 ms
8 1ga34s13-in-f14.1e100.net (172.217.10.46) 11.901 ms 13.666 ms
11.813 ms

~ O OO & W N

Figure 16.55: Use “traceroute” for *nix Systems
* jpconfig/ifconfig

ipconfig: ipconfig is a command-line utility used to display all current TCP/IP network
configuration values along with the IP address, subnet mask, and default gateway for all
adapters. To display the basic configuration of the system, use ipconfig in the command
prompt. For detailed information on the system configuration, execute ipconfig
/all in the command prompt. ifconfig is a similar utility but for Linux-based machines.
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BN Select C:\Windows\system32\cmd.exe — ] X

1 >3 pCoOn g | E

IP Configurati

—

. e
rcnerneto:

Connection- > el L+ 1¢ DNS Suffix
Link-l1local IPv6 Address
IPvAaA Address .

Subnet Mask

Default Gateway
al j o F-I vLer :H L_J - !'__: [ ) IL | "| a C K

Connection-specitic DNS
Link-local IPv6 Address

Autocontiguration 1IPv4 Addr

Subnet Mask

Default Gateway

Figure 16.56: Using ipconfig in Windows System

ifconfig: When troubleshooting a networking issue, the Linux- or Unix-based OS utility
interface configuration (ifconfig) helps display the specific IP address of the affected
hosts, netmask of a network interface, and maximum transmission unit (MTU). This
utility provides commands to configure and enable/disable a network interface.

Steps to Use ifconfig

o To display the network settings of all the active network interfaces on the system,
use ifconfig without any options.

Parrot lerminal

Figure 16.57: Display Network Settings of a Network Interface
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o To display the details of all network interfaces, use the command as shown in the
screenshot below.

o Use the interface (ethO) command to display only specific interface details such as
the IP address and MAC address.

Figure 16.58: Display any Specific Interface Details

o To assign an IP address and gateway to interface on the fly, use the following
command:

# ifconfig eth0 192.168.50.5 netmask 255.255.255.0
The setting will be removed if system reboots.

o To enable a specific interface, use the following command:
# ifup ethO

o To disable a specific Interface, use the following command:

ifdown ethO

o To set the required MTU, use the following command, where XXXX represents the
Size:

# ifconfig eth0 mtu XXXX

o To set the interface in the promiscuous mode to capture all the packets and to
analyze them later, use the following command:

# ifconfig eth0 - promisc

o To configure an IP address, specify the interface to be configured, IP address, and
subnet address.
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Figure 16.59: Display an Interface, IP, and Subnet Address

o To enable/disable an interface, perform the following:

e Use the “up” or “1fup” flag with the interface name (for example, eth0) that will
activate a network interface.

e Use the “down” or “1fdown” flag with the interface name that will deactivate
the specified network interface.

Figure 16.60: Enable/Disable an Interface
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= nslookup

nslookup is a program that allows the administrator or system user to enter a host name
and retrieve the corresponding IP address or DNS record. It is also used for reverse DNS
lookup to find the host name for a given IP address. The nslookup utility is used to look
up a specific IP address or multiple IP addresses associated with a domain name(s) at a
time. nslookup is used when a user can access a resource by specifying its IP address but
not by specifying its domain name. nslookup safeguards against phishing attacks and
prevents cache poisoning.

The nslookup utility is used to resolve DNS address resolution issues. The nslookup
command is executed in the command prompt to look up the IP address for a domain
name. Subcommands can be used at the end of the nslookup command to perform
queries or to set options. The optimal mail servers SMTP, Post Office Protocol (POP),
and Internet Message Access Protocol (IMAP) for the desired domain can also be
searched using nslookup.

Searching for the Domain Name Using nslookup

The user should enter the domain name into the command line to find the IP address or
vice versa. nslookup gives the results shown in the screenshot below for google.com.

BN Select Command Prompt — ] b

O up Wi - OO

Figure 16.61: Search Domain Name using “nslookup” Command

The notification Non-authoritative answer indicates that the local DNS server failed to
provide an answer to the query itself and contacted other name servers. The results of
nslookup consist of IPv4 (four-figure) and IPv6 addresses (long and dived with colons) of
the google domain.

" netstat

The Linux/Windows utility Network Statistics (netstat) displays network connections
(incoming and outgoing), network statistics, protocol statistics, and routing tables. It
also displays connections that are not established properly and those that are being
ended, and it helps solve slowdowns, bottlenecks, or outage problems in networks.
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Steps to Use netstat
Follow the steps below to list various listening ports.

o Execute the netstat command without any parameters in the terminal to show the
list of active connections.

o Usethe netstat —e command to show the statistics of various protocols.

BN Command Prompt —_ ] >

Non-unicast packets
Discards
Errors

-

UnKnown protocolds

Figure 16.62: Using the netstat -e command in Windows

Help

Figure 16.63: Using the netstat -e command in Linux
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o The command “netstat -a | more” lists all the listening ports of TCP and UDP
connections.

—
|

_ ¥ :
I | = - Ij L I'.' c Il.'lllr'

@parrot
#netstat

Figure 16.64: Listing the ports of TCP and UDP connections

o The command “netstat -at” lists TCP port connections.

o Thecommand “netstat -au” lists UDP port connections.

Search Terminal

Figure 16.65: Listing UPD port connections
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Follow the steps below to list various listening connections.

o The command “netstat -1" lists all listening UDP connections.

*0 Parrot Terminal
File Edit View Search
@parrot
'#:-l .'T _; 1 L

-

Figure 16.66: Listing all listening connections

o The command “netstat -1t” lists all TCP listening ports.

o Thecommand “netstat -1u” lists all UDP listening ports.

View Terminal Help

@parrot

Figure 16.67: Listing UDP listening ports

Module 16 Page 1989 Certified Cybersecurity Technician Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Cybersecurity Technician Exam 212-82
Network Troubleshooting

Follow the steps below to list statistics for different protocols.

o The command “netstat -s” lists the statistics for all protocols.

N N Parrot Terminal

File Edit View Search Terminal Help

all

Figure 16.68: Listing statistics for all protocols
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o The command “netstat -st” lists statistics for TCP.
o The command “netstat -su” lists statistics for UDP.
The command “netstat -tp” displays the service name with PID.

The command “netstat -r” displays the kernel IP routing table.

Figure 16.69: Displaying the kernel IP routing table

The command “netstat -i” displays network interface packet transactions.

Figure 16.70: Displaying network interface packet transactions

The command “netstat -ie” displays the kernel interface table.

The command “netstat -c¢” prints netstat information continuously.

Figure 16.71: Displaying netstat information continuously
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The command “netstat -ap | grep http” lists listening programs.

The command “netstat —-statistics --raw’ displays raw network statistics.

Figure 16.72: Displaying raw network statistics

= PuTTY

The open-source graphical user interface (GUI) client PUTTY is a terminal emulator
application that supports protocols such as SSH, Telnet, Rlogin, and serial for Windows
and Unix-like operating systems (OSes). It helps in accessing and managing remote Linux

servers. It is an FTP or SSH FTP (SFTP) client for transferring files. It generates hashes for
passwords.

PuTTY Contiquration —_— =] 4

Category: Basic options for your PUTTY session
Session | specify the destination you want to connect to

Module 16 Page 1992

Ll::qgmg

Host Name (or IP address) Port
Terminal 22
Keyboard Connection type:
Bell Raw Telnet Rlogin * SSH Serial
Features Load, save or delete a stored session
Window Saved Sessions

Appearance

Behavioul

Default Settings Load
Translation
S5ave
Selection
Delete
Colours
Fonts
Connection
Data
Proxy Close window on exit:
Telnet * Always Never Only on clean exit
Rloain
About Open Cancel

Figure 16.73: Putty Configuration
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Features of PuTTY

o Control over the SSH encryption key and protocol version

Exam 212-82

o Command-line Secure Copy Protocol (SCP) and SSH File Transfer Protocol (SFTP)

clients called “pscp” and “psftp,” respectively

o Control over port forwarding with SSH (local, remote, or dynamic port forwarding),

including built-in handling of X11 forwarding

o Emulates most xterm, VT102 control sequences, as well as much of ECMA-48

terminal emulation

o |IPvb support

o Supports the Triple Data Encryption Standard (3DES), Advanced Encryption Standard

(AES), Arcfour, Blowfish, and DES
o Public-key authentication support
o Support for local serial port connections
Steps to Use PUTTY to Access Remote Linux Servers

o Launch PuTTY and select the Session tab from the left pane.

o Enter the Host Name (or IP address) of the remote system to be connected and
select Connection type. The selected connection type fills the default Port number

automatically. Here, selecting SSH fills Port number 22. Click Open.

PuTTY Configuration - - x
Category: Basic options for your PUTTY session
~ Session Specify the destination you want to connect to
Logging Host Name (or IP address) Port
Terminal 192.168.225.. "_ 22
Keyboard Connection type:
Bell Raw Telnet Rlogin * SSH Serial
Features Load, save or delete a stored session
Window Saved Sessions
Appearance
Behaviour Default Settings Load
Transiation
Saye
Selection
Delete
Colours
Fonts
Cconnection
Data
Proxy Close window on exit:
Telnet * Always Never Only on clean exit

Rlooin

Figure 16.74: Use Putty to Access Remote Linux Servers
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o If this is the first time the user is connecting to this remote system, PuTTY will

display a security alert dialog box. Click Accept to add the remote system’s host key
to PuTTY’s cache.

PUl Y Security Alert — - X

The server's host key Is not cached. You have no guarantee that
the server is the computer you think it is.

The server's ssh-ed25519 key fingerprint is:

ssh-ed25519 256 11:01:49:b1:3b:0d:4f:82:ee:b3:53:b7:38:09:25:2f
If you trust this host, press "Accept” to add the key to PuTTY's
cache and carry on connecting.

If you want to carry on connecting just onck, without adding the
key to the cache, press "Connect Once".

If you do not trust this host, press "Cancel” to abandon the
connection.

Accept Connect Once Cancel

Figure 16.75: Putty Security Alert

o Enter the remote system’s username and password. A connection is established to
the remote system via SSH using PuTTY.

login as: .
i 8192,168,225,. 22" s password:
|||E‘ ] COme T:|:| |_|t|'_”'|r_ | ) :_::.:‘ )4 " l LTIE' I: |_"H|_|L 1ML 4 a lt* '_"-11?!_';41'5'T-IE'T_ L 2 :::b_}:“‘l :l

* locumentation: https://help.,ubuntu,com

* Management : https://landscape.canonical ,com
¥ Support: https://ubuntu,com/adva

system information as of Fri Feb 8 11:0

System load:

= o

SWap usaqe:
* "snap info’ now shows the treshness ot each channel,
Try 'snap info microk8s' for 2 he latest qoodness.

Last login: Wed
swdubuntuserver:™d

Figure 16.76: Establish Remote System Connection
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Steps to Access Remote Systems Configured with Key-based Authentication
o Enter Host Name (or IP address) in the Session section.
o Inthe Category pane, expand Connection, expand SSH, and then choose Auth.

o Browse the location of the .ppk key file and click Open.

Category: Options controlling SSH authentication
Appearance 7 Display pre-authentication banner (SSH-2 only)
Behaviour _IBypass authentication entirely (SSH-2 only)
fransiacon Authentication methods
SR 7 Attempt authentication using Pageant
o ) Attempt TIS or CryptoCard auth (SSH-1)

— 7 Attempt "keyboard-interactive” auth (SSH-2)

Connection

s Authentication parameters

Proxy _IAllow agent forwarding

Telnet _|Allow attempted changes of username in SSH-2

Rlogin

SSH Browse...
Kex
Host keys
Cipher

O Auth

TTY
v

About Open Cancel

Figure 16.77: Browse for the Key File

o Click Accept to add the host key if it is the first time the user is connecting to the
remote system. Enter the remote system’s passphrase to connect.

= |P Subnet Calculator

A subnet is used to find information about IPv4 and IPv6 subnets as well as for the
division of classes of subnets. For example, the SolarWinds Advanced Subnet Calculator
helps ensure that IP addresses are not in conflict with one another and saves time in
managing DHCP, DNS, and IP addresses. It allows the calculation of subnet masks and IP
address management with the following:

o Breaking down the IP address
o Performing forward and reverse DNS resolution
o Offering classful subnet calculations and CIDR subnet calculations

o Providing a complete report of subnet addresses based on calculations
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?

Expult Frlnt T s Help
‘Address Details | Classful Subnet Calculator | CIDR Calculator | Subnet Addresses

| P Addmnl Garsrats
' Subnet Mask | ] i

Mask Bihl "I Number of Subnets I ;'
Host Bitsl -rl Hosts per Subnet | j

| Subnet Bit Mask |
|| Subnet Mask Inverse Mask Subnet Size Host Range

Figure 16.78: Solarwind’s Advanced Subnet Calculator
Tunnels Up Subnet Calculator

The web-based Tunnels Up Subnet Calculator is an IPv4 and IPv6 calculator that allows
for the input of a netmask, a Cisco wildcard mask/CIDR notation. It allows performing
reverse subnetting if the number of hosts is known and the netmask is unknown.

Subnet Calculator

IP Address and Netmask:

10.0.1.1/16

Calculate

IP Address: 10.0.1.1

Netmask: 255.255.0.0
Wildeard Mask: 0.0.255.255

CIDR Notation: /16

Network Address: 10.0.0.0

Usable Host Range: 10.0.0.1 - 10.0.255.254
Broadcast Address: 10.0.255.255

Binary Netmask: 11111111.11111111.00000000.00000000

Total number of hosts: 65,536
Number of usable hosts: 65,534
IP Class: A (0.0.0.0 - 127.255.255.255)

Move to adjacent network

Figure 16.79: Screenshot of Subnet Calculator
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= speedtest.net

The website speedtest.net is used to determine the available bandwidth for a host at a
point of time. It provides free analysis of Internet access performance metrics. For
example, it provides metrics such as the connection data rate (speed) and latency
(connection delay). For enhanced test accuracy, it uses TCP sockets and a custom
protocol for communication between servers and users.

The time taken to upload and download a file can also be determined using this website.
All the tests performed by speedtest.net measure the data rate in the download
direction (from the server to the user) and that in the upload direction (the user to the
server).

(v ) RESULTS SETTINGS

© PINGms  ( DOWNLOAD Mbps #) UPLOAD Mbps

: ol/41 94219

ACT Fibernet

Figure 16.80: Working of “Speedtest.net”
= pathping
Source: https://docs.microsoft.com

The pathping utility provides detailed information about the path characteristics from a
specific host to a specific destination in a single picture by taking advantage of the ping
and tracert/traceroute commands. It helps diagnose packet loss and slow speed faults.
Initially, running pathping traces the route to a destination address and launches a 25-s
test for each hop to show the pathping statistics on the data loss to each hop.

pathping [/n] [/h <maximumhops>] [/g <hostlist>] [/p <Period>]
[/g <numqueries> [/w <timeout>] [/i <IPaddress>] [/4 <IPv4>] [/6
<IPvb6>] [<targetname>]

Options Description

/n Prevents the resolving of an IP address to a host name

Defines the maximum number of hops for reaching the target (30

/h <maximumh >
——— by default)

Defines a loose source route through a specified hostlist in the IP

/g <hostlist> _ T
header (maximum allowed list is 9)
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/p <period> Defines the wait time between pings (mostly in milliseconds)

/q <numqueries> | Defines the number of ICMP queries for each hop (100 by default)

A — Defines the wait time for each ICMP reply (3000 ms, i.e., 3 s, by

default)
/i <IPaddress> Defines the source address
/4 <IPv4> Forces pathping to use only IPv4
/6 <IPv6> Forces pathping to use only IPv6
Defines the target or destination address that can be identified by
<targetname>
the host name or IP address
/? Displays all the available options on the command-line interface

Table 16.3: pathping command options
Steps to Use pathping for Networking Troubleshooting

o Run the command pathping <IP address> in Command Prompt. Interrupt
pathping at any time by holding down ctrl + C.

BN Command Prompt - pathping 8.8.8.8 — X

IfﬁHThPiWE

acing route to dns.google
ver a maximum ot 320 hops:
Windows19 [1©.1©.10.10]
10.10.10. -
192.108.1.
100 .64 .63.
192 .108.34 .«
192 .168.4%
192.168.48.2

192 .168 .48 .49
E-Ccorporate-229.104 .185.

g

o7 70 O 5
_]_ "'-;‘ .I'i - -'I :-‘ - _‘1_ __¥ 11‘ - '.._l

S

/2.14 208 .23

Figure 16.81: Running the command “pathping”
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o Use the command pathping —n to show numeric IP numbers instead of DNS host
names.
BN Command Prompt - pathping -n www.googl... = ] >
racing rouce T
a maximum ot
196.190.10. 1€
190.106.10. 2
192.168.1.1
100.64 .63 .254
192 .1068 .34 _.189
192.108.48.5
192.168.48.2
G72.108 .48 .33
22 .185 .14 225
C .79.198.0
16 . 14 . 210.19/72
11 216.239_.54.67
| 784 .125.252.91
13 72.217.103.104
Computing
Figure 16.82: Displaying IP numbers instead of domain names
"  route
Source: https://docs.microsoft.com
The route utility is used to show the ongoing status of and modifications to the routing
table on the Windows host. It is useful when the host has multiple IPs and multiple
hosts. Netmasks, network destinations, and gateways are displayed in the active routes
section of the route utility. In Unix/Linux, the route command can be used without any
command-line switches. The command shows similar outputs for both Windows and
Unix/Linux.
route [/f] [/p] [<Command> [<Destination>] [mask <Netmask>]
[<Gateway>] [metric <Metric>]] [1f <Interface>]]
Options Description
/£ Wipes off all entries in the routing table
/P Initializes the new routing table by adding a new route to the registry
<Command> Defines the command to run (e.g., add, change, delete, or run)
<Destination> Defines the destination or target of the route

mask <Netmask>

Defines the subnet masks associated with the target

<Gateway>

Defines the next hop address or transmission

metric <Metric>

Defines the integer cost metric for the route (between 0 and 9999)
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if <Interface> Defines the interface index for reaching the destination

/7 Displays all the available options

Table 16.4: route command options

Steps to Use the route Command for Network Troubleshooting

o In Windows, use the command route print to view the routing table (IPv4 and IPv6).

Select Command Prompt

Y |

Interface List

o E*u E‘l 3 |

330 900 00 PE 8D e M
o0 00 6060 D e® 1
2 00 00 00 00 6P e® Microsoft

2.0.0.0

18.12.1©8 .6

.Intel(R) 82574L Gigablit Network Connection

S O '1_ Liamae |. (i F-' t.-l aC K

pcap Loopback Adapter
£ Intertace 1
TAP Adapter

g FPseudo-I1Int

Figure 16.83: Viewing the routing table

o To add, delete, or change a route entry, use the following command:

route [/p] command dest [mask subnet] gateway [if interface]

Example:
C:\>route /p add
C:\>route change

C:\>route delete
= Nmap
Source: https://nmap.org

192 .168.5.0 mask 255.255.255.0 192.168.1.500
192.168.5.0 mask 255.255.255.0 192,168.1.542
192 .1868.5.0

Nmap (“Network Mapper”) is a security scanner for network exploration and hacking. It
allows the discovery of hosts, ports, and services on a computer network, thus creating

a “map” of the network.

It sends specially crafted packets to the target host and then

analyzes the responses to accomplish its goal. It scans vast networks of hundreds of
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thousands of machines. Nmap includes many mechanisms for port scanning (TCP and
UDP), OS detection, version detection, ping sweeps, and so on.

Either a network administrator or an attacker can use this tool for their specific needs.
Network administrators can use Nmap for maintaining network inventory, managing
service upgrade schedules, and monitoring host or service uptime. Nmap can also be
used to extract information such as live hosts on the network, open ports, services
(application name and version), type of packet filters/firewalls, MAC details, and OSes,
along with their versions.

Syntax: # nmap <options> <Target IP address>
Host Discovery

o Perform an ARP ping scan for discovering live hosts in the network. Use the -PR
option to perform an ARP ping scan.

# nmap -sn -PR <IP address>

Scan JTools Profile Help

Target: 10.10.10.13 ~ Profile: ~ Scan Cancel
Command: |nmap -sn -PR 10.10.10.13
Hosts | Services Nmap Output Ports / Hosts Topology Host Details Scans
0S 4 Host - nmap -sn -PR 10.10.10.13 ~ Details
& 10.10.10.13 Starting Nmap 7.80 ( https://nmap.org ) at 2021-06-28 12:27

Standard Time
Nmap scan report {for 10.10.10.15
|Host is up|(©.8@s latency).
- MAC Address: 00:8C:29:EB:CD:AF (VMware)
Nmap done: 1 IP address (1 host up) scanned in .61 seconds

Filter Hosts

Figure 16.84: Screenshot of Nmap host discovery using an ARP ping scan

o 0 Usethe -PE option to perform the ICMP ECHO ping scan. Active hosts are
displayed as “Host is up,” as shown in screenshot.

# nmap -sn -PE <IP address>

Scan JTools Profile Help

Target:  10.10.10.13 ~  Profile: ~r Scan Cancel
Command: ‘ nmap -sn -PE 10.10.10.13 \
Hosts | Services Nmap Output Ports / Hosts Topology Host Details Scans
0S 4 Host = nmap -sn -PE 10.10.10.13 o Details
e 10.10.10.13 Starting Nmap 7.80 ( https://nmmap.org ) at 2021-06-28 12:31

Standard Time

Nmap scan report for 10.10.10.13
|Hnst 1S upl(B.BBs latency).
- MAC Address: 90:8C:29:EB:CD:AF (VMware)
Nmap done: 1 IP address (1 host up) scanned in .25 seconds

Filter Hosts

Figure 16.85: Screenshot of Nmap host discovery using an ICMP ECHO ping scan
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o Use the -PE option with a list of IP addresses to perform an ICMP ECHO ping sweep.
# nmap -sn -PR <IP address range>

Zenmap o ] 4

Scan Jlools Profile Help

||||||||||||

Target: | 10.10.10.0-15 v Profile: ~ Scan Cancel

Command: [nmap -sn -PE 10.10.10.0-15]

Hosts | Services Nmap Output Ports / Hosts Topology Host Details Scans
0S 4 Host - nmap -sn -PE 10.10.10.0-15 ~ Details
W 10.10.10.1 Starting Nmap 7.88 ( https://nmap.org ) at 2021-06-28 12:37
: Standard Time
#4  10.10.10.2 Nmap scan report for 10.10.10.1
& 10.10.10.10 IHnst is upI(E.BBE latency).
MAC Address: ©00:50:56:C(0:900:88 (VMware)
(L

10.10.10.13 eport for 10.10.10.2
|Hc5t upi(E.BEs latency).

MAC Address: 00:50:56:FC:26:81 (VMware)

Nmap scan report for 10.10.10.13

|Hn5t 1s up|(E.BEs latency).

MAC Address: ©00:8C:29:EB:CD:AF (VMware)

Nmap scan report for 10.10.10.10

Host 1s up.

Nmap done: 16 IP addresses (4 hosts up) scanned in 8.86

seconds o

Filter Hosts

Figure 16.86: Screenshot of Nmap host discovery using an ICMP ECHO ping sweep

o To scan the given subnet, use the following command without any switches. This
command works similarly to the ping command in that it sends TCP ACK packets for
the ports 80 and 443 to check whether the target host is alive. It also performs an
ARP scan and neighbor discovery scan; if it finds that any host is alive, it starts
performing port scanning to detect running services.

# nmap <IP subnet range>
Service and Version Discovery

o Use the -p option to scan for specified ports numbers or a port range.
# nmap -p <Port Number or Range> <IP address>

Zenmap — L] >

Scan lools Profile Help

Target: 10.10.10.10 s Profile: ~ Scan Cancel

Command: [nmap -p 80 10.10.113-.1(1

Hosts Services Nmap Output Ports / Hosts Topology Host Details Scans

0S 4 Host - nmap -p 80 10.10.10.10 d Details
W 10.10.10.10 Starting Nmap 7.80 ( https://nmap.org ) at 2021-06-28
® 10.10.10.13 :l;;;gscan reﬁﬁiﬁdigf 10.20.10.10

Host 1s up (.631s latency).

PORT STATE SERVICE
S0/tcp open http

Nmap done: 1 IP address (1 host up) scanned in ©.25
seconds

Filter Hosts

Figure 16.87: Screenshot of Nmap service discovery using a scan for a specified port number
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o Use the -sT option to scan for only TCP ports.

# nmap -sT <IP address>

< Zenmap

Scan

JTools Profile

Help

Target: | 10.10.10.16

Command: |nmap -sT -v 10,10,10.16 I

Hosts

Services

0OS 4 Host

Filter Hosts

Nmap OQutput Ports / Hosts Topology
nmap -sT -v 10 10.10. 716

12:59 W

'xf! Profile: ~ | |[Scan|

l Sta
Initiating ARP Ping Scan at 12:59

Scanning 10.10.10.16 [1 port]

Completed ARP Ping Scan at 12:59, €.86s elapsed (1

total hosts)

Initiating Parallel DNS resolution of 1 host.
Completed Parallel DNS resolution of 1 host.

2.05s5 elapsed

Initiating Connect Scan at 12:59
Scanning 10.10.10.16

Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered

open
open
open
open
open
open
open
open
open

Cancel

Scans

=]

]

Host Details

Details

ndard Time ~

at 12:59
at 12:59,

[1eee ports]

80/tcp on 10.10.10.16
139/tcp on 10.10.10.16
135/tcp on 10.10.16.16
3389/tcp on 10.10.10.16
111/tcp on 10.10.10.16
445 /tcp on 10.10.10.16
S3/tcp on 10.10.10.16
18e69/tcp on 10.10.10.16
le72/tcp on 10.10.10.16

port
port
port
port
port
port
port
port
port

About 15.60% done; ETC: 13:02

Connect Scan Timing:
(8:22:48 remaining)
Discovered open port
Discovered open port
(8:82:19 remaining)
Discovered open port

Discovered open port

—-—

88/tcp on 10.10.10.16
636/tcp on 10.10.10.16
About 38.56% done; ETC: 13:02
2103/tcp on 19.10.10.16
389/tcp on 10.10.10.16

Figure 16.88: Screenshot of Nmap service discovery using a TCP scan

- Zenmap

Scan

Tools

Profile

Target: | 10.10.10.76

Command: |nmap -sT -v 10.10.10.16 ‘

Help

Cancel

iwr] Profile: Scan

Hosts !

0S 4 Host

Module 16 Page 2003

Services

10.10.10.16

Filter Hosts

i,

Nmap Output Scans

Ports / Hosts Topology Host Details

nmap -sT -v 10.10.10.16

PORT
>3/tcp
BO/tcp
88/tcp
111 /tcp
135/tcp
139/tcp
389/tcp
445 /tcp
464/ tcp
593/tcp
636/tcp
19061/ tcp
1069/ tcp
18672/tcp
1801 /tcp
2049/ tcp
2183/ tcp
2195 /tcp
2107 /tcp
2968/tcp
3268/tcp open
3269/7/tcp open globalcatLDAPss1
|2389/tcp open ms-wbt-server

MAC Address: 00:0C:29:AE:77:F7

Read data files from: C:\Program Files (x86)\Nmap
Nmap done: 1 IP address (1 host up) scanned 1n 228.66
seconds

Details

N

STATE
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

SERVICE
domain

http
kerberos-sec
rpcbind

msrpc
netbios-ssn|
ldap
microsoft-ds
kpasswd5
http-rpc-epmap
ldapssl

kiosk
cognex-insight
cardax

msmq

nfs
zephyr-clt
eklogin
msmq-mgmt
enpp
globalcatLDAP

VMware)

Figure 16.89: Screenshot of Nmap service discovery using a TCP scan
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o Use the -sU option to scan for only UDP ports.
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e Zenmap — L >
Scan JTools Profile Help
| ] :' uuuuuuuuuuuu a='|
Target: | 10.10.10.10 ~  Profile: -...-l I{Scan:' Cancel
Command: | nmap -sU -v 10,70.10.10
Hosts Services Nmap Output Ports / Hosts Topology Host Details Scans
0S 4 Host i ‘nmap -sU -v 10.10.10.10 q Details
& 10.10.10.10 Initiating Parallel DNS resolution of 1 host. at 13:27 A
Completed Parallel DNS resolution of 1 host. at 13:27,
©.42s elapsed
Initiating UDP Scan at 13:27
Scanning 10.10.10.10 [1880 ports]
Discovered open port 137/udp on 10.10.10.10
Completed UDP Scan at 13:27, 6.16s elapsed (1888 total
ports)
Nmap scan report for 10.10.16.10
Host is up (©6.88s latency).
SERVICE
netbios-ns
filtered netbios-dgm
filtered isakmp
1986 /udp filtered upnp
3389/udp filtered ms-wbt-server
3702 /udp filtered ws-discovery
4500/ udp filtered nat-t-ike
S353/udp filtered zeroconf
5355/udp filtered l1llmnr
49173 /udp filtered unknown
Read data files from: C:\Program Files (x86)\Nmap
Nmap done: 1 IP address (1 host up) scanned in 6.72
seconds
Raw packets sent: 1319 (39.€13KB) | Rcwvd:
2363 (97.926KB)
Filter Hosts

Figure 16.90: Screenshot of Nmap service discovery using a UDP scan
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o Use the -ss option to perform a stealth scan/TCP half-open scan.

# nmap -sS <IP address>

¥ Zenmap d — ] X

Scan Tools Profile Help

Target: | 10.10.10.10 v Profile: v Sca'm| Cancel
Command: | nmap -s5 -v 10,10.10.10

Hosts | Services

d

Nmap Output Ports / Hosts Topology Host Details Scans

——y

0S 4 Host P nmap -sS -v 10.10.10.10 v }Details‘

_

# 10.10.10.10 Starting Nmap 7.91 ( https://nmap.org ) at 2021-06-28
01:00 Time
Initiating ARP Ping Scan at ©1:00
Scanning 10.10.10.10 [1 port]
Completed ARP Ping Scan at ©1:00, ©.83s elapsed (1
total hosts)
Initiating Parallel DNS resolution of 1 host. at ©1:00
Completed Parallel DNS resolution of 1 host. at ©1:00,
@.11s elapsed
Initiating SYN Stealth Scan at ©1:00
Scanning 10.10.10.10 [1000 ports]
Discovered open port 3389/tcp on 10.10.10.10
Discovered open port 135/tcp on 10.10.10.10
Discovered open port 445/tcp on 10.10.10.10
Discovered open port 139/tcp on 10.10.10.10
Discovered open port 88/tcp on 10.10.10.10
Discovered open port 21/tcp on 10.10.10.10
Discovered open port 5357/tcp on 10.10.10.10
Completed SYN Stealth Scan at €1:00, 1.97s elapsed
(1000 total ports)
Nmap scan report for 10.10.10.10

STATE SERVICE
open ftp
open http

open msrpc

open netbios-ssn

open microsoft-ds
3389/tcp open ms-wbt-server
5357/tcp open wsdapi

(VMware)

Read data files from: C:\Program Files (x86)\Nmap
Nmap done: 1 IP address (1 host up) scanned in 2.20
seconds

Raw packets sent: 1089 (47.900KB) | Rcvd:

- 10088 (40.356KB
Filter Hosts ‘ ( ; v

Figure 16.91: Screenshot of Nmap service discovery using a TCP half-open scan
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o Use the -sVv option to detect service versions.

Zenmap — L] X
Scan Tools Profile Help
Target: | 10.10.10.10 v | Profile v| [Scan! | Cancel
Command:

Hosts Services Nmap Output Ports / Hosts Topology Host Details Scans
0S 4 Host A nmap -sV 10.10.10.10 v Details

W 10.10.10.10 -Star‘ting Nmap 7.91 ( https://nmap.org ) at 2021-06-28

01:14 B e ' Time

Nmap scan report for 10.10.10.10

Host is up (©.88s latency).

Not shown: 993 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp Microsoft ftpd
80/tcp open http Microsoft IIS httpd
10.0

135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn Microsoft Windows
netbios-ssn

445/tcp open microsoft-ds Microsoft Windows 7

- 10 microsoft-ds (workgroup: WORKGROUP)

3389/tcp open ssl/ms-wbt-server?

5357/tcp open http Microsoft HTTPAPI
httpd 2.0 (SSDP/UPNP)

MAC Address: ©0:0C:29:DF:79:4D (VMware)

Service Info: Host: WINDOWS1O; 0S: Windows; CPE: cpe:/
o:microsoft:windows

Service detection performed. Please report any
incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 67.31

: seconds Vv
Filter Hosts

Figure 16.92: Screenshot of Nmap service discovery

o Use the following command to check 2000 common ports that manage UDP/TCP
services:

# nmap -sS -sU -PN <IP address>

o Use the following command to scan all the ports:
# nmap -sS -sU -PN -p 1-65535 <IP address>
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OS Discovery

o Use the -0 option to perform OS discovery and obtain the OS details of the target

machine.

# nmap -O <IP address>

¥ Zenmap

Scan lools Profile

Target: | 10.10.10.16

Command: |nmap -0 10.10.10.16

Hosts ‘:

0OS 4 Host
- 10.10.10.16

Filter Hosts

Help

Services ‘

-

Exam 212-82

. x

‘ Profile: Scan Cancel
Nmap Output Ports / Hosts Topelogy Host Details Scans
‘nmap -0 10.10.10.16 ~ Details
Not shown: 977 closed purt; .
PORT STATE SERVICE
53/tcp open domain
80/tcp open http
88/tcp open kerberos-sec
111 /tcp open rpcbind
135/tcp open msrpc
139/tcp open netbios-ssn
389/tcp open ldap
445 /tcp open microsoft-ds
464 /tcp open kpasswdﬂ
593/tcp open http-rpc-epmap
636/tcp open ldapssl

1061 /tcp open
1069 /tcp open
1072/tcp open

kiosk
cognex-insight
cardax

1801 /tcp open msmq

2049 /tcp open nfs

2103 /cp open zephyr-clt
2105/tcp open eklogin

2107 /tcp open msmqg-mgmt
2968/tcp open enpp

3268/tcp open globalcatLDAP
3269/tcp open globalcatLDAPss]

3389/tcp open

MAC Address: 00:0C:29:AE:77:F7 (VMware)

ms-wbt-server

Device type: general purpose

Running: Microsoft Windows 20616
OS CPE: cpe:/o:microsoft:windows_server_ 2016
Server 2016 build

0S details: Microsoft Windows
- 14393

Network Distance: 1 hop

18586

0S detection performed. Please report any incorrect
results at https://nmap.org/submit/

Nmap done: 1 IP address (1 host up) scanned in 6.89
seconds
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o In Nmap, use the smb-os-discovery NSE script for collecting OS information on
the target machine through the SMB protocol.

Zenmap — L] X

Scan Jools Profile Help

Target: 10.10.10.10 ~ Profile: ~ Scan Cancel
Command: nmap --script smb-os-discovery.nse 10.10.10.10
Hosts Services Nmap Output Ports / Hosts Topology Host Details Scans
0S 4 Host - nmap --script smb-os-discovery.nse 10.10.10.10 ~ Details
(e 10.10.10.10 Starting Nmap 7.80 ( https://nmmap.org ) at 2021-06-28
13:39 Standard Time

Nmap scan report for 10.10.10.10
Host 1s up (0.08s latency).
Not shown: 993 closed ports

PORT STATE SERVICE
21/€cp open ftp
S80/tcp open nttp
135 /tcp open msrpc

139/tcp open netbios-ssn
445 /tcp open microsoft-ds
3389/Ttcp open ms-wbt-server
5357/tcp open wsdap1

Host script results:
smb-os-discovery:

0S: Windows 1© Enterprise 18586 (Windows 106
Enterprise 6.3)
0OS CPE: cpe:/o:microsoft :windows 10:: -
Computer name: Windowsle
NetBIOS computer name: WINDOWS10\x00
Workgroup: WORKGROUP\x0@
System time: 2821-86-28T13:39:56+85:30

—

Nmap done: 1 IP address (1 host up) scanned in 1.56
seconds

Filter Hosts

Figure 16.94: Screenshot of Nmap OS discovery using the Nmap script engine (NSE)
=  Wireshark

Source: https://www.wireshark.org

Wireshark allows capturing and interactively browsing the traffic in a computer
network. This tool uses WinPcap to capture packets on its own supported networks. It
captures live network traffic from Ethernet, IEEE 802.11, PPP/HDLC, ATM, Bluetooth,
USB, Token Ring, Frame Relay, and FDDI networks. The captured files can be
programmatically edited via the command-line interface. A set of filters for customized
data display can be refined using a display filter.

Wireshark assists administrators in troubleshooting network problems and performing
real-time traffic analysis for diagnosing network-related issues. Wireshark can be used
to troubleshoot some common issues such as packet drops, delay problems, and
unnecessary activities over the network.

As shown in the screenshot, Wireshark can be used to sniff and analyze the packet flow
in the target network and extract critical information.
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£ *EthernetD — m >
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4 m 2 @ D RE RecEZq & IS5IE QA Q@QH

[ [tcp.port == 80 || udp.port == 80| -]+

MNo. Time Source Destination Protocol Length Info ~
272980 580.912132 10.10.10.10 117.18.232.200 TCP 54 1730 -» 80 [ACK..
272981 580.915716 117.18.232.260 10.10.16.106 TCP 1454 80 -» 1730 [PSH..
272982 580.919124 117.18.232.200 10.10.10.10 TCP 1454 80 - 1730 [PSH..
272983 58€.9191660 19.l19.108.10 117.18.232.200 TCP 5S4 17306 -» B8O [ACKm
272984 580©.926694 117.18.232.200 10.106.10.10 TP 1454 80 - 1730 [PSH..
272985 580.936773 117.18.232.260 10.10.106.106 TCP 1514 80 -» 1730 [ACK..
272986 580©.930773 117.18.232.200 10.10.10.10 TCP 1514 80 - 1730 [ACK..
272987 58©.9306773 117.18.232.260 10.10.10.10 TCP 1334 80 -» 1730 [PSH..
272988 58©£.938819 1l10.1e.1e.10 117.18.232.200 TCP 54 1736 -» 8@ [ACK..
272989 58€.938898 117.18.232.200 10.106.190.10 TCP 1514 80 -» 173 [AEKm
272996 580©.938808 117.18.232.260 10.10.10.106 TCP 1514 80 - 1730 [ACK..
272991 580©.938808 117.18.232.200 10.10.10.10 TCP 1334 86 - 1730 [PSH..
272992 58©.938924 10.10.10.10 117.18.232.200 TCP 54 1730 - 80 [ACK..

— 272993 S580.958015 117.18.232.200 10.10.10.10 TCP 1454 80 - 1730 [PSH.. P

Frame 269463: 1454 bytes on wire (11632 bits), 1454 bytes captured (11632 bits) on 1

Ethernet II, Src: VMware fc:26:81 (00:50:56:fc:26:81), Dst: VMware df:79:4d (©@@:0c:
Internet Protocol Version 4, Src: 117.18.232.200, Dst: 10.16.10.106
Transmission Control Protocol, Src Port: 80, Dst Port: 1730, Seq: 274652271, Ack: 1
£ >

———

Q@ 7 wireshark_Ethernet0255R50.pcapng | Packets: 272993 - Displayed: 272628 (99.99:) || Profile: Default

Figure 16.95: Screenshot of Wireshark

Wireshark features display filters that filter traffic on the target network by protocol
type, IP address, port, etc. Display filters are used to change the view of packets in the
captured files. To set up a filter, type the protocol name, such as arp, http, tcp, udp, dns,
and ip, in the filter box of Wireshark. Wireshark can use multiple filters at a time.

Listed below are display filters in Wireshark that are commonly used for network
troubleshooting.

o To investigate HTTP traffic, enter “http” as the filter option in the Wireshark

window.
£ *EthernetD — ] >
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4 W 7 ® S RE Re=E SIE5I= AQQH
[ [Fes] B )+
MNo. Time Source Destination Protocol Length Info ~
221070 439.363855 117.18.232.200 10.10.10.10 HTTP 1285 HTTP/1.1 206 Part..
221072 439 _.448688 1l1e.1e.1e.1e 117.18.232.200 HTTP 435 GET /c/upgr/2020/..
221938 448 .520625 117.18.232.200 10.10.16.10 HTTP 200 HTTP/1.1 206 Part..
221949 449 _.522682 1©.106.16.106 117.18.232.200 HTTP 435 GET /c/upgr/2020/..
222803 442 .23582 117.18.232.260 16.16.16.106 HTTP 1481 HTTP/1.1 2066 Part..
222805 442 . 234873 1©.10.10.16 117.18.232.200 HTTP 435 GET /c/upgr/2020/..
223296 443 _.525879 117.18.232.260 10.10.16.16 HTTP 331 HTTP/1.1 206 Part..
223298 443 _.533179 10.10.10.10 117.18.232 .200 HTTP 43S GET /c/upgr/2020/..
223707 444 .49782 117.18.232.200 10.10.10.16 HTTP 909 HTTP/1.1 206 Part..
223710 444 584381 l1e.l19.1e.1e 117.18.232.200 HTTP 435 GET /c/upgr/2020/..
224278 445 .574467 117.18.232.200 10.160.16.16 HTTP 91 HTTP/1.1 266 Part.
224280 445.640587 10.10.10.106 117.18.232.200 HTTP 435 GET /c/upgr/2020/..
224831 446 .435324 117.18.232.200 10.1©.16.10 HTTP 998 HTTP/1.1 206 Part..
224833 446.702796 10©.10.1e.16e 117.18.232.200 435 GET /c/upgr/2020/.. 0

Frame 12434: 435 bytes on wire (3480 bits), 435S bytes captured (3480 bits) on interfacel

Ethernet II, Src: VMware df:79:4d (00:0c:29:df:79:4d), Dst: VMware fc:26:81 (99:50:56: 1

Internet Protocol Version 4, Src: 10.10.10.10, Dst: 117.18.232.200

Transmission Control Protocol, Src Port: 173@, Dst Port: BO, Seq: 9997, Ack: 12233345,
Hypertext Transfer Protocol |

< >

| —

@ 7 wireshark_Ethernet0255R 50.pcapng . Packets: 225411 - Displayed: 1195 (0.5%) Profile: Defauit

i
i

Y

Figure 16.96: Screenshot of Wireshark showing an http filter
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o Use the filter ip.addr == <IP address> to investigate HTTP traffic initiated

from an IP address.

£ *EthernetD — L] >
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

4 m @ N RE Re=2Z2 0 & 5= QA H

W |ip.addr == 10.10.10.13 -] +

No.,

Time

obl.od4/466 )| 10.

2 861.847520) 10.

o6l .847585 | 10.

sbl.od4/7/614) 10.

3

Frame 329845: 65 bytes on wire (520 bits), 65 bytes captured (520 bits) on interface
Ethernet II, Src: VMware_eb:cd:af (00:0c:29:eb:cd:af), Dst: VWMware_fc:26:81 (00:50:5
Internet Protocol Version 4, Src: 10.10.10.13, Dst: 8.8.8.8

User Datagram Protocol, Src Port: 59173, Dst Port: 53

Domain Name System (query)

O 7 wireshark Ethernet0255R 50.pcapng | Packets: 385254 - Displayed: 4317 (1.1%) | Profile: Default

Figure 16.97: Screenshot of Wireshark showing ip.addr filter

Use the filter ip.dst==<IP address>&&http to investigate HTTP traffic towards
an IP address.

Use the filter ! (ip.addr == <IP address>) to discard packets destined to an
IP address.

Use the filter ip.src==<IP address>/24 and ip.dst==<IP address>/24
to trace the local network traffic.

To track the TCP data content, right-click on the selected packet and select “Follow
TCP Stream.” A window will be displayed with TCP data content. The content
includes headers and cleartext data forwarded while processing.
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M Wireshark . Follow TCP Stream (tcp.stream eq 0) - Ethernet0 — - X
ol nenan’ wenBEr R el e i ™ awn ol nnrmimn ol b o Bl AT ~

. S = I =.<.5./
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feahlcoctii el cavs B M:iNe ccadD 8. D sicabBoicDica ) FaacRead B u>kQPf./
ZadNFoo/.111TO.oZowodlViuaaMauuPtaConaaa L awll alleesesas Bl s ailn s We e sllss s sselea WV
Packer 4. 3 chent pkts, 17 server pkts, 3 twrns. COick o select.

Entire conversation (23kB) ~ Show data as | ASCII ~ Stream [0/% |
Find: ‘ I Find Next I

Filter Out This Stream Print Save as. .. Back Close Help

Figure 16.98: Screenshot of Wireshark showing the window “Follow TCP Stream”

o In the captured window, the traffic or any errors are displayed in different colors,
which can be used for troubleshooting the network.

Hping2/Hping3

Hping2/Hping3 is a command-line-oriented network scanning and packet crafting tool
for the TCP/IP protocol that sends ICMP echo requests and supports TCP, UDP, ICMP,
and raw-IP protocols. It performs network security auditing, firewall testing, manual
path MTU discovery, advanced traceroute, remote OS fingerprinting, remote uptime
guessing, TCP/IP stacks auditing, and other functions. It can send custom TCP/IP packets
and display target replies similarly to a ping program with ICMP replies. It handles
fragmentation as well as arbitrary packet body and size, and it can be used to transfer
encapsulated files under the supported protocols. It also supports idle host scanning. IP
spoofing and network/host scanning can be used to perform an anonymous probe for
services. It also determines whether the host is up even when the host blocks ICMP
packets. Its firewalk-like usage allows the discovery of open ports behind firewalls. It
performs manual path MTU discovery and enables you to perform remote OS
fingerprinting.

Using Hping, you can study the behavior of an idle host and gain information about the
target, such as the services that the host offers, the ports supporting the services, and
the OS of the target.

Syntax: # hping <options> <Target IP address>
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ICMP Scanning

Exam 212-82

A ping sweep or Internet Control Message Protocol (ICMP) scanning is a process of
sending an ICMP request or ping to all the hosts on the network to determine the ones

that are up.

Figure 16.99: ICMP scanning using hping

The OS, router, switch, and IP-based devices use this protocol via the ping command for
echo request and echo response as a connectivity tester between different hosts.

ACK Scanning on Port 80

This scanning technique can be used to probe the existence of a firewall and its rule
sets. Simple packet filtering allows the establishment of a connection (packets with the
ACK bit set), whereas a sophisticated stateful firewall does not allow the establishment

of a connection.
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Figure 16.100: ACK scanning on port 80 using hping
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Hping Commands

The various Hping commands are as follows:

o ICMP ping
EX. hping3 -1 10.0.0.25
Hping performs an ICMP ping scan by specifying the argument -1 in the command
line. You may use --ICMP or -1 as the argument in the command line. By issuing the
above command, hping sends an ICMP echo request to 10.0.0.25 and receives an
ICMP reply similarly to a ping utility:.

o ACK scan on port 80
EX. hping3 -A 10.0.0.25 -p 80
Hping can be configured to perform an ACK scan by specifying the argument -A in
the command line. Here, you set the ACK flag in the probe packets and perform the
scan. You perform this scan when a host does not respond to a ping request. By
issuing this command, Hping checks if a host is alive on a network. If it finds a live
host and an open port, it returns an RST response.

o UDP scan on port 80
Ex. hping3 -2 10.0.0.25 —p 80
Hping uses TCP as its default protocol. Using the argument -2 in the command line
specifies that Hping operates in the UDP mode. You may use either --udp or -2 as the
argument in the command line.
By issuing the above command, Hping sends UDP packets to port 80 on the host
(10.0.0.25). It returns an ICMP port unreachable message if it finds the port closed
and does not return a message if the port is open.

o Collecting Initial Sequence Number
EX. hping3 192.168.1.103 -Q -p 139 -s
Using the argument -Q in the command line, Hping collects all the TCP sequence
numbers generated by the target host (192.168.1.103).

o Firewalls and Timestamps
EX. hping3 -S 72.14.207.99 -p 80 --tcp-timestamp
Many firewalls drop those TCP packets that do not have the TCP Timestamp option
set. By adding the --tcp-timestamp argument in the command line, you can enable
the TCP timestamp option in Hping and try to guess the timestamp update frequency
and uptime of the target host (72.14.207.99).

o SYN scan on port 50-60
EX. hping3 -8 50-60 -S 10.0.0.25 -V
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Using the argument -8 or --scan in the command line, you are operating Hping in the
scan mode to scan a range of ports on the target host. Adding the argument -S
allows you to perform a SYN scan.

Therefore, the above command performs a SYN scan on ports 50-60 on the target
host.

o FIN, PUSH and URG scan on port 80
EX. hping3 -F -P -U 10.0.0.25 -p 80

By adding the arguments —F, —P, and —U in the command line, you are setting FIN,
PUSH, and URG packets in the probe packets. By issuing this command, you are
performing FIN, PUSH, and URG scans on port 80 on the target host (10.0.0.25). If
port 80 is open, you will not receive a response. If the port is closed, Hping will
return an RST response.

o Scan entire subnet for live host
EX. hping3 -1 10.0.1.x --rand-dest -I ethO

By issuing this command, Hping performs an ICMP ping scan on the entire subnet
10.0.1.x; in other words, it sends an ICMP echo request randomly (--rand-dest) to all
the hosts from 10.0.1.0 to 10.0.1.255 that are connected to the interface ethO. The
hosts whose ports are open will respond with an ICMP reply. In this case, you have
not set a port; hence, Hping sends packets to port 0 on all IP addresses by default.

o Intercept all traffic containing HTTP signature
EX. hping3 -9 HTTP -I ethO

The argument -9 will set the Hping to the listen mode. Hence, by issuing the
command -9 HTTP, Hping starts listening on port O (of all the devices connected in
the network to interface ethOQ), intercepts all the packets containing the HTTP
signature, and dumps from the signature end to the packet's end.

For example, on issuing the command hping2 -9 HTTP, if Hping reads a packet
that contains data 234-09sdf1kjs45-HTTPhello world, it will display the result
dS hello world.

o SYN flooding a victim
Ex. hping3 -S 192.168.1.1 -a 192.168.1.254 -p 22 --flood

TCP SYN flooding techniques using spoofed IP addresses can be adopted to perform
a DoS attack for testing the target system.

" netcat

netcat is a network utility used for testing network connections on both Windows- and
Linux-based systems. It provides various commands that allow the thorough monitoring
of traffic flow across a network. netcat can be used to establish and analyze TCP/UDP
connections. Moreover, it can be used as a backdoor to read and write raw data over
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network connections. It provides features such as port scanning, OS fingerprinting, file
transferring, DNS checking, and source routing.

netcat commands for network troubleshooting

o Test the connectivity with a remote host using the following command:
nc -w3 -4 -v <target host> <port number>

Q ubuntu@ubuntu: ~ A =

:~S nc -w3 -4 -v www.google.com 860
Connection to www.google.com 80 port [tcp/http] succeeded!

S B

Figure 16.101: Screenshot of netcat

o Perform port scanning on a given IP address or host name using the following
command:

nc -v -n <IP address> <port number/range>

Q ubuntu@ubuntu:~ [ =

S nc -v -n 10.10.10.10 21

Connection to 10.10.10.10 21 port [tcp/*] succeeded
220 Microsoft FTP Service

Figure 16.102: Screenshot of netcat performing a port scan

o Perform scan on a single port or given set of port numbers using the following
command:

nc -zv <IP address> <port number (s) /port range>

o Create a listener on a specified port number using the following command:

nc -1 -p <port number>

o Connect to a listening server using the following command:

nc <Server IP address> <port number>

o Create a proxy to redirect traffic destined to a host using the following command:

nc -1 <port no> | nc <host name> < port number>
= dig

dig, which stands for “Domain Information Groper,” is used by the network
administrators for troubleshooting networks and DNS name servers. It is a command-
line tool used to query a DNS server directly to retrieve any type of DNS record
information and to check whether the records are different when querying from
different locations. It is a part of the BIND software suite. The dig command can be used
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on Linux-based systems to query DNS name servers and retrieve information about the
target host addresses, name servers, mail exchanges, etc.

dig commands

o Query any nameserver to retrieve DNS records using the following command:

dig <domain name>

ubuntu@ubuntu: ~

S dig google.com

; <<>> DiG 9.11.5-P1-1ubuntu2.6-Ubuntu <<>> google.com

;5 global options: +cmd

; 5 Got answer:

; 5 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 729

;3 Flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: 1

s OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 65494
; 5 QUESTION SECTION:

;google.com. IN

; 5 ANSWER SECTION:
google.com. 142.250.182.14

;5 Query time: 57 msec

;5 SERVER: 127.0.0.53#53(127.60.0.53)
;> WHEN: Mon Jun 28 04:59:24 PDT 2021
;3 MSG SIZE rcvd: 55

Y |

Figure 16.103: Screenshot of dig retrieving DNS records

o Retrieve a specific type of DNS record of a domain using the following command:

dig <record type> <domain name>

ubuntu@ubuntu: ~

:~$| dig ns certifiedhacker.com

1 <<>> DiG 9.11.5-P1-1ubuntu2.6-Ubuntu <<>> ns certifiedhacker.com
;3 global options: +cmd

:: Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 11954

;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: ©, ADDITIONAL: 1

;s OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 65494
;5 QUESTION SECTION:
;certifiedhacker.com. IN

sy » ANSWER SECTION:
certifiedhacker.com. NS nsl.bluehost.com.
certifiedhacker.com. NS ns2.bluehost.com.

;3 Query time: 129 msec

;3 SERVER: 127.0.0.53#53(127.0.06.53)
s WHEN: Mon Jun 28 05:17:34 PDT 2021
:: MSG SIZE rcvd: 93

Figure 16.104: Screenshot of dig retrieving specific DNS record
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o Display all the DNS records of a domain using the following command:

dig <domain name> ANY

o dig uses the local DNS configuration gateway setting to query a name server; it can
be changed by specifying a hostname or IP address prefix with the “@” symbol:

dig <domain name> @ <IP address>

o Test whether the target DNS allows zone transfers using the following command:

dig @<domain of name server> <target domain> axfr

ubuntu@ubuntu: ~

:~$|dig @ns1l.bluehost.com certifiedhacker.com axfr

; <<>> DiG 9.11.5-P1-1ubuntu2.6-Ubuntu <<>> @nsl.bluehost.com certifiedhacker.com axfr
; (1 server found)

;; global options: +cmd

. Transfer failed.

Figure 16.105: Screenshot of dig testing DNS zone transfer
. arp

arp is a command-line tool used by network administrators to troubleshoot the ARP
cache address table in network devices such as routers, switches, and other routing
devices. It is used to check the ARP table to determine the presence of any conflict
between the allocated logical addresses and a physical address. This tool allows making
changes to the ARP table manually. Common conflicts in the ARP table such as duplicate
IP addresses or duplicate MAC addresses can be easily identified using this command-
line tool.

arp commands

o Display the current ARP cache table in a Windows system using the following
command:

arp -a

R C:\Windows\ Systemsdi\cmad.exe — ] bl

1 -0 -5¢

P1-00-5e

51 -0

Figure 16.106: Screenshot of the arp tool displaying the ARP cache table
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o Display the MAC address for a specific IP address using the following command:

arp -a <IP address>

o Remove an entry from an ARP cache table using the following command:
arp -d <IP address>

o Remove all entries from an ARP cache table using the following command:
arp -d *

o Add a static entry to an existing ARP cache table using the following command:
arp -s <IP address> <MAC address>

=  tcpdump

tcopdump is a network packet capturing tool used by network administrators for
analyzing network traffic and troubleshooting network issues. It is a command-line tool
available for both Linux and Windows OSes. It captures the traffic from any type of
network interface and uses filters to regulate the captured traffic. It helps
administrators easily identify problems in the network traffic.

o Display all the available network interfaces to capture traffic using the following
command:

tcpdump -D

Q ubuntu@ubuntu: ~

S|tcpdump -D
.ens33 [Up, Running]
.any (Pseudo-device that captures on all interfaces) [Up, Running]

.1lo [Up, Running, Loopback]

.nflog (Linux netfilter log (NFLOG) interface)
.nfqueue (Linux netfilter queue (NFQUEUE) interface)
.usbmonl (USB bus number 1)

.usbmon2 (USB bus number 2)

Figure 16.107: Screenshot of tcpdump displaying available network interfaces

o Start capturing the traffic from all interfaces or a specified interface using the
following command:

tcpdump -i <interface name> -c 10

Here, -c specifies the number of packets to capture
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Q root@ubuntu: /homefubuntu [¥1 =

root@ubuntu: /home/ubuntu#| tcpdump -1 any -c 3

cpdump: verbose output suppressed, use -v or -vv for full pro
ocol decode

istening on any, link-type LINUX SLL (Linux cooked), capture
size 262144 bytes

05:49:36.801995 ARP, Request who-has gateway (Broadcast) tell
10.10.10.10, length 46

P5:49:36.809197 IP localhost.54838 > localhost.domain: 7288+ |
1au] PTR? 2.10.10.10.in-addr.arpa. (52)

P5:49:36.809413 IP ubuntu.60436 > gateway.domain: 59922+ [1lau
] PTR? 2.10.10.10.1in-addr.arpa. (52)

packets captured
29 packets received by filter

9 packets dropped by kernel

root@ubuntu: /home /ubuntu# l

Figure 16.108: Screenshot of tcpdump capturing network packets

Exam 212-82

o Disable the name and port numbers from the captured network packets using the
following command:

tcpdump -1 <interface name> -c¢ 10 -nn

= tcpreplay

tcpreplay is a GPLv3 licensed utility that supports Unix-like OSes for modifying and
replaying previously sniffed traffic from tools such as Wireshark and tcpdump. It replays
the .pcaps files to a monitoring interface containing firewalls, NIDS, or IPSes to identify
any suspicious network traffic patterns and malicious activities in the pcap. It also allows

performing modifications in the pcap file to make it suitable for analysis.

tcpreplay commands

o Replay a pcap file to an interface using the following command:

tcpreplay -1 eth(0 sample.pcap

Here, -i specifies the interface to replay followed by the .pcap file name.

Module 16 Page 2019

Figure 16.109: Screenshot of tcpreplay replaying network packets
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O

Replay the same pcap file 10 times on the specified interface using the following
command:

tcpreplay --loop=10 -i ethO sample.pcap

Here, --1oop specifies how many times the packet has to be replayed.
Replay the pcap file continuously until it is interrupted by pressing Ctrl + c.
tcpreplay --loop=0 -1 ethO sample.pcap

Here, --loop=0 indicates continuous replay.

" dnsenum

Source: https://qgithub.com

dnsenum is a Perl script that enumerates the DNS information of a domain to discover
noncontiguous IP blocks. This tool performs the following operations:

O

O

O

O

O

Obtain the host’s address (A record)

Obtain the name servers (threaded)

Obtain the MX record (threaded)

Perform axfr queries on name servers and obtain BIND VERSION (threaded)

Obtain extra names and subdomains via Google scraping (Google query = “allinurl: -
www site:domain”)

Brute-force subdomains from a file and perform recursion on a subdomain that has
NS records (all threaded)

Calculate C class domain network ranges and perform Whois queries on them
(threaded)

Perform reverse lookups on net ranges (C class or/and Whois net ranges) (threaded)

Write to the domain ips.txt file ip-blocks

dnsenum commands

o Display DNS records including name servers, |IP addresses, and email records using
the following command:
dnsenum <domain name/URL>

o Display additional details about the site using the following command. It will also
attempt to collect Whois information and employ Google to discover if any
subdomains are available.
dnsenum --enum <domain name/URL>
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Parrot lerminal

Terminal Help

Figure 16.110: Screenshot of dnsenum

o Conduct brute forcing along with a custom text file to enumerate all the
subdomains.

dnsenum —-f subdomain.txt —-r <domain name/URL>
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Module Summary

[ This module discussed the importance of
network troubleshooting

[ It discussed basic network issues

[ It also discussed how to troubleshoot network
Issues

d Finally, this module presented an overview of
network troubleshooting using various tools
and utilities

[ In the next module, we will discuss network
traffic monitoring in detail
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Module Summary

This module discussed the importance of network troubleshooting. Furthermore, it discussed
basic network issues. It also discussed how to troubleshoot network issues. Finally, this module
presented an overview of troubleshooting network issues using various tools and utilities.

In the next module, we will discuss network traffic monitoring in detail.
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