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SCENARIO

Data is the heart of any organization. Critical data contains information that is important for business operation. Identification and classification
of business-critical data is the first step in securing an organization’s data. This is especially important as organizations usually possess abundant
amount of data. An organization should identify their critical data or files based on its importance to the business. This requires analyzing and
deciding which information is more important for the organization to function properly. Critical data may consist of revenue, emerging trends,
marketing plans, database and files including documents, spreadsheet, emails, etc.

Any data-loss lead to a loss of brand loyalty and trust, reduces the number of customers, or affect market share and shareholder value, regulatory
fines, legal proceedings, etc. The number of reported data breach and cyberattacks incidents have increased because of the expansion of
computer networks; hence, a security professional must have the required knowledge to secure the organization’s data to prevent the loss of
any critical or sensitive data that can significantly affect the organization.

OBJECTIVE

The objective of this lab is to provide expert knowledge in implementing data security. This includes knowledge of the following tasks:
Performing disk encryption using BitLocker Drive Encryption and VeraCrypt
Implementing built-in file system-level encryption on Windows system
Performing data backup using Genie Backup Manager
Recovering file using EaseUS Data Recovery Wizard
Backing Up and Restoring Data in Windows systelm
Performing data destruction using DiskPart utility

OVERVIEW OF DATA SECURITY

Data security involves the application of various data security controls to prevent any intentional or unintentional act of data misuse, data
destruction, and data modification.
An organization’'s data is considered to be secured when they have sufficient provisions for the following:

Restricting data from intentional or accidental destruction, modification, or disclosure
Recovering lost or modified data following incidents
Appropriate data retention and destruction policies
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LAB TASKS

A cyber security professional or a security professional use numerous tools and techniques to implement data security. The
recommended labs that will assist you in securing organizational data include the following:

Perform Disk Encryption using BitLocker

Perf Disk E i ing Vi
Drive Encryption erform Disk Encryption using VeraCrypt

Implement Built-in File System-level

Encryption on Windows 04 Perform Data Backup using Genie Backup Manager

File Recovery using EaseUS Data Recovery

Wizard Back Up and Restore Data in Windows

Perform Data Destruction using Windows
DiskPart Utility

Note:Turn on PfSense Firewall virtual machine and keep it running throughout the lab exercises
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EXERCISE 1: PERFORM DISK ENCRYPTION USING BITLOCKER DRIVE
ENCRYPTION

Disk Encryption is an encryption of data stored in a physical or logical disk.

LAB SCENARIO

A security professional must have the required knowledge to implement disk encryption using various techniques and tools to safeguard
organization’s critical data.

OBJECTIVE

This lab will demonstrate how to perform disk encryption using tools such as BitLocker Drive Encryption.

OVERVIEW OF DISK ENCRYPTION

Full disk encryption is the encryption of all data in a disk except the master boot record (MBR). The data is automatically converted into a form
which cannot be easily deciphered by an unauthorized user. In full disk encryption, the data is encrypted while being written on the disk, and
decrypted when the user reads the data from the disk. The benefits of full disk encryption are listed below:

It is a simple encryption method.

The encryption method is clear and coherent to users, applications, and databases.

It is a hardware-based encryption with high performance
BitLocker provides offline-data and OS protection for your computer, and helps to ensure that data stored on a computer that is running
Windows® is not revealed if the computer is tampered with when the installed OS is offline. BitLocker uses a microchip that is called a Trusted

Platform Module (TPM) to provide enhanced protection for your data and to preserve early boot-component integrity. The TPM can help protect
your data from theft or unauthorized viewing by encrypting the entire Windows volumes.

A security professional can use the BitLocker Drive Encryption Tool as a proof of concept to perform disk encryption of organization’s data.
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Note: Ensure that the PfSense Firewall virtual machine is running.
1. Turn on the Admin Machine-1 virtual machine.

2. Log in with the credentials Admin and admin@123.
Note: If the network screen appears, click Yes.

3. Click Type here to search field present at the bottom-left corner of Desktop and type bitlocker. Select Manage BitLocker from the search
results.

Best maich

fi Manage BitLocker

Controd panel
Saarch the wed (T) -
Manage BitLocker
£ bitkocker
L itlockss recovery key
£ bitlocker windows 10

itlocker download

DHTlCker recovery

 bitlocker logy

bitlockoer drive encryption

iloCker free
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4. The BitLocker Drive Encryption window appears; click the New Volume (Z:) BitLocker off option under the Fixed data drives section.
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8% + ControlPanal + Syatem and Securty + Bitlocker Drive Encryption -

Cartied Panel Hosve A
BitLocker Drive Encryption

Hielp probect your files and foldery from unsutherized sccest by protecting yoer o

Operating system diive

Fixed data drives

Removable data drives - Balocker To Go
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5. Click the Turn on BitLocker option under New Volume (Z:) BitLocker off.

| g e R

B¢ + Control Panel » Syiter and Seturty » Estdecker Drve Encryplion

Conbrol Pangd Home g 8 .
BitLocker Drive Encryption

Hielp peotect your files and folders frem unauthorized scoess by protecting your derves with BitLocker

f'.lp-e-r.a:i".c_; System drive

Fined data drives

b

Removabde data drives - BitLodker To Go

Inpert 2 reenovable USE flash drve to use Bitbocker To Go,
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6. The BitLocker Drive Encryption (Z:) wizard appears; check the Use a password to unlock the drive checkbox.
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7. Type the password in the Enter your password field and re-type the password in the Reenter your password field; then, click Next (here, the

password entered is test@123).

B »

Conirol Pandd Home

Conteal Panel >

wibern and Securty 5 Etlocker Deve Encryplicn

BitLocker Drive Encryption

Hilp peetiet your Niled and fedden from uniuthonied soeis by protecting your dérvid with BitLocker,

S BaLocker Dive Encryption [Z:]

Choose how you want to unlodk this drive

[[ER Mt & rsewrond 10 urldick the deive._|

Passwords should contain uppercase and lowescase leters, numbers, spaces, and symbolks.

Enter your pasweed | mananasn |

Beenter your passeond |_“-u-uu| |

[ Use ey penaet card 1o unlock the deave

Wou'll need 13 ingert your srmart caed. The srmart card PIN will B nequiced when you unlock the drve.

Cancel
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8. The How do you want to back up your recovery key? step appears; click Save to a file from the available options.
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+ &

Control Pamad Home

Centsed Panel

'R

Syiteen and Seeurity + Bilocker Drve Encryption

BitLocker Dirive Encryption

Help probect your fikes and folders from unasthonzed scoess by probecting your difves with Balocker

B Ealocke Drive Encryption ()

How do you want to back up your recovery key?

ﬂ Seene pettings ane managed by your pebem sdmessinsios.

H you foeget your pasowond or kose your smart Card, o CBN USE FOUT Te0Dvery ey 10 BO0ERE your divve

o R A

Cancel
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9. The Save BitLocker recovery key as window appears; keep the save location set to This PC » Documents and click Save.
10. Click Next in the How do you want to back up your recovery key? step.

11. In the Choose how much of your drive to encrypt step, select the Encrypt entire drive (slower but best for PCs and drives already in use)
button, and click Next.

4 B¢ o ComtrelPanel + Sydtern and Security » Bitlocker Drive Encryption
ool Pamal Home =
BitLacker Dirive Encryption
Help probect your Ties s {okders froen unassthanzed sooess by proteciing yaur divee with Balocker,
k4
+ By Batlocke Drive Encryption (]
Choose how much of your drive to enorypt
H yeu'ee wetting up Bilecks on s fiter S &4 & few PC, you saly heed § £yt thet Pt of the e
't curnently Esping uped. BiELocker encrypts new dats sutomatically 81 you add .
H i b enablng Bl ocket en 8 PO ot servr That's Siready im use, cesrider endrypting Lhe enbre divor.
Ericrypting Ehe entice drive enpures Shat ol dats is profected—even dats that you deleted but that might stil
coebse retnessble ind o
) Encrypt yred ditk tpace only Faster and best or rpw P01 and deives]
i ) Enarypt entire drive (showser bk bt for PCs and drsves siready in use) ]
Cance
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12. In the Choose which encryption mode to use step, ensure that the Compatible mode (best for drives that can be moved from this device)

option is selected, and click Next.

13. In the Are you ready to encrypt this drive? step, click Start encrypting to encrypt the selected drive.
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- oy

Comtrdl Paniel Hewset

Comicd Pasat] »

- Wy Bitlocker Drive Encfypon (1)

Systern ared Securty o BLacker Drive Encryplien -

BitLacker Drive Encryption

Hielp protect your file and foidens from enauthorioed sctms by proting your drives with Bitlockr

Are you ready 1o encrypt this drive?
Wesalll b able 1o wnibick this difvn seing & pasiword

Ersorplion might take  while depanding on the size of e dive

Unsl ngryption i comphete, your file wen't be protected

_ﬂlE!EEa IE. Lancel
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14. The BitLocker Drive Encryption pop-up appears, showing the Encrypting... status.
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15. After the completion of the encryption process, the New Volume (Z:) BitLocker off will change to New Volume (Z:) BitLocker on, Restart the

machine.

Note: If an Encryption of Z: is complete notification appears; click Close.
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1l Paned Hi=

Controd Pasel + Systern ard Securty » BtLoche Drse Encryptisn -

BitLocker Drive Encryption

Help protect your fikes and felders from enautherised scois by probicting yous drives with Btlock

Operating system drive

B¢ Balocker Drve Encrypraon E
Fixed data diieg .
. , _{ Emcryption of £ is complete
e |
le e o e
L [T"
5 ha
b
[ "
0 s
E
L

Rernowable data drives - BitLodeer To Go
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16. After the system reboots, log in with the credentials Admin and admin@123.

17. Open File Explorer and click This PC from the left pane.
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18. You can observe that Local Disk (Z:) is now encrypted; double-click and the BitLocker (Z:) security pop-up appears at the top-right corner of
Desktop

19. Type the password you provided in Step#7 and click Unlock.

Note: Here, the password is test@123.
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R— Folders
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& Downloadt 4 .
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: [ Froppy Disk e )
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B 30 Obgeets
BB Debrep
Docurments -
l- Diownloads
B Mhusic
= Fictures
B videos

L. Local Disk ()

Hew Yoluma (F:)
|

= Mew Viohumne (Tk)

P Viohune (F)

Deakdop

J" Mugee

Local Dk (C2)
HE
Ty, et of

VD Drive: [}
b1
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(3
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-

Lecal Dk ()

2/

.y

Note: If the New Volume (Z:) pop-up appears at the top-right corner of the
window. Click the Open folder to view files option to view the disk content.
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20. The New Volume (Z:) window appears displaying the disk content, as shown in the screenshot below.
Note: The disk will remain unlocked until the next time you restart the system

Ty - Rlannge M Velurse (2]
Home Shase Wi o

Drive Tepds

T == ¢ Thia PO » Maw Vol ()
a Quick scceis .
B Deikicp ¢ EETRok
& Downloady
3| Docufnints
CCT=-Took

- Mew Viehene (05

b Piw Wit |F.)
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21. This concludes the demonstration showing how to perform disk encryption using BitLocker Drive Encryption.
22. Once, you are done with this task; you must turn off BitLocker to decrypt the New Volume (Z:) disk.

23. To do so, open the BitLocker Drive Encryption window, click New Volume (Z:) BitLocker on; from the options click Turn off BitLocker.
Note: To open BitLocker Drive Encryption window, follow Step#3.

[ Bl ocker Dine Encrpoen

+ B9 » ContralPanel » Syitern and Securty » Eslocher Deve Encrpplion

Conteol Paned Home d >
BitLocker Drive Encryption

Hielp peotect your files and loders freen unauthonized so0ess by prebecting your denes with Bitlocker.

Operating system drive
BitLocker off

= @ Turm on Bt

.

Fixed data drives

Removable data drives - BitLocker Te Go
lerert & rernovable USE flash drsve to use Btlockes T Go.

Prvecy stabemaent
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24. The BitLocker Drive Encryption pop-up appears; click Turn off BitLocker.
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BitLocker Drive Encryption

Turn off BitLocker

Your drive will be decrypted. This might take a long time, but
you can keep using your PC during the decryption process.

E Turn off BitLocker i Cancel
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25. BitLocker initiates the decryption process. Wait for it to complete.
Note: If after the completion of decryption process, the Decryption of Z: is complete pop-up appears; click Close.

26. The New Volume (Z:) decrypts successfully.

27. Close all open windows and document all the acquired information.

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 18
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EXERCISE 2: PERFORM DISK ENCRYPTION USING VERACRYPT

VeraCrypt is a software used for establishing and maintaining an on-the-fly-encrypted volume (data storage device).

LAB SCENARIO

A security professional should know how to encrypt volume/disk to safeguard organization data.

OBJECTIVE

This lab will demonstrate how to perform disk encryption using tools such as VeraCrypt.

OVERVIEW OF DISK ENCRYPTION

It is prevalent to encrypt data as it prevents the data from unauthorized access. No data stored on an encrypted volume can be read (decrypted)
without using the correct password/keyfile(s) or correct encryption keys. The entire file system is encrypted (e.g., file names, folder names, free
space, metadata, etc.).

VeraCrypt offers on-the-fly encryption which means that data is automatically encrypted just before it is saved, and decrypted just after it is
loaded, without any user intervention.

A security professional can use the VeraCrypt Tool as a proof of concept to perform disk encryption of organization’s data.

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 19



EC-Council <€) codered

FROM EC-COUNCIL

Note: Ensure that Admin Machine-1 and PfSense Firewall virtual machines are running.

1. In the Admin Machine-1 virtual machine, navigate to the Desktop, double-click VeraCrypt shortcut.

a2

Type hete 10 seanch
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2. The VeraCrypt main window appears; click the Create Volume button.
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w VeraCrypt

Volumes Systern  Favorites Tools  Settings Help

Drive  Volume
= -H
==jE:
et
m—y [2
) J:
=
ssjlL:
ml
=S H
i O
=i

| Create Volume |

Veral rypt

[] Hever save history

Mount Auto-Mount Devices

Size  Encrypbon Algorithm

Volume Tools. ..

Digmount All

- =
Homepage
Type £
Select File
Select Device. ..
Exit
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3. The VeraCrypt Volume Creation Wizard window appears. Ensure that the Create an encrypted file container radio-button is selected and
click Next to proceed.

4. In the Volume Type wizard, keep the default settings and click Next.

5. In the Volume Location wizard, click Select File....

% VeraCrypt Volume Creation Wizard - X

Volume Location

':] Mever save history

A WeraCrypt wolume can reside in & fie (calad VeraCrypt container), which can reside
on a hard disk, on a LS8 flash drive, efc. A VeraCrypt container is just Boe any
crmal file (it can be, for example, moved of deleted as any normal fils), Chek ‘Salect
File” to chocse a flename for the container and to select the kocation where you wish
e coivisanes b be created.

WARMNIMNG: I you sslect an existing file, VeraCrypt will NOT encrypt it; the fle will be
dedeted and replaced with the newly reated VeraCrypt container. You will be abls o
enarypt exssting fles (later on) by moving them to e VeraCrypt container that you
are about to create now.

L

VeraCrypt
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6. The Specify Path and File Name window appears; navigate to the desired location (here, Desktop), provide the File name as My Volume, and
click Save.

¥ Specify Path and File Mame b4
— 4 Il : ThisPC » Desktop w &

SIEM'I."L' - Mew folder > a

, Jarme ste modified VR
B This PC 1

B 3D Objects
BB Desttop |
% Documents
4 Downloads
B Music

- Flc!ur:‘;
B videos
‘i Local Disk (C:)

- Mo Valume (D " >

File parme | My Velumg ; I

Save as type: Al Files (%)

» Hide Folders Cancel
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7. After saving the file, the location of the file containing the VeraCrypt volume appears under the Volume Location field; then, click Next.

8. In the Encryption Options wizard, keep the default settings and click Next.

9. In the Volume Size wizard, ensure that the MB radio-button is selected and specify the size of the VeraCrypt container as 5; then, click Next.
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VeraCrypt Yolume Creation Wizard

A

VeraCrypt

Volume Size

E | oe [@%] O Om

Free space on drive C:\ is 57.82 GB

Please specify the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter will specify its
madmum possible size,

Note that the minimum possible size of 8 FAT volume is 292 KB. The minimum possible

sipe of an exFAT volume is 424 KB. The minimum possible sire of an NTFS volume is
3792 ¥B. The minimum pessible size of an REFS volume is 642 MB,

Help = Back I et = Cancel
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10. The Volume Password wizard appears; provide a strong password in the Password field, re-type in the Confirm field, and click Next. The
password provided in this lab is gwerty@123.

Note: If VeraCrypt Volume Creation Wizard warning pop-up appears; click Yes.

% VeraCrypt Volume Creation Wizard

Volume Password

Password: | #esssssnas

;mﬁ-m: .l.l.l."'l

[uge keyfies
[ pssplay password
Cuse ppa

It s wery important that you dwocse a good password, You should avoid choosing
one that contains only a single word that can be found in a dicionary (or a
combination of 2, 3, or 4 such words). It should not contain any names or dates of
barth. It should not be easy to guess. A good password is a random combination of
upper and lower case letters, numbers, and spedal characters, suchas @~ = 5" +
efe. We recommend choosing a password consisting of 20 or more characters (the
longer, the better). The madmum possible length i 128 characters,

L

VeraCrypt
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11. The Volume Format wizard appears; ensure that FAT is selected in the Filesystem option and Default is selected in Cluster option.

12. Check the checkbox under the Random Pool, Header Key, and Master Key section.

13. Move your mouse as randomly as possible within the Volume Creation Wizard window for at least 30 seconds and click the Format button.

Copyrights @ 2022 EC-Council International Ltd.

. VeraCrypt Volume Creation Wizard

L

VeraCrypt

- x
Volume Format
Dpbions
[ uick Format
Flesystem | FAT Cluster |Default
[FaT_ ] ) Dyvaric
I Random Posl: RESCSSBEBLI1CEDI0DGEI464A0ES48ED.. I
Header Key:
Master Key:
Done Speed Left

IMPORTANT: Move your mouse as randomiy as possible within this window. The
longer you mave it, the batier. This significantly inreases the cryptographic strength
of the encryption keys. Then dick Format to areate the volume.

Randomness Collected From Mouse Movemenis
e T |

Help < fack Format Cancel
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14. After clicking Format, VeraCrypt will create a file called My Volume in the provided folder. This file depends on the VeraCrypt container (it
will contain the encrypted VeraCrypt volume).

15. Depending on the size of the volume, volume creation may take some time.
16. Once the volume is created, a VeraCrypt Volume Creation Wizard dialog-box appears; click OK.
17. In the VeraCrypt Volume Creation Wizard window, a Volume Created message appears; click Exit.

18. The VeraCrypt main window appears; select a drive (here, I:) and click Select File....

W VeraCrypt — .
Volures Systern  Favorites Tools  Settings Help Hemepage
Drive  Viokume Size  Encryphion Algorithm Type "

=i

i O}

=ip: w
Craate Volme

Volume

| g

T B Hewer save history Volume Tools. .. Select Dgvice. ..

PR || pa—
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19. The Select a VeraCrypt Volume window appears; navigate to Desktop, click My Volume, and click Open.

¥ Select o VareCrypt Velurms

Il ; Thiz PC Darbbep . & I

Organize = P foider TR g

~ s Diate r fic -
I This T 3 : y

B 30 Objects 1 My Volume
I Desktop
Documents
J Deanioads
B Miaic

= Pictures

B Videss

s Lol Dk (1]
- M Volume (D
= Mew Volume ()

o Miew Volume (& €

Pl pamie | My Volume AN Fe [.7)
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20. The window closes, and the VeraCrypt window appears displaying the location of selected volume under the Volume field; then, click
Mount.
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M VeraCrypt - x

Yolumes Systern Favorites Tgols  Settings  Help Homepage

Drive  Volume Spe  Encryphon Algorithm Type N

Create Volume

Vihame

\C |E:1_If.¢fs',!|w'pc-dttqn'f\r!'f ighume | I

| Wearalema

Select .. |

B rsever save history Volume Tooks. .. Select Dgvice....
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21. The Enter password dialog-box appears; type the password you specified in Step#10 into the Password field and click OK.
Note: The password specified in this task is qwerty@123.

22. After the password is verified, VeraCrypt will mount the volume in I: drive, as shown in the screenshot below.

% VeraCrypt - e
Volumes System  Favorites Toels Ssttings  Help Hemepage
Drive  Volume Sige Encyplon Algorithen  Type ‘s

=i B
=i

Create Volume Volueme Properbes...
Wolume
“ C:'\UmersAdmin Deskbop My Volrme ¥ Select Fie...
| "™ B tewer save history Vohume Tooks. .. Select Device. .

PP | P —
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23. My Volume has successfully mounted the container as a virtual disk (I:). The virtual disk is entirely encrypted (including file names,
allocation tables, free space, etc.) and behaves similar to a real disk. You can copy or move files to this virtual disk to encrypt them.

24. Create a text file on Desktop and name it Test. Open the text file and insert text.
25. Click File in the menu bar and click Save.

26. Copy the file from Desktop and paste it into Local Disk (I:). Close the window.

Br
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27. Switch to the VeraCrypt window, click Dismount, and then click Exit.

v VeraCrypt = x
Volumes System  Favorjtes Tgols  Settings  Help Hemegage
Drive  Volume Size Encryption Algorithm Type N
=B
1
i 52
1 C:\Users\Admin\DesktopMy Volume 4.5MB AES MNormal
=i 2
=y K
s=iL:
g H
= [ H
=0z
P "
Create Volume Volume Properties...
Volume
3 [ C:Wisers\Admin \Desktop My Violume | Selact Fle...
Ve 7] Mever save history Violurmse Tools.., Salect Device,,.
Aurto-Mount Devices Dismount Al Exit
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28. The I: drive located in This PC disappears.

Note: This lab is used to demonstrate that, in cases of system hacks, if an attacker manages to gain remote access or complete access to the
machine, he/she will not be able to find the encrypted volume—including its files—unless he/she is able to obtain the password. Thus, all
sensitive information located on the encrypted volume is safeguarded.

29. This concludes the demonstration showing how to perform disk encryption using VeraCrypt.

30. Close all open windows and document all the acquired information.
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EXERCISE 3: IMPLEMENT BUILT-IN FILE SYSTEM-LEVEL ENCRYPTION ON
WINDOWS

The Encrypting File System (EFS) provides file system-level encryption in Windows (starting from Windows 2000), except the home version.

LAB SCENARIO
Windows 10 has built-in disk encryption methods to encrypt hard drives and safeguard user data. By default, disk encryption is enabled in all

devices using Windows 10.
A security professional must have a required knowledge to implement disk encryption using Windows built-in encryption techniques to

safeguard important data.

OBJECTIVE

This lab will demonstrate how to perform system-level encryption on Windows using the following:
File encryption with EFS using Command Prompt
Enable EFS using advanced attributes in a selected file/folder

OVERVIEW OF ENCRYPTING FILE SYSTEM (EFS)

The user needs to enable EFS on a specific file, directory, or drive. This feature protects the confidential information from unauthorized users
who have physical access to a computer.

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 34



EC-Council {) codered

Note: Ensure that Admin Machine-1 and PfSense Firewall virtual machines are running.

1. In the Admin Machine-1 virtual machine, we will firstly create a sample text file named as Test at the location C:\Users\Admin\Desktop. After
creating a Test.txt file, enter some random text inside the file.

2. The created Test.txt file at location C:\Users\Admin\Desktop is shown in the screenshot below.

; = | Desktop
Home Share W

7 Bl > ThisPC » Desktop v 0

# Quick sccess
# Nmap - Zenmap GUI

Deskt
- ¥ P puTTy
& Downlosds Test
2| Docurments

== Mew Volume (Dx)

a Mow Wolume (F:)

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 35



EC-Council <€) codered

FROM EC-COUNCIL

3. Minimize the File Explorer window.

4. Nowy, click the Type here to search field present at the bottom-left corner of Desktop and type cmd. Command Prompt appears in the
search results, from the right-pane, select Run as administrator option.

) - Command Prompt
App

Seanch the web 2
Command Prompt

i Open

S5 Rum a5 sdministrator

Open file location

= pan 1o Stant

TPt taskigr
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5. User Account Control window appears, click Yes to proceed.

6. Switch to the Command Prompt window. In the Command Prompt, type cipher /e “C\Users\Admin\Desktop\Test.txt” and press Enter.
Note: /e: Specifies encryption of a file or a directory.

Note: Cipher.exe is an in-built Windows command-line tool that can be used to securely delete a chunk of data by overwriting it to prevent its
possible recovery. This command also assists in encrypting and decrypting data in NTFS partitions.

7. The text file has been encrypted successfully, as shown in the screenshot below.

s Cormmand Prompt
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8. Type cipher /w:C\Users\Admin\Desktop\Test.txt and press Enter.

Note: As stated in the result of previous command, encrypting plaintext files might leave certain portions of old plaintext on the disk
volume(s). Therefore, it is recommended to use cipher /w:directory command to clean up the disk after conversion is complete.

9. The Cipher.exe utility starts overwriting the files, first, with all zeroes (0x00); second, with all 255s (OxFF); and finally, with random numbers,
as shown in the screenshot below.

Note: It takes approximately 5 minutes for the encryption to finish.
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10. You can navigate back to the location C:\Users\Admin\Desktop to observe that the text file has been encrypted.

7 | Desitop
Home thare View

- « 4 B> ThasPC » Deskiop o

i CQuick access
& Hmap - Zenmap GUI

Desicto
- B, P PuTTv
& Dovwnloads Test
2| Documents

a MiEw Vodurme (Dx)
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11. Close the Command Prompt window.

12. Now, we will enable EFS using advanced attributes in a selected file/folder. To do so, we will create another text file named as SampleFile in
D:\ directory. After creating a SampleFile.txt file, enter some random text inside the file.

13. The created SampleFile.txt file at location D:\ is shown in the screenshot below.

= | New Volume (k)

Home Share View

* 4 am » ThisPC » New Velume (D:) L

o Quick pccess
[ Desktep
& Dewnloads

SampleFile
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14. Click to select the text file (SampleFile), right-click on it and select Properties from the options.

15. SampleFile Properties window appears, click Advanced button.

Sarmplefile Properties =

Genersl  Ssourty  Detals  Previous Versions
SampleFie

Tipe of file Test Document | txt)

Dpans with Mobepad Charge
Location D
e 11 bates (11 btes

Siee ondisk: O bytes

Cromted Monday, September 27, 2021, 5:51:43 AM
Mlocified Monday, September 27, 2021, %51:58 AN
Accessad Today, September 27, 2021, 2 mirwbes ago

ferbates: [Beadonly [ Hdden Aghwariced

0K Cancal
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16. Advanced Attributes window appears, select Encrypt contents to secure data checkbox under Compress or Encrypt attributes section and

click OK.
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Choose the settngs you want for ths fiolder.

File attribistes
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17. In the SampleFile Properties window, click Apply and OK.

SampleFile Propertes b4

General  Sscurty Detals  Previous Viersons
SampieFie

Tpeof fie:  Tet Document (Bt}

Opers wih Hotepad Change
Location D
e 11 byt (11 bytes)

Soeondsk:  Dbytes

Created Monday, Septembar 27, 2021, 3:51:43 AM
Mcedified Monday. Septembar 27, 2021, 51:58 AM
Accessed Today. September 27. 2021, 2 minubes ago

Atribubes CJResdorly []Hdden Edvariead
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18. You can observe that the selected file has been encrypted, as shown in the screenshot below.

¥ | M Volume (05 - o X

Home Shase Wit n

A am b ThiePC 5 Mew Violome [IX)

# Quick access
BB Deskiop
& Downloads

Samplefile
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19. This concludes the demonstration showing how to encrypt files using built-in file system-level encryption in Windows.

20. Close all open windows.

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 45



EC-Council <€) codered

FROM EC-COUNCIL

EXERCISE 4: PERFORM DATA BACKUP USING GENIE BACKUP MANAGER

Data backup is the process of copying or storing important data.

LAB SCENARIO

Data loss is a major risk that organizations face today. Loss of critical data can result in considerable damage to the organization. Any organization
that encounters a critical data loss has a higher probability of facing serious issues later. Therefore, a strong data backup and retention plan is

a must to deal with such incidents.
A security professional must have a required knowledge to perform a data backup on a regular schedule to avoid severe damage to an

organization’s assets and to run their business successfully and efficiently.

OBJECTIVE

This lab will demonstrate how to perform data backup using tools such as Genie Backup Manager.

OVERVIEW OF DATA BACKUP

A data backup helps restore the original data when data is lost or corrupted. Backup is a mandatory process for all organizations. The process
of retrieving lost files from a backup is known as restoring or recovery of files.

The main idea behind data backup is to protect data and information and recover the same after data loss. Data backup is mainly used for two
purposes: to reinstate a system to its normal working state after damage, or to recover data and information following data loss or corruption.
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Note: Ensure that Admin Machine-1 and PfSense Firewall virtual machines are running.

1. In the Admin Machine-1 virtual machine, open File Explorer and navigate to Z\CCT-Tools\CCT Module 15 Data Security\Genie Backup
Manager Pro. Double-click GenieBackupManagerProv9.exe.

4 r Manrage Genie Backup Manager Pra
Home Share Vibw Application Toels

- B « CCT-Tools » CCT Module 15 Data Security » Genie Backup Manager Pro w

o Quick acoess
B Desktep
& Downlosds

[#] GeneBackupManagerPrav

5 Decuments
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2. The User Account Control pop-up appears. Click Yes.

3. Installer Language pop-up appears, leave the language set to default (English) and click OK.
4. In the next window, click Next and follow the wizard driven installation to install the tool using default settings.

5. After the installation completes, Product Registration window appears. Select Evaluate.

Produwct Registraticn w7

Genie Backup Manager 9.0 (ral version)

=
wGenleq
Thark you lor trying Genie Backup Manager

You have 30 DAYS LEFT 1o try Genie Backup Manager_ f you wish to use it
beyond $as panod, click the "Buy onling now” link
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6. Genie Backup Manager main window appears, select Backup option.

#] Genie Backup Marager Profestscnal Edition 5.0 = o X
Eite ook Help

Genie Backup Manager Pro 9.0

* Run Backup Backup
Create or modify & backup jot

O Glabal Preferences

O Test Data integrity Restore
Browse, view and restore selected or all files from a backup archive

& Gene Update

#a4 Disaster Recovery
T Knir . F et Endk

Protects Windows in case ¢

= Catalog

=L Edit Previous Jobs
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7. Backup Job wizard appears, leave all the settings as default, and select Create quick backup shortcut on desktop checkbox. Click Next.

] Cenie Ruckup Manasger Professonal [diton 5.3 - a =
Backup Job CE:IW-
Crnsbe o madify 5 backep job

B Create rew bachup gk

bt it bt pike

Choule & e B g pob
Bachup Job Heme  hars Baci up ot
Bachup

Bachug Crosted on 3153001 m 323 AW

EACspate grack backup shancet on desbiog

Fuacitag F dgname (piiors

P
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8. Where to backup wizard appears, leave all the settings as default, and click Next.

9. Here, you can select different backup media such as Local/LAN location, Removable media devices, Remote location using FTP/FTPS, CD/
DVD/Blu-ray media and Amazon S3. In this lab task, we select Local/LAN location as default option for backup media.

10. Backup item selection wizard appears, navigate to My Folders tab and from the list, select New Volume (Z:) checkbox from the left-pane.
Click Next.

Note: You can select an item or a folder of your choice for a data backup.

T Caren Barbie Marages Frobmaral Editan 00 — %
e ook Help

by Dot Wy Fradern Wy e

Plarh #m zhuzhbrann et bz e Han o bodden o s i e an

o . Hame Hor hae Dute Modfied
GZ“ -I-"-; Ox oapee
hea
& LI 10 Chje ] [T
o NI Ossbiog
o 05 basumani
O Cowniasds
Op shmic
D& tcbsma
Of vidss=
&0 3 Floppy Duk
& 015, Lacai Dink i
3 ) . M Vizhsrreal
i Dl B Vaharna
- 02 oinow [
5 ) m Piwee Vzharrenl
= i Likrarm
= D)8 O8O Drwen [FE
= LA
B Cortrel Pured
& Facmisin

i ]

o Mgl FilemsaFiddesy Pl Selechin
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11. Backup Settings wizard appears, leave all the settings as default. Under the Security section, select Zip password protection radio-button
and enter test@123 in both Password and Confirm Password field. Click Next.
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12. Backup pop-up appears, select Backup Now option.

S5ave job and return to main page

Save your current job settings

Schedule Backup
Schedule backup jobs to run automatically

@ Cance
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13. Confirming Data Selections pop-up appears after which the countdown backup process begins.

14. Backup Progress wizard appears, observe the status bar at the lower section of the window. Wait for it to finish.

¥ Gerue Backup Manager Profeisienal Bton 5.0

- a E
Fie Tools Hels
Backup Progress () Help =
Bachup Progress
Baciup Job Hew Bacling Job
Backup C \ers A Docwrrets My Backups Hew Backap Job jhe
Mlecha Type LeealLAN
Backup & A AT ToolsoCT ] - x_Ey
Ry Types wEshs  Addng 290CT-Tools'CCT Module 20 Computer Forsmascy EndenceLima_Endence 001 g Gt
Zip Password Frotecion
St daba:
Ustimnated sires. 0.1
Exbimated e Tirrg 0506 24
Aewal Sxe  S4M0UI0E3EN Corrgatdiad 3480005
Peccensed 6100640 (FelenFolden)
- Mes: BBD Urrasiibed
Backup Cpbons s Miasing
W vk power Spitiers .
after baciop completes e
Sadap Perfarmance:
Chasngee busck per formance:
for faster baduge of feduce
sschup impact on et
| - Qe Backupy
| Faster Computes
Badiiug Job Progress
I B s

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 54



EC-Council <€) codered

FROM EC-COUNCIL

15. After the backup process is finished, Backup Complete notification appears, displaying Backup Status and Backup summary. Ensure that
Test data integrity checkbox is selected and click Done button.

macicup Complete b4

Backup Status:

Backup completed successfully

Backup summary
Files G4z
MNew files: 642
Unmadifiad files: 0
Updated files: 0
Missing files: o

Skipped files: 0
Hard Errors: 0

Backup started:
Backup ended:
Total backup 9 mins 54 secs

EAmest data integrity
[ show complate backup lag

[ Done |

[l oo not display this window after backup
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16. Data verification process initializes. After the completion of data verification process, click Quit button from the right-pane.

| Genie Bacbup Marager Proferisenal Edition 5.0 a
File Tocls Help

Backup Progress

Backup Progress

Backup Job Yew Backop Job

Backie £ iserstbdmniDocuments My Backupa New Backup Job gbp
Macks Type: LocabLaN Main Eage
Beckup Stsba.  Duta werBication completed successhully Gt |
Tip Fassword Proiecion

Selected 3

Extimated sired. 08 G5

Estimated el T [ 4

dctusl Sipe:  BATIA01.581 Compressed SATISELENE

Processed E42 1 42 |FileaF alldera)

- p o Mew: E42 Lisrnsdifed

Backup Options U Missing

Sipped
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18. Switch to the File Explorer window and navigate to the location C\Users\Admin\Documents\My Backups. You can observe that a backup
file named as New Backup Job, has been created.
Note: A shortcut file of the backup has also been created on the Desktop.
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19. Now, we will learn how to restore a deleted folder from the backup media file.
20. Double-click on the file New Backup Job. In the User Account Control pop-up, click Yes.

21. Genie Backup Manager window appears, along with Enter your password pop-up. Enter test@123 as the password and click OK.

=)

Select a File to Restore Halg =

Resiore

Aoty a File o Redlode
A an Page

M Sebect Bachan et

Solect Back up 5ol by pchng s comesponding Back up run from e lat Sertby | Baxckup Job -

Erfler jyinad puirizvesid 4
Plesse erdor your panawerd
samsnnn

Hioe: Pasrerord s Cant-saralivg

I

Sl Backup 56l by bozabrg man s e ok name s gbe
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Seeg el i W Tl

Baciup Job Mame

Bl un Dwte Tere:

Badiiup Desnpion
(&)
\E)
-
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22. In the Select a File to Restore wizard, click Next.

23. My Folders tab appears, select Z: drive checkbox from the left-pane and click Next.

] Gerie Bachup Munager Profecionsl [ation 09 — o =
File Took Help
by Prokle My Fokders [rer— H
Mark, e chochbones reet 1o e Bies o fobders you wisk o resiore
[#] Hew Baciup Jok M=t Sire Tee Cate Modkdved
o EiE B ccT ok
o St eshore
Paiters Made
Featorr Siey Chrigeraad kocafion o =
— Aasiore fecngs
Fz a2y
&) 3
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24. Restore Confirmation pop-up appears, click Restore Now.

25. After the restoration process completes, click Quit button from the right-pane.

| Genie Backup Marager Prelerisseal Edtion 5.0 = o x

File Tocl; Haelp

Restore Infio Main Fage
File: Mea fackup Job L
Total kems B2 ems - S i
Tetsl Size 80868 L O
Shah Resione was Completed swocessdully

Restore Progresa
Curtend lem

Cornpet Py

Shgpped 0

Cuurrent fem Progress

Drverall Restors Progiess
W0 B
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26. In Quit GBM window, click Quit button.

27. Here, we have restored the backup file at the original location (Z:), however you can restore it at the location of your choice.
28. This concludes the demonstration showing how to perform data backups using Genie Backup Manager Pro tool.

29. Close all open windows.
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EXERCISE 5: FILE RECOVERY USING EASEUS DATA RECOVERY WIZARD

EaseUS Data Recovery Wizard is a recovery software for Windows that supports files, partitions, and the complete recovery of data.

LAB SCENARIO

A security professional should know how to recover deleted files and partitions, which have been deleted accidentally by users or due to a
natural disaster. They can use recovery techniques or proprietary applications to obtain critical information.

OBJECTIVE

The objective of this lab is to demonstrate how to use EaseUS Data Recovery Wizard, by intentionally deleting a few files and, subsequently,
recovering them.

OVERVIEW OF RECOVERING DELETED FILES AND PARTITIONS

EaseUS Data Recovery Wizard solves all data loss problems; it recovers files emptied from the Recycle Bin or data loss due to a software crash,
hard drive formatting or damage, virus attack, lost partition, and other unknown reasons in Windows. It recovers data from formatted partitions

with the original file names and storage paths.

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 62



EC-Council <€) codered

FROM EC-COUNCIL

Note: Ensure that Admin Machine-1 and PfSense Firewall virtual machines are running.

1. In the Admin Machine-1 virtual machine, before running the tool, check for any available file (In this exercise, F:\My File Backup is used) to
delete.
Note: If files or folders do not exist, create folders and documents under F:\ drive.

e Velurme [F-) = o b
Home Shase Wi (1]
B o * Thi PD 5 Mew Volume (R »
# Quick sccess
by File Backup
B Deskicp
& Download: o
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2. Delete the My File Backup folder. Here, we have performed an accidental deletion.

A r REsnsge
Home Shase W Drave Tooh [1]

T o ¢ Thia PC ¢ Mew Viehome [F)

i Cuick s¢ceis

B Deikicp

& Downloads
Dooumerts
CCT-Tooks
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3. Navigate to Z\CCT-Tools\CCT Module 15 Data Security\EaseUS. Double-click DRW_Free_RSS_new_Installer_20210627.153.exe.
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Share Vigw Application Tools
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4. The User Account Control pop-up appears. Click Yes.
5. The EaseUS Data Recovery Wizard Installer opens. Click Install Now.

6. Once the installation is complete Installation Complete wizard appears, click on Start Now.

Recowver
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7. This action will open a browser. Close the opened browser.

8. The EaseUS Data Recovery Wizard Free window opens.
Note: If a EaseUS Data Recovery Wizard pop-up appears at the lower-right corner, close it.

9. Under Select a location to start recovering, select the partition from which you have to recover the files (F: drive). Click Scan.

Select a location to start
recovering

Local Disk(C:) Mew Volume{Dx)

Mew Violume(F:) MNew Volume(Z)

Local Disk[*:)

Recycle Bin B Deskiop
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10. Select the Deleted Files and click Recover.

- L
oo B new vobame
= [ | g Deleted Fibes B (% Deleted Files Fie folder
» @ E srecvaiesm : i
Existing Fles File folder
. Eisting Fies
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11. Select a location to save the recovered files. Click Select Folder.

- This .. Hew Volume ..

v I This PC ~ Hame Dt ! "+ [ate Modified Type Path

B 30 Objects i
B Desktop e joions S5 X
Daturment Filefalder  F4

4 Download:
B Muic

= Pictuied
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g N Velume (25w <

Folder: | Mew Velume (D)

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 69



EC-Council {> codered

FROM EC-COUNCIL

12. The files are saved. A recovery report will be displayed on the screen. You will be automatically redirected to the Recovery Data folder.

B Name T | Size Date Modified Ty Path
& B New volume (73 8 iz
= 8 [ Deleted Files s B [ Deleted Files File folder B4,
» B E srecvoiesin tolder  F4,
> | [ exsting Fies Recover Complete

&
¥

Q oo -

Found: & fle (2025 08) Selected: S fles (0.1 KB)
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13. Navigate to the location in which you have saved the recovered files. (This location
technology file system (NTFS) folder after the recovery).

usually appears automatically along with the new

A ® | Local Diik(F)
Home Shase View

L1
s ThigPC o Mew Vehome (6] » Recswmred o Liocal DiskdF) . 8

# Quick sccess
B Do . Debeted Files
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- MEw Vohume (2]
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b Network
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14. This concludes the demonstration showing how to recovery file using EaseUS Data Recovery Wizard.
15. Close all open windows.

16. Turn off the Admin Machine-1 virtual machine.
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EXERCISE 6: BACK UP AND RESTORE DATA IN WINDOWS

Data backup is the process of copying or storing important data.

LAB SCENARIO

A security professional should know how to recover deleted files and folders, which have been deleted accidentally by users or due to a natural
disaster. They can use recovery techniques or proprietary applications to obtain sensitive and confidential information.

OBJECTIVE

The objective of this lab is to demonstrate how to backup crucial data on a Windows Server machine and using remote servers to store backup
data which helps the organization in restoring the data in case of hard drive failure on the main server.

OVERVIEW OF BACK UP AND RESTORATION

For any organization it is important to perform data back up and in any circumstances if the data is lost then they must have the required
procedure to restore it from the archives. Sometimes, the information is not useful at the moment, and need to be archived. The archived data
can be later used for regulatory reasons. The archival policies minimize the amount of data the information systems can manage and allows
secure retention. The data can be restored from archives when it is required.
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Note: Ensure that the PfSense Firewall virtual machine is running.

1. Turn on AD Domain Controller and Web Server virtual machines.

2. Switch to AD Domain Controller and log in with the credentials CCT\Administrator and admin@123.
Note: The network screen appears, click Yes.

3. Open File Explorer and navigate to C: drive. Create a new folder and name it as Data Backup.

4. Now, we will share this folder (Data Backup). To do so, right-click the folder, select Properties.
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5. Data Backup Properties window appears, navigate to the Sharing tab, and select Advanced Sharing.
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6. Check Share this Folder checkbox and click Permissions.
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7. In Permissions for Data Backup window, check Full Control checkbox to give full control to Everyone. Click Apply and OK.
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8. In Advanced Sharing window, click Apply and OK.
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9. Close the Data Backup Properties window.
10. Switch to the Web Server virtual machine.

11. Log in with the credentials Administrator and admin@123.
Note: The network screen appears, click Yes.

12. Click Start icon on the Desktop and click Server Manager.
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13. In the Server Manager window, click Tools and select Windows Server Backup.
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14. A wbadmin window appears, click Local Backup node from the left-pane.

15. In the right-pane under Actions section, click Backup Once... option.
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16. Backup Once Wizard window appears, click Next.

17. In Select Backup Configuration wizard, select Custom radio-button and click Next.
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18. In Select Items for Backup wizard, click Add Items button.
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19. Select Items window appears, expand Local Disk (C:) and select Internal Files folder to back up the entire folder. Click OK.
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20. You can observe that the selected folder (Internal Files) appears in the selected items field, click Next.

21. In Specify Destination Type wizard, select Remote shared folder radio-button and click Next.

8 Backup Once Wizard *
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22. Specify Remote Folder wizard appears, under Location field enter \DOMAINCONTROLL\Data Backup and click Next.

¥ Backup Once Wizard

»
oo @

- ::; Specify Remote Folder
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Location:
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Confirmation Access control
Backup Progress () Do not inherit
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23. In the Confirmation wizard, click Backup.

8 Backup Once Wizard s
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24. The backup process initializes, and Backup Progress wizard appears.
Note: Wait for a while for the backup to complete.

25. After the completion of backup process, Status is displayed as Completed. Click Close.
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26. Leave wbadmin window running.

<

27. Navigate to C: drive and delete Internal Files folder in order to stimulate the loss of valuable data.
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28. Now, we will restore the files that were deleted accidentally.

29. In the wbadmin window, click Recover... from the right-pane under Actions section.
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30. Getting Started wizard appears, select A backup stored on another location radio-button and click Next.
31. In Specify Location Type wizard, select Remote shared folder radio-button and click Next.

32. Specify Remote Folder wizard appears, enter \DOMAINCONTROLL\Data Backup in the field and click Next.

BB Fecovery Wizard X
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33. In Select Backup Date wizard, leave the settings as default and click Next.

34. In Select Recovery Type wizard, click Next.

35. In Select Items to Recover wizard, under Available items section, navigate to WebServer » Local Disk (C:) and select Internal Files folder.
Click Next.

Recovery Wizard -
*

'
= 3‘( Select Items to Recover

Getting Started Browse the tree in Available itemns to find the files or folders that you want to recover. Click an item
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36. In Select Recovery Options wizard, under Another location, click Browse button.

37. Browse For Folder window appears, navigate to This PC » Local Disk (C:) and click Make New Folder.

38. Name the folder as Data Recovered and click OK.
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39. You can observe that the selected location appears under Another location field, click Next.
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40. In the Confirmation wizard, click Recover.
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41. Recovery Progress wizard appears and the recover process initializes. After the completion of recovery, Status as Completed is displayed.

Click Close.
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42. Close wbadmin window.

43. Now, havigate to the C:\Data Recovered to view the restored files in order to confirm that the recovery process worked correctly.
44, This concludes the demonstration showing how to back up and restore data in Windows.
45, Close all open windows.

46. Turn off AD Domain Controller and Web Server virtual machines.
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EXERCISE 7: PERFORM DATA DESTRUCTION USING WINDOWS DISKPART
UTILITY

Data destruction is the process of destructing the stored data in electronic media such as hard drives, flash drives, tapes, etc.

LAB SCENARIO

Computers,smartphones,and other devices store a large amount of data, some of which may be sensitive and critical, such as emails, documents,
personal photos, etc. Once not in use, the user deletes the data presuming that the information is deleted and cannot be recovered. If not
deleted properly, the information still exists on the hard drive or memory chip, and anyone accessing such a system can recover these deleted
files. The best way to permanently delete files or sensitive data is by implementing data destruction methods

A security professional must have a required knowledge to destroy data permanently so that it cannot be retrieved or recovered.

OBJECTIVE

This lab will demonstrate how to perform data destruction using Windows utility such as DiskPart.

OVERVIEW OF DATA DESTRUCTION

Data destruction converts the data into an unreadable form that cannot be accessed or exploited for unauthorized purposes. The main purpose
of data destruction is to restrict the unauthorized disclosure of information through proper disposal and destruction of devices, equipment,
computers, and media that store sensitive data.

DiskPart isa command utility to manage drives, partitions, and volumes. It can be used when other tools such as Disk Management and Format
are unable to resolve the problem. It quickly removes data and partitions from a hard drive using the command prompt.

A security professional can use Windows DiskPart Utility as a proof of concept to perform data destruction of organization'’s data.
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Note: Ensure that the PfSense Firewall virtual machine is running.

1. Turn on the Admin Machine-1 virtual machine.
2. Log in with the credentials Admin and admin@123.

Note: If the network screen appears, click Yes.
3. Click the Type here to search field present at the bottom-left corner of Desktop and type cmd. Command Prompt appears in the search

results, from the right-pane, select Run as administrator option.

4. User Account Control window appears, click Yes to proceed.
5. Switch to the Command Prompt window. In the Command Prompt window, type diskpart and press Enter to launch DiskPart.

ﬁ Administrator: Command Prompt - diskpart
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6. Diskpart prompt appears, type list disk and press Enter to display all the disks on the system.

7. The result appears, displaying two disks: Disk 0 and Disk 1 with Status as Online along with the total Size and Free space, as shown in the
screenshot below.

E- .ﬁ;;d:nin.-s!natc-.: C-G'!'.'ll'l'lé nd Prompt - diskpart
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8. Type select disk 1 and press Enter to select the disk needs to be cleaned.

9. Now, type clean and press Enter to wipe out the select drive (here, Disk 1).

E Administrator: Command Prompt - diskpart 1
ak ¢ i

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 101



EC-Council <€) codered

FROM EC-COUNCIL

10. Open File Explorer window and navigate to This PC. You can observe that the New Volume (Z:) has been removed.
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1. Switch back to the Command Prompt window.

12. In the Diskpart prompt, type list disk and press Enter to confirm that all the data in Disk 1 has been wiped out.

13. The result appears, observe that Disk 1is now empty as the Size and Free space is same (i.e., 30 GB), as shown in the screenshot below.
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14. Now, type create partition primary and press Enter to create a new partition on the drive.
15. Type select partition 1 and press Enter to select the new primary partition.

16. Type active and press Enter to activate the selected partition.

E Administrator: Command Prompt - diskpart
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17. Now, type format FS=NTFS label=Data Quick and press Enter to format the partition and set a drive label.

18. Type assign letter=W and press Enter to assign a letter and make the drive available in File Explorer.

E Administrator: Command Prompt - diskpart
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19. File Explorer window appears automatically, displaying newly created Data (W:) drive, as shown in the screenshot below.
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20. Close File Explorer window and switch to the Command Prompt window.

21. In the Diskpart prompt, type exit and press Enter to terminal Diskpart.

ﬁ Administrator: Command Prompt
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22. This concludes the demonstration showing how to wipe out data in a drive and creating a new drive using DiskPart utility.
23. Close all open windows.

24. Turn off Admin Machine-1 and PfSense Firewall virtual machines.
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